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Abstract: Anomaly detection in autonomous vehicle (AV) telemetry is a safety-critical task requiring accurate 

identification of abnormal vehicle behavior from multivariate kinematic sensor streams. This study presents a 

comprehensive comparative benchmark of twelve supervised classification algorithms and thirteen unsupervised 

clustering configurations applied to a real-world AV telemetry dataset comprising 112,028 observations and 23 

engineered kinematic features after removal of seven constant-value columns. The dataset exhibits an approximately 

balanced class distribution (Normal: 56,380; Anomaly: 55,648). All classifiers were trained on an 80/20 stratified split 

and evaluated on Accuracy, Precision, Recall, F1-Score, and AUC-ROC. Clustering algorithms were evaluated on 15,000 

randomly sampled observations using Silhouette Score, Davies-Bouldin Index (DBI), Calinski-Harabasz Index (CHI), 

Adjusted Rand Index (ARI), and Normalized Mutual Information (NMI). Results demonstrate that tree-based ensemble 

classifiers achieve performance approaching theoretical upper bounds — Extra Trees, Random Forest, Bagging, and 

Decision Tree (each F1 = 0.9998) — driven by the dominant discriminative power of speed, speed_time_ratio, 

rolling_distance_mean, and distance, which collectively account for 59.7% of Random Forest feature importance. In 

contrast, all unsupervised clustering algorithms fail to semantically recover ground-truth anomaly labels: the best-

Silhouette configurations (Birch k=3, Silhouette = 0.9529) achieve ARI ≈ 0.000, while the best-ARI configuration (K-

Means k=2, ARI = 0.440) recovers only partial anomaly structure. Three robustness experiments qualify these figures: 5-

fold cross-validation confirms stability under random partitioning (F1 = 0.9998 ± 0.0001 for the top ensembles), while 

strictly temporal and unseen-scenario partitioning reduce peak F1 to 0.9750 and 0.9602 respectively, quantifying the 

contribution of window- and scenario-level information leakage to the near-saturated hold-out scores; a ten-sample 

sensitivity analysis shows the K-Means label alignment to be sample-dependent (ARI = 0.20 ± 0.21) whereas the 

degenerate high-Silhouette collapse is fully robust. Under the default configurations and static distribution assumption 

examined here, these findings indicate that supervised classification is the preferred paradigm for AV anomaly detection 

when labeled telemetry is available, and establish that Silhouette Score alone is a misleading model selection criterion in 

this context. All experiments were run with default hyperparameters in a documented software environment; robustness 

under hyperparameter tuning and distribution drift remains for future work. 

 

Index Terms: Autonomous vehicle, anomaly detection, machine learning, supervised classification, unsupervised 

clustering, ensemble methods, kinematic telemetry 

 

 

1. Introduction 

The rapid advancement of autonomous vehicle (AV) technology has positioned intelligent mobility systems at the 

intersection of safety engineering and real-time data analytics. As AVs integrate into public transportation infrastructure, 

ensuring continuous operational safety demands robust mechanisms capable of identifying abnormal vehicle behavior 

before it escalates into critical failures. Anomaly detection — distinguishing atypical observations from a normal 

operating baseline — is now a foundational component of AV safety architecture, applicable to sensor fault identification, 

control system instability, and cybersecurity intrusion recognition [1-3]. Vehicle telemetry data provides a continuous 

multivariate stream of kinematic, positional, and dynamic signals whose statistical properties differ systematically 

between normal and anomalous states, making it a natural substrate for machine learning-based monitoring [4-6]. The 

consequences of undetected anomalies are severe: erroneous navigation decisions and unrecognized obstacles can result 

in fatal outcomes, establishing anomaly detection not merely as a performance optimization task but as a direct safety-

critical requirement [7-10]. A further methodological pitfall deserves emphasis at the outset: because telemetry is 

temporally autocorrelated, naive random row-level partitioning of time-series-derived features can leak information 

between training and test sets and inflate apparent performance, so benchmark results on such data must be interpreted 

with this caveat in mind. 

Supervised machine learning has emerged as the dominant paradigm for AV anomaly detection when ground-truth 

labeled data is available from simulation platforms or annotated incident logs. Tree-based ensembles, neural networks, 

and kernel methods have each demonstrated strong discriminative performance on structured kinematic telemetry. [11] 

proposed a Denoising Variational Transformer (DVT) for AV sensor anomaly detection reporting F1-Score improvements 

of 8–50% over autoencoder baselines, while [12] combined Local Outlier Factor, Isolation Forest, and One-Class SVM 

in a UAV telemetry anomaly framework, demonstrating that unsupervised methods require extensive domain-specific 

feature engineering to approach meaningful anomaly alignment. More recently, the lightweight GRAD framework [13], 

using a Gated Recurrent Unit with a Multi-Stage Sliding Window mechanism, achieved F1 = 0.976 for real-time AV 

anomaly classification — a competitive result for online deployment, yet still below the ceiling performance observed for 

classical tree ensembles on engineered kinematic feature sets. 

Despite this breadth of research, three persistent gaps limit the practical utility of existing literature for operational 

AV monitoring system design. First, systematic benchmarking across a wide range of classical supervised and 

unsupervised algorithms on the same AV telemetry dataset remains scarce, with most studies evaluating a narrow method 

subset under non-standardized conditions [1,14]. Second, the relative advantage of supervised classification over 
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unsupervised clustering for semantically meaningful anomaly identification has not been rigorously quantified using 

external alignment metrics (ARI, NMI) alongside internal geometric metrics (Silhouette, DBI), leaving practitioners 

without an evidence-based basis for paradigm selection [15]. Third, the internal-external metric divergence problem — 

wherein extremely high Silhouette Scores coexist with near-zero ARI — remains insufficiently documented in AV-

specific contexts, creating the risk that algorithms with zero semantic anomaly content are falsely selected as operationally 

optimal [15,16]. 

This study addresses all three gaps through a structured benchmark on a real-world AV simulation telemetry dataset 

of 112,028 observations across 23 engineered kinematic features. The contributions are listed below as specific technical 

paths.  

 

• (1) A standardized preprocessing pipeline including constant-feature removal, z-score normalization, and stratified 

partitioning.  

• (2) Systematic evaluation of twelve supervised classifiers — spanning tree ensembles, gradient boosting, kernel 

methods, neural networks, and probabilistic models — on Accuracy, Precision, Recall, F1-Score, and AUC-ROC. 

Robustness is verified under 5-fold cross-validation and under strictly temporal and unseen-scenario partitioning, 

quantifying information-leakage effects. 

• (3) Evaluation of thirteen unsupervised clustering configurations across seven algorithm families using five 

complementary internal and external metrics, consistent with the benchmark design principles of [14]. A ten-

sample sensitivity analysis quantifies the sample dependence of every configuration. 

• (4) Empirical demonstration and physical interpretation of the internal-external metric divergence, with direct 

implications for production AV monitoring system design.  

 

The remainder of this paper is organized as follows: Section 2 reviews related work; Section 3 describes the dataset, 

preprocessing, and methodology; Section 4 reports results; Section 5 discusses their implications; and Section 6 concludes 

with limitations and future research directions. 

2. Literature Review 

Anomaly detection in autonomous and connected vehicles has attracted substantial research attention across 

statistical, classical machine learning, and deep learning paradigms. [17] provided a unifying taxonomy of deep and 

shallow anomaly detection methods, establishing that supervised, semi-supervised, and unsupervised approaches differ 

fundamentally in their optimization objectives and that no single paradigm dominates across all dataset types. Building 

on this, [1] reviewed 203 studies on AV anomaly detection, identifying LSTM, CNN, and autoencoder architectures as 

the most frequently applied methods, while highlighting the persistent absence of standardized benchmarking datasets as 

a critical field-wide limitation. [11] addressed this gap by proposing a Denoising Variational Transformer (DVT) for AV 

sensor anomaly detection, reporting F1-Score improvements of 8–50% over autoencoder baselines, though both remain 

well below the near-perfect performance of classical tree ensembles on structured kinematic features. [12] further 

demonstrated that automated machine learning ensembles combining one-class methods for UAV telemetry anomaly 

detection require extensive feature engineering to overcome the inherent limitation that these methods optimize geometric 

outlier criteria rather than label-aligned class boundaries, while [13] confirmed that even optimized GRU-based real-time 

classifiers (F1 = 0.976) remain below classical ensemble ceiling performance on well-engineered kinematic feature sets. 

Supervised ensemble methods have established themselves as the de facto standard for binary anomaly classification 

on structured tabular sensor data [18]; [19,20] demonstrated that Random Forest's combination of bagging and random 

feature subsampling produces strong generalization on structured tabular data with minimal parameter tuning, a property 

directly reflected in the 99.98% test accuracy observed in this study. The theoretical basis for Extra Trees performance 

on correlated feature spaces was established by [19], who showed that extreme threshold randomization reduces 

sensitivity to correlated feature clusters — a property directly relevant to the speed–speed_lag_1–speed_time_ratio cluster 

(r > 0.95) identified in this dataset. [21] confirmed these findings in an IoT security context, demonstrating through a 

comparative analysis of ensemble tree configurations for botnet detection that bagging ensembles consistently match or 

outperform boosting methods on near-balanced binary classification datasets, and that standalone Decision Trees 

approach ensemble performance when the decision boundary is geometrically simple — a pattern replicated here where 

Decision Tree (F1 = 0.9998) matches Bagging and Extra Trees to within ΔF1 < 0.0001. The comprehensive ADBench 

benchmark [14], evaluating 30 anomaly detection algorithms across 57 datasets, further confirmed that supervised 

methods universally outperform unsupervised ones when ground-truth labels are available, with no unsupervised 

algorithm statistically dominating others across dataset types. 

The evaluation of unsupervised clustering for anomaly detection introduces distinct methodological challenges, 

particularly regarding the choice of evaluation metrics. [15] evaluated 19 unsupervised anomaly detection algorithms 

across 10 multivariate datasets and demonstrated that algorithm ranking based solely on internal geometric criteria 

frequently diverges from ranking based on external label alignment, and that no single algorithm consistently dominates 

across all data types — motivating the multi-metric, multi-algorithm evaluation design adopted in this study. [16] 
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conducted an extensive comparative study of 30 cluster validity indices across multiple dataset types and clustering 

algorithms, finding that Silhouette Score systematically overestimates cluster quality on datasets with one dominant 

density region, and recommending that at least two complementary validation indices — one internal, one external — 

always be reported jointly, a recommendation adopted as a core methodological principle in this study. [22,23] 

demonstrated in the related context of in-vehicle CAN network anomaly detection that fully-supervised methods 

universally outperform semi-supervised alternatives when sufficient labeled data is available, with XGBoost achieving 

state-of-the-art accuracy (98.65%) — further reinforcing that label availability is the decisive factor in paradigm selection. 

Comprehensive surveys on anomaly-based IDS for industrial and networked systems, and federated IDS architectures 

further contextualize the breadth of anomaly detection methods across domains, while surveys of deep learning methods 

and reviews of in-vehicle network intrusion detection systems establish the methodological landscape within which this 

benchmark is positioned. Nevertheless, a critical reading of this literature reveals recurring limitations rather than a settled 

methodological landscape. Deep architectures such as DVT [11] and GRAD [13] optimize reconstruction or sequence-

forecasting objectives and impose non-trivial inference latency budgets, yet their reported gains are rarely benchmarked 

against strong classical baselines on identical engineered feature sets; conversely, classical studies seldom report external 

label-alignment metrics for their unsupervised components, leaving the semantic validity of high internal scores 

unexamined. Emerging directions relevant to vehicle dynamics modeling include graph neural network detectors that 

represent inter-signal dependency structure explicitly [33] and temporal Transformer architectures such as Anomaly 

Transformer [34] and TranAD [35]; these are promising for capturing long-range temporal dependencies, but their 

advantage over tree ensembles on tabular kinematic features remains unestablished [19], their computational latency is 

largely uncharacterized for onboard deployment, and none of these works documents the internal-external metric 

divergence that this study quantifies. 

3. Methodology 

3.1. Dataset Description 

The Autonomous Vehicle Anomaly Detection dataset comprises 112,028 telemetry records generated with the 

MOBATSim simulation framework (MATLAB 2020b) and published openly on IEEE DataPort by Pallapothu et al. [36] 

(doi: 10.21227/0q64-5f96), each record annotated with a binary ground-truth label: Normal (0) or Anomaly (1), where 

anomalous records correspond to labeled False Data Injection Attacks (FDIA) against the vehicle sensor streams. The 

corpus comprises 28 recording sessions of 4,001 records each, spanning urban, highway, and obstacle-laden driving 

scenarios. The original 33 columns include raw positional, rotational, and kinematic signals recorded at high temporal 

frequency across multiple simulated driving scenarios. The label distribution is approximately balanced — 56,380 Normal 

records (50.33%) and 55,648 Anomaly records (49.67%) — eliminating the need for resampling techniques such as 

SMOTE or class-weight adjustment that are typically required in imbalanced anomaly detection benchmarks [24-26]. 

Table 1 summarizes the dataset properties after preprocessing. 

Table 1. Dataset Summary After Preprocessing 

Property Value 

Total observations 112,028 

Original features 33 

Constant features removed 7 

Final feature count 23 

Normal samples (label = 0) 56,380 (50.33%) 

Anomaly samples (label = 1) 55,648 (49.67%) 

PCA explained variance (2 components) 36.60% 

Train / Test split 89,622 / 22,406 (80/20 stratified) 

Clustering sample size 15,000 (stratified random) 

 

3.2. Preprocessing Pipeline 

Seven features were removed during preprocessing due to zero variance across the entire dataset: x_rot, y_rot, z_rot, 

z_pos, angular_velocity, angular_acceleration, and angular_displacement. Constant-value features carry no 

discriminative information and introduce numerical instability in distance-based and kernel-based algorithms. The 

retained 23 features span five semantic categories: 

 

• Raw kinematics: Time, rot_angle, speed, x_pos, y_pos, acceleration, jerk, speed_change_rate, distance 

• Cumulative signals: cumulative_distance, cumulative_speed, cumulative_jerk 

• Temporal: time_diff 

• Lag features: speed_lag_1, acceleration_lag_1, distance_lag_1 
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• Rolling window statistics: rolling_speed_mean, rolling_speed_std, rolling_acceleration_mean, 

rolling_acceleration_std, rolling_distance_mean, rolling_distance_std, speed_time_ratio 

 

 

Fig. 1. Feature Correlation Matrix of Vehicular Dynamics and Derived Temporal Features 

Feature correlation analysis (Fig.1) reveals three major collinearity clusters: (1) speed–speed_lag_1–

speed_time_ratio–rolling_speed_mean (r > 0.95); (2) cumulative_distance–cumulative_speed (r ≈ 1.0); and (3) jerk–

acceleration–speed_change_rate (r = 0.6–0.7). These redundancies are exploited by tree-based algorithms through random 

feature subsampling [19] but contribute to the low PCA explained variance (36.60%), indicating that the anomaly signal 

is distributed across multiple correlated dimensions. All 23 features were standardized using z-score normalization prior 

to all model training to eliminate scale bias in distance-based, kernel-based, and gradient-based algorithms. 

3.3. Data Partitioning 

 

Fig. 2. Left: PCA 2D projection of a 15,000-observation sample showing dense overlap between Normal (green) and Anomaly (red) classes. Right: 

Label distribution across 112,028 observations confirming an approximately balanced class distribution (Normal = 56,380; Anomaly = 55,648). 
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The full 112,028-record dataset was partitioned into a training set (89,622 records, 80%) and a held-out test set 

(22,406 records, 20%) using stratified random splitting to preserve the 50:50 class distribution in both partitions. As 

shown in Fig.2, the PCA projection confirms that Normal and Anomaly observations are densely co-located in two-

dimensional space, indicating that the class boundary is not recoverable through geometric partitioning alone. For 

unsupervised clustering evaluation, a separate simple random sample of 15,000 observations was drawn with a fixed seed 

from the full standardized dataset to manage computational feasibility for density-based and hierarchical algorithms. The 

elbow method and Silhouette-vs-K analysis were conducted on the same 15,000-observation sample. 

3.4. Supervised Classification 

Twelve supervised binary classifiers were evaluated under identical experimental conditions using default scikit-

learn and XGBoost configurations to ensure that performance differences reflect intrinsic algorithmic properties [27]: 

 

• Bagging ensembles: Random Forest (Breiman, 2001), Extra Trees (Geurts et al., 2006), Bagging — all 

n_estimators = 100, random_state = 42, n_jobs = −1 

• Gradient boosting: XGBoost (n_estimators = 100), Gradient Boosting (n_estimators = 100), AdaBoost 

(n_estimators = 100, algorithm = SAMME) 

• Single tree: Decision Tree (random_state = 42, no depth constraint) 

• Instance-based: KNN (k = 5, n_jobs = −1) 

• Kernel method: SVM (RBF kernel, probability = True, max_iter = 5,000) 

• Neural network: MLP (hidden layers: 128→64, max_iter = 300) 

• Linear model: Logistic Regression (max_iter = 1,000) 

• Probabilistic: Gaussian Naive Bayes 

 

Performance was quantified using Accuracy (Eq. (1)), Precision (Eq. (2)), Recall (Eq. (3)), F1-Score (Eq. (4)), and 

AUC-ROC. Feature importance was extracted using the mean decrease in impurity (Gini importance) criterion intrinsic 

to tree-based ensembles (Breiman, 2001). This impurity-based measure is distinct from model-agnostic post-hoc 

attribution frameworks such as SHAP (Lundberg et al., 2020), which is not used in this study; the earlier conflation of the 

two has been corrected. All hyperparameters were deliberately held at library defaults to establish a reproducible, tuning-

free baseline in which performance differences reflect intrinsic algorithmic behavior rather than differential tuning effort; 

no hyperparameter search or sensitivity analysis was conducted, so reported results should be read as lower bounds on 

attainable performance for each algorithm (this constraint is restated as a limitation in Section 6). 

 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
) (1) 

 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = (
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
) (2) 

 

 𝐴𝑐𝑅𝑒𝑐𝑎𝑙𝑙 = (
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
) (3) 

 

 𝐹1 = (
2 ⋅ Precision ⋅ Recall

Precision + Recall
) (4) 

 

3.5. Unsupervised Clustering 

Thirteen clustering configurations spanning seven algorithm families were evaluated on the 15,000-observation 

random sample: 

 

• Partition-based: K-Means at k = 2, 3, 4 (n_init = 10); Mini-Batch K-Means at k = 2 

• Model-based: GMM at k = 2 and 3 

• Hierarchical: Agglomerative Clustering with Ward, Complete, and Average linkage (n_clusters = 2) 

• Tree-structured: Birch at k = 2 and k = 3 

• Density-based: DBSCAN at eps = 1.5 and eps = 2.0 (min_samples = 15) 

 

Five complementary metrics were computed. Internal metrics — Silhouette Score (Eq. (5)), Davies-Bouldin Index 

(DBI), and Calinski-Harabasz Index (CHI) — assess geometric cluster quality without label reference. External metrics 

— Adjusted Rand Index (ARI) and Normalized Mutual Information (NMI) — assess semantic alignment with ground-

truth labels. Optimal cluster number was assessed through the Elbow Method and Silhouette-vs-K analysis over K = 2 to 

10, following the methodology recommended by Schubert and Rousseeuw (2021). Joint reporting of internal and external 
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metrics was adopted as a mandatory practice consistent with Arbelaitz et al. (2013). A note on the applicability boundary 

of these metrics is warranted for this dataset: the Silhouette Score assumes convex, comparably dense clusters and is 

computed here on the full 23-dimensional standardized space, where the strong collinearity documented in Section 3.2 

(r > 0.95 within feature clusters) causes Euclidean inter-point distances to be dominated by a few correlated directions — 

precisely the regime in which Silhouette is known to overestimate cluster quality when one dense region dominates [16]. 

 

 𝑠 =
𝑏 − 𝑎

max(𝑎, 𝑏)
 (5) 

 

3.6. Evaluation Framework 

The central methodological contribution is the parallel dual-track evaluation of both paradigms using joint internal-

external metrics, enabling direct quantitative comparison of each paradigm's ability to recover ground-truth anomaly 

structure. For supervised classifiers, F1-Score serves as the primary ranking metric with AUC-ROC as a secondary 

probabilistic calibration measure. For clustering, ARI and NMI serve as the primary selection criteria where ground-truth 

labels are available, with Silhouette Score and DBI as secondary geometric diagnostics — consistent with the joint 

reporting recommendation of [15,16]. All experiments were implemented in Python 3 using scikit-learn, XGBoost, and 

standard data science libraries, with random seeds fixed at 42 for full reproducibility. Primary results (Tables 2 and 4) 

derive from the fixed-seed hold-out split and 15,000-observation sample described in Section 3.3; their robustness is 

verified through 5-fold stratified cross-validation with per-fold standardization, strictly temporal partitioning, unseen-

scenario partitioning (Section 4.2, Table 3), and a ten-sample clustering sensitivity analysis (Section 4.3, Table 5). All 

experiments were executed on a 12th Gen Intel Core i5-12450HX (12 threads, 16 GB RAM) under Python 3.12 with 

scikit-learn 1.8.0 and XGBoost 3.2.0; all reported training times refer to this environment. The end-to-end data flow 

between modules is summarized in Algorithm 1. 

 

Algorithm 1. Dual-track benchmark procedure. 

 

Input: telemetry dataset D (112,028 × 33 columns), ground-truth labels y 

 

1: Remove 7 zero-variance features; retain 23 kinematic features 

2: Standardize all features (z-score) → D̃ 

3: Stratified 80/20 split of D̃ → (Train, Test) 

4: for each of the 12 supervised classifiers: fit on Train; predict on Test; record Accuracy, Precision, Recall, F1 (Eqs. (1)–

(4)), AUC-ROC 

5: Draw stratified 15,000-observation sample S from D̃ 

6: for each of the 13 clustering configurations: fit on S; record internal metrics Silhouette (Eq. (5)), DBI, CHI and external 

metrics ARI, NMI against y 

7: Rank classifiers by F1-Score; rank clusterings jointly by (ARI, NMI) and (Silhouette, DBI) 

8: Robustness: repeat step 4 under 5-fold CV, temporal, and unseen-scenario splits; repeat step 6 on 10 independent 

samples 

 

Output: dual-track ranking and internal–external divergence report 

4. Results 

4.1. Feature Analysis 

PCA applied to all 23 standardized features yields a two-component cumulative explained variance of only 36.60% 

— PC1 capturing 19.0% and PC2 capturing 17.6% — indicating that the anomaly signal is distributed across many 

correlated dimensions rather than concentrated in a few dominant axes (Fig.2). The PCA scatter plot reveals that Normal 

and Anomaly observations are densely co-located in the two-dimensional projection, confirming that the class boundary 

is not recoverable through geometric partitioning alone. Random Forest feature importance (Fig.3), interpreted using the 

mean decrease in impurity criterion (Breiman, 2001), reveals a clear dominance hierarchy: speed (17.4%), 

speed_time_ratio (16.3%), rolling_distance_mean (13.3%), and distance (12.7%) collectively account for 59.7% of total 

importance, while the bottom eight features contribute less than 3% combined. Fig. 3. presents the full importance ranking. 
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Fig. 3. Random Forest mean decrease in impurity feature importance across all 23 kinematic features. The top four features — speed, speed_time_ratio, 

rolling_distance_mean, and distance — account for 59.7% of total discriminative power. 

4.2. Supervised Classification Performance 

All twelve supervised classifiers achieved high classification performance on the 22,406-record held-out test set, 

with F1-Scores ranging from 0.8646 (Naive Bayes) to 0.9998 (Extra Trees, Random Forest, Bagging, and Decision Tree, 

tied to four decimal places). The complete results are reported in Table 2. 

Table 2. Supervised Classification Results (sorted by F1-Score) 

Classifier Accuracy Precision Recall F1-Score AUC-ROC Time (s) 

Extra Trees 0.9998 0.9999 0.9997 0.9998 1.0000 2.3 

Bagging 0.9998 0.9999 0.9997 0.9998 1.0000 22.4 

Random Forest 0.9998 0.9999 0.9997 0.9998 1.0000 4.7 

Decision Tree 0.9998 0.9998 0.9998 0.9998 0.9998 0.5 

KNN 0.9995 0.9997 0.9993 0.9995 0.9999 <0.1 

XGBoost 0.9994 0.9996 0.9991 0.9994 1.0000 1.8 

Gradient Boosting 0.9983 0.9973 0.9994 0.9983 1.0000 16.7 

MLP Neural Net 0.9983 0.9984 0.9982 0.9983 1.0000 20.5 

AdaBoost 0.9947 0.9925 0.9969 0.9947 0.9999 7.9 

SVM (RBF) 0.9940 0.9898 0.9982 0.9940 0.9993 137.3 

Logistic Regression 0.9749 0.9868 0.9623 0.9744 0.9973 4.1 

Naive Bayes 0.8802 0.9853 0.7703 0.8646 0.9902 <0.1 

 
Six classifiers achieved AUC-ROC = 1.0000 and ten of twelve exceeded AUC-ROC = 0.999, confirming that the 

anomaly decision boundary is highly learnable with supervised guidance (Fig.5). The strongest performance drops occur 

at Logistic Regression (Recall = 0.9623) and Naive Bayes (Recall = 0.7703), both of which make linearity or feature 

independence assumptions incompatible with the correlated, non-linear kinematic feature structure identified in the 

correlation analysis. Fig.4 shows the confusion matrices for the top six classifiers. Decision Tree produces only 4 

misclassifications from 22,406 test records — 2 false positives and 2 false negatives — confirming that the kinematic 

anomaly boundary is nearly perfectly learnable. On the other hand, Fig.5 presents the ROC curves for all twelve classifiers. 

Six ensemble models achieve AUC-ROC = 1.0000, with curves indistinguishable from the upper-left corner, while even 

the weakest classifier (Naive Bayes) achieves AUC = 0.9902. The near-saturated scores warrant explicit scrutiny for 

information leakage and overfitting, which is quantified here directly through three robustness experiments (Table 3). 
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First, under 5-fold stratified cross-validation with the scaler refit inside each training fold, the top ensembles remain at F1 

= 0.9998 ± 0.0001, confirming that the hold-out results are not artifacts of one particular random split. Second, under 

strictly temporal partitioning — the first 80% of each recording's timeline used for training and the final 20% for testing 

— peak performance falls to F1 = 0.9750 (AdaBoost), because lag, rolling-window, and cumulative features no longer 

share overlapping windows across the partition boundary. Third, under unseen-scenario partitioning — six complete 

recordings (24,006 records) held out entirely — peak performance falls to F1 = 0.9602, the model ranking reshuffles 

substantially (Logistic Regression and SVM generalize best; Random Forest drops to F1 = 0.9249), and the near-perfect 

hold-out figures are revealed to rest partly on within-scenario and within-window memorization. Random row-level 

splitting therefore inflates absolute F1 by roughly 2.5 points relative to temporal splitting and 4–8 points relative to 

scenario-level splitting. The paradigm comparison is unaffected — even the weakest leakage-free supervised 

configuration far exceeds the best unsupervised label alignment (Section 4.3) — but absolute hold-out values should be 

read as upper bounds on deployable performance. 

Table 3. F1-Score under four evaluation protocols: stratified hold-out (as Table 2), 5-fold stratified cross-validation (mean ± standard deviation), strictly 

temporal within-recording split (first 80% train / last 20% test), and unseen-scenario split (six complete recordings held out). 

Classifier Hold-out 5-fold CV (mean ± std) Temporal split Unseen-scenario split 

Extra Trees 0.9998 0.9998 ± 0.0001 0.9737 0.9546 

Bagging 0.9998 0.9997 ± 0.0001 0.9737 0.9521 

Random Forest 0.9998 0.9998 ± 0.0001 0.9737 0.9249 

Decision Tree 0.9998 0.9996 ± 0.0002 0.9661 0.9523 

KNN 0.9995 0.9996 ± 0.0001 0.9742 0.9239 

XGBoost 0.9994 0.9996 ± 0.0001 0.9740 0.9544 

Gradient Boosting 0.9983 0.9986 ± 0.0005 0.9735 0.9530 

MLP Neural Net 0.9983 0.9984 ± 0.0004 0.9573 0.9348 

AdaBoost 0.9947 0.9950 ± 0.0006 0.9750 0.9544 

SVM (RBF) 0.9940 0.9944 ± 0.0005 0.9737 0.9601 

Logistic Regression 0.9744 0.9760 ± 0.0016 0.8893 0.9602 

Naive Bayes 0.8646 0.8663 ± 0.0026 0.5396 0.8165 

 

 
Fig. 4. Confusion matrices for the top six classifiers by F1-Score on the 22,406-record held-out test set. Near-diagonal concentration confirms minimal 

misclassification for all tree-based ensembles. 
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Fig. 5. ROC curves for all twelve supervised classifiers on the held-out test set. Six ensemble models achieve AUC-ROC = 1.0000. The dashed diagonal 

represents the random classification baseline 

4.3. Unsupervised Clustering Performance 

Thirteen clustering configurations were evaluated on the 15,000-observation random sample. The complete results 

are reported in Table 4. 

Table 4. Unsupervised Clustering Results (sorted by Silhouette Score) 

Configuration N Clusters Silhouette DBI CHI ARI NMI Time (s) 

Birch (k=3) 3 0.9529 0.303 2909.0 0.0000 0.0013 0.33 

Agglomerative (Average) 2 0.9527 0.286 1906.6 −0.0000 0.0005 9.27 

Agglomerative (Complete) 2 0.9527 0.286 1906.6 −0.0000 0.0005 — 

Agglomerative (Ward) 2 0.9526 0.221 3000.9 0.0000 0.0008 8.04 

GMM (k=2) 2 0.9526 0.221 3000.9 0.0000 0.0008 0.55 

Birch (k=2) 2 0.9526 0.221 3000.9 0.0000 0.0008 0.32 

K-Means (k=4) 4 0.3448 0.791 4105.9 0.3794 0.4018 1.22 

K-Means (k=2) 2 0.3428 1.343 3114.4 0.4403 0.4437 1.12 

K-Means (k=3) 3 0.3409 0.948 3837.6 0.4396 0.4426 1.21 

Mini-Batch K-Means 2 0.3378 1.286 3101.4 0.3659 0.3936 0.05 

DBSCAN (eps=2.0) 2 0.2551 0.635 261.6 −0.0003 0.0128 0.39 

GMM (k=3) 3 0.1932 3.005 719.7 0.1397 0.2167 294.9 

DBSCAN (eps=1.5) 10 −0.0340 1.242 875.7 0.0603 0.2438 0.36 
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The optimal cluster count from the elbow and Silhouette-vs-K analyses over K = 2–10 (Fig.6), consistent with the 

methodology of Schubert and Rousseeuw (2021), confirms k=2 as the natural K-Means partition. All Birch, 

Agglomerative, and GMM (k=2) configurations collapse to a degenerate solution — one dominant cluster containing 

approximately 99% of observations — producing high Silhouette Scores (≈ 0.953) through geometric compactness of 

that dominant cluster rather than meaningful class separation, as confirmed by ARI ≈ 0.000 (Fig.7). This result directly 

corroborates the systematic Silhouette inflation documented by Arbelaitz et al. (2013) for datasets with one dominant 

density region. Fig.7 visualizes all five metrics across all 13 configurations and makes the divergence immediately 

apparent: the top-six Silhouette configurations cluster on the right of the Silhouette panel but collapse to near-zero in the 

ARI and NMI panels. To assess sample dependence, all thirteen configurations were re-evaluated on ten independent 

15,000-observation random samples (Table 5). The degenerate collapse of Birch, Agglomerative (Complete and Average 

linkage), and GMM (k=2) is fully robust: these configurations produce a dominant cluster containing more than 95% of 

observations, with ARI ≈ 0 and Silhouette between 0.94 and 0.97, in essentially every sample — confirming that the 

internal-external divergence is a structural property of the feature space rather than a sampling artifact. In contrast, the 

label alignment of K-Means (k=2) is bistable: across the ten samples it attains ARI = 0.200 ± 0.212 (range 0.000–0.441), 

reaching the Table 4 value only when optimization lands in the label-aligned optimum and collapsing to the degenerate 

geometric optimum in five of the ten samples. K-Means (k=4) is the only consistently label-aligned configuration (ARI 

= 0.387 ± 0.028, no degenerate runs). 

 

 
Fig. 6. Elbow method (left) and Silhouette-vs-K analysis (right) for Mini-Batch K-Means over K = 2–10 on the 15,000-observation sample; both criteria 

identify k = 2 as the natural partition. 

Table 5. Clustering sample-sensitivity across ten independent 15,000-observation random samples: ARI (mean ± standard deviation and range), 

Silhouette (mean ± standard deviation), and number of samples yielding a degenerate partition (dominant cluster > 95% of observations). 

Configuration ARI (mean ± std) ARI range Silhouette (mean ± std) Degenerate runs 

Mini-Batch K-Means 0.390 ± 0.218 [0.137, 0.890] 0.318 ± 0.058 0/10 

K-Means (k=4) 0.387 ± 0.028 [0.356, 0.444] 0.349 ± 0.004 0/10 

K-Means (k=3) 0.372 ± 0.134 [0.000, 0.442] 0.403 ± 0.193 1/10 

K-Means (k=2) 0.200 ± 0.212 [-0.000, 0.441] 0.654 ± 0.328 5/10 

Agglomerative (Ward) 0.171 ± 0.276 [-0.000, 0.571] 0.771 ± 0.311 7/10 

GMM (k=3) 0.089 ± 0.248 [0.000, 0.794] 0.360 ± 0.214 4/10 

DBSCAN (eps=1.5) 0.065 ± 0.002 [0.063, 0.067] -0.025 ± 0.007 0/10 

GMM (k=2) 0.006 ± 0.008 [0.000, 0.022] 0.550 ± 0.263 8/10 

DBSCAN (eps=2.0) 0.000 ± 0.000 [-0.000, 0.000] 0.252 ± 0.002 10/10 

Birch (k=3) 0.000 ± 0.000 [-0.000, 0.000] 0.939 ± 0.016 10/10 

Agglomerative (Average) -0.000 ± 0.000 [-0.000, 0.000] 0.972 ± 0.006 10/10 

Agglomerative (Complete) -0.000 ± 0.000 [-0.000, 0.000] 0.965 ± 0.011 10/10 

Birch (k=2) -0.000 ± 0.000 [-0.000, 0.000] 0.960 ± 0.014 10/10 
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Fig. 7. Comparative clustering metrics across all 13 configurations: Silhouette Score, Davies-Bouldin Index, Calinski-Harabasz Index, ARI, NMI, and 

training time.  

The inverse ranking between Silhouette and ARI for Birch/Agglomerative/GMM configurations is the central finding 

of the unsupervised analysis. 

5. Discussion 

5.1. Dominance of Tree-Based Ensembles 

The performance of all tree-based classifiers, approaching theoretical upper bounds, is explained by the geometric 

structure of the 23-feature kinematic space, where four dominant features define a separating hyperplane isolating 

anomalous behavior with near-perfect precision. As established by Breiman (2001), Random Forest's variance reduction 

through ensemble averaging provides its greatest benefit when individual trees overfit — but when the boundary is as 

geometrically clean as observed here, even a single unpruned Decision Tree (F1 = 0.9998) achieves near-perfect 

partitioning. The negligible margin among Decision Tree, Bagging, and Extra Trees (ΔF1 < 0.0001) confirms that 

variance reduction through ensembling provides negligible additional benefit once the decision boundary is nearly optimal 

— fully consistent with [21], who demonstrated the same pattern on near-balanced binary IoT datasets. Feature 

importance analysis [17] reveals that speed (17.4%) and speed_time_ratio (16.3%) jointly drive more than half of the 

combined importance of the top four features, suggesting that instantaneous speed and its ratio to elapsed time are the 

most discriminative kinematic signals separating normal from anomalous vehicle behavior. 

5.2. Optimal Deployment Trade-off 

While the top four tree-based models are tied at F1 = 0.9998, Extra Trees is the preferred choice for operational AV 

monitoring deployment. As theoretically grounded by [19], Extra Trees' extreme threshold randomization produces a 

forest that is simultaneously more robust to correlated features and faster to train than standard Random Forest — and the 

present results confirm this, with Extra Trees achieving AUC-ROC = 1.0000, F1 = 0.9998, and a training time of 2.3 

seconds compared to Bagging's 22.4 seconds at identical F1. Its training efficiency — roughly an order of magnitude 

higher than the comparably accurate bagging alternative in the documented environment (Section 3.6) — is operationally 

relevant in production AV monitoring contexts where models must be retrained frequently on updated telemetry streams. 

Logistic Regression, despite training in 4.1 seconds, produces an F1 = 0.9744 and Recall = 0.9623, meaning it would 

miss approximately 4 in 100 genuine anomaly events — an unacceptable false negative rate in safety-critical deployment 

[9,28,29]. Training times are strongly hardware- and implementation-dependent — in this environment XGBoost trains 

in 1.8 seconds, faster than Extra Trees, at marginally lower F1 (0.9994) — so efficiency claims should be read as 

environment-specific rather than intrinsic constants. A further deployment consideration arises from the unseen-scenario 
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results (Table 3): when novel driving scenarios are expected, the more heavily regularized models (Logistic Regression, 

SVM) generalize best, while unregularized tree ensembles lose the most performance. 

5.3. The Internal-External Metric Divergence Problem 

The most consequential finding is the severe divergence between internal and external clustering metrics for the top-

Silhouette configurations. Birch (k=3), Agglomerative, and GMM (k=2) — the six highest-Silhouette configurations — 

all achieve ARI ≈ 0.000 and NMI < 0.002 despite Silhouette Scores of 0.952–0.953. These algorithms partition the 

standardized feature space along its principal geometric axis, creating one dominant compact cluster (≈99% of points) 

and marginal outlier groups, with the resulting high Silhouette Score reflecting the geometric compactness of the dominant 

cluster — not Normal-Anomaly separation. The collapse mechanism follows directly from the distributional structure of 

the standardized feature space rather than from any algorithmic defect. Cumulative and rolling-window features are 

heavily right-skewed: the vast majority of observations occupy one dense central mass, while a small fraction of records 

with extreme cumulative values form sparse peripheral tails, visible as the elongated margins of the PCA projection in 

Fig.8. Variance-minimizing criteria — Ward linkage, Birch's CF-tree radius threshold, and the likelihood surface of a 

two-component GMM — reduce total within-cluster variance most efficiently by isolating those few extremal points into 

marginal clusters and assigning the dense core to a single cluster, because any split through the core would increase 

within-cluster variance in both halves. The result is the observed ≈99%/1% partition, whose compact dominant cluster 

yields a high Silhouette value while carrying no information about the Normal–Anomaly boundary, which lies entirely 

inside the dense core (Fig.8, left panel). This is precisely the Silhouette inflation mechanism identified by [16], who 

demonstrated that Silhouette Score systematically overestimates cluster quality when one cluster contains a 

disproportionate share of observations. [15] further established that unsupervised anomaly detection algorithms 

optimizing internal geometric criteria consistently fail to align with ground-truth labels on datasets where the anomaly 

boundary is defined by label-dependent patterns rather than geometric outlier structure. Any operational system selecting 

clustering configurations by Silhouette Score alone would deploy a model with zero anomaly detection capability while 

falsely reporting excellent clustering quality — a direct safety-critical risk in AV monitoring system design. Fig. 8. 

provides direct visual evidence of this divergence: the ground-truth projection (left) and the Birch k=3 clustering 

projection (right) are visually indistinguishable, confirming that the algorithm has assigned cluster membership 

independently of the anomaly boundary. 

 

 
Fig. 8. Left: Ground-truth label projection in PCA space (Normal = teal, Anomaly = rust). Right: Best-Silhouette configuration — Birch (k=3, Silhouette 

= 0.9529, ARI = 0.000) — in PCA space. Visual indistinguishability between panels confirms complete failure to recover the anomaly boundary despite 

a near-perfect internal score. 

5.4. K-Means as the Best Unsupervised Approximation 

K-Means (k=2) achieves the highest external alignment (ARI = 0.4403, NMI = 0.4437) among all unsupervised 

methods, achieving approximately 44% label alignment. This partial recovery is attributable to the geometric correlation 

between K-Means' speed–distance-driven cluster axis and the actual anomaly structure — a centroid-based partitioning 

property analyzed by [30], who showed that K-Means performs best when classes are approximately spherically 

distributed in the scaled feature space. However, the ARI = 0.440 result confirms that the anomaly is not a simple 

geometric outlier but a complex, label-dependent kinematic pattern requiring supervised guidance to resolve, consistent 

with the supervised-versus-semi-supervised comparison of [22] showing that fully-supervised classifiers universally 

outperform label-agnostic alternatives. Increasing to k=3 provides no ARI improvement (0.4396 vs. 0.4403), and k=4 

reduces ARI to 0.3794, suggesting on this sample that additional cluster fragmentation splits internally coherent Normal 

or Anomaly regions rather than resolving the boundary. The ten-sample sensitivity analysis (Section 4.3, Table 5) qualifies 
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this single-sample picture, however: the k=2 alignment is bistable across samples (ARI = 0.200 ± 0.212, degenerate in 

five of ten samples), whereas k=4 delivers lower but far more dependable alignment (ARI = 0.387 ± 0.028, never 

degenerate). For operational use, K-Means at k=4 with joint internal-external monitoring is therefore the more reliable 

unsupervised fallback, and any single-sample K-Means (k=2) result should be verified across samples before deployment. 

5.5. Paradigm Selection Implications 

The combined results establish a clear paradigm selection framework: when ground-truth labels are available, 

supervised classification is clearly the preferred choice under the conditions evaluated here, with Extra Trees providing 

the optimal balance of accuracy, AUC-ROC, and training efficiency. This finding is consistent with the ADBench 

benchmark (Han et al., 2022), which confirmed across 57 datasets that supervised methods universally outperform 

unsupervised ones when ground-truth labels are available. Unsupervised clustering should be reserved for exploratory 

analysis or scenarios where labeled data is entirely unavailable — and in those scenarios, K-Means (k=2) with joint 

internal-external evaluation should be preferred over Birch, Agglomerative, and GMM configurations. The 0.5597-point 

ARI gap between Decision Tree and K-Means (k=2) represents the measurable cost of label absence and should be 

explicitly quantified in any AV monitoring system design where this paradigm choice is made on operational grounds. 

6. Conclusion 

This study benchmarked twelve supervised classifiers and thirteen unsupervised clustering configurations for 

anomaly detection on 112,028 autonomous vehicle telemetry records across 23 engineered kinematic features. Tree-based 

ensembles achieved performance approaching theoretical upper bounds — Extra Trees, Random Forest, Bagging, and 

Decision Tree (F1 = 0.9998; stable at 0.9998 ± 0.0001 under 5-fold cross-validation) — driven by four dominant features 

(speed_time_ratio, distance, rolling_distance_mean, speed) accounting for 59.7% of Random Forest importance, 

confirming that the Normal-Anomaly boundary is highly learnable under supervised guidance; Extra Trees is identified 

as the optimal deployment choice due to its combination of AUC-ROC = 1.0000, F1 = 0.9998, and 2.3-second training 

time — roughly an order of magnitude faster than the comparably accurate bagging alternative in the documented 

environment — as empirically confirmed in ensemble comparisons by [21]. All unsupervised configurations fail to 

recover meaningful anomaly structure: the highest-Silhouette group (Birch k=3, Agglomerative, GMM k=2; Silhouette ≈ 

0.953) yields ARI ≈ 0.000 — constituting a degenerate geometric partition rather than a semantically valid anomaly 

boundary — while the best-ARI configuration (K-Means k=2, ARI = 0.440) remains 56 percentage points below the 

weakest supervised classifier, a result consistent with the unsupervised evaluation findings. Robustness experiments 

qualify the absolute supervised figures without altering the ranking: strictly temporal and unseen-scenario partitioning 

reduce peak F1 to 0.9750 and 0.9602 respectively, quantifying the inflation contributed by window- and scenario-level 

leakage under random row-level splitting. This establishes joint internal-external metric reporting as a mandatory 

requirement for any clustering evaluation in safety-critical deployment contexts, and supervised classification as the 

preferred anomaly detection paradigm when labeled AV telemetry is available, under the default configurations, single-

split evaluation, and static distribution assumption examined here [14].  

Several limitations bound the generalizability of these conclusions and are stated here explicitly. First, all models 

were evaluated with default hyperparameters; no tuning or per-algorithm sensitivity analysis was performed, so reported 

figures are lower bounds on attainable performance per algorithm. Second, the dataset originates from a single simulation 

platform (MOBATSim [36]); although the temporal- and scenario-split experiments quantify within-dataset leakage 

effects directly, generalization to other simulators, to real vehicle fleets, and to drifting distributions remains unevaluated. 

Third, the comparison covers classical algorithms only — recent temporal Transformer and graph-based detectors [33-

35] were not benchmarked — and the supervised paradigm's advantage presupposes labeled telemetry, an expensive asset 

in production fleets where label scarcity may favor semi-supervised alternatives on practical grounds. Fourth, 

computational cost is reported as training time in a single documented environment, without hardware-normalized 

comparison or inference-latency measurement. 

Future work should investigate Optuna-based hyperparameter optimization for top-performing ensembles, semi-

supervised frameworks leveraging the partial anomaly structure recovered by K-Means as a pre-labeling step in low-

label-availability scenarios [22], and online learning extensions of Extra Trees for real-time telemetry streams subject to 

distributional shift. Future extensions should explore federated learning frameworks, to enable privacy-preserving 

distributed AV anomaly detection, incremental and concept-drift-aware learning strategies, for deployment on live 

telemetry streams, and deep learning architectures, validated against the kinematic features identified here [31,32]. To 

make these directions verifiable rather than enumerative, they are organized into three phased objectives: Phase 1 

(optimization) — systematic hyperparameter search for the leading ensembles with paired significance testing against the 

default-configuration baselines established here; Phase 2 (extension) — inclusion of temporal Transformer [34,35] and 

graph-based [33] baselines under the identical dual-track metric protocol, evaluated under the scenario-split regime of 

Section 4.2; Phase 3 (deployment studies) — semi-supervised pre-labeling exploiting the partial structure recovered by 

K-Means, concept-drift-aware online variants of Extra Trees for live telemetry, and federated training for privacy-

preserving fleet-scale detection. 
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