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Abstract: Wireless sensor networks enable real-time monitoring in critical applications such as industrial automation,
environmental sensing, healthcare, and infrastructure management. However, sensor node faults caused by hardware
degradation, communication failures, and harsh operating conditions can significantly reduce data reliability and system
performance. Existing anomaly detection approaches often depend on large amounts of labelled fault data and suffer from
class imbalance, noise sensitivity, computational complexity, and limited generalization in dynamic environments,
highlighting the need for adaptive and scalable fault diagnosis frameworks. To address these limitations, this study
proposes a self-supervised deep anomaly detection framework for wireless sensor network node fault diagnosis. The
proposed method integrates preprocessing and sliding-window segmentation with a Deep Dual Masked Transformer
(DDMT) architecture to capture temporal dependencies and learn discriminative features without extensive labelled data.
A self-supervised reconstruction objective with a 15% masking strategy is employed to optimize latent representations,
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while an adaptive anomaly-scoring mechanism generates reliable fault predictions. Experimental results on the Zidi
wireless sensor network dataset demonstrate that the proposed method achieves an accuracy of 99.0%, a precision of
98.5%, a recall of 98.3%, an F1-score of 98.4%, and an ROC-AUC of 99.5%, outperforming existing baseline methods.
By combining temporal modelling and representation learning within a unified framework, the proposed approach
improves anomaly detection accuracy, robustness, scalability, and generalization capability while maintaining low false
alarm rates in challenging wireless sensor network environments.

Index Terms: Wireless Sensor Networks, Anomaly Detection, Self-Supervised Learning, Fault Diagnosis, Deep
Representation Learning, Temporal Data Analysis

1. Introduction

Wireless Sensor Networks (WSNs) have become essential for environmental monitoring, industrial automation,
smart agriculture, healthcare, and infrastructure management. These networks consist of spatially distributed sensor nodes
that continuously collect and transmit data such as temperature, humidity, vibration, and pressure. Due to harsh
environments, limited energy resources, hardware degradation, and communication interference, sensor nodes are highly
prone to faults [1]. Undetected failures can propagate erroneous data, resulting in inaccurate decisions, reduced reliability,
and operational risks. Traditional fault diagnosis methods rely on labelled datasets and manually defined thresholds, which
are often impractical because labelled fault data are scarce and costly. Consequently, anomaly detection has emerged as a
practical alternative, enabling identification of abnormal behaviour without exhaustive supervision. Recent advances in
deep learning have enabled automatic feature extraction from raw telemetry signals [2]. Self-supervised learning
leverages intrinsic data structures to learn meaningful representations without requiring extensive labelled data, improving
scalability and adaptability in dynamic WSN environments. Recent advances in deep learning have significantly improved
fault diagnosis in wireless sensor networks by enabling automatic feature extraction and temporal modelling from sensor
data [3]. Self-supervised learning techniques have further attracted attention because they can learn meaningful
representations without requiring extensive labelled samples. However, many existing approaches still rely heavily on
annotated fault data, which are expensive and difficult to obtain in practical WSN deployments. Furthermore, current
methods often face challenges related to class imbalance [4], noise sensitivity, computational complexity, and limited
generalization to unseen fault patterns and changing environmental conditions. In resource-constrained WSN scenarios,
these limitations can reduce detection reliability and hinder the practical deployment of intelligent fault diagnosis systems.
Therefore, there is a need for adaptive and scalable anomaly detection frameworks that can effectively operate under
dynamic network conditions while minimizing dependence on labelled data [5]. Although existing methods have achieved
promising performance, they still suffer from several limitations, including dependence on labelled datasets, static
threshold selection, computational complexity, and limited adaptability to dynamic WSN environments. Threshold
determination remains challenging, as static thresholds may not generalize across operational conditions. Deep models
can also be computationally intensive, limiting deployment in resource-constrained environments [6]. Although edge-
cloud strategies mitigate this issue, latency and communication overhead may affect real-time detection. Additionally,
self-supervised models may capture environmental variations rather than true fault characteristics, increasing false
positives. Interpretability remains limited due to the opaque nature of deep embeddings. Furthermore, WSN datasets are
often imbalanced, with few rare fault instances, complicating validation. This research proposes a Self-Supervised Deep
Anomaly Detection framework for WSN node fault diagnosis, integrating segmentation-based temporal modelling with
anomaly scoring and classification. The method begins with structured preprocessing and sliding window segmentation
to preserve temporal continuity while stabilizing signals. A deep encoder network is trained using a self-supervised
objective that leverages intrinsic data consistency rather than labelled fault instances, enabling robust representation
learning in label-scarce environments. The model optimizes latent space representations to improve separability between
normal and faulty patterns [7]. An anomaly score is computed from learned representations, followed by adaptive
thresholding to generate binary fault labels. Unlike conventional supervised classifiers, the proposed framework unifies
representation learning and decision modelling within a single pipeline, reducing dependence on annotated datasets. By
combining segmentation-driven temporal context with self-supervised optimization, the approach enhances sensitivity to
subtle degradations while maintaining low false alarm rates.

The main contributions of this work are summarized as follows:

* A self-supervised deep anomaly detection framework based on the Deep Dual Masked Transformer (DDMT) is
proposed for wireless sensor network node fault diagnosis.

* Asegmentation-based preprocessing strategy is introduced to capture temporal dependencies and improve feature
representation.

* A self-supervised reconstruction mechanism and adaptive anomaly-scoring strategy are employed to reduce
dependence on labelled fault data.
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* Extensive experiments on the Zidi dataset demonstrate the effectiveness, robustness, and generalization
capability of the proposed method.

This paper is structured as follows. Section 1 introduces the background and objectives. Section 2 reviews related
work on WSN fault diagnosis and self-supervised anomaly detection. Section 3 presents the proposed method, including
preprocessing, segmentation, representation learning, and classification. Section 4 discusses experimental results and
evaluation. Section 5 concludes the paper and outlines future directions. Section 6 provides references supporting this
study.

2. Literature Survey

The field of self-supervised deep anomaly detection for Wireless Sensor Network (WSN) node fault diagnosis has
gained significant attention due to the increasing reliance on sensor-driven intelligent systems across industrial and
environmental applications. Ensuring reliable fault detection in resource-constrained and dynamic WSN environments
remains a critical challenge. In recent years, research efforts have expanded rapidly, encompassing diverse methodologies
such as deep representation learning, graph-based modelling, hybrid machine learning frameworks, and adaptive
statistical techniques. This literature survey systematically examines existing approaches to identify methodological
progress, prevailing challenges, and research gaps that motivate further advancements in this domain. This category
includes research that leverages graph structures and deep spatio-temporal feature learning for anomaly or intrusion
detection in WSNS. Ye et al. [8] propose GPamba-AD, a graph-prompt fine-tuning framework integrating an improved
Mamba model with multi-scale dilated convolution and a variational graph convolution network to capture complex
spatial-temporal correlations. Their method enhances generalization while reducing training cost, though correlation
anomaly detection remains challenging. Mohan et al. [9] introduce OOA-GNN, combining the Osprey Optimization
Algorithm with Graph Neural Networks for optimized feature selection and classification. The graph-based representation
enables modelling of inter-node dependencies, but computational overhead increases due to two-stage optimization. Wang
et al. [10] develop ST-DMLAD, which integrates Graph Attention Networks and Transformers with triplet-loss metric
learning to improve sensitivity under small-sample conditions. While effective in learning discriminative embeddings,
triplet loss increases computational complexity. These graph-centered approaches share a focus on modelling node
relationships and temporal dependencies; however, they commonly face challenges related to scalability, computational
burden, and optimization efficiency in large or resource-constrained WSN deployments. This category comprises hybrid
architectures that combine deep learning models with ensemble or machine learning classifiers. Haque et al. [11], present
a Transformer-based Autoencoder integrated with Isolation Forest and XGBoost to distinguish between malfunctions and
intrusions. Recent self-supervised anomaly detection approaches for time-series data have adopted contrastive learning
and masked modelling strategies to reduce dependence on labelled samples. Contrastive learning methods focus on
maximizing agreement between positive pairs, whereas masked modelling techniques reconstruct missing segments to
capture temporal dependencies. Unlike these approaches, the proposed Deep Dual Masked Transformer integrates
segmentation-based preprocessing, self-supervised representation learning, and adaptive anomaly scoring within a unified
framework for wireless sensor network fault diagnosis. The layered validation strategy reduces false alarms, yet real-time
adaptability remains limited under high noise conditions. Salmi et al. [12], evaluate multiple deep learning modelsDNN,
CNN, RNN, and CNN+RNNfor DoS detection, concluding that CNN achieves superior accuracy, though recurrent
architectures incur significantly higher training time. Talukder et al. [13], propose a hybrid pipeline using KMeans-
SMOTE for data balancing, PCA for dimensionality reduction, and Random Forest for classification, achieving strong
precision but lacking adaptability to dynamic network changes. Nguyen et al. [14], introduce GSWO-Cat Boost,
integrating metaheuristic optimization with gradient boosting to achieve high accuracy and rapid inference; however,
performance depends heavily on optimization parameters. Collectively, these hybrid models emphasize feature
engineering, imbalance handling, and classifier optimization, but often encounter challenges in computational efficiency,
adaptability, and robustness under evolving WSN conditions. Federated and distributed learning strategies form another
methodological category focused on privacy preservation and scalable collaboration. Anwar et al. [15], propose a
Federated Learning framework integrated with LSTM networks for intrusion detection across multiple loT-based WSN
datasets. By employing the Federated Averaging algorithm, the system trains models collaboratively without exchanging
raw data, enhancing privacy and reducing transmission energy. Their approach achieves improved accuracy and lower
false positive rates compared to centralized systems, demonstrating suitability for distributed sensor environments.
However, the reliance on LSTM networks introduces significant computational and training overhead, particularly under
extreme resource constraints. Additionally, federated settings remain vulnerable to dynamic network shifts and
heterogeneous device capabilities. While this category emphasizes decentralized intelligence and energy efficiency,
challenges persist in communication overhead, synchronization delays, and maintaining model consistency across non-
identically distributed data sources. Such approaches are promising for large-scale WSN deployments but require further
optimization to balance privacy, efficiency, and robustness. This category includes approaches prioritizing computational
efficiency and adaptive optimization. Alauthman et al. [16], propose a Light Gradient Boosting Machine model combined
with the Flying Fox Optimization Algorithm for intelligent fault detection and self-healing. The framework enhances
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resilience and minimizes downtime, yet optimization costs increase with network size and environmental variability.
Ahmad et al. [17], introduce Online Adaptive Kalman Filtering (OAKF), a lightweight statistical method that dynamically
adjusts noise covariances and detection thresholds in real time. Recent studies have increasingly explored self-supervised
representation learning and transformer-based architectures for time-series anomaly detection. Sun et al. [18] proposed a
self-supervised tri-domain framework that improves anomaly discrimination by jointly modeling temporal, frequency,
and representation spaces. Yang et al. [19] introduced masked autoencoders with temporal-frequency masking strategies
to learn robust features from unlabeled time-series data. Marino et al. [20] developed an interpretable transformer-based
anomaly detection framework that combines self-supervised learning with network-aware representations. Similarly, Dai
et al. [21] presented a dual self-supervised representation learning strategy to capture anomalies from multiple
perspectives. Although these methods reduce dependence on labelled data and improve generalization, their applicability
to wireless sensor network fault diagnosis remains limited. Motivated by these advances, the proposed DDMT framework
integrates self-supervised learning, temporal segmentation, and adaptive anomaly scoring for robust WSN node fault
diagnosis. The approach is particularly suitable for resource-constrained nodes due to minimal processing time, though
parameter tuning remains dataset-specific. Compared to deep learning frameworks, these methods emphasize simplicity,
rapid processing, and practical deployment feasibility. However, they may struggle to capture complex nonlinear spatio-
temporal dependencies present in large-scale WSNs. While computationally attractive, their generalization capacity and
robustness under diverse attack or fault scenarios require further investigation.

3. Proposed Method
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Fig. 1. Proposed self-supervised deep anomaly detection framework

Figure 1 illustrates the proposed self-supervised deep anomaly detection framework for Wireless Sensor Network
(WSN) node fault diagnosis. The architecture is designed to systematically transform raw sensor telemetry into reliable
anomaly scores and binary fault labels through a structured, modular pipeline. The system consists of five major stages:
Pre-Processing, Data Structuring, Deep Representation Learning, Anomaly Scoring, and Performance Evaluation. The
process begins with raw sensor data collected from distributed WSN nodes. Due to environmental noise, packet loss, and
hardware instability, raw data often contain inconsistencies. The pre-processing module enhances signal quality through
noise filtering, missing value imputation, and outlier smoothing. This ensures stability and reliability before feature
extraction. Next, the Data Structuring module prepares the cleaned data for deep learning. Normalization scales sensor
readings to a consistent range, while sliding window segmentation converts continuous streams into fixed-length temporal
sequences. Node index encoding preserves spatial identity information, enabling the model to distinguish node-specific
behaviour patterns.

The Deep Representation Learning block implements a Deep Data Modelling and Training strategy. An encoder
network extracts compact latent embeddings from structured inputs. A self-supervised objective function guides training
without requiring labelled fault data, while latent space optimization enhances separability between normal and abnormal
behaviour. This design reduces dependency on annotated datasets and improves generalization. The learned
representations are forwarded to the Anomaly Scoring module, where anomaly scores are computed based on
reconstruction error or embedding deviation. A threshold selection mechanism converts continuous scores into binary
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fault labels. Notably, the architecture supports parallel evaluation: anomaly score-based metrics (ROC-AUC, PR-AUC,
Average Precision) and classification metrics (Accuracy, Precision, Recall, F1-score) are computed independently. The
flow of information is sequential from data acquisition to evaluation; however, threshold tuning can form an implicit
feedback loop during validation to optimize decision boundaries. The modular design enhances scalability, interpretability,
and adaptability, making the framework suitable for resource-constrained and dynamic WSN environments.

The pre-processing module ensures data quality before representation learning. Its primary input is raw multivariate
sensor data X = {xi,t}, where i denotes the node index and t represents time. The module performs three key operations:
noise filtering, missing value imputation, and outlier smoothing. Noise filtering reduces high-frequency disturbances
using smoothing filters such as moving average or low-pass filters. Missing values, caused by communication failures or
power interruptions, are imputed using interpolation or statistical estimation methods. Outlier smoothing mitigates
extreme spikes that may distort training, typically through z-score clipping or median filtering. The output is a refined
dataset X' that maintains structural integrity while reducing variance unrelated to faults. This module directly feeds into
the Data Structuring block. By stabilizing data distribution, it prevents representation models from learning noise patterns
instead of meaningful operational characteristics. The design rationale emphasizes robustness and generalization,
ensuring that subsequent deep models focus on genuine node behavior patterns rather than artifacts.

The Data Structuring module transforms cleaned data into structured representations suitable for deep learning. The
input X' is first normalized to ensure consistent scaling across sensor types. Sliding window segmentation partitions time-
series data into fixed-length sequences Sy, preserving temporal dependencies. Node index encoding embeds spatial
identity information, enabling the model to differentiate node-specific anomalies. This is particularly important in multi-
node WSNs where fault patterns may vary spatially. The transformation produces a tensor X; € RV*T*F where N is the
number of windows, T is the window size, and F represents the features. This structured tensor becomes the input to the
deep encoder. The rationale behind segmentation is to capture localized temporal patterns while maintaining
computational efficiency. By structuring both temporal and spatial information, this module enhances the model’s ability
to detect gradual degradations and intermittent faults.

The Deep Dual Masked Transformer (DDMT) module performs self-supervised feature learning. It receives
structured sequences X and passes them through an encoder network f, parameterized by 6. The encoder extracts latent
embedding H, representing compressed spatio-temporal features. A self-supervised objective such as reconstruction loss
or contrastive loss is applied to optimize 8. Latent space optimization encourages separation between normal operational
patterns and anomalous deviations. The output is a low-dimensional embedding Z € R®, where d is the embedding
dimension. These embeddings are forwarded to the anomaly scoring module. The advantage of this design lies in reduced
reliance on labelled data. By learning intrinsic data structures, the model generalizes better to unseen fault types and
dynamic network conditions.

This module converts latent representations into actionable fault decisions. The anomaly score A4; is computed for
each window using reconstruction error or distance-based metrics in latent space. A threshold 7 is selected either
statistically or via validation to generate binary fault labels. If A; > 7, the node window is classified as faulty. This module
enables dual evaluation: continuous anomaly scores are used for ROC-AUC and PR-AUC analysis, while binary labels
are used for accuracy and F1-score computation. The separation of scoring and thresholding increases flexibility and
supports adaptive tuning.

The raw multivariate sensor observations collected from all wireless sensor nodes are first represented as a temporal
feature matrix, as expressed in Eq. (1). This representation serves as the input to the proposed self-supervised anomaly
detection framework.

X = {x;;} € RNXTXF (D

where Ndenotes the total number of sensor nodes, Trepresents the number of temporal observations, and Findicates the
number of sensing features recorded at each time instant. To eliminate scale variations among heterogeneous sensor
measurements, each feature is normalized using min-max normalization, as defined in Eq. (2).

~ Xit — Xmin
R = bt — Xmin @
Xmax ~ Xmin
where xpinand x,.cdenote the minimum and maximum values of the corresponding sensor feature, respectively. The
normalized sensor stream is partitioned into fixed-length temporal segments using a sliding window operation, as
formulated in Eq. (3).

Sk = [fk:fkn' ---:fk+L—1] 3)

where Ldenotes the window length and krepresents the starting index of each temporal segment. To preserve spatial
information among distributed sensor nodes, each node is transformed into a learnable embedding vector, as described in

Eq. (4).
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er=EQ) “4)
where E(-)is the node embedding function and e;represents the embedding corresponding to the i**sensor node. The

temporal features and node embeddings are fused to generate a unified input representation before deep feature learning,
as expressed in Eq. (5).

Zy =Sk De; 6]
where @ denotes feature concatenation and Z,is the fused representation supplied to the encoder. A random masking

strategy is applied to the fused representation to enable self-supervised learning through masked reconstruction, as
formulated in Eq. (6).

Zm =MQ Z, (6)
where Mis the binary masking matrix, © denotes element-wise multiplication, and masked elements are reconstructed

during training. The masked sequence is encoded by the Transformer encoder to obtain compact latent representations,
as defined in Eq. (7).

H = fo(Zy) ()
where f(-)denotes the Transformer encoder parameterized by 6, and Hrepresents the learned latent feature space. The

decoder reconstructs the original sequence from the latent representation to preserve meaningful temporal dependencies,
as shown in Eq. (8).

Z = gy(H) ®)
where gg(-) represents the decoder network and Z denotes the reconstructed feature sequence. The reconstruction

objective is optimized by minimizing the Mean Squared Error (MSE) between the original and reconstructed sequences,
as presented in Eq. (9).

n
1 : 2
Lree =3 ) 128 = 29 ©
i=1

where ndenotes the number of training samples and £,.,.measures the reconstruction quality of the self-supervised model.
To improve latent feature discrimination and avoid overfitting, L2 regularization is incorporated into the learning
objective, as given in Eq. (10).

Lyeg =A16 13 (10)

where Ais the regularization coefficient and 6denotes the trainable parameters of the encoder network. The overall
optimization objective jointly minimizes the reconstruction loss and regularization term, as expressed in Eq. (11).

Liotar = Lyec + Lreg (11)

where L,:4;1s minimized using the Adam optimizer to learn generalized feature representations. The anomaly score for
each temporal segment is computed from the reconstruction error obtained after model inference, as formulated in Eq.

(12).
A =zg" - 20| (12)

where A;represents the anomaly score of the i**segment, with larger values indicating a higher probability of sensor node
faults. Finally, binary fault labels are generated using an adaptive threshold applied to the anomaly scores, as defined in
Eq. (13).

_ 1, AiZT
yl"{o A<t (13)

’ L
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where tdenotes the adaptive decision threshold, y; = lindicates a faulty sensor node, and y; = Ocorresponds to normal
operating conditions.

Algorithm 1: DDMT-Based Self-Supervised Fault Diagnosis

Input:

Raw sensor observations X
Output:

Binary fault labels y

Step 1: Normalize the raw sensor data using min-max normalization.
Step 2: Partition the normalized data into fixed-length temporal windows.
Step 3: Generate node embeddings for each sensor node.

Step 4: Concatenate temporal features and node embeddings.

Step 5: Apply random masking to the fused representation.

Step 6: Feed the masked sequence into the DDMT encoder.

Step 7: Reconstruct the original sequence using the decoder.

Step 8: Compute the reconstruction loss and regularization loss.

Step 9: Update the model parameters using the Adam optimizer.
Step 10: Compute anomaly scores from the reconstruction error.
Step 11: Apply adaptive thresholding to obtain binary fault labels.

Return y.

4. Result and Discussion

The proposed classification and grading framework was implemented in Python using the Google Colab environment,
leveraging an NVIDIA A100 GPU for accelerated computation. The setup provided an efficient platform for training deep
neural networks, enabling efficient processing of wireless sensor data and ensuring optimal utilization of computational
resources for model optimization.

4.1. Model Specification

The proposed framework adopts a Deep Dual Masked Transformer (DDMT) architecture for self-supervised
anomaly detection in wireless sensor network (WSN) nodes. The model is designed to learn robust temporal
representations from multivariate sensor time-series data without requiring labelled fault information. Raw sensor
readings are first segmented using a sliding window mechanism and projected into a 128-dimensional embedding space.
The core architecture consists of three stacked Transformer encoder layers with four multi-head self-attention heads and
a feedforward dimension of 256. A masking strategy is applied during training, where 15% of the input tokens are
randomly masked to enforce contextual reconstruction learning. The model is optimized using the Adam optimizer with
a learning rate of 0.001 and a dropout rate of 0.1 to prevent overfitting. Anomaly scores are computed using reconstruction
error, where higher deviations indicate potential node faults. Binary fault labels are generated through adaptive
thresholding of the anomaly scores. Table 1 summarizes the architectural and training hyperparameters used in the DDMT
model, including encoder configuration, self-supervised settings, and optimization details to ensure stable learning and
effective anomaly detection.

Table 1. Parameter Specification of the Proposed DDMT Framework

Parameter Value
Input Window Size 20 time steps
Embedding Dimension 128
Transformer Encoder Layers 3
Number Of Attention Heads 4
Feedforward Network Dimension 256
Dropout Rate 0.1
Masking Ratio (Self-Supervised) 15%
Reconstruction Loss Function Mean Squared Error (MSE)
Optimizer Adam
Learning Rate 0.001
Batch Size 64

All experiments were conducted using a fixed random seed to ensure reproducibility. The model was trained with a
batch size of 64 using the Adam optimizer and a learning rate of 0.001. The hyperparameters of the proposed DDMT
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framework were selected empirically through preliminary experiments and validation performance. The window length
was chosen to balance temporal dependency modelling and computational efficiency. A masking ratio of 15% was adopted
to encourage contextual reconstruction while preserving sufficient information in the input sequence. The regularization
coefficient A was tuned experimentally to achieve an appropriate trade-off between reconstruction accuracy and model
generalization. The final parameter settings shown in Table 1 provided the best overall performance on the validation
dataset.

4.2. Datasets

For experimental evaluation, we employ the publicly available WSN fault detection dataset introduced by Zidi et
alf22]. and derived from multi-hop wireless sensor network measurements. The original data were collected using TelosB
motes that recorded temperature and humidity readings every 5 s over a 6-hour period in an outdoor multi-hop network.
The prepared version contains 4 688 observation vectors, each comprising measurements at three successive time
instances, with two temperature and two humidity values per instance (total of 12 features per vector). To facilitate fault
detection research, faults of four types (Offset, Gain, Stuck-at, and Out-of-bounds) were injected at varying rates (10 %,
20 %, 30 %, 40 %, 50 %) to create 60 labelled datasets. Each dataset consists of paired observation and label files, where
the label y = 1 denotes normal behaviour and y = —1 denotes a faulty sample. Experimental fairness was ensured by
applying identical preprocessing, normalization, and sliding-window segmentation procedures to all compared methods.
The same training and validation splits were used across baseline models to provide an unbiased comparison. All
experiments were conducted under identical hardware and software settings.

4.3. Classification matrix

The performance of the proposed classification model is quantitatively assessed using standard evaluation metrics
derived from the confusion matrix. These metrics measure the model’s capability to correctly distinguish between positive
and negative classes.

Overall classification accuracy measures the proportion of correctly classified samples among all testing instances
and is calculated using Eqn. (14).

TP + TN

A = 14
CCUrACY = Tp Y TN + FP + FN (14)

where TP denotes correctly classified damaged samples, TN represents correctly classified non-damaged samples,
FPindicates falsely predicted damaged samples, and FNcorresponds to damaged samples incorrectly classified as non-
damaged. Precision evaluates the reliability of positive predictions by measuring how many predicted damaged samples
are actually damaged, as defined in Eqn. (15).

TP

__ 15
TP + FP (13)

Precision =

where TPrepresents true positive predictions and FPdenotes false positive predictions. Higher precision indicates fewer
false alarms during disaster damage assessment. Recall, also known as sensitivity, measures the capability of the proposed
framework to correctly identify damaged samples and is expressed in Eqn. (16).

TP
Recall = ———— 16
A= TP FN (16)

where TPdenotes correctly detected damaged samples and FNrepresents damaged samples that were missed during
prediction. A higher recall indicates improved detection of actual disaster damage. The F1-score provides a balanced
evaluation by combining precision and recall into a single metric through their harmonic mean, as presented in Eqn. (17).

_ 2 X Precision X Recall

F1 = an

Precision + Recall

where Precision measures prediction reliability and Recall evaluates detection capability. The Fl-score provides a
balanced assessment when class distributions are imbalanced. Specificity evaluates the capability of the proposed model
to correctly recognize non-damaged samples and is calculated using Eqn. (18).

TN
Specificity = TN+ FP (18)
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where TN denotes correctly identified non-damaged samples and FP represents non-damaged samples incorrectly
classified as damaged. Higher specificity indicates reduced false-positive predictions. The False Positive Rate (FPR)
measures the proportion of non-damaged samples incorrectly predicted as damaged and is formulated in Eqn. (16).

Table 2 shows consistent performance between cross-validation and overall evaluation, indicating stable learning,
strong generalization capability, and reliable fault detection accuracy across data splits.

Table 2. Performance of classification under training and validation evaluations.

TRAINING / TESTING F1 SCORE SPE SEN Acc DSC | PRECISION
5-FOLD CV (MEAN £ STD) 0.984 0.992 | 0.983 | 0.989 | 0.984 0.985
OVERALL MODEL 0.984 0.992 | 0.983 | 0.990 | 0.984 0.985

Both losses decrease steadily, indicating stable convergence and effective learning, while the small gap between
curves suggests good generalization without significant overfitting.

Training vs Validation Loss

—— Training Loss
—— Validation Loss

0.08 -

0.06 -

0.04 4

Reconstruction Loss

0.02 1

Fig. 2. Training and validation reconstruction loss over training epochs.

The model achieves high and balanced performance for both fault and normal classes, demonstrating reliable
discrimination capability and consistent accuracy in identifying abnormal and healthy sensor behavior.

Table 3. Performance of classification based on each class.

CLASSES F1SCORE | SPE SEN Acc Dsc PRECISION
FAULT 0.984 0.992 | 0.983 | 0.990 | 0.984 0.985
NORMAL 0.991 0.983 | 0.992 | 0.990 | 0.991 0.991

Confusion Matrix - Proposed DDMT

2500

Normal
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Fig. 3. Confusion matrix of the proposed DDMT model for fault classification.
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The model correctly identifies the majority of normal and fault instances, with minimal misclassifications,
demonstrating high detection accuracy and reliable fault discrimination. The proposed DDMT framework outperforms
baseline approaches across all evaluation metrics, demonstrating superior accuracy, balanced precision—recall
performance, and improved robustness for reliable fault detection.

Table 4. Comparison of the suggested method’s performance with current techniques.

METHOD ACCURACY | PRECISION | RECALL | F1 ROC-AUC
OOA-GNN [9] 0.987 0.946 0.941 0.944 0.981
ST-DMLAD [10] 0.979 0.950 0.890 0.918 0.975
DEEP-ANN [18] 0.964 0.963 0.958 0.961 0.972
RNN-LSTM [19] 0.980 0.956 0.952 0.954 0.983
PROPOSED DDMT 0.990 0.985 0.983 0.984 0.995

The proposed DDMT framework was compared with representative baseline methods, including OOA-GNN [9],
ST-DMLAD [10], Deep-ANN [18], and RNN-LSTM [19]. The implementations followed the configurations reported in
the corresponding studies whenever available. All methods were evaluated using the same dataset partitions and
performance metrics to ensure a fair comparison.

Accuracy
Precision
Recall

= OOA-GNN [3]
w= OOA-GNN [9] = OOA-GNN [9] == ST-DMLAD [10]
= ST-DMLAD [10] == ST-DMLAD [10] W Deep-ANN [18]
== Deep-ANN [18] = Deep-ANN [18] = RNN-LSTM [29]
W RNN-LSTM [13] B RNN-LSTM [19] = Proposed DDMT
=== Proposed DDMT === Proposed DDMT

(a) Accuracy (b) Precision (¢) Recall

Fig. 4. Comparative performance of classification models.

The donut charts compare (a) Accuracy, (b) Precision, and (c) Recall across baseline methods and the proposed
DDMT, highlighting its superior and consistent performance. The model maintains high accuracy as fault intensity

increases, demonstrating strong robustness and stability even under progressively challenging and noisy operating
conditions.

Robustness Analysis
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Fig. 5. Robustness analysis under varying fault injection ratios.

5. Conclusion

In conclusion, this study presents a structured self-supervised deep anomaly detection framework for Wireless
Sensor Network (WSN) node fault diagnosis, integrating preprocessing, temporal segmentation, deep representation
learning, and adaptive anomaly scoring within a unified pipeline. The proposed method transforms raw sensor data into

Volume 16 (2026), Issue 5 — Page 325



Deep Dual Masked Transformer-Based Self-Supervised Anomaly Detection for Wireless Sensor Network Node Fault Diagnosis

latent representations without relying heavily on labelled fault samples. By combining sliding window segmentation with
a self-supervised encoder and latent space optimization, the framework enhances sensitivity to subtle and gradual node
degradations while maintaining robustness against noise and missing data. The framework aims to improve sensitivity to
subtle and gradual node degradations while maintaining robustness against noise and missing data. The anomaly scoring
and adaptive thresholding mechanism further ensure reliable binary fault identification. The proposed approach addresses
key limitations of prior methods, such as dependency on extensive labelled datasets, poor generalization to unseen faults,
and sensitivity to environmental variations. Its modular design also improves scalability and adaptability for large-scale
WSN deployments. Despite the promising results, several limitations remain. The proposed framework may experience
performance degradation under extreme noise conditions, heterogeneous sensor configurations, or previously unseen fault
patterns that differ significantly from the training data distribution. In addition, the Transformer-based architecture
introduces computational overhead, which may limit real-time deployment on highly resource-constrained sensor nodes.
The current model has been evaluated on a single public dataset and therefore requires further validation across cross-
domain environments and large-scale wireless sensor networks. Consequently, the proposed approach is most suitable for
scenarios in which sensor characteristics and operational conditions are reasonably consistent with the training setting.
Future work will focus on four directions. First, adaptive window-sizing strategies and reinforcement-learning-based
threshold optimization will be investigated to improve robustness under varying operating conditions. Second, lightweight
and edge-deployable model variants will be developed to reduce computational complexity. Third, explainable learning
mechanisms will be incorporated to improve the interpretability of latent representations and anomaly decisions. Finally,
graph-based modelling and federated self-supervised learning will be explored and evaluated on heterogeneous and cross-
domain WSN datasets. Additionally, integrating graph-based spatial correlation modelling and federated self-supervised
learning could further improve robustness and privacy preservation in distributed WSN environments.
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