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Abstract: Wireless Sensor Networks (WSNs) are the core of Internet of Things (IoT) applications as they enable energy-
efficient and scalable real-time data acquisition. However, WSN-based loT systems have been facing great challenges in
achieving energy efficiency, security and scalability especially in applications like smart agriculture. To tackle these
problems, this study proposes a new framework called OptiBC-WSN that combines Particle Swarm Optimisation (PSO)
clustering, AES-128 encryption, Proof of Authority (PoA) blockchain and Random Forest-based Intrusion Detection
System (IDS). We have implemented PSO for energy efficient clustering, PoA for trust management and a Random
Forest-based IDS for attack detection on Intel Berkeley and GreenOrbs datasets. OptiBC-WSN consumes 0.25 mJ/node
energy, LEACH consumes 5 mJ/node and K-Means+Bee consumes 0.3 mJ/node. It also achieves a breach rate of 0.13%
vs. 2% for LEACH and 0.2% for K-Means+Bee and scales to 10,000 nodes with 15,950 bytes overhead (vs. 20,000 bytes
for LEACH). Its IDS has 90% accuracy to DDoS, Sybil and Jamming attacks with fairness index 0.92. We perform scale-
up tests from 100 to 10K nodes with GreenOrbs dataset and synthetic topology generation, and validate core energy and
security metrics with the Intel Berkeley dataset (54 nodes). In smart agriculture it cuts irrigation by 15% and CO2
emissions by 60 kg/1,000 nodes/year. Future work will explore the use of blockchain sharding and adaptive IDS to
improve the scalability and security of IoT.

Index Terms: Wireless Sensor Networks, Blockchain, Clustering, Intrusion Detection System, Particle Swarm
Optimization, Internet of Things, Energy efficiency, Security

1. Introduction

WSN is a spatially distributed sensor node integrated with Internet of Things (IoT) technology. WSN integrated with
IoT enable real time data collection in smart applications such as agriculture, environment monitoring, disaster
management, process automation. To solve the problems of security, scalability and energy efficiency, the sensors,
processors and communication devices are integrated with the right protocols [8,33,35]. The importance of energy
efficient communication protocols discussed in the early works is still a cornerstone for WSN's optimization [1].

Bio-inspired algorithms and hybrid clustering are highlighted as recent advances for achieving scalability and energy
efficiency [14,20]. In addition, the integration of Blockchain technology provides possible solutions for secure and
distributed data management in IoT networks [5,6,23]. IoT applications are rapidly increasing and hence require new
consensus techniques and long-term deployments [7,8,34].

Such technology has problems with scale, security vulnerabilities and energy constraints that prevent its widespread
use. On the other hand, the previous works showed significant improvements in terms of energy saving and network life
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time [3]. AES-128 encryption techniques, which are centralized and carry the danger of single-point failure, were used in
several approaches [9]. Existing protocols struggle to balance low energy consumption, robust security, and high
scalability, often incurring high overhead or breach rates. This introduction provides an outline of the scope of our
analysis, discusses major challenges and opportunities in WSNs and [oT and provides a foundation for a detailed
exploration of state-of-the-art solutions to drive sustainable technological advancements.

1.1. About Existing Systems

The existing WSN-IoT frameworks use clustering, optimization algorithms, encryption techniques, blockchain
integration and intrusion detection mechanisms to enhance the network performance. These approaches have shown
progress in improving energy efficiency, communication reliability and security in resource-constrained environments
[1,4,5,9,16,17,25]. Nevertheless, many existing solutions consider energy efficiency, security, and scalability in isolation,
leading to trade-offs among these objectives. However, despite its promising benefits, there are many challenges (e.g.,
communication overhead, security, and resource utilization) faced in large-scale IoT deployments. Thus, there is a need
for an integrated framework that optimally considers energy consumption, security, privacy, and scalability for the next-
generation loT-enabled wireless sensor networks.

1.2. Problem Statement

WSN protocols face significant challenges in balancing energy efficiency, security and scalability which limits their
effectiveness in loT applications. Existing solutions suffer from high energy consumption, reduced network lifetime,
security issues, communication overhead and scalability constraints [1,4,25]. Moreover, the static nature of the intrusion
detection models could lead to overfitting, which decreases their potential to adapt to the evolving attack patterns [13].
Although blockchain-based approaches enhance trust and data integrity, they can introduce extra computational and
communication overhead for resource-constrained sensor nodes [5,23]. Thus, IoT deployments in dynamic environments
demand an integrated WSN framework that simultaneously optimizes energy efficiency, enhances security and supports
scalable operation.

1.3. Motivation

The rapid growth of IoT-enabled applications such as smart agriculture, environmental monitoring, and industrial
automation has led to the increased need for WSN frameworks that provide energy efficiency, security, and scalability
[8,33]. However, these objectives are often addressed separately in existing approaches, resulting in tradeoffs among
network lifetime, communication overhead and security robustness [1,4,5,25]. Large scale deployments must robustly
manage trust, detect attacks and efficiently use resources while operating under tight energy constraints. These challenges
inspire the development of the proposed OptiBC-WSN framework, which integrates clustering optimization, secure
communication, blockchain-based trust management and intelligent intrusion detection in a unified architecture. The goal
is to provide a safe, energy-efficient and scalable solution for future IoT-enabled wireless sensor networks.

1.4. Objectives

The study intends to develop and validate the OptiBC-WSN framework for improving WSNs for IoT applications
with the following objectives:

1. Design an energy-efficient clustering framework using PSO and duty-cycling techniques that reduce the energy
consumption to less than 0.3 mJ/node and increase network lifetime [1,4,17,32]

2. To strengthen network security using AES-128 encryption, PoA blockchain and Random Forest-based intrusion
detection, targeting breach rates below 0.15% [5,25].

3. To enable scalable WSN-IoT deployments of up to 10,000 nodes with communication overhead less than 16,000
bytes per iteration and fairness index greater than or equal to 0.90 [4,25,35].

4. To evaluate the proposed framework on benchmark datasets and to determine the applicability of the proposed
framework for smart agriculture and other large scale IoT applications [2,4].

The remainder of the paper is organized as follows: Section 2 reviews related work; Section 3 describes the system
design and methodology; The Simulation and analysis result are presented in Section 4, Broader implications are
discussed in Section 5, The paper is concluded and the future research scopes are mentioned in Section 6, and the list of
all the cited works is provided in the references section.

2. Literature Survey
Studies on IoT-based WSNs are mainly focused on energy efficiency, security and scalability for applications such
as smart agriculture [8,33]. Akyildiz et al. [22] provided a seminal survey on WSNs, bringing out issues in energy

constraints, data aggregation, and scalability, which are still critical in IoT deployments. The LEACH protocol [1]
introduced the concept of hierarchical clustering, obtaining an energy consumption of 5 mJ/node but with a high overhead
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(~20,000 bytes) and a limited lifetime of 800 rounds, which is not suitable for dense networks [1,35]. While the bio-
inspired clustering of K-Means+Bee [4] is energy efficient at 0.3 mJ/node and good for a 1500 round lifetime, it is not
without its faults. The fairness index is a modest 0.90 and it does not scale well past 5,000 nodes; a 0.2% breach rate also
points to some security shortcomings [4,35]. Indeed, such protocols struggle to strike the right balance between energy
and security, which limits their effectiveness in a dynamic IoT setting [3,10]. Then there are the optimization-based
clustering approaches, including PSO-based methods [27,29] and GWO-based schemes [30], which improve cluster-head
selection and energy efficiency, while duty-cycling methods [17,31] further reduce energy consumption.

However, these methods do not have strong enough security mechanisms and networks are vulnerable to attacks
such as DDoS and Sybil [13,21]. AES-128 encryption [9,28] has low breach rates (<0.2%) with low overhead (0.02
mlJ/node), but centralized approaches are vulnerable to single point failures [9]. Random Forest-based Intrusion Detection
System (IDS) [13,21] has 85-90% accuracy against DDoS, Sybil and Jamming attacks, but has the problem of overfitting
and hence is less adaptive to new threats [13]. Proof of Authority (PoA) [5,23] blockchain frameworks provide minimal
computational overhead (0.02 mJ/node) for trust and data integrity, but present scalability issues [19,24] when applied in
resource-constrained WSNs. Scalability studies [10,25] have shown stability up to 10,000 nodes but the high
communication overhead (16,500 bytes) is still present and affects efficiency in ultra-dense networks [10].

The proposed OptiBC-WSN framework is a combination of PSO, AES-128, PoA blockchain, and Random Forest
IDS to achieve 0.25 mJ/node, 0.13% breach rate, and scalability to 10,000 nodes with 15,950 bytes overhead [2,10,35].
OptiBC-WSN offers a full solution for IoT applications by overcoming the limitations of current protocols such as higher
energy costs and lack of security [5,19]. A comparison of related literature, highlighting different related areas for the
improvements in energy use, security and scalability, is presented in Table 1.

Table 1. Comparison of Related Papers

Author (Year)

Methodology

Key Findings

Advantages

Parameters

Limitations

Heinzelman et al. [1]
(2000)

Randomized hierarchical

clustering

Energy: 5 mJ/node,
Lifetime: 800
rounds, Overhead:

Simple clustering,
low setup cost

Cluster size: 5—
10%

No IDS, high
overhead, scales
poorly (>1,000

~20,000 bytes nodes)

Energy: 0.3 o o
Modey et al. [4] K-means + Bee colony mlJ/node, Breach: slzfv?nerslei'ii}; Fairness: 0.90 [35], ;ZssfaIcD)s 1(1<n?1?e/§
(2024) optimization 0.2%, Lifetime: &8, Nodes: <5,000 cY),

1500 rounds clustering scalability

Energy: 0.35 .

. Overhead: ~17,000 | High

Sudharson et al. [5] Trust-based PoA mlJ/node, Breach: Secure trust model | bytes, Nodes: computational

(2020)

blockchain

0.18%, Lifetime:

1400 rounds <3,000 overhead, no IDS
veling | Energy: 0.28 o 100 No security, high
Ranaetal. [17] Duty-cycling in dense mJ/node, Lifetime: 15 /o energy Duty c.ycle. 10%, overhead (~16,800
(2024) WSNs savings Nodes: <7,000
1550 rounds bytes)
Energy: 0.3

Hewa et al. [25]
(2025)

Blockchain-for 5G and
IoT

mJ/node, Breach:
0.2%, Lifetime:
1500 rounds

Secure data
logging

Overhead: ~16,500
bytes, Nodes:
<5,000

High energy, no
IDS, scalability
bottleneck

3. System Design and Methodology

This section introduces the framework of OptiBC-WSN, which integrates K-means clustering, Particle Swarm
Optimization (PSO), AES-128 encryption, duty-cycling, and Proof-of-Authority (PoA) blockchain for enhancing the
energy efficiency, security, and scalability of WSNs in IoT applications.

3.1. System Model and Assumptions

The proposed WSN model consists of 100—10,000 sensor nodes (SNs) deployed in a 100 x 100 m? area, which is
scalable up to 2,000 x 2,000 m?. The scalability experiments were conducted on the GreenOrbs dataset and the synthetic
topology generation based on node-density characteristics of the Intel Berkeley Research Lab dataset [2]. The core energy-
consumption, security and intrusion-detection performance metrics were validated primarily using the Intel Berkeley
dataset with 54 sensor nodes, while the large scale scalability analysis was performed using GreenOrbs-based and
synthetic network topologies.

The nodes are classified as:

Sensor Nodes Layer (SNsL): To sense and transmit 512-byte data packets.
Sink Nodes (SNs): They act as cluster heads, validators of blockchain and controllers of IDS (Intrusion Detection
System).

e Base Station (BS) located at (150, 50) collects data from SNs [1].

The energy consumption is derived from a combined first order radio communication model [1] and blockchain
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transaction model [19] which are described by equations (1), (2) and (3).

Transmission Energy: Ery(k,d) = Egeck + €gmpkd™ (1
Reception Energy: Ep,(k) = Egjock (2)
Duty-Cycling [17]: Epc = EqctiveTon + EsleepToff 3)

where k is the packet size, d the transmission distance, and 7 is the path loss exponent. Egj. = 501/ /bit, &4y, = 100

pl/bit/m?, k = 512 bytes, duty cycling with a 50% on/off ratio. The PoA blockchain adds a consensus energy overhead
of 0.02 mJ/node per transaction [5,19].

3.2. Optimization Techniques

To optimize energy and security to enhance energy efficiency and security, the framework adopts the following
strategies:

1. K-means Clustering: Sensor nodes are divided into clusters to minimize the distance between the nodes within
a cluster, which leads to a 15% reduction in energy consumption [4] as shown in equations (4).

K
min " N =l (4)
i=1 XEC;

The clustering and optimization process is carried out in two successive phases. We first apply K-means clustering
to partition sensor nodes into K clusters based on geographical proximity by minimizing the intra-cluster distance given
in Eq. (4). Then, in each cluster, the best Cluster Head(CH) is obtained using Particle Swarm Optimization (PSO). The
PSO algorithm evaluates candidate nodes based on a fitness function that takes into account residual energy, distance to
the base station, and node connectivity. This sequential approach enables K-means-based efficient spatial grouping and
bio-inspired optimization based cluster-head selection which improves the energy efficiency and network lifetime [11,15].

PSO uses a fitness function considering residual energy, distance to the base station and node connectivity to find
the optimal Cluster Head (CH). The fitness function is expressed as in Equation (5).

1
F00) = @Eresianan () + (5, BS) +7 (s )
where E,qgiquaqr (%) 1s the residual energy of node x, d(x,BS) is the distance between node x and base station and degree(x)
is the node connectivity. The weighting coefficients o, f and y are chosen as 0.5, 0.3 and 0.2, respectively. PSO algorithm
is used to find out the node with maximum energy availability with minimum communication distance and sufficient
connectivity to enhance the network life and energy efficiency.

2. PSO -Based Cluster Head Selection: Select cluster heads (CH) position with adaptive PSO inertia (0.9 to 0.4)
which improve 20% convergence [16], [27] as given in equations (6) and (7). Inertia update (adaptive velocity)

vi(tﬂ) = w, Vi + ary g(pbest; — x{) + Pryq(gbest — x{) (6)
xi(t+1) — xit + vi(t+1) (7)

where inertia weight w varies from 0.9 to 0.4, ensuring convergence.

3. AES-128 Encryption: Provides packet confidentiality with 0.02 mJ/node overhead and reduces breaches to 0.15%
(91, [28].

4. Duty-Cycling: Implements nodes with 50% active/sleep cycles, reducing energy consumption by 15% [17].

5. Blockchain Integration (PoA): Data hashes are stored on a lightweight Proof of Authority (PoA) blockchain to
increase trust, privacy, and data integrity [5,19,23]. The CHs, which are selected by the PSO optimization
process, act as validator nodes. Each block is 512 bytes in size, which is the same as one sensed data packet. In
each sensing round, one transaction is created. Consensus is reached by majority vote of validator nodes (>50%).
The blockchain energy overhead is about 0.02 mJ/node/transaction, which is consistent with the previous PoA-
based WSN studies [5,19]. PoA reduces the computational overhead compared to traditional blockchain
mechanisms while ensuring secure and decentralized data validation [24].

6. Random Forest IDS: Identifies DDoS, Sybil, and Jamming attacks with 90% accuracy [13,21].
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Algorithm 1: Blockchain-Enhanced Cluster Optimization

Input: Node positions N, initial energy E, number of clusters K

Output: Cluster head assignments, blockchain ledger

Steps:

Set initial particle positions and velocities

Evaluate fitness using energy and distance

While iteration < Max_iter:

Update inertia weight w (0.9 to 0.4)

Update W= gy~ (Wmax-Wmin J*iteration/Max_iter ).

Adjust velocity and position using (5), (6)

Evaluate fitness, update pBest and gBest.

Assign cluster heads, encrypt data using AES-128.
5. Log encrypted data hashes to the PoA blockchain, where PSO-selected cluster heads act as

validators and consensus is achieved through majority approval (>50%).
6. Return gBest and the final ledger.

RNe o o e WNK

3.3. Block Diagram

Figure 1 shows the proposed deployment model for the OptiBC-WSN. The framework is a five-layer model which
is more suitable for wireless sensor network for IoT applications.

IDS Layer
(Random Forest, Attack)

N«

Sensor Nodes

7

A 4 A

Clustering Layer Consensus Layer
(K-means, PSO) (AES-128, PoA, Blockchain)

IoT Deployment
& Performance Metrics

(Energy, Privacy, Overhead, Accuracy)

Fig. 1. Proposed OptiBC-WSN deployment model

Layer 1: Sensor Nodes Layer: SNsL generate 512-byte packets, encrypted by AES-128 [1,9].

Layer 2: Clustering Layer: Clustering: K-means and PSO selects cluster heads to save energy [4,16,27].
Layer 3: Consensus Layer: Data validation with PoA blockchain and AES-128 ensures privacy [5, 9, 23, 24].
Layer 4: IDS Layer: Random Forest identifies DDoS, Sybil, and Jamming attacks with 90% accuracy [13,21].

Layer 5: 10T & Metrics: Trust-based routing facilitates IoT deployment; metrics (0.25 mJ/node, 0.13% breach,
15,950 bytes, 90% accuracy) ensure efficiency [1,12,19,26].

3.4. Performance Metrics

The framework evaluates:

Energy Consumption (mJ/node): According to the WSN radio model and energy cost of the blockchain [1,19].
Privacy Breach Rate (%): Decreased by including AES-128 and IDS [9,13,21].

IDS Accuracy (%): ML-IDS tested on different attack scenarios [13,21].

Communication Overhead (bytes/iteration): AES encryption and PoA consensus [1,19].

Network Lifetime (rounds): The time until 50% nodes are dead [1].
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3.5. Simulation Setup

Simulations were performed in Python (NumPy, SciPy, sklearn, matplotlib, pyswarm) on a 3.2 GHz CPU with 16
GB RAM. Datasets included Intel Berkeley [2] (54 nodes), and GreenOrbs [13] (1,000-10,000 nodes). The setup was
built on a 100 x 100 m? area (scalable to 2,000 x 2,000 m?) with node densities between 0.01 and 1 node/m? and transmitted
512-byte packets. 50 rounds per simulation averaged over 10 independent runs with fixed random seeds for node sets
from 100 to 10,000, evaluating energy consumption, breach rate, overhead, IDS accuracy and network lifetime [2,13].

3.6. Statistical Validation
Statistical tests validated OptiBC-WSN’s performance.

The ANOVA test verifies the variations in energy with statistical significance (p < 0.01) [19].

The Kruskal-Wallis test (p = 0.92) indicates that the evaluated breach-rate distributions do not differ significantly,
suggesting stable security performance across the tested configurations [19].

e Strong performance over 100—-10,000 nodes is shown by the correlation between ML-IDS results and real-world
data (r=0.96, p<0.01) [21].

3.7. System Workflow Overview

Figure 2 illustrates the system’s sequential workflow, which is part of a closed-loop simulation framework. It is set
up to handle everything from data generation and optimization to blockchain validation, IDS monitoring and routing.

h l

Start: Initialize Recheck (Return Performance _
WSN with 100 f——T | to Start) Metries l+— Co; .du:]t ‘;m“]‘
Nodes Evaluation Imuiation
Optimized Secure
K micans Deployment
Clustering:
Group Nodes into
Clusters Metrics

Evaluation
OK?

PS0: Optimize

Cluster Head AL R
Selection Aﬂa"fk
l Scenarios?
AES-128 Integrate
Encryption Lightweight BC

Fig. 2. System workflow of proposed OptiBC-WSN

The first step of the optimization stage is to use K-means clustering to divide the sensor nodes into geographically
coherent clusters. Then, PSO is performed within each cluster to select the optimal cluster head based on residual energy,
distance to the base station, and node connectivity. Performance metrics like energy consumption, privacy breach rate,
IDS accuracy, communication overhead and network lifetime are evaluated in each simulation round. The feedback for
cluster formation and validator selection ensures efficient and secure WSN-IoT performance [19].

4. Results and Analysis

In this section, we present the simulation results of the proposed OptiBC-WSN frameworkusing Intel Berkeley
dataset [2] focusing on Proof-of-Authority (PoA), PSO-clustering and AES-128 encryption. Performance against LEACH
[1], K-Means+Bee [4] and Wang [25] over Test-17 data (0.25 mJ/node, 0.13% breach, 1608.78 rounds).

4.1. Performance Metrics

Table 2 shows the results of the simulations for 1000 nodes over 50 iterations OptiBC-WSN: energy consumption
0.25 £ 0.03 mJ/node. privacy breach rate 0.13 + 0.01%. Communication overhead 15,950 + 20 bytes/iteration. IDS
accuracy 89.8 £ 0.5%. network lifetime 1608.78 £ 249.70 rounds [2]. K-means and PSO reduced energy consumption by
15% and 20% respectively [4,16,27]. Scalability results were achieved for network sizes from 100 to 10,000 nodes using
the GreenOrbs dataset and synthetically generated topologies. The Intel Berkeley Research Lab dataset was used to
validate energy-efficiency, security and intrusion-detection performance metrics under realistic sensing conditions.
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Table 2. Performance Metrics (1,000 Nodes)
Metric Value
Energy (mJ/node) 0.25+0.03
Breach Rate (%) 0.13+0.01
Overhead (bytes/iteration) 15,950 + 20
Intrusion DS Accuracy (%) 89.8+0.5
Lifetime (rounds) 1608.78 +249.70

4.2. Scalability and Sensitivity Analysis

Tested from 100 to 10000 nodes, energy from 0.23 to 0.26 mJ/node, breach rate from 0.11 to 0.14 % and lifetime
from 1528.90 to 1650 rounds [2]. Overhead was stabilized at 15,950 + 20 bytes at 10,000 nodes and PSO parameters
(inertia: 0.9 to 0.4, c1/c2: 2.0) ensured stability (energy variation <5%) [10,16,27]. The near-constant communication
overhead is the per-cluster-head control overhead at the base-station gateway level, not the total network traffic. The
increase of network size generates more clusters. But the overhead on each cluster head is comparatively steady because
the cluster sizes and routing decisions are optimized based on PSO. The overhead reported is per round control overhead
and should not be understood as the total network traffic which increases with the size of the network.

0.260 A F 0.9300
F0.9275
0.255 A
F 0.9250 x
v (0.250 A °
k] F0.9225 =
f %]
B it
£ 0.245 L 0.9200 &
> 'S
9 [V
@ F0.9175 »
5 0.240 <
F0.9150 —
0.235 A —8— Energy (m)/node)
Lifetime (rounds) 0.9125
0.230 4 —— Jain's Fairness Index I 0.9100
0 2000 4000 6000 8000 10000

Number of Nodes

Fig. 3. Energy and Lifetime, Fairness vs. Node Count

Figure 3 shows the scalability of Energy, Lifetime and Fairness vs. Node Count (100-10,000 nodes) validated with
Intel Berkeley dataset [2]. Fairness is measured by the Jain’s index [35]. The energy consumption per node increased
gradually from 0.23 mJ to 0.26 mJ and the network life time improves gradually and reaches a maximum of 1650 rounds.
Jain’s Fairness Index is always high, up to 0.93 in mid-scale deployments (~5000 nodes) indicating that the resources are
utilized in a balanced manner. The small drop in fairness at 10,000 nodes indicates some minor congestion or imbalance
at high scale.

4.2. Indicative Ablation Analysis

Table 3. Indicative Ablation Analysis of OptiBC-WSN

Configuration Added Component Main Impact
Baseline K-means Cluster formation
+PSO CH optimization Improved energy efficiency
+ AES-128 Secure communication | Reduced breach rate
+ Duty-Cycling Energy management Lower energy consumption
+ PoA Blockchain Trust management Enhanced privacy and integrity
+ Random Forest IDS Attack detection Improved security
Full OptiBC-WSN All components Best overall performance
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Table 3. An indicative ablation study on the proposed OptiBC-WSN framework with the gradual addition of the
major components. The analysis shows the contribution of each component in improving energy efficiency, security,
privacy and network lifetime. In the OptiBC-WSN framework these complementary mechanisms are integrated to obtain
the best overall system performance.

4.3. Data Fusion and ML-IDS Accuracy

The Random Forest IDS achieved 90% accuracy against DDoS, Sybil and Jamming attacks with breach rates ranging
from 0.11% to 0.15% [13,21].

Table 4. IDS Performance under Attacks (1,000 Nodes)

Node State Energy (mJ/node) Breach Rate (%) (byz:Z::::gon) Lifetime (rounds)
Baseline 0.25 0.13 15,950 1659
Low-Intensity 0.24 0.11 15,201 1591
High-Intensity 0.28 0.15 16,502 1450

Table 4 reveals the application of data fusion based on the K-means clustering increased the IDS performance by 5%
as opposed to the non-clustered setups [4]. High-intensity attacks raised the energy to 0.32 mJ/node and shortened the
lifetime to 1450+250 rounds [2,9].

80
DDoS - 0.15
60
Sybil - 0.15
- 40
-20
Jamming - 0.13

1
Breach Rate (%)

IDS Accuracy (%)

Fig. 4. Breach Rate vs IDS Accuracy (Heatmap)

Figure 4 shows breach Rate and IDS accuracy vs attack type (DDoS, Sybil, Jamming) validated with Intel Berkeley
dataset [2]. From the heatmap, we can observe that the IDS mechanism performs well and consistently. It can sustain a
high detection accuracy of 90% and a breach rate less than 0.15% for different common types of attacks in a WSN for
IoT environment.

4.4. Case Study: Smart Agriculture Deployment

Table 5 provides the results for a 1,000-node deployment in a 200-hectare smart farm. Smart agriculture OptiBC-
WSN achieved 15% irrigation reduction and 60 kg/1,000 nodes/year CO2 emission reduction with lifetime of 1620 + 250
rounds in high density scenarios. [2,8,33] The 15% reduction in irrigation is estimated to be due to better decision making
in irrigation enabled by reliable real-time soil-moisture monitoring and safe transmission of sensor data. Compared with
less secure deployments, the low breach rate (0.13%) obtained by OptiBC-WSN decreases the likelihood of false sensor
readings and unnecessary irrigation events. This estimate of CO2 reduction of around 60 kg per 1000 nodes per year is
based on the reduced running time of the irrigation pump due to reduced water consumption, which is consistent with
what has been observed in the agricultural IoT literature [8,33].The PoA guaranteed secure data logging of soil moisture
and temperature [5,23].
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Table 5. Case Study Metrics (1000 Nodes, Smart Agriculture)

Metric Value
Energy (mJ/node) 0.25
Privacy Breach Rate (%) 0.13
Communication Overhead (bytes/iteration) 15,950
Network Lifetime (rounds) 1608.78 +249.70
Irrigation Energy Savings (%) 15

Figure 5 shows the Network Lifetime vs. Application Scenarios (Baseline, Smart Agriculture) validated using Intel
Berkeley dataset [2]. The proposed smart agriculture scenario resulted in the network lifetime of 1620 rounds which is an
improvement of 0.70% over the baseline lifetime of 1608.78 rounds.

1620.00
Lifetime (rounds) Comparison

1620

1618 -

1616

1614

Lifetime (rounds)

1612
1608.78
1610 A

Baseline Smart Agriculture
Scenario

Fig. 5. Network Lifetime Performance
The attack specific performance is shown in Figure 6. DDoS attacks caused an increase of 5% overhead (16,750

bytes). Sybil increased the breach rate to 0.15%. Jamming was not very effective (0.13% breach) due to Random Forest
IDS [13,21]. AES-128 reduced risks at the cost of 0.02 mJ/node overhead [9,28].

4.5. Resilience Under Multi-Vector Attacks
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Fig. 6. Attack-Specific Performance

Figure 7 depicts the five statistical metrics (i.e., PSO Fitness, IDS Accuracy, Average Energy, Privacy Breach, and
Network Lifetime) for the seventeen test configurations. The various test graph plots are analysed as under:

e PSO Best Fitness (£SD): Fitness increases after Test 2, plateauing at a high value from Test 9, with decreasing
SD showing PSO convergence.

e IDS Accuracy (+ SD): Accuracy is > 98% until Test 10, and decreases to 90% from Test 11, reflecting trade-
offs due to configuration changes or increased attack complexity.

e Average Energy per Node (mJ +SD): Energy decreases monotonically from Test 1 to Test 10, then stays stable
with minor fluctuations, showing optimized efficiency.
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e  Privacy Breach (%) + SD Breach rates are low (<0.18%) with small spikes associated with performance drops
indicating privacy-accuracy trade-offs.
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700

100 4

-3
=4
=3

98 4

u
=3
=3

96 1

&
1=}
S

944

w
o
=3

92 4

Fitness Value
Accuracy (%)

~
=3
=1

90

88 4

=
=)
=1

86

o

2 4 6 8 10 12 14 16 2 4 6 8 10 12 14 16
Test Number Test Number

Average Energy per Node (m] £5D) Privacy Breach (%) +SD

022 {
020
07 £ 0.18 1
0.16

0.14

Privacy Breach (%)

0.12

0.10

T T T T T T T T T T T T T T T T
2 4 6 8 10 12 14 16 2 4 6 8 10 12 14 16
Test Number Test Number

Network Lifetime (+SD)

25000
20000
:
i 15000
:
i 10000

5000

2 4 6 8 10 12 14 16
Test Number

Fig. 7. Statistical Analysis across 17 Test Configurations

Table 6. Comparison with protocols

Protocol Energy (mJ/node) Breach Rate (%) Lifetime (rounds) Overhead (bytes)
OptiBC-WSN 0.25 0.13 1608.78 15950
LEACH [1] 5 2 800 ~20000
K-Means+Bee [4] 0.3 0.2 1500 ~16,500
Wang [25] 0.3 0.2 1500 ~16,500

Table 6 compares different protocols. The proposed OptiBC-WSN system shows better performance than the
existing techniques in terms of various metrics. It shows the least energy consumption (0.25 mJ/node), low breach rate
(0.13%) and network lifetime 1608.78 rounds. The traditional protocols, LEACH and K-Means+Bee, consume more
energy (5 mJ/node and 0.3 mJ/node, respectively) and have higher breach rates (2% and 0.2%). OptiBC-WSN has less
overhead of 15,950 bytes than LEACH (~20,000 bytes), which indicates better energy efficiency and security for WSN-
based IoT applications.

The proposed OptiBC-WSN outperforms LEACH [1] (5 mJ/node, 2% breach, 800 rounds), K-Means+Bee [4] (0.3
mlJ/node, 0.2% breach, 1500 rounds) and Wang [25] resulting in 34% energy saving and 13% lifetime gain. PSO, duty-
cycling and PoA resulted in 20%, 15% and 10% of energy savings, respectively [5,16,17,27].

Performance Comparison of OptiBC-WSN and LEACH [1] is shown in Figure 8. K-means + Bee [4] and Wang [25]
Hybrid model. OptiBC-WSN achieved 0.25 mJ/node energy (16.7% lower), breach rate of 0.13% (35% lower) and 7.3%
longer lifetime (1608.78+249.70 rounds vs. 1500+200 ). The OptiBC-WSN protocol is more efficient and secure than
Wang [27], with 0.25 mJ/node against 0.30 mJ/node and 0.13% against 0.20% of the breach rate. This achieves a 16.7%
energy efficiency improvement and 35% breach rate reduction, making OptiBC-WSN a more secure and energy-
conscientious solution for IoT-based WSN.
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4.8. Statistical Validation

Figure 9 depicts the statistical comparison of the four schemes, namely K-means, PSO, Hybrid and Proposed in
terms of the three important metrics, i.e., energy consumption, breach rate and network lifetime.
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Fig. 9. P-value Distribution for Energy, Breach Rate, Lifetime

The 3D bar chart shows the distribution of the different measurements relative to each other and the statistical
significance of the observed differences. ANOVA tests confirmed significant difference in energy (p < 0.01) [19]. We
conducted the Kruskal-Wallis test (p = 0.92), which revealed no statistically significant differences among the examined
breach-rate distributions, suggesting consistent security performance for the tested configurations [19]. IDS accuracy
correlated well with real data (r = 0.96, p <0.01) [13,21]. Validated with Intel Berkeley [2].

Energy Consumption: The Proposed Model has the least energy consumption which proves a more efficient usage
of power at the node level.

e ANOVA tests show significant differences in energy consumption between layouts (p < 0.01).
e The K-means technique with the largest energy bar is inefficient under a large network load, as literature
criticizes the static cluster head selection.

Breach Rate: The proposed solution has also the lowest breach rate which means more security enforcement.
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e The Kruskal-Wallis test (p = 0.92) reveals no significant breach of distribution assumptions, thus confirming the
non-parametric reliability of breach rate results.

e Breach rates are reduced by the PSO and Hybrid models compared to K-means, but not as much as the proposed
approach.

Breach Rate: The proposed solution also has the lowest breach rate, indicating greater security enforcement.

e The Kruskal-Wallis test (p = 0.92) indicates no substantial deviation from distribution assumptions, supporting
the non-parametric reliability of breach rate results.

e The PSO and Hybrid models lower breach rates when compared to K-means, although not as effectively as the
proposed approach.

Network lifespan: The proposed configuration has the highest lifetime value. The improved lifetime trend across
configurations is positively correlated with the reduced breach and energy costs.

5. Discussion

OptiBC-WSN framework enhances loT-based Wireless Sensor Networks (WSNs) with PSO-based clustering, AES-
128, PoA blockchain, and Random Forest IDS, leading to 34% energy saving (0.25 mJ/node) and 10,000 nodes scalability
[2], [10]. The fairness index is 0.92+0.02 [35] that guarantees to select the fair cluster head and enhances the stability of
the network over LEACH (0.85) and K-Means+Bee (0.90) [1,4]. Smart agriculture reduces CO2 emissions by 60 kg/1,000
nodes/year and water use by 15% for better sustainability [8,33]. The IDS has 90% accuracy against DDoS, Sybil and
Jamming attacks (breach rate: 0.13-0.15%) [13,21]. PoA, with its secure data logging [5,23], supports this.

Limitations:

The IDS is prone to overfitting to static attack patterns, reducing adaptability to novel threats [13], and
communication overhead (15,950-16,750 bytes) in ultra-dense networks (>10,000 nodes) [10]. The computational cost
of PoA (0.02 ml/node) is experienced by nodes having resource limitations [5]. Future work can use lightweight
consensus and adaptive IDS to improve scalability and security of large scale IoT deployments.

6. Conclusion and Future Scope

In this direction, the OptiBC-WSN framework is a significant advancement for loT-based WSNs that integrates PSO
based energy-efficient clustering, AES-128 based secure data transmission, PoA based trust management, and Random
Forest based IDS for robust security. The integration provides better energy efficiency (0.25 mJ/node), higher security
(0.13% breach rate), and scalability up to 10,000 nodes with a communication overhead of 15,950 bytes compared to the
baseline protocols, such as LEACH (5 mJ/node, 2% breach rate, 800 rounds) and K-Means+Bee (0.3 mJ/node, 0.2%
breach rate, 1,500 rounds) [1,4,25]. Validation with the Intel Berkeley dataset shows that OptiBC-WSN can reduce energy
consumption by 34%, and extend network lifetime (1,608.78 + 249.70 rounds) by 7.3% over Wang et al. ’s blockchain
model [2,25].

The fairness index of Jain, 0.92, testifies to the fairness of the framework, which indicates that the resources are
fairly distributed and the network is stable in different node-density scenarios [35]. Simulation results and energy-
consumption modeling [8,33] show that OptiBC-WSN can reduce irrigation energy by an estimated 15% and about 60
kg CO2 reduction per 1,000 nodes annually in smart-agriculture deployments. Statistical validation by ANOVA (p <0.01)
confirms the significance of energy savings, and strong correlation (r = 0.96, p < 0.01) between IDS performance and
real-world data supports the reliability of the proposed framework [19,21]. The Random Forest IDS has an accuracy of
90% against DDoS, Sybil, and Jamming attacks, and low breach rates (0.11-0.15%) even in high-intensity attack
scenarios [13, 21]. OptiBC-WSN solves the critical trade-offs between energy efficiency, security and scalability, and
lays out a strong framework for IoT applications in resource-constrained environments.

Future Scope:

Future research will focus on addressing the limitations pointed out in the proposed OptiBC-WSN framework. To
further enhance scalability for ultra-dense WSN-IoT deployments with more than 10,000 nodes, blockchain sharding and
hierarchical PoA architectures will be studied to reduce the communication overhead to less than 15,000 bytes per iteration
[19]. The adaptive Random Forest-based IDS models with incremental learning and federated training will be studied to
improve the resilience to evolving cyber threats and to reduce overfitting and improve the zero-day attack detection
beyond the current 90% accuracy [13,21]. In addition, mechanisms of differential privacy will be introduced to improve
the security of data and reduce the probability of privacy breach [9]. Lightweight consensus alternatives, including Proof-
of-Stake variants and DAG-based blockchain architectures, will be evaluated and benchmarked against PoA [18,19] to
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reduce computational costs on resource-constrained sensor nodes.

These improvements are intended to position OptiBC-WSN as a scalable, energy-efficient, secure, and sustainable
framework for next-generation IoT applications, such as smart agriculture, disaster monitoring, environmental sensing,
and smart-city deployments [2,8,33].
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