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Abstract: Insider attacks pose a significant security threat precisely because they originate from individuals with 

authorized access, making them inherently difficult to detect and prevent; addressing this issue is crucial for preserving 

the confidentiality, integrity, and availability of organizational systems. This paper contributes to mitigating insider 

attacks by proposing an approach called RAFIA, which monitors the system, evaluates the risk of insider threats, and 

blocks malicious actions before unauthorized or high-risk access is granted. The security policy is specified using an 

enhanced version of Linear Temporal Logic, called Risk-LTL, which evaluates the risk of each new action based on system 

history, including log files or traces, and a risk evaluation function provided as input. Risk evaluation is based on 

combining maliciousness probability and impact assessment, enabling quantitative estimation of the risk associated with 

user actions and action traces. Access decisions are governed by configurable risk thresholds specified within Risk-LTL 

policies. To strengthen decision-making, the model frames access control as a game between users and the organization. 

By applying game-theoretic tools, the system analyzes user behavior and makes access decisions that discourage malicious 

actions and reward honest ones. The objective is to reach a Nash equilibrium, where both players act rationally and 

securely. The proposed approach aims to improve the effectiveness of access control by reducing dishonest behavior and 

promoting more stable, risk-aware system interactions. Experimental evaluation using synthetic workloads of up to 

10,000 access requests demonstrated the practicality of the proposed framework. RAFIA achieved an average 

authorization latency of approximately 3.3 ms while improving the F1-score compared with a conventional static-

threshold access-control baseline. 

 

Index Terms: Access control, Insider threats, Risk-based access control, Game-theoretic access control, Linear Temporal 

Logic, Risk-LTL 

 

 

1. Introduction 

Over the past few decades, the widespread use of digital technologies has brought growing concerns about data 

security and privacy [1,2].  Companies today manage a wide range of sensitive information—such as customer records, 

internal strategies, and intellectual property—that, if exposed, could lead to serious financial and reputational 

consequences [2]. In recent years, the percentage of organizations reporting insider threats has increased from less than 

half in 2021 to more than three-quarters by 2024, as shown in Fig. 1 [3]. Recent industry reports further indicate that 

insider threats continue to grow in both frequency and complexity, driven by the increasing adoption of generative AI, 

cloud services, and remote work environments. More than half of surveyed organizations reported an increase in insider 

incidents during the past year, while nearly two-thirds now consider insider threats to be a greater concern than external 

attacks [4]. These threats originate from individuals within the organization—employees, contractors, or partners—who 

already have authorized access, making them difficult to detect and prevent. Moreover, costs continue to rise. The 

Ponemon Institute reports that expenses related to insider threats increased from $6.6 million in 2022 to $7.2 million in 
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2023 [5]. Accordingly, many companies have faced internal security incidents, and in some cases, these incidents occurred 

multiple times. The main reasons appear to be weak controls over who can access what, insufficient monitoring, and the 

increasing number of remote workers  [6,7]. All these factors increase the likelihood that insiders may engage in malicious 

or unauthorized activities. 

 

 

Fig. 1. Percentage of organizations reporting insider threats between 2021 and 2024. 

Because of that, companies need to strengthen their security measures and develop more effective mechanisms for 

the early detection of insider threats. 

One way to address these problems is by creating an efficient access-control system. The primary objective of access 

control is to prevent unauthorized users from gaining access and to limit the permissions of authorized users on protected 

resources. Additionally, it aims to prevent actions that could lead to security breaches [8]. Access control models can 

generally be categorized into two types: traditional and dynamic. 

Traditional access-control systems rely on fixed, pre-defined policies to decide whether access should be granted. 

Because these policies are static, they apply the same rules regardless of varying conditions, which limits their 

effectiveness in adapting to change. As a result, such inflexible methods struggle to provide strong security in highly 

dynamic and distributed environments [9]. In contrast, dynamic access-control models incorporate not only static rules 

but also real-time and contextual information—such as user trust levels, historical behavior, location, time, and risk 

assessments—to make more flexible and context-aware authorization decisions [10]. At the core of these models lies the 

idea that access decisions are influenced not only by predefined policies but also by real-time contextual factors evaluated 

at the moment the request is made [11]. This approach enhances flexibility and allows the system to respond more 

effectively to varying circumstances and situational demands during access control, which can make it more suitable for 

dynamic and distributed environments than traditional models.   

Among the dynamic models, the risk-based access control model evaluates the security risk associated with each 

access request in real time to inform the access decision. 

The risk-based access control model is a dynamic approach that evaluates the security risk associated with each 

access request to determine authorization decisions [12]. Compared to traditional static models, the risk-based access 

control model enhances flexibility and robustness by incorporating contextual and real-time information when managing 

access to system resources. This capability is particularly important in environments that experience irregular or 

unforeseen access requests, such as healthcare and military applications, where granting timely access can be critical for 

safety and operational success [13]. Ultimately, the primary objective of the risk-based access control model is to foster 

secure information sharing that maximizes organizational value while ensuring user accountability and minimizing the 

likelihood of damage resulting from the unauthorized disclosure of sensitive information [14]. 

This paper proposes RAFIA, a game-theoretic risk-based framework for the automatic detection and prevention of 

insider attacks. To achieve this objective, the paper addresses the following research questions: 

 

• RQ1: How can insider attacks be specified? 

• RQ2: How can the risk associated with an insider attack be estimated? 

• RQ3: How can insider attacks be detected and prevented? 

 

The contributions of this paper are: 

 

• C1: A practical model for estimating the risk associated with insider attacks. 

• C2: A temporal logic, called Risk-LTL, for specifying insider attacks based on Linear Temporal Logic (LTL) and 

risk evaluation. 
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• C3: An approach, called RAFIA, which takes as input a security policy in Risk-LTL, a risk-evaluation function 

and continuously monitors activities inside an information system to block any action that makes the risk of an 

insider attack higher than a given threshold. 

 

Although game-theoretic access control and temporal-logic-based policy specification have been investigated in 

prior research, the novelty of RAFIA does not lie in introducing these techniques independently. Rather, the contribution 

of RAFIA is the integration of quantitative risk estimation, trace-dependent utility computation, multi-stage game-

theoretic reasoning, and Risk-LTL policy enforcement within a unified framework for insider-threat mitigation. Unlike 

conventional risk-based access control approaches that evaluate requests independently, RAFIA incorporates the history 

of accepted and denied actions into risk assessment and access-control decisions. Furthermore, Risk-LTL serves as a risk-

aware policy layer that constrains authorization decisions according to dynamically computed risk values over execution 

traces. 

The proposed contributions directly address the research questions as follows. Contribution C2 addresses RQ1 by 

introducing Risk-LTL, a temporal logic for specifying insider-attack-related security policies. Contribution C1 addresses 

RQ2 through a formal risk-assessment approach that combines attack probability, impact evaluation, and trace-based risk 

assessment. Contribution C3 addresses RQ3 through RAFIA, which integrates risk estimation, trace-based analysis, and 

game-theoretic decision making to support the detection and prevention of insider attacks. 

The rest of this paper is organized as follows: Section 2 provides an overview of the proposed approach. Section 3 

introduces relevant preliminaries. In Section 4, we present the modeling of the access control system using game theory, 

followed by the enhanced version of the proposed approach in Section 5. Section 6 explains the evaluation of risk related 

to a trace, while Section 7 models access control as a multi-stage game. The syntax and the semantics of the Risk-LTL 

are defined in Section 8. Relevant related works and comparison of the proposed approach with existing methods are 

presented in Section 9. Section 10 presents the prototype implementation and its experimental evaluation. Section 11 

discusses RAFIA’s integration of dynamic risk assessment with adaptive access control to enhance security and usability. 

Section 12 concludes the paper and outlines directions for future work. 

2. Proposed Risk Estimation Model 

For any organization, it is essential to have an access control system that ensures adequate security protection for the 

resources according to a given security policy. The impact of malicious access can be so great that it could even lead to 

the bankruptcy of the organization. To avoid such situations, an appropriate risk model to evaluate the risk related to any 

access control query should be set up. To estimate the risk, a number of factors should be taken into consideration, such 

as the trust levels of users, the sensitivities of data, the history of accesses, and the context. These factors influence the 

risk assessment and hence the decision-making process. Clearly, risk estimation represents the essence and core of the 

risk-based access control model. 

As defined in many works, such as [15,16], the risk is the multiplication of probability by impact, as shown by the 

following formula: 

 

 𝑅 = 𝑃(𝐴) × 𝐼(𝐴), (1) 

 

where 𝑃(𝐴) is the probability of an attack 𝐴 and 𝐼(𝐴) is its impact. When evaluating the impact of an attack, we take 

into consideration the three main security properties:  Confidentiality, Integrity and Availability which may sometimes 

overlap, as shown in Fig. 2. 

 

 

Fig. 2. The CIA security properties. 

Therefore, having an appropriate method to estimate both the probability of an attack and its potential impact is 

essential in order to avoid blocking legitimate access while also preventing the authorization of malicious activity. The 
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proposed risk estimation model provides a practical approach for estimating the risk associated with an access query, 

along with an expressive policy language for specifying security policies. Fig. 3 summarizes the approach, and its main 

steps are as follows: 

 

• The system is initialized by the security manager during step (1) by providing its security policy Φ, specified in 

a linear temporal logic called Risk-LTL and defined in Section 8. The manager also provides the risk function 𝑅, 

which is defined based on the impact of each action performed on the system, as well as the probability that a 

given action is executed by a malicious user. The impact on different security properties (Confidentiality, 

Integrity, and Availability) is evaluated based on the value of the asset (object) and the type of action (read, write, 

etc.). However, the most challenging part is evaluating the probability that an action is malicious and identifying 

the users who could profit from it. 

 

In RAFIA, this probability is represented by the maliciousness function 𝜌(s), introduced formally in Definition 2 

and subsequently incorporated into the risk computation and game-theoretic decision process. 

 

• Once the access control is initialized, it can receive requests from users at step (2). Each action contains the 

name 𝑎 (for example, read, write, etc.), the subject s and the object 𝑜. 

• At step (3), the access control system starts analyzing the action. It takes Φ and ℛ from the storage (step (4)), 

the context 𝑐 from the context provider module (step (5)). After that, it evaluates whether the 

action a(s, o, c) ⊨ℛ Φ. The definition of ⊨𝑅  is given by the semantics of the logic in Section 8. The formula 

can involve risk such as 𝑅𝑖𝑠𝑘<𝜆  (Φ) which intuitively means that the action a(s, o, c) has to respect the 

security policy Φ and the risk associated with it, ℛ(a(s, o, c)), should be lower than a threshold 𝜆. 

• If the evaluation of a formula is positive, the action is communicated to the system (step (7)) to be executed; 

otherwise, it is blocked. 

 

 

Fig. 3. Risk Estimation Model. 

3. Preliminaries 

To simplify the presentation of the proposed approach, we introduce the notations used throughout the paper. We 

assume the existence of a set of subjects 𝒮 representing users who wish to access a set of objects 𝒪 by performing 

actions from a set 𝒜 within a set of contexts 𝒞 representing real-time contextual information, such as time, IP address, 

and location. These sets together define the access-control domain. 

 

Definition 1 (Access Control Domain (ACD)). An Access Control Domain (ACD), denoted by 

 

 Σ = 〈𝒮, 𝒪,𝒜, 𝒞〉,  
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is a quadruple where 

 

• 𝒮 is a finite set of subjects; 

• 𝒪 is a finite set of objects; 

• 𝒜is a finite set of actions; and 

• 𝒞 is a finite set of contexts. 

 

A risk model within a given access control domain assesses the potential impact of each action and the probability 

that it is performed by a malicious user. 

 

Definition 2 (Risk Model (RM)). A Risk Model (RM), denoted by 

 

 𝑅𝑀 = 〈Σ, 𝜄, 𝜌〉,  

 

is defined as a triple, where: 

 

• Σ =  ⟨𝒮, 𝒪,𝒜, 𝒞⟩ is an Access Control Domain (ACD); 

• 𝜄 ∶  𝒜 ×  𝒮 ×  𝒪 ×  𝒞 →  ℝ is an impact function; and 

• 𝜌 ∶  𝒮 →  [0, 1] is the maliciousness function that assigns to each subject 𝑠 ∈ 𝒮 the probability that the subject 

behaves maliciously. 

4. Game-Theoretic Access Control Model 

To detect insider attacks—where malicious users strategically adapt their behavior to evade detection—we model 

access control as a strategic game between the organization (defender) and users (potential attackers). Within RAFIA, 

game-theoretic reasoning enables the following enhancements: 

 

1. Embedding 𝑅(𝑎) in payoff matrix: Formulating the risk function 𝑅(𝑎)as an adversarial payoff function, 

where malicious actors strategically optimize their actions to maximize illicit benefits while constraining their 

risk exposure below detection thresholds. 

2. Dynamic Defense Thresholds: Reformulating the threshold 𝜆 as an equilibrium-driven adaptive parameter 

that evolves in response to optimal attacker strategies. 

3. Context-Aware Protection: Formalizing context (𝑐)  as part of the action space, where game states evolve 

according to observable contextual attributes such as {time, location, behavior}. 

 

This transforms access control from fixed rules to intelligent adaptive security systems that learn attacker behavior 

and automatically strengthen defenses. Having established this game-theoretic framework, we can now examine how it 

advances traditional access control principles. Access control mechanisms serve as a fundamental security technique to 

mitigate unauthorized access attempts by malicious users. However, the issue of security and preventing unauthorized 

access remains a challenge. Access control mechanisms often rely on predetermined rules or statistical models to make 

decisions. In high-stakes or uncertain environments, a probabilistic decision-theoretic approach may be more appropriate. 

Accordingly, access control can be modeled as a game between users and companies, as game theory provides rigorous 

mathematical and conceptual tools to model strategic interactions, predict outcomes (equilibria), analyze vulnerabilities, 

and design resilient systems. One of its key strengths is the ability to evaluate multiple scenarios before selecting an optimal 

strategy. Accordingly, this work models the decision to accept or reject a user’s action as a game involving uncertain user 

behavior and known utility outcomes. 

Before proceeding with implementation, we must ground this model in its theoretical foundations [17]. Game theory 

offers a formal analytical framework for examining and simulating strategic choices within dynamic, unpredictable 

settings [17]. A key benefit is its capacity to evaluate multiple hypothetical situations prior to determining an optimal 

approach. This aligns well with access control mechanisms, where user-organization interactions can be interpreted as a 

competitive decision-making process. Within this framework, participants—usually individuals and the system 

administrators—select varying tactics that shape the final results. By analyzing these choices and their associated 

consequences, the approach reveals critical vulnerabilities and supports the development of more resilient access 

management protocols. 

Fundamentally, any game-theoretic model consists of basic elements, which are: the players (the fundamental 

components of the game—decision-makers such as users, machines, or information systems); strategies (the plans of 

action chosen by users to play the game); actions (the choices made by each player at each stage of the game); payoff (the 

outcome for each player based on the combination of chosen strategies); and equilibrium (the solution or stable outcome 

of the game). 
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4.1. One-Shot-Game: Model Description  

This model assumes rational behavior from both the user and the company, framing the access control mechanism as 

a one-shot strategic game, as illustrated in Fig. 4. The game involves two participants, each with a defined set of strategies 

and associated payoff functions. 

 

 

Fig. 4. One-Shot Game-Based Access Control. 

1. Access Request Initiation: The user initiates an access request by specifying their access request. 

2. Strategic Game Formulation: The system formulates the interaction as a strategic one-shot game to evaluate 

decisions in a single, isolated context between two players: 

 

• Player 1: The user (U), who seeks to access resources, can choose between two strategies: performing an 

Honest Access (H)or performing a Malicious Access (M). 
• Player 2: The company (C), which owns the sensitive resources, has two strategic options: Accept (A) or 

Deny (D). 
 

3. Expected Utility: Let 𝑞 be the probability that the user acts honestly, and 1 − 𝑞 the probability that the user 

acts maliciously. Let 𝑝 denote the probability that the company accepts the action and 1 − 𝑝 the probability 

that the company rejects the action. 

 

• Company Utilities 

– 𝑈𝑐
(𝐴,𝐻)

: Utility for accepting an honest action. 

– 𝑈𝑐
(𝐴,𝑀)

: Utility for accepting a malicious action. 

– 𝑈𝑐
(𝐷,𝐻)

 : Utility (negative) for denying an honest action. 

– 𝑈𝑐
(𝐷,𝑀)

: Utility for denying a malicious action. 

 

Accordingly, the expected utility of the company when accepting a request is given by 

 

 𝔼[𝑈𝑐 | 𝐴 ] = 𝑞𝑈𝑐
(𝐴,𝐻)

+ (1 − 𝑞)𝑈𝑐
(𝐴,𝑀)

 (2) 

 

Similarly, when the company denies the request: 

 

 𝔼[𝑈𝑐 | 𝐷 ] = 𝑞𝑈𝑐
(𝐷,𝐻)

+ (1 − 𝑞)𝑈𝑐
(𝐷,𝑀)

 (3) 

 

• User Utilities 

Expected Utility Calculation 

Game Modeling 

Access Decision 

Nash Equilibrium 

Requested Action 
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– 𝑈𝑢
(𝐴,𝐻)

 : Utility for the honest user if accepted. 

– 𝑈𝑢
(𝐷,𝐻)

 : Loss for the honest user if denied. 

– 𝑈𝑢
(𝑀,𝐴)

 : Gain for the malicious user if accepted. 

– 𝑈𝑢
(𝑀,𝐷)

 : Loss for the malicious user if denied. 

 

Consequently, the expected utility of the user is given by 

 

 

𝔼[𝑈𝑢 ] = 𝑝𝑞𝑈𝑢
(𝐴,𝐻) + (1 − 𝑝)𝑞𝑈𝑢

(𝐷,𝐻) + 

 

𝑝(1 − 𝑞)𝑈𝑢
(𝑀,𝐴) + (1 − 𝑝)(1 − 𝑞)𝑈𝑢

(𝑀,𝐷)
 

(4) 

 

The payoff functions for each party, based on the combination of chosen strategies, are presented in Table 1. 

Table 1. Payoff matrix of the one-shot game 

 Accept(𝑝) Deny(1 − 𝑝) 

Honest (𝑞) (𝑈𝑢
(𝐴,𝐻), 𝑈𝑐

(𝐴,𝐻)) (𝑈𝑢
(𝐷,𝐻), 𝑈𝑐

(𝐷,𝐻)) 

Malicious (1 − 𝑞) (𝑈𝑢
(𝑀,𝐴), 𝑈𝑐

(𝐴,𝑀)) (𝑈𝑢
(𝑀,𝐷), 𝑈𝑐

(𝐷,𝑀)
) 

 

• Row Player: User (chooses between Honest or Malicious behavior) 

• Column Player: Company (chooses Accept or Deny) 

• Payoffs: (User’s utility, Company’s utility). In each cell, the first utility value is for the User, the second is for the 

Company 

• (Honest, Accept): User: 𝑈𝑢
(𝐴,𝐻)

, Company: 𝑈𝑐
(𝐴,𝐻)

 

• (Honest, Deny): User: 𝑈𝑢
(𝐷,𝐻)

,Company: 𝑈𝑐
(𝐷,𝐻)

 

• (Malicious, Accept): User: 𝑈𝑢
(𝑀,𝐴)

 , Company: 𝑈𝑐
(𝐴,𝑀)

 

• (Malicious, Deny): User: 𝑈𝑢
(𝑀,𝐷)

 , Company: 𝑈𝑐
(𝐷,𝑀)

 

 

4. Nash Equilibrium Computation: 

We now analyze the interaction as a simultaneous-move game. The user chooses 𝑞 (honesty level), and the company 

chooses 𝑝 (acceptance probability). Each player’s goal is to maximize their expected utility. Nash equilibrium theory 

is a central concept in game theory, which means that each player is aware of the opponent’s strategies and does not intend 

to change his strategy because it does not maximize his payoff. 

To analyze the access control scenario, we model the interaction between the user and the company as a simultaneous 

action game, where the user chooses a strategy 𝑞 ∈  [0, 1], representing the probability of acting honestly and the company 

chooses a strategy 𝑝 ∈  [0, 1], indicating the probability of granting access, and both players act rationally as their goal is 

to maximize their expected utility. In this context, a Nash Equilibrium (NE) occurs when neither party can increase their 

expected payoff by changing their strategy unilaterally. At equilibrium, each strategy is a best response to the other. 

The best response functions for both players are defined as follows: 

 

• The company’s best response 𝑝∗(𝑞) is: 
 

 𝑝∗(𝑞) =

{
 

 
1    if 𝔼[𝑈𝑐 | 𝐴 ]  > 𝔼[𝑈𝑐 | 𝐷 ]

0    if 𝔼[𝑈𝑐 | 𝐴 ]  < 𝔼[𝑈𝑐 | 𝐷 ]

any  𝑝 ∈ [0, 1]        if 𝔼[𝑈𝑐 | 𝐴 ] =

𝔼[𝑈𝑐 | 𝐷 ]                              

 (5) 

 

• The user’s best response 𝑞∗(𝑝) is: 
 

 𝑞∗(𝑝) =

{
 
 

 
 1    if    𝑝(𝑈𝑢

(𝐴,𝐻) − 𝑈𝑢
(𝐷,𝐻) ) >   

        (1 − 𝑝)( 𝑈𝑢
(𝑀,𝐴) − 𝑈𝑢

(𝑀,𝐷))

0    if    the inequality is reversed 

any  𝑞 ∈ [0, 1]                              
if both sides are equal

   (6) 
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Solving these coupled best response functions yields the Nash Equilibrium strategy profile(𝑝∗, 𝑞∗), which represents 

a stable and rational decision outcome for both parties in the access control system. 

 

5. Equilibrium-Driven Decision: 

The company enforces its equilibrium strategy as the access decision: 

 

 Decision =  {
 Grant, if the Nash equilibrium strategy is Accept,
Deny, if the Nash equilibrium strategy is Deny.

 (7) 

 

The company accepts the action if 

 

 𝔼[𝑈𝑐 | 𝐴]  >  𝔼[𝑈𝑐 | 𝐷], (8) 

 

where 𝔼[𝑈𝑐 | 𝐴]and 𝔼[𝑈𝑐 | 𝐷]denote the expected utilities of accepting and denying the access request, respectively.  

Substituting the expected utility expressions yields 

 

 𝑞(𝑈𝑐
(𝐴,𝐻) − 𝑈𝑐

(𝐷,𝐻) ) + (1 − 𝑞)( 𝑈𝑐
(𝐴,𝑀) − 𝑈𝑐

(𝐷,𝑀)) > 0, (9) 

 

where 𝑞 represents the probability that the user is honest.  

Solving for 𝑞 gives the acceptance threshold: 

 

 𝑞 >  
𝑈𝑐
(𝐷,𝑀) − 𝑈𝑐

(𝐴,𝑀)

(𝑈𝑐
(𝐴,𝐻) − 𝑈𝑐

(𝐷,𝐻) ) + ( 𝑈𝑐
(𝐷,𝑀) − 𝑈𝑐

(𝐴,𝑀))
 (10) 

 

4.1.1. Numerical Examples 

To better understand the practical implications of modeling the access control decision process as a one-shot game 

between a user and a company, we now present numerical examples. These examples illustrate how the Nash Equilibrium 

can be derived by analyzing the strategic interaction between the two parties. 

 

Example 1. Consider the payoff matrix shown in Table 2: 

Table 2. Payoff matrix for Example 1. 

 Accept (p) Deny (1 − p) 

Honest (q) (5, 5) (1, 3) 

Malicious (1 − q) (8, −10) (0, 4) 

 

Step 1: Expected Utility for the Company 

 

• If the company accepts the request, 

 

 

𝔼[𝑈𝑐 | 𝐴 ] = 𝑞 ∙ 5 + (1 − 𝑞) ∙ (−10) 
 

= 15𝑞 − 10. 
 

 

• If the company denies the request, 

 

 𝔼[𝑈𝑐 | 𝐷 ] = 𝑞 ∙ 3 + (1 − 𝑞) ∙ 4 = 4 − 𝑞.  

 

Step 2: Expected Utility for the User 

 

 

𝔼[𝑈𝑢] = 𝑝𝑞 ∙ 5 + (1 − 𝑝)𝑞 ∙ 1 + 

 

𝑝(1 − 𝑞) ∙ 8 + (1 − 𝑝)(1 − 𝑞) ∙ 0 

 

= 5𝑝𝑞 + 𝑞(1 − 𝑝) + 8𝑝(1 − 𝑞) 
 

= 𝑞 − 4𝑝𝑞 + 8𝑝. 

 



RAFIA: A Game-theoretic Risk-based Framework for Insider Threat Mitigation 

Volume 16 (2026), Issue 4 – Page 205 

Summary of Expected Utilities 

 

 

𝔼[𝑈𝑐 | 𝐴 ] = 15𝑞 − 10, 
 

𝔼[𝑈𝑐 | 𝐷 ] = 4 − 𝑞, 
 

𝔼[𝑈𝑢 ] = 𝑞 − 4𝑝𝑞 + 8𝑝. 

 

 

These formulas help each player decide their best strategy based on the estimated behavior of the other. The company 

will compare 𝔼[𝑈 𝑐| 𝐴] and 𝔼[𝑈 𝑐| 𝐷] to choose whether to accept or deny, while the user considers 𝔼[𝑈𝑢] to decide 

whether to act honestly or maliciously. 

According to the proposed model, the company accepts the request if   

 

 𝔼[𝑈𝑐 |𝐴] > 𝔼[𝑈𝑐 | 𝐷]  

 

Expanding and applying the specific utility values: 

 

 

𝑞(𝑈𝑐
(𝐴,𝐻)

− 𝑈𝑐
(𝐷,𝐻)

)  + 

 

(1 −  𝑞)(𝑈𝑐
(𝐴,𝑀) − 𝑈𝑐

(𝐷,𝑀)
 )  >  0 

 

𝑞(5 −  3)  + (1 −  𝑞)(−10 −  4)  >  0 

 
2𝑞 + (1 −  𝑞)(−14)  >  0 

 

2𝑞 −  14 +  14𝑞 >  0  ⟹ 16𝑞 >  14 
 

𝑞 >  
14

16
=  0.875. 

 

 

The company should accept access requests only if it believes the user is honest with probability greater than 

0.875. 

The user chooses to behave honestly if: 

 

 𝑝(𝑈𝑢
(𝐴,𝐻)  −  𝑈𝑢

(𝐷,𝐻))  >  (1 −  𝑝)(𝑈𝑢
(𝑀,𝐴)

) − 𝑈𝑢
(𝑀,𝐷)

)  

 

Substituting the numerical payoffs: 

 

 

𝑝(5 −  1)  >  (1 −  𝑝)(8 −  0) 
 

4𝑝 >  8(1 −  𝑝) 
 

4𝑝 >  8 −  8𝑝 ⟹  12𝑝 >  8 
 

𝑝 >  
8

12
=  
2

3
≈  0.667 

 

 

The user will act honestly only if the company is likely to accept the request with probability greater than
2 

3
. 

Given the thresholds derived above: 

 

• The company accepts only if it believes the user is honest with probability 𝑞 >  0.875. 

• The user behaves honestly only if the company is expected to accept with probability 𝑝 >
2

3
 

 

These coupled conditions indicate that a Nash Equilibrium occurs when both thresholds are simultaneously 

satisfied: 

 

 𝑝∗ >
2

3
,   𝑞∗ > 0.875  
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This means that in equilibrium: 

 

• The user will be incentivized to act honestly because the company is likely to accept requests. 

• The company will accept requests because the user is likely honest. 

 

The equilibrium is only sustained when mutual trust is high. If either player deviates (e.g., the user becomes more 

malicious, or the company becomes overly cautious), the equilibrium collapses, leading to denial or attack outcomes. 

This numerical analysis illustrates the strategic dependencies between user honesty and company acceptance within 

an access control system modeled as a one-shot game. The derived thresholds—𝑝 >
2

3
 for the user and 𝑞 > 0.875 for the 

company—define the conditions under which mutual cooperation (i.e., access granted and honest behavior) becomes a 

stable outcome in the form of a Nash Equilibrium. This equilibrium region emphasizes the importance of trust calibration: 

the system must assess user credibility accurately and assign access rights accordingly. 

 

Example. 2 Alternative Payoff Structure 

 

Step 1: Expected Utility for the Company 

 

The payoff matrix used in Example 2 is presented in Table 3 

Table 3. Payoff matrix for Example 2. 

 Accept (p) Deny (1 − p) 

Honest (q) (3, 5) (-5, -2) 

Malicious (1 − q) (8, −10) (-12, 0) 

 

Step 2: Expected Utility for the Company 

 

• If the company accepts the request: 

 

 𝔼[𝑈𝑐 | 𝐴 ] = 𝑞 ∙ 5 + (1 − 𝑞) ∙ (−10) = 15𝑞 − 10.  

 

• If the company denies the request: 

 

 𝔼[𝑈𝑐 | 𝐷 ] = 𝑞 ∙ (−2) + (1 − 𝑞) ∙ 0 = −2𝑞  

 

Step 3: Expected Utility for the User 

 

 

𝔼[𝑈𝑢] =  𝑝𝑞 ∙ 3 + (1 −  𝑝)𝑞 ∙ (−5) + 

 

𝑝(1 −  𝑞) ∙ 8 + (1 −  𝑝)(1 −  𝑞)  ∙ (−12) 
 

=  3𝑝𝑞 −  5𝑞(1 −  𝑝)  +  8𝑝(1 −  𝑞)  −  12(1 −  𝑝)(1 −  𝑞) 

 

 

Step 3: Threshold Calculation 

 

Company’s Decision Threshold 

 

The company accepts if: 

 

 

𝔼[𝑈𝑐 | 𝐴]  >  𝔼[𝑈𝑐 | 𝐷] 
 

15𝑞 − 10 > −2𝑞 

 
17𝑞 > 10 

 

𝑞 >  
10

17
 ≈  0.588 

 

 

User’s Decision at Equilibrium:𝑝 =  0.6 

Honest behavior is preferable if: 
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0.6(3 − (−5)) > 0.4(8 − (−12)) 
 

0.6 ∙  8 =  4.8, 0.4 ∙  20 =  8 
 

4.8 <  8 ⟹  𝐹𝑎𝑙𝑠𝑒 

 

 

Therefore, the user prefers the malicious strategy when 𝑝 =  0.6. 

4.2. Limitations of One-Shot-Game 

To connect theory with real-world understanding, the earlier numerical examples illustrate how a user and a company 

interact strategically within a one-shot game-based access control model. These examples not only demonstrate the 

derivation and interpretation of Nash equilibrium thresholds based on specific payoff structures but also reveal the 

conditions under which cooperation—i.e., honest user behavior and access approval—can be sustained. The numerical 

results help show how a one-shot game model can support decision-making in situations where uncertainty is high and 

rapid decisions are needed. 

However, these examples also bring out some of the model’s key weaknesses. One-shot game models do not consider 

how users’ behavior can change gradually. They treat every decision as if it is happening without any context or history. 

But in most real systems, behavioral history plays a critical role. If a user’s behavior starts to change, even slowly, a 

model that doesn’t track that change won’t respond until it’s too late, which limits their effectiveness in environments 

where user behavior is rarely static [18]. The following section explores the shortcomings of such one-shot game models 

in more detail and recommends the use of multi-stage game-based access control models that can respond to behavioral 

changes and take history into account for granting access decisions. The key limitations are: 

4.2.1. Memoryless Evaluation: Lack of Historical Context and Temporal Dynamics 

One-shot access control models suffer from atomic decision-making – each access request is evaluated in isolation, 

without considering past interactions or behavioral trends. This manifests in three critical flaws: 

 

a) No Historical Context 

The system cannot correlate actions over time. For example, in Canada’s Desjardins Group breach [19], an employee 

extracted sensitive data gradually over two years. Because each access was evaluated independently, the system failed to 

detect the escalating pattern. 

 

b) Static Strategies 

Fixed trust thresholds (e.g., “grant access if score >  0.6”) cannot adapt to evolving threats. Table 4 shows how a 

user’s trust decays slowly (0.80 →  0.59), but access is granted until the final suspicious download. 

 

c) Ignored Temporal Patterns 

Sequential attacks (e.g., the Carnegie Mellon insider threat [20] )exploit this. A user who starts with minor policy 

violations (e.g., occasional unauthorized file access) and escalates gradually remains undetected because one-shot models 

lack time-series analysis. 

Table 4. Limitations of static thresholds in one-shot models. 

Round Behavior Trust Score Decision 

1 Normal access 0.80 Grant 

2 Slight anomaly 0.75 Grant 

3 Sensitive data access 0.68 Grant 

4 Late-night access 0.60 Grant 

5 Suspicious download 0.59 Deny 

 

4.2.2. Exploitability–Fixed Acceptance Thresholds Enable Repeated Malicious Exploitation 

A fixed acceptance threshold is one of the main weaknesses of one-shot game-based access control models. The 

access system grants or denies requests based on the user’s perceived level of trust, so a malicious user exploits the fixed 

threshold to adapt their behavior to stay just above the threshold and repeatedly exploit the system without being detected. 

A relevant real-world case is the 2019 Capital One data breach [16]. The attacker was able to exploit a misconfigured 

firewall to gain credentials and access sensitive data stored in the cloud. Furthermore, the access control mechanisms in 

place did not adapt or respond to the unusual activity that followed. What enabled the attacker to move within the system 
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undetected was that the rules governing access were static and did not take into account any change in user behavior over 

time. Although the breach was attributed to a technical flaw, the lack of a dynamic response allowed it to escalate. This 

is similar to what happens in one-shot game-based access systems, where the user is initially trusted, this decision is not 

reviewed and the user begins to change their behavior until he exploits this weakness and behaves dishonestly. Therefore, 

it is important to design access control models that can adapt to changes occurring over time, rather than relying on fixed 

assumptions about trust, as is the case with one-shot game-based access control models. Access control models based on 

multi-stage games provide better solutions to mitigate these risks by tightening controls when suspicious behavior patterns 

appear. 

To demonstrate the limitation of fixed acceptance thresholds in one-shot access control games, consider the following 

scenario. An insider user attempts to repeatedly access sensitive information by maintaining their observed behavior just 

above a system’s fixed threshold value. The system, in this case, applies a fixed threshold value (e.g., 0.7) to determine 

whether access should be granted. 

In this setup, the user’s trust level is kept constant at 0.71, which is slightly above the threshold. Since the policy does 

not adjust according to the user’s past behavior, a malicious user can exploit this loophole and repeatedly bypass the trust 

threshold without being detected. To address this vulnerability, a dynamic threshold model is proposed where the system 

incrementally raises the access threshold based on previous access attempts. Thus, even if the attacker’s trust level remains 

unchanged, the access decisions are increasingly stringent and eventually the access request is denied once it exceeds the 

trust level of the updated threshold. Fig. 5 presents the difference between the dynamic threshold and fixed threshold 

policies. The blue line represents the fixed threshold, which does not adapt to repeated access attempts. An attacker who 

maintains a constant trust level just above this threshold continues to receive access without being detected. On the other 

hand, the dynamic threshold in red increases over time. Although the attacker’s behavior remains unchanged, the system 

becomes progressively stricter. Once the threshold exceeds the attacker’s trust level, the access request is denied. This 

illustrates how dynamic thresholding reduces the risk of repeated malicious access and motivates the adoption of multi-

stage rather than one-shot access control models. 

 

 

Fig. 5. Comparison between fixed and dynamic trust thresholds across repeated access attempts. 

4.2.3. Multi-Stage Game Solutions 

Multi-stage game models overcome these limitations through the following mechanisms: 

 

History-Aware Policies: Track user actions over time (e.g., Bayesian trust updates) 

Dynamic Thresholds: Adjust access rules based on recent behavior 

Sequential Analysis: Compute cumulative utility: 

 

 𝑈𝑐𝑢𝑚𝑢𝑙𝑎𝑡𝑖𝑣𝑒 =∑ℛ(𝑡) − 𝐶(𝑡)

𝑇

𝑡=1

, (11) 

 

where ℛ(𝑡) is the reward and 𝐶(𝑡) is the cost at time 𝑡. 
From this perspective, we conclude that using a multi-stage game to model access control systems is a stronger and 

more effective approach than using a one-shot game for several reasons. First, these models adapt to the user’s behavior 
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changes over time, allowing decisions to be made based on the user’s history and evolving behaviors rather than on a single 

instantaneous assessment without considering behavioral history. Second, multi-stage models reduce the risk of repeated 

attacks by malicious users through gradually raising security thresholds or changing strategies. Third, they provide a 

continuous mechanism to evaluate the user’s trust level, which evolves according to their behavior, thus reflecting a more 

accurate assessment of potential risks. Fourth, the system leverages the ongoing collection and dynamic evaluation of 

data to make smarter and more efficient decisions about access control. It also supports integrating learning and adaptation 

methods, which enable the system to progressively enhance its security measures as user behaviors evolve. Lastly, these 

models accurately reflect the strategic back-and-forth between the user and the system, with both parties adjusting their 

actions step-by-step, making them especially effective for addressing complex and ever-changing cyber threats. 

5. RAFIA: Overview 

To support multi-stage game-theoretic modeling, the proposed risk estimation model presented in Fig. 3. is extended 

by incorporating the history of previous user actions into the access-control decision process. The resulting framework, 

referred to as RAFIA, is a game-theoretic risk-based framework for insider-threat mitigation. Fig. 6. provides an overview 

of RAFIA, and its main processing steps are described as follows. 

 

• The system is initialized by the security manager during step (1) by providing its security policy Φ, specified 

in a linear temporal logic called Risk-LTL and defined in Section 8. The security manager also provides the risk 

function R, which is defined based on the impact of each action performed on the system, as well as the probability 

that a given action is executed by a malicious user. The impact on different security properties (Confidentiality, 

Integrity, and Availability) is evaluated based on the value of the asset (object) and the type of action (read, write, 

etc.). However, the most challenging part is evaluating the probability that an action is malicious and identifying 

the users who could profit from it. 

• Once the access control is initialized, it can receive requests from users at step (2). Each action contains the name 

𝑎 (for example, read, write, etc.), the subject 𝑠 and the object 𝑜. 

 

 

Fig. 6. Overview of the Proposed RAFIA Framework. 

• At step (3), the access control system starts analyzing the action. It takes Φ and ℛ from the storage (step (4)), 

the context c from the context provider module (step (6)) and the trace 𝜏 (containing the previously executed 

actions) from the storage (step (5)). After that, it evaluates if 𝜏. 𝑎(𝑠, 𝑜, 𝑐)  ⊨ℛ  Φ. The definition of ⊨ℛ  is 

given by the semantics of the logic in Section 8. The formula can involve risk such as 𝑅𝑖𝑠𝑘<𝜆 (Φ) which 

intuitively means that the trace 𝜏. 𝑎(𝑠, 𝑜, 𝑐) has to respect the security policy Φ and the risk associated with 

it, ℛ(𝜏. 𝑎(𝑠, 𝑜, 𝑐)), should be lower than a threshold 𝜆. 

• If the evaluation of a formula is positive, the action is communicated to the system (step (9)) to be executed; 

otherwise, it is blocked. Moreover, the trace is updated by adding accepted actions (step (8)). 

 

Deciding if a query is acceptable or not should take into consideration not only the query itself but also all the previous 

activities (trace) performed on the system. For example, a security policy may limit the number of records of certain types 

that a specific user can access. In this case, the trace (history) is needed to evaluate a request. Hereafter, we introduce 

some notation related to traces. 
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Definition 3. [Trace] 

 

Let Σ = ⟨𝒮, 𝒪,𝒜, 𝒞⟩ be an ACD. 

 

• A trace over Σ (or simply a trace when the ACD is clear from the context) is defined using the following BNF 

grammar: 

 

 𝜏 ∶: =  𝜖 | 𝑎(𝑠, 𝑜, 𝑐) | 𝑎(𝑠, 𝑜, 𝑐). 𝜏  

 

where (s, o, a, c)  ∈ 𝒮 ×  𝒪 ×  𝒜 ×  𝒞, ϵ is an empty trace and a(s, o, c). τ is the concatenation of the action a(s, o, c) 
with the trace τ. 

 

• Set of possible traces (𝒯∑): We denote by 𝒯∑ the set of possible traces built from ∑. 

• Suffix of a trace: If  τ =  a0. a1. a2. . . . is a trace, then τ(i)  =  aiand τ
j = aj. aj+1 . . .. 

• Size of a trace(|τ |): The size of a trace gives the number of actions in it. More formally, the size of a trace τ , will  
be denoted by |τ |, is defined as follows: 

 

 

|𝜖| =  0 
 

|𝑎. 𝜏|  =  1 + |𝜏 | 
 

 

• Projection of a trace on a set of subjects (τ [S]): If τ is a trace and S is a set of subjects, we define the projection of 

τ on S (the set of actions in which a subject in S is involved in τ ), denoted by τ [S], inductively as follows: 

 
𝜖[𝑆] = {} 

𝑎(𝑠, 𝑜, 𝑐)[𝑆] = {}  𝑖𝑓 𝑠 ∉  𝑆 

𝑎(𝑠, 𝑜, 𝑐)[𝑆] = {𝑎(𝑠, 𝑜)} 𝑖𝑓 𝑠 ∈ 𝑆 

(𝜏. 𝜏′)[𝑆] = 𝜏 [𝑆]  ∪  𝜏 ′[𝑆] 

 

• Projection of a trace on a set actions (τ⇓A ): If τ is a trace and A is a set of actions, we define the projection of τ 

on A, denoted by τ⇓A , inductively as follows: 

 
𝜖⇓𝐴 = 𝜖 

(𝑎. 𝜏)⇓𝐴 = 𝑎. (𝜏)⇓𝐴   𝑖𝑓 𝑎 ∈  𝐴 

(𝑎. 𝜏)⇓𝐴 = (𝜏)⇓𝐴         𝑖𝑓 𝑎 ∉  𝐴 

 

if A = {a}, τ⇓{a} 
will be simply abbreviated by τ⇓a and τ⇓−a will be an abbreviation of τ⇓A−{a} 

. 

 

• Renaming a subject (τ [s ↦ s′]): We can rename any subject, object or action in a trace. To rename a subject s by s′ 

in τ , denoted by τ [s ↦ s′], we proceed according to the following rules: 

 

 

𝜖[𝑠 ↦  𝑠′]  =  𝜖 

 
𝑎(𝑠, 𝑜, 𝑐)[𝑠 ↦  𝑠′] =  𝑎(𝑠′, 𝑜, 𝑐) 

 

𝑎(𝑠′′, 𝑜, 𝑐)[𝑠 ↦  𝑠′] = 𝜖  𝑖𝑓 𝑠′′ ≠ 𝑠  
 

(𝑎(𝑠′′, 𝑜, 𝑐). 𝜏)[𝑠 ↦  𝑠′]  = 
 

𝑎(𝑠′′, 𝑜, 𝑐)[𝑠 ↦  𝑠′]. 𝜏 [𝑠 ↦  𝑠′] 

 

 

A similar definition could be given to rename objects or actions. 

 

• Renaming a set of subjects (τ [S ↦  s′]): The previous definition could be extended to a set of subjects S, 

denoted by τ [S ↦  s′], as follows: 

 

𝜏 [∅ ↦  𝑠′] = 𝜏 
𝜏 [{𝑠}  ↦  𝑠′] = 𝜏 [𝑠 ↦  𝑠′] 
𝜏 [{𝑠}  ∪  𝑆 ↦  𝑠′] = (𝜏[𝑠 ↦  𝑠′])[𝑆 ↦  𝑠′] 
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6. Risk Related to a Trace 

When a sequence of actions is executed inside a system, there is a risk that some of them are executed by malicious 

subjects. This risk depends on the probabilities that actions are malicious and the impact of these actions. The risk related 

to any action should not exceed a threshold. 

In this section, we explain the impact of a trace, the probability of an attack and finally we define the risk associated 

with a given trace. 

6.1. Impact 

When we compute the impact related to the actions in which a given subject is involved, we need to take several facts 

into account. 

When an insider attack occurs in a company, it can affect both the company and the individuals involved. We need to 

understand how to quantify these impacts in order to effectively evaluate the risk of insider attacks. 

6.1.1. Company Side 

When an action is executed maliciously, it may have an impact on one or many security properties: Availability (A), 

Confidentiality (C) and Integrity (I) and we should add the impact related to all of them. 

 

• Availability: Actions such as write or delete can make some data unavailable. Also, other actions like stop (a 

hardware), reboot (a hardware), close (a port), or kill (a process) can make some services or data un-available. 

Therefore the impact of an action a(s, o, c) depends on the object and can depend on the context. For example, 

stopping the service during the night or on the weekend would have less impact than during a business day. 

Furthermore, if the same action is perpetrated more than one time, the impact could increase. 

• Integrity: Actions such as write or modify can affect the integrity of data. Most of the time the impact is 

independent of context and if the same action is repeated, would not increase the impact. 

• Confidentiality: Actions such as read or send can affect the confidentiality of data. Most of the time the impact is 

independent of context and if the same action is repeated, the impact will not increase. 

 

The impact function should answer at least the following questions: 

 

• What is the impact (payoff) of a single action? From the company’s point of view, what is the impact of each 

individual action on every security property (Confidentiality, Integrity, and Availability)? The impact function 

should provide both the positive and negative consequences of executing any malicious action on any object. 

Whether an action is accepted or refused, there are both positive and negative impacts. Of course, while refusing 

all actions would eliminate insider attacks, it would not be a viable strategy. When an action is accepted, the 

potential benefit to the company is U𝐴𝐻
𝑐 (true positive impact) and the possible loss is U𝐴𝑀

𝑐 (false positive impact) 

and when anaction is refused, the positive impact is U𝐷𝑀
𝑐  (false negative impact) and the negative impact is U𝐷𝐻

𝑐  

(true negative impact). 

 

For every action and every security property, the company needs to provide an impact table as shown by Table 5. 

Table 5. Payoff matrix: action versus impact. 

 Accept (A) Deny (D) 

Honest (H) U𝐴𝐻
𝑐  U𝐷𝐻

𝑐  

Malicious (M) U𝐴𝑀
𝑐  U𝐷𝑀

𝑐  

 

The impact should take into consideration the different security properties. For an action a and a security property 

𝑃, we useU𝐴𝐻
𝑐  (𝑎, 𝑃),U𝐷𝐻

𝑐  (𝑎, 𝑃), U𝐴𝑀
𝑐  (𝑎, 𝑃) and U𝐷𝑀

𝑐  (𝑎, 𝑃) to denote, respectively, the impact of accepting an honest 

action, denying an honest action, accepting a malicious action and denying a malicious action. If the security property is 

not specified, it implicitly means that we are dealing with the cumulative impact as formalized by the following definition. 

 

Definition 4. ( U𝐴𝐻 
𝑐 (𝑎),  U𝐴𝑀 

𝑐 (𝑎), U𝐷𝐻 
𝑐 (𝑎) 𝑎𝑛𝑑 U𝐷𝑀 

𝑐 (𝑎) ). Let 𝑎  be an action. We define U𝐴𝐻 
𝑐 (𝑎), 

U𝐴𝑀 
𝑐 (𝑎), U𝐷𝐻 

𝑐 (𝑎) 𝑎𝑛𝑑 U𝐷𝑀 
𝑐 (𝑎) as follows:  

 

 
U𝐴𝐻 
𝑐 (𝑎) = ∑ U𝐴𝐻 

𝑐 (𝑎, 𝑃)

𝑃∈{𝐶,𝐼,𝐴}
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U𝐴𝑀 
𝑐 (𝑎) = ∑ U𝐴𝑀 

𝑐 (𝑎, 𝑃)

𝑃∈{𝐶,𝐼,𝐴}

 

 

U𝐷𝐻 
𝑐 (𝑎) = ∑ U𝐷𝐻 

𝑐 (𝑎, 𝑃)

𝑃∈{𝐶,𝐼,𝐴}

 

 

𝑈𝐷𝑀 
𝑐 (𝑎) = ∑ 𝑈𝐷𝑀 

𝑐 (𝑎, 𝑃)

𝑃∈{𝐶,𝐼,𝐴}

 

 

Notice that usually U𝐷𝑀 
𝑐 (𝑎) = 0. 

 

• What is the impact of a trace? Knowing the impact of every action would not be enough to evaluate the impact 

of a trace (sequence of actions). Here are some reasons: 

– Action repetition: In some situations, doing the same action many times does not necessarily multiply the impact 

(e.g. read a private information) but in other situation the impact can be increased (e.g. the impact of the denial 

of service of one hour could be different for two or three hours.) 

– Action ordering: The penalties and the benefits of running 𝑎. 𝑏 could be different for those of 𝑏. 𝑎. For instance 

if a is reading a secret data and b corresponds to sending some data on the Internet, then the risk related to the 

sequence 𝑎. 𝑏 is higher than the one of 𝑏. 𝑎. 
– Policy changes: Data could be considered as top secret at a given period of time, but it could be reclassified as 

public later and the impact of reading it maliciously changes over time. 

 

In the remaining part of this paper, we focus exclusively on action repetition. 

The impact of accepting and refusing repeated actions: These information are usually provided by the company 

depending on the importance of the asset and the nature of the action (read, write, etc.). In other words, we assume 

that U𝐴𝐻 
𝑐 (𝑛 × 𝑎), U𝐴𝑀 

𝑐 (𝑛 × 𝑎),  U𝐷𝐻 
𝑐 (𝑛 × 𝑎) and  U𝐷𝑀 

𝑐 (𝑛 × 𝑎) are given. Based on this information, we define the 

impact on a complete trace as shown by the following definition. 

 

Definition 5. (𝑈𝑐 (𝑎  ̸𝜏+, 𝜏−)). Let 𝜏+ be the sequence of previously accepted actions and 𝜏− be the sequence of 

previously denied ones. We extend 𝑈𝑐to a trace as follows: 

 

 

𝑈𝐴𝐻
𝑐 (𝑎 ∕ 𝜏+) = 𝑈𝐴𝐻

𝑐 (|𝜏⇓𝑎 
+ |𝑎) + 𝑈𝐴𝐻

𝑐 (𝑎 ∕ |𝜏⇓−𝑎 
+ ) 

 

𝑈𝐴𝐻
𝑐 (𝑎 ∕ 𝜖) = 0 

 

𝑈𝐴𝑀
𝑐 (𝑎 ∕ 𝜏+) = 𝑈𝐴𝑀

𝑐 (|𝜏⇓𝑎 
+ |𝑎) + 𝑈𝐴𝑀

𝑐 (𝑎 ∕ |𝜏⇓−𝑎 
+ ) 

 

𝑈𝐴𝑀
𝑐 (𝑎 ∕ 𝜖) = 0 

 

𝑈𝐷𝐻
𝑐 (𝑎 ∕ 𝜏−) = 𝑈𝐷𝐻

𝑐 (|𝜏⇓𝑎 
− |𝑎) + 𝑈𝐷𝐻

𝑐 (𝑎 ∕ |𝜏⇓−𝑎 
− ) 

 

𝑈𝐷𝐻
𝑐 (𝑎 ∕ 𝜖) = 0 

 

𝑈𝐷𝑀
𝑐 (𝑎 ∕ 𝜏−) = 𝑈𝐷𝑀

𝑐 (|𝜏⇓𝑎 
− |𝑎) + 𝑈𝐷𝑀

𝑐 (𝑎 ∕ |𝜏⇓−𝑎 
− ) 

 

𝑈𝐷𝑀
𝑐 (𝑎 ∕ 𝜖) = 0 

 

 

Recall that |τ⇓a| returns the number of actions a in τ and τ⇓−ais the trace τ from which we removed the 

action a. 

We extend the definition of UDM
c   to a set of actions A as follows: 

 

 𝑈𝑋
𝑐  (𝐴 ∕ 𝜏) =  ⋃𝑎∈𝐴 𝑈𝑋

𝑐  (𝑎 ∕ 𝜏)  

 

Where X ∈ {AH, AM, DH, DM} 

6.1.2. Hacker Side 

When subjects perform malicious actions, they could be detected and risk penalties or not detected and obtain some 

personal profits. Also, when the user behaves honestly, they could obtain some positive rewards. 
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For every action and every security property, we need to provide a reward table as shown in Table 6. For the sake of 

simplicity, we assume, in the remaining part of this paper, that the reward tables are the same for all the subjects. 

Table 6. Payoff matrix: user reward for accepted or denied actions. 

 Accept (A) Deny (D) 

Honest (H) U𝐴𝐻
𝑢  U𝐷𝐻

𝑢  

Malicious (M) U𝐴𝑀
𝑢  U𝐷𝑀

𝑢  

 

The reward of repeated actions: If the same action is repeated n times, the reward is not necessarily multiplied by 𝑛. 

In particular, the penalty of doing the same action maliciously could increase exponentially. 

This kind of information is provided by the company or by law. Accordingly, we assume that U𝐴𝐻 
𝑢 (𝑛 × 𝑎), U𝐴𝑀 

𝑢 (𝑛 ×
𝑎) , U𝐷𝐻 

𝑢 (𝑛 × 𝑎) and  U𝐷𝑀 
𝑢 (𝑛 × 𝑎) are given. Based on this information, we define the impact on a complete trace as 

shown by the following definition. 

 

Definition 6. (𝑈𝑢 (𝑎  ̸𝜏+, 𝜏−)). Let 𝜏+ be the sequence of previously accepted actions and 𝜏− be the sequence of 

previously denied ones. We extend 𝑈𝑢 to a trace as follows: 

 

 

𝑈𝐴𝐻
𝑢 (𝑎 ∕ 𝜏+) = 𝑈𝐴𝐻

𝑢 (|𝜏⇓𝑎 
+ |𝑎) + 𝑈𝐴𝐻

𝑢 (𝑎 ∕ |𝜏⇓−𝑎 
+ ) 

 

𝑈𝐴𝐻
𝑢 (𝑎 ∕ 𝜖) = 0 

 

𝑈𝐴𝑀
𝑢 (𝑎 ∕ 𝜏+) = 𝑈𝐴𝑀

𝑢 (|𝜏⇓𝑎 
+ |𝑎) + 𝑈𝐴𝑀

𝑢 (𝑎 ∕ |𝜏⇓−𝑎 
+ ) 

 

𝑈𝐴𝑀
𝑢 (𝑎 ∕ 𝜖) = 0 

 

𝑈𝐷𝐻
𝑢 (𝑎 ∕ 𝜏−) = 𝑈𝐷𝐻

𝑢 (|𝜏⇓𝑎 
− |𝑎) + 𝑈𝐷𝐻

𝑢 (𝑎 ∕ |𝜏⇓−𝑎 
− ) 

 

𝑈𝐷𝐻
𝑢 (𝑎 ∕ 𝜖) = 0 

 

𝑈𝐷𝑀
𝑢 (𝑎 ∕ 𝜏−) = 𝑈𝐷𝑀

𝑢 (|𝜏⇓𝑎 
− |𝑎) + 𝑈𝐷𝑀

𝑢 (𝑎 ∕ |𝜏⇓−𝑎 
− ) 

 

𝑈𝐷𝑀
𝑢 (𝑎 ∕ 𝜖) = 0 

 

 

We extend the definition of UDM
u  to a set of actions A as follows: 

 

 𝑈𝑋
𝑢 (𝐴 ∕ 𝜏) =  ⋃𝑎∈𝐴 𝑈𝑋

𝑢 (𝑎 ∕ 𝜏)  

 

Where 𝑋 ∈ {𝐴𝐻, 𝐴𝑀,𝐷𝐻,𝐷𝑀} 

6.2. Example of Payoffs 

To be able to compute the different impacts on a company as well as the benefits and the penalties of an insider 

intruder, the RAFIA approach requires the following inputs: 

 

• The action versus impact table for every action and every security property. 

• The impact of an action if it is repeated many times in a trace, i.e. impact
A
(n×a) and impact

D
(n×a). 

• The action versus  reward table for every action and every security property. 

• The benefit and the penalty of repeating an action many times in a trace, i.e. Benefit (s,n×a) and Penalty (s,n×a). 
 

The risk associated with a trace is computed by combining the probability that a subject behaves maliciously with the 

cumulative impact generated by the actions contained in the trace. Let 𝜌(𝑠) denote the probability that subject s behaves 

maliciously and let 𝐼𝑚𝑝𝑎𝑐𝑡(𝜏) represent the cumulative impact derived from the utility functions defined in Definitions 

4–6. 

 

 𝑅𝑖𝑠𝑘(𝜏)  =  𝜌(𝑠)  ×  𝐼𝑚𝑝𝑎𝑐𝑡(𝜏), (1) 

 

where 𝐼𝑚𝑝𝑎𝑐𝑡(𝜏) aggregates the effects of the actions in 𝜏 on the confidentiality, integrity, and availability properties. 

The resulting risk value is subsequently used by the game-theoretic access-control decision process described in Section 7. 
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7. Multi-Stage Game 

Based on this foundation, the problem can be formalized as a multi-stage game [21]: a sequence of games, each with 

a different payoff. We also assume that each game is played in a distinct time period. In other words, in a multi-stage 

game, the history (i.e., the outcome of the previous game) can influence the strategy adopted in the current game. 

The system holds two traces: one containing the history of accepted actions and the other containing the history of 

refused actions. Once a new action is received, there is a risk of adding it to the list of accepted actions and there is a risk 

of adding it to the list of refused ones. Typically, if the risk of accepting the action is lower than the risk of refusing it, the 

action is accepted; otherwise, it is refused. 

Fig. 7. summarizes the proposed multi-stage game where the game evolves over stages (Game 1, Game 2, ..., Game 

n), with decisions at each stage affecting future payoffs. Each stage i corresponds to processing action 𝑎𝑖 and two traces 

are maintained: one for the sequence of accepted actions τ+ and one for the sequence of refused actions τ− with initial 

condition:τ0
+ = τ0

− = ϵ. As previously outlined, the game consists of two players: the company and the user. The  company 

makes a decision to either accept an action with probability p or deny it with probability 1 −  𝑝. The user, on  the other 

hand, can be one of two types: honest or malicious. The user behaves honestly with probability q and acts  maliciously 

with probability 1 −  𝑞. Payoffs represent the utilities or outcomes received by both the company and the  user, depending 

on the actions taken and the type of user involved. These utilities quantify the benefit or cost each player  experiences as 

a result of the interaction. 

 

 

Fig. 7. Multi-stage Game. 

To solve the multi-stage game, we use Nash Equilibrium, a core concept in game theory that ensures decisions are 

strategically stable and bridges the gap between theoretical payoffs and real-world actions, transforming abstract risks 

into probabilities that guide when to accept and when to deny [22]. By combining Nash Equilibrium with updating traces, 

the model creates a dynamic approach to making decisions resistant to manipulation and rewarding for honest behavior. 

Nash Equilibrium provides the parameters 𝑝 and 𝑞  to quantify risk. The traces τ+/τ− dynamically update based on 

equilibrium strategies. 

A Nash Equilibrium (NE) is a pair of strategies (one for the company, one for the user) such that no player can improve 

their expected utility by unilaterally deviating from their strategy. 

 

• The company decides whether to Accept or Deny based on expected utility. 

• The user (or attacker)’s action is honest/malicious. 

 

Hence, the Nash equilibrium simplifies into finding the optimal policy for the company that maximizes expected 

utility given the action’s type probabilities and past history (traces). 

The system calculates expected utility: 

 

 𝐸𝑈𝑎𝑐𝑐𝑒𝑝𝑡 = 𝑝 ∙ 𝑞 ∙ 𝑈𝑖,𝑐𝐴𝐻 + 𝑝 ∙ (1 − 𝑞) ∙ 𝑈𝑖,𝑐𝐴𝑀 (13) 

 

 𝐸𝑈𝑑𝑒𝑛𝑦 = (1 − 𝑝) ∙ 𝑞 ∙ 𝑈𝑖,𝑐𝐷𝐻 + (1 − 𝑝) ∙ (1 − 𝑞) ∙ 𝑈𝑖,𝑐𝐷𝑀 (14) 

 

The company chooses 𝑝 (probability of Accept) to maximize expected utility: 
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𝐸𝑈𝑖 = 𝑝[𝑞𝑈𝑖,𝑐 
𝐴𝐻 + (1 − 𝑞)𝑈𝑖,𝑐 

𝐴𝑀] 

 

+(1 − 𝑝)[𝑞𝑈𝑖,𝑐 
𝐷𝐻 + (1 − 𝑞)𝑈𝑖,𝑐 

𝐷𝑀] 
(15) 

 

First-order condition via derivative: 

 

 

𝑑𝐸𝑈𝑖
𝑑𝑝

=  𝑞𝑈𝑖,𝑐 
𝐴𝐻 + (1 − 𝑞)𝑈𝑖,𝑐 

𝐴𝑀 

−𝑞𝑈𝑖,𝑐 
𝐷𝐻 − (1 − 𝑞)𝑈𝑖,𝑐 

𝐷𝑀 = 0 
(16) 

 

Solving for the threshold 𝑞∗: 
 

 𝑞∗ =
𝑈𝑖,𝑐 
𝐷𝑀 − 𝑈𝑖,𝑐 

𝐴𝑀

(𝑈𝑖,𝑐 
𝐴𝐻 − 𝑈𝑖,𝑐 

𝐷𝐻) + (𝑈𝑖,𝑐 
𝐷𝑀 − 𝑈𝑖,𝑐 

𝐴𝑀)
 (17) 

 

Company’s optimal strategy: 

 

• Accept all if 𝑞 >  𝑞∗ 
• Deny all if 𝑞 <  𝑞∗ 
• Randomize if 𝑞 = 𝑞∗ 

 

User’s Best Response: Malicious users attack when: 

 

 𝑝𝑈𝑖,𝑢 
𝐴𝑀 + (1 − 𝑝)𝑈𝑖,𝑢 

𝐷𝑀 ≥ 0 (18) 

 

In equilibrium, the company makes them indifferent: 

 

 𝑝∗ =
𝑈𝑖,𝑢 
𝐷𝑀

𝑈𝑖,𝑢 
𝐷𝑀 − 𝑈𝑖,𝑢 

𝐴𝑀 (19) 

 

Malicious users’ strategy: 

 

• Attack if acceptance probability 𝑝 >  𝑝∗ 
• Do not attack if 𝑝 <  𝑝∗ 
 

Multi-stage Dynamics: History updates follow : 

 

 

𝜏𝑖
+ = {

𝜏𝑖−1
+ ⋃{𝑎𝑖}     if accepted

 𝜏𝑖−1                       
+ otherwise

  

 

𝜏𝑖
− = {

𝜏𝑖−1
− ⋃{𝑎𝑖}         if denied

 𝜏𝑖−1                       
−    otherwise

 

 

 

Updating: 

 

 

𝑞𝑖+1 = 𝑃(𝐻|𝑎𝑖 , 𝜏𝑖) 
 

=
𝑞𝑖 ∙ 𝑃(𝑎𝑖|𝐻)

𝑞𝑖 ∙ 𝑃(𝑎𝑖|𝐻) + (1 − 𝑞𝑖) ∙ 𝑃(𝑎𝑖|𝑀)
 

 

 

Example 1. Based on the example shown in Table 7 consider the sub-games:  

 

Sub-game 1: Confidentiality → 𝑎1(𝑜1) 
 

Payoff Matrix 
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Table 7. Payoff matrix for Sub-game 1. 

Company \User Accept (A) Deny (D) 

Honest (H) (70, 30) (10, 50) 

Malicious (M) (−10, 90) (0, 10) 

 

Equilibrium 

 

Company chooses 𝑞 to make User indifferent: 

 

 70𝑞 − 10 + 10𝑞 = 10𝑞 ⇒  𝑞 =
1

6
≈ 0.167 (20) 

 

User chooses 𝑝 to make Company indifferent: 

 

 30𝑝 + 50 − 50𝑝 = 90𝑝 + 10 − 10𝑝 ⇒  𝑝 = 0.4 (21) 

Decision Rule 

 

 
0.4 ·  0.167 ·  70 + 0.4 ∙ 0.833 ∙ (−10) 
≥ 0.6 ∙ 0.167 ∙ 10 + 0.6 ∙ 0.833 ∙ 0 

(22) 

 

 1.334 ≥ 1.002 ⇒  𝑨𝒄𝒄𝒆𝒑𝒕 𝑎1(𝑜1)  

 

Bayesian Update 

 

 𝑞2 =
0.167 ∙ 0.8

0.167 ∙ 0.8 + 0.833 ∙ 0.2
≈ 0.45 (23) 

 

Sub-game 2: Confidentiality → 𝑎2(𝑜1) 
 

Payoff Matrix 

 

The payoff matrix for Sub-game 2 is presented in Table 8 

Table 8. Payoff matrix for Sub-game 2. 

Company \ User Accept (A) Deny (D) 

Honest (H) (60, 40) (15, 55) 

Malicious (M ) (−15, 85) (5, 20) 

Equilibrium 

 

 
60𝑞 − 15 + 15𝑞 = 15𝑞 + 5 − 5𝑞 

 

⇒  65𝑞 = 20 ⇒ 𝑞 ≈ 0.308 
(24) 

 

Company chooses 𝑞 to make User indifferent: 

User chooses 𝑝 to make Company indifferent: 

 

 
40𝑝 + 55 − 55𝑝 = 85𝑝 + 20 − 20𝑝 

 

⇒  100𝑝 = 35 ⇒ 𝑝 = 0.35 
(25) 

 

Decision Rule 

 

 𝐸𝑈𝐴𝑐𝑐𝑒𝑝𝑡 ≈ 0.35 ∙ 0.308 ∙ 60 + 0.35 ∙ 0.692 ∙ (−15) = −1.46 (26) 

 

 𝐸𝑈𝐷𝑒𝑛𝑦 ≈ 0.65 ∙ 0.308 ∙ 15 + 0.65 ∙ 0.692 ∙ 5 = 5.25 (27) 

 

Decision: Deny 𝑎2(𝑜1) 
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Bayesian Update 

 

 
𝑞3 =

0.45 ∙ 0.7

0.45 ∙ 0.7 + 0.55 ∙ 0.3
≈ 0.656 

 

(28) 

 

Based on this analysis, Table 9 summarizes a sequence of sub-games that illustrate how game-theoretic principles, 

particularly the Nash Equilibrium—are employed to inform decisions in uncertain environments. Each case represents an 

encounter between a company and a user, whose behavior could be either trustworthy or harmful. The table illustrates the 

idea of how Nash Equilibrium completes the decision-making model by establishing rational thresholds: it demonstrates 

that the malicious user’s optimal strategy is determined by the equilibrium probability 𝑝∗, while the company’s optimal 

acceptance strategy relies on the trust threshold 𝑞∗ These threshold values represent equilibrium points where neither 

party has a reason to change their strategy independently. Also, the table illustrates how Nash Equilibrium accommodates 

mixed strategies by allowing probabilistic decision-making in situations of uncertainty, reflecting a realistic and adaptive 

approach. Moreover, the system enhances stability through Bayesian trust updates, which refine the estimation of a user’s 

honesty (𝑞) based on their previous interactions. As a result, Nash Equilibrium effectively closes the strategic loop 

between the two players—balancing the company’s risk tolerance with the user’s incentive structure—and translates 

abstract utility trade-offs into actionable thresholds (e.g.,𝑞∗ =  0.167). This framework provides a principled basis for 

risk-aware access-control decisions that evolve over time. 

This equilibrium plays a critical role in ensuring that both parties reach a stable strategic point—where neither has 

an incentive to change their behavior unilaterally—thus enabling more secure, adaptive, and utility-maximizing access 

control decisions over time. 

Table 9. Multi-stage Sub-game Analysis 

Sub-

game 
Action Security Prop. 

Expected Utility p q 
Decision 

Updated 

q 
Update Rule 

Accept Deny Nash p* Trust q 

1 a1(o1) Confidentiality 
1.87 

1.0 
0.40 0.167 Accept 0.45 

0.167∙0.8

0.167∙0.8+0.833∙0.2
≈0.45 

2 a2(o1) Integrity 
-1.46 

5.25 
0.35 0.45 Deny 0.656 

0.45∙0.7

0.45∙0.7+0.55∙0.3
≈0.656 

3 a3(o1) Availability 
0.24 

1.30 
0.25 0.656 Deny 0.816 

0.656∙0.7

0.656∙0.7+0.344∙0.3
≈0.816 

4 a1(o1) Integrity 
52.12 

18.16 
0.60 0.816 Accept 0.922 

0.816∙0.8

0.816∙0.8+0.184∙0.2
≈0.922 

5 a2(o1) Integrity 
63.76 

24.22 
0.75 0.922 Accept 0.947 

0.922∙0.6

0.922∙0.6+0.078∙0.4
≈0.947 

 

Example 2. Fig. 8 provides an example of the information required to evaluate impacts, benefits, and penalties. In this 

table ι is used to represent impacts when referring to the company, and it denotes benefits and rewards when referring 

to the attacker. In addition, we assume that the same formulas apply to both 𝒊𝒎𝒑𝒂𝒄𝒕𝐴 and 𝒊𝒎𝒑𝒂𝒄𝒕𝐷, as well as for  

𝑩𝒆𝒏𝒆𝒇𝒊𝒕 (𝑠, 𝑛 × 𝑎) and 𝑷𝒆𝒏𝒂𝒍𝒕𝒚 (𝑠, 𝑛 × 𝑎). For example, if we write 𝚤(𝑛 × 𝑎1(𝑜1))=𝑛 × 𝚤(𝑎1(𝑜1)) in the context of 

company impacts, this means that 𝒊𝒎𝒑𝒂𝒄𝒕𝐴(𝑛 × 𝑎1(𝑜1)) = 𝑛 × 𝒊𝒎𝒑𝒂𝒄𝒕𝐴(𝑎1(𝑜1))) and 𝒊𝒎𝒑𝒂𝒄𝒕𝐷(𝑛 × 𝑎1(𝑜1)) =
𝑛 × 𝒊𝒎𝒑𝒂𝒄𝒕𝐷(𝑎1(𝑜1)). Table 10 shows how to evaluate the payoffs for repeated actions. 

Table 10. Example of the payoffs of actions a1, a2 and a3 on objects o1 and o2 repeated n times 

  U(n × a1(o1)) U(n × a2(o1)) U(n × a3(o1)) U(n × a1(o2)) U(n × a2(o2)) U(n × a3(o2)) 

Company 

Confidentiality U(a1(o1)) U(a2(o1)) U(a3(o1)) U(a1(o2)) U(a2(o2)) U(a3(o2)) 

Integrity U(a1(o1)) U(a2(o1)) U(a3(o1)) U(a1(o2)) U(a2(o2)) U(a3(o2)) 

Availability n × U(a1(o1)) n × U(a2(o1)) n × U(a3(o1)) n × U(a1(o2)) n × U(a2(o2)) n × U(a3(o2)) 

User 

payoffs 

Confidentiality U(a1(o1)) U(a2(o1)) U(a3(o1)) U(a1(o2)) U(a2(o2)) U(a3(o2)) 

Integrity U(a1(o1)) U(a2(o1)) U(a3(o1)) U(a1(o2)) U(a2(o2)) U(a3(o2)) 

Availability n × U(a1(o1)) n × U(a2(o1)) n × U(a3(o1)) n × U(a1(o2)) n × U(a2(o2)) n × U(a3(o2)) 
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Fig. 8. Example of the payoffs of actions a1, a2 and a3 on objects o1 and o2. 

8. Risk-LTL: The Proposed Language to Specify Security Policies within RAFIA 

The RAFIA framework relies on security policies specified in Risk-LTL. While the proposed risk-evaluation model 

and game-theoretic decision process can be understood independently of the policy language, Risk-LTL provides the 

formal mechanism used to specify security requirements and risk-aware access-control constraints. This section presents 

the syntax and semantics of Risk-LTL and explains how it supports the access-control decisions described in the previous 

sections. Many organizations use classical models such as RBAC or ABAC to specify their security policies. RBAC, for 

example, has dominated access control for nearly a quarter of a century [16,23]. Within RBAC, a security manager defines 

roles and assigns permissions to them. The role can include more than one user and a user can be assigned to more than 

one role [16,24]. Nevertheless, even though these access models provide good protection against outsider attacks, they 

do not offer any defense against insider attacks. For example, they cannot mitigate the risk that an employee with access 

to critical data might provide it to a competing company. Therefore, a more appropriate language for specifying security 

policies should also take into consideration the risks of insider attacks, along with other features such as:  

 

• The repetition of actions: performing the same action many times can increase the risk. For example, if an 

employee reads the record of one client, the risk may be low; however, if one million records are read by the 

same employee, the risk may become high. 

• The order between actions: if an action 𝑎 is performed before  𝑏 , the risk would be acceptable, but the reverse 

might not be true. For example, having a connection to the Internet and then accessing sensitive information is 

usually less risky than the reverse. In fact, once an employee gains access to sensitive data and then connects to 

the Internet, the data can be sent to the outside. 

• The conflict of interest: If an action 𝑎 is performed by an employee 𝐴 and the action 𝑏 by an employee 𝐵, 

the risk may be low. However, if they are done by the same employee, the risk could be high (it could involve a 

conflict of interest for example). 

 

The objective is to specify, detect, and prevent such security-critical situations. We believe that a language like 

Linear Temporal Logic (LTL), endowed with risk-awareness and called Risk-LTL, will be suitable for enhancing security 

models such as ABAC or RBAC with the capacity to prevent insider attacks. 

8.1. Syntax of Risk-LTL 

Let Σ =<  𝑆, 𝑂, 𝐴, 𝐶 > be an ACD. Let 𝑆 ∈ 2𝑆  𝐴 ∈  2𝐴, 𝑂 ∈  2𝑂 and 𝐶 ∈ 2𝐶  . The syntax of an access control 

policy based on Risk-LTL is as follows: 

 

Φ,Ψ 
𝑝 

∷= 
∷= 

𝑝 | ¬Φ | Φ ∨  Ψ | 𝑋Φ | Φ 𝑈 Ψ|𝑅𝑖𝑠𝑘⋆𝜆(Φ) 
(𝑆, 𝐴, 𝑂, 𝐶) 

⋆ ∈ {<,≤,>,≥} 

𝜆 ∈ ℝ 

 

A formula in Risk-LTL can be a simple proposition p, the negation of a formula (¬Φ), the disjunction of two formulas 

(Φ ∨  Ψ), the next of a formula (XΦ), a formula Φ until Ψ (Φ𝑈Ψ) and a formula with a threshold value λ of risk 
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(𝑅𝑖𝑠𝑘⋆𝜆(Φ)). A proposition p can specify a set of actions at the same time by specifying a set of users 𝑆, a set of action 

names 𝐴, a set of objects 𝑂 and a set of contexts 𝐶. 

8.2. Semantics of Risk-LTL 

Intuitively, the semantics of the Risk-LTL formulas are as follows: 

 

• 𝑝: a trace τ respects 𝑝 if its first action is in 𝑝. 
• ¬Φ: a trace τ respects ¬Φ if it does not respect Φ. 
• Φ ∨  Ψ: a trace τ respects Φ ∨  Ψ if it respects Φ or it respects Ψ. 
• 𝑋Φ: a trace τ respects 𝑋Φ if 𝜏1respects Φ. 
• Φ 𝑈 Ψ: a trace τ respects Φ 𝑈 Ψ if there exists i, 𝑖 ≥  0, such that 𝜏𝑗 respects Ψ and for all j, 𝑗 <  𝑖, 𝜏𝑖 
 respects Φ. 

• 𝑅𝑖𝑠𝑘(Φ): a trace τ respects 𝑅𝑖𝑠𝑘(Φ) if it respects Φ and the risk of accepting it is lower than the risk of denying 

it. 

 

More formally, let ℛ be an RM and ⟨𝜏+, 𝜏−⟩ a trace containing the history of accepted and refused action 

respectively. We write ⟨𝜏+, 𝜏−⟩  ⊩ℛ Φ to say that the trace τ respects the formula Φ and the risk is acceptable. We 

also use τ ⊢  Φ to say that τ respects Φ without taking any risk into consideration. 

 
𝜏 ⊢  𝑝 if 𝜏(0)  ⊑  𝑝 

𝜏 ⊢  ¬Φ if 𝜏 ⊢ ̸ Φ 

𝜏 ⊢  Φ ∨  Ψ if 𝜏 ⊢  Φ 𝑜𝑟 𝜏 ⊢  Ψ 

𝜏 ⊢  𝑋Φ if 𝜏1 ⊢  Φ 

𝜏 ⊢  Φ𝑈Ψ if ∃𝑖, 𝑖 ≥  0 |𝜏𝑖 ⊢  Ψ 

  𝑎𝑛𝑑 ∀𝑗, 𝑗 <  𝑖, 𝜏𝑗 ⊢  Φ 

 

 

⟨𝜏+, 𝜏−⟩  ⊩ℛ 𝑅𝑖𝑠𝑘(Φ) 
 

if 𝜏+ ⊢  Φ 
 

𝑎𝑛𝑑 ℛ(𝜏+)  ≥  ℛ(𝜏−). 

 

 

where 

 

 𝑎(𝑠, 𝑜, 𝑐)  ⊑  (𝑆, 𝐴, 𝑂, 𝐶) if (𝑠, 𝑎, 𝑜, 𝑐)  ∈  𝑆 ×  𝐴 ×  𝑂 ×  𝐶.  

 

8.3. Abbreviations 

We can add some abbreviations (macros) to Risk-LTL such as: 
 

𝑡𝑟𝑢𝑒 ≡ 𝑝 ∨ ¬ 

𝑓𝑎𝑙𝑠𝑒 ≡ 𝑝¬𝑡𝑟𝑢𝑒 

Φ ∧  Ψ ≡ ¬(¬Φ ∨  ¬Ψ) 

Φ →  Ψ ≡ Ψ ∨  ¬Φ 

Φ ↔  Ψ ≡ (Φ →  Ψ)  ∧  (Ψ →  Φ) 

 

Finally (F): Φ should be true in at least one future state of the trace: 

 

 𝐹(Φ)  ≡  𝑡𝑟𝑢𝑒 𝑈 Φ  

 

Globally (G): Φ should be true in every future state of the trace: 

 

 𝐺(Φ)  ≡  ¬𝐹(¬Φ)  

9. Related Works 

This section reviews the most relevant literature related to risk-aware access control and techniques for mitigating 

insider attacks. Risk-based access control has been extensively investigated during the past two decades and remains an 

active research area because of the growing need for adaptive authorization mechanisms capable of balancing security 
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and usability. Consequently, numerous quantitative and qualitative risk-estimation techniques have been proposed to 

support authorization decisions in dynamic environments. The following discussion reviews the most relevant approaches 

and highlights their strengths and limitations. 

Ref. [9] developed a model using fuzzy logic to measure the risks associated with each access request, aiming to 

support access control decisions. The motivation behind this work is to address the challenge of enabling organizations 

to share sensitive data while supporting rapid decision-making. The model calculates risk based on the value of 

information and the probability of unauthorized disclosure, using subject trustworthiness and object sensitivity as key risk 

factors. It measures the difference between these factors to determine the risk value associated with each access request. 

The greater the difference, the higher the risk, and access is consequently denied; conversely, a smaller difference results 

in a lower risk and access is permitted. Nevertheless, the paper does not provide sufficient details regarding the 

implementation of the risk-quantification process.  

Ref. [25] proposed a dynamic risk-based access control model. The approach relies on risk policies that allow users 

and service providers to define how risk-based access to their resources should be handled, employing various 

quantification and aggregation methods. This design provides high flexibility to the access control system. However, the 

model requires system administrators to ensure that a minimum level of security is maintained, which limits its 

effectiveness in addressing insider attacks. 

Ref. [26] developed a mechanism to protect cloud environments from insider attacks by combining trust evaluation 

with risk-based access control. Their approach integrates a keystroke analysis mechanism into the access control model 

to detect harmful insider behavior by classifying user activity based on keystroke content. Information from both the 

keystroke analyzer and the risk analyzer is used to compute a threshold that determines whether an access request should 

be granted or denied. While the approach is innovative, it has limitations in effectively detecting sophisticated insider 

threats. Ref. [27] proposed an access control mechanism that combines trust and risk to evaluate access decisions. Their 

evaluation demonstrates that integrating risk assessment with trust (or confidence) improves the detection of malicious 

attacks. Nevertheless, the model lacks the capability to effectively detect insider threats, which require more advanced 

behavioral correlation across multiple users. 

Ref. [28] proposed a risk-based access-control model for granting access based on an assessment of security risks 

and operational need. It takes into account various risk identification factors such as user confidence, data sensitivity, 

access decision history, user roles, etc. The estimated risk value is compared to a threshold provided by the organization’s 

security policy. Then, based on the policies and operational need, a decision is made to grant or deny access. The overall 

idea of this approach seems sound, but it does not provide a method for estimating the risk value. Ref. [29] proposed a 

method to make access decisions using risk assessment to estimate the risk to confidentiality, integrity, and availability. 

The measured risk value associated with each access request is compared with a threshold to determine whether access 

should be granted or denied. The approach is promising, but the quantitative evaluations are not clearly explained, and it 

also lacks contextual information as a factor in access-control decision making.  

Ref. [13] proposed a framework of game-theoretical risk-based access control. The risk is calculated from the 

relationship between the subjects and the system. Once the request is received, the risk is evaluated using the user context, 

resource context, access history, risk history, and game history. Then, the system tries to discover the access strategy of 

the user who requests the access by identifying whether the request violates the security policy or not. The system 

performs its optimal strategy according to the user’s strategy to get maximal benefits, and updates the game history. The 

optimal strategy adopted by the system determines the access decision for the received access request. If the privacy risk 

of the user access request is greater than the threshold value, it will be considered as a privacy violation access; otherwise, 

the user request is classified as benign. The use of game theory provides a good way to establish the appropriate strategies; 

however, the paper does not explain how to evaluate the quantitative values of the risk. Similarly, Ref. [30] used game 

theory in access decisions by proposing a method that estimates the risk value associated with an access request and the 

value of user benefits. However, it does not explain how to quantitatively compute the risk values. 

In contrast to the game-theoretic access-control approaches presented in [13,30], RAFIA explicitly integrates trace-

based risk computation, Risk-LTL policy enforcement, and multi-stage game-theoretic reasoning within a unified access-

control framework. Consequently, access decisions depend not only on the current request but also on accumulated 

behavioral history and dynamically evaluated risk. 

Ref. [31] proposed a method to make access decisions by using the risk assessment to estimate the risk for 

confidentiality, integrity and availability. The measured risk value associated with each access request is compared with 

a threshold to decide whether access should be granted or denied. The approach is promising, but the quantitative 

evaluations are not clearly explained and it also lacks contextual features. 

The comparison presented in Table 11 is based on the primary security objectives, risk-computation factors, and 

methodological characteristics explicitly discussed in the corresponding publications. This comparison also includes 

recent graph-based, deep-learning-based, and AI-assisted approaches relevant to insider-threat detection and access-

control decision making. Another method was proposed by [32] for determining whether to grant or deny access based 

on a comparison of risk values and user trust level related to the request. The higher the user’s trust level compared to the 

risk values, the access is granted; otherwise, it will be denied. Using the notion of risk to grant access is the main advantage 

of the approach; however, it is ineffectual in preventing insider attacks. 
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Ref. [33] proposed a comprehensive framework for risk assessment in access control systems by evaluating and 

integrating four distinct risk estimation methods. These methods include assessing risk based on subject trustworthiness, 

object sensitivity, the difference between the two, and a hybrid approach that combines multiple factors. The estimated 

value of risk for an access request varies according to the threat assessment approach that is chosen. Accordingly, the risk-

assessment function must be carefully selected according to the application context and the security requirements of the 

organization. However, the quantitative formulation of risk is not clearly specified. In addition, the approach does not 

include contextual information as a factor in access-control decision making. 

Ref. [34] developed a dynamic access control model for e-Health cloud systems using risk that ensures access 

granting based on confidentiality, integrity, and availability requirements. The model estimates the risk related to user 

actions by using a mathematical function. Also, the system looks into the previous users’ behavior patterns to calculate 

the final risk score and compares it with a predetermined risk threshold. If the risk score is lower than this threshold, 

access is granted; otherwise, access is denied. 

Ref. [35] used fuzzy logic along with expert judgment to estimate security risks based on subject context, object 

sensitivity, and action severity. The evaluated risk value is then compared to a predefined risk threshold to support 

decision-making. This model was specifically proposed for IoT environments. 

Ref. [36] proposed a risk-aware information disclosure model that evaluates the risk based on the contextual 

information surrounding the data request. The intention behind this is to address the problem of sharing biomedical data 

and controlling access to them. Biomedical data are typically highly sensitive and the impact of an unauthorized disclosure 

is high. Ref. [37] proposed a model for assessing the risks associated with access requests to medical data. The goal is to 

prevent insider threats, such as misuse and unauthorized disclosure of health records. Risk assessment in the model is 

based on the user’s confidence and the sensitivity of the data object. The resulting score is compared to a threshold to 

decide whether to grant or deny the access request. However, the model still struggles to detect complex insider threats.  

Ref. [38] proposed a technique to prevent insider attacks related to cloud services and data. A particular challenge 

in cloud computing is that the service provider itself may act as an insider attacker. Nevertheless, detecting or preventing 

attacks caused by a service provider could be a very sophisticated task or even impossible. 

Ref. [39] provided an approach to protect databases from insider attacks by triggering alarms when any access control 

violation is detected. The proposed model evaluates risks arising from access requests and classifies them according to a 

threshold value. 

Ref. [40] proposed a risk-based access control framework specifically designed for Hospital Information Systems 

(HIS), to improve decision-making by accounting for dynamic security conditions. Rather than relying on fixed access 

rules, the proposed model adapts permissions based on real-time assessments. These assessments consider factors such 

as the user’s role, the type of action requested, and the sensitivity of the data involved. While the approach is well-

positioned to handle insider threats in healthcare settings (where patient confidentiality is critical), it currently lacks a 

clear methodology for computing risk scores in practice. The model is tailored to healthcare environments, which may 

limit its applicability to other domains with different operational requirements. It also does not incorporate mechanisms 

for measuring trust or tracking the evolution of user behavior over time, features that are becoming increasingly important 

in today’s systems for spotting insider risks and adapting accordingly. 

Ref. [41] proposed Deep Learning Based Access Control (DLBAC), an approach that applies deep neural networks 

to automate access-control decisions using user and resource metadata. Instead of relying on manually engineered 

authorization policies, the model learns access-control rules directly from historical authorization data and organizational 

information. The approach was evaluated using both synthetic and real-world datasets and demonstrated promising results 

in terms of authorization accuracy and generalization capabilities. The use of deep learning reduces the complexity of 

policy engineering and supports adaptive access-control decisions. However, the approach focuses primarily on learning 

authorization behavior from data and does not explicitly incorporate quantitative risk estimation, temporal policy 

specification, trace-based risk evaluation, or game-theoretic reasoning. Consequently, it does not provide a mechanism 

for evaluating insider-attack risk over execution traces before authorization decisions are made. 

Ref. [42] proposed a heterogeneous graph-based semi-supervised learning framework for access-control decision 

making. The approach constructs an access-control heterogeneous graph that models users, resources, departments, 

managers, and organizational relationships, and employs graph neural networks to learn node embeddings that support 

authorization decisions. Experimental evaluation on the Amazon access-control dataset demonstrated improved decision-

making performance compared with traditional feature-based approaches. While the approach effectively exploits 

organizational relationships and machine-learning techniques, its primary objective is authorization prediction rather than 

risk-aware insider-threat mitigation. 

Ref. [43] proposed an adaptive access-control architecture for protecting privacy-sensitive healthcare data using 

Large Language Models (LLMs). The approach combines context-aware risk assessment, anomaly detection, query 

sanitization, and dynamic threat modeling to secure electronic health records and ensure compliance with privacy 

regulations such as HIPAA and GDPR. Access-control decisions are continuously adapted according to the estimated risk 

associated with user activities and detected threats. Experimental results indicate improvements in threat-detection 

performance and reductions in false positives compared with traditional security approaches. While the framework 

provides adaptive risk-aware authorization through artificial intelligence techniques, it does not offer a formal temporal-
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logic-based policy specification language or a game-theoretic decision model for analyzing strategic interactions between 

users and the organization. 

Table 11 shows a comparison of some previous works with the proposed approach (RAFIA), which is presented in 

the last row of the table. 

Table 11. Comparison of RAFIA with Existing Risk-Aware Access-Control Approaches. 

Work Protected CIA  Method  
Risk 

Computation 
Factors  Scope 

 
Confidentiality 

Integrity 
Availability  Subject Object Action Trust Context  

[9] ✓ ✓ ✓ Fuzzy Logic ✓ ✓   IBM Systems 

[25] ✓ ✓ ✓ Mathematical Equation     Cloud 

[26] ✓  Risk Assessment   ✓  Cloud Computing 

[27] ✓  Risk Assessment ✓ ✓ ✓ ✓  Grid Environment 

[28] ✓  Risk Assessment ✓ ✓   
National Security 

Agency 

[29] ✓  Mathematical Equation ✓ ✓ ✓  Healthcare, Military 

[13] ✓  Game Theory ✓ ✓   Healthcare 

[30] ✓  Game Theory ✓    
Online bookstore 

scenario 

[31] ✓ ✓ ✓ Risk Assessment  ✓   Hospital Case Study 

[32] ✓  Mathematical Equation   ✓  
Threat Detection 

Systems 

[33] ✓ ✓ ✓ Risk Assessment  ✓ ✓  Organizations 

[34] ✓ ✓ ✓ Mathematical Equation ✓ ✓ ✓   
Cloud 

Computing/eHealth 

[35] ✓ ✓ ✓ Fuzzy Logic  ✓ ✓  ✓ IoT 

[36] ✓  Mathematical Equation  ✓  ✓ Biomedical data 

[37] ✓ ✓  Mathematical Equation  ✓ ✓  Healthcare 

[38] ✓ ✓  Cryptography ✓    Cloud 

[39] ✓ ✓  Risk Assessment ✓ ✓ ✓   DBMS 

[40] ✓  Risk Assessment ✓ ✓ ✓  ✓ Healthcare 

[41] ✓  Deep Learning ✓ ✓ ✓  ✓ 
Enterprise Access 

Control 

[42] ✓ ✓  Graph Neural Network ✓ ✓  ✓ 
Enterprise 

Organizations 

[43] ✓ ✓  
LLM-Based Access 

Control 
✓ ✓ ✓  ✓ Healthcare 

RAFIA ✓ ✓ ✓ Mathematical Equation ✓ ✓ ✓ ✓ ✓ Generalized 

 

As shown in the last column of this table, although all of these approaches tried to estimate the risk associated with 

access-control decisions, most of them are restricted by the nature of the problem (IoT, Healthcare, etc.) and the 

environment (Cloud, DBMS, etc.) in which the risk assessment technique is applied, which limits their generalizability. 

Furthermore, most existing approaches focus primarily on confidentiality and privacy, which are crucial security properties, 

but few of them deal with integrity and availability, which are also very important. Also, the majority of the approaches 

do not take into consideration most of the relevant parameters (subject, object, action, trust, context) when estimating the 

risk value associated with any access request. 

Unlike existing risk-aware access-control approaches that typically focus on either risk estimation, policy 

specification, or strategic decision making independently, RAFIA integrates these aspects within a unified framework. 

More specifically, RAFIA combines (i) Risk-LTL for expressing risk-aware security policies, (ii) trace-based risk evaluation 

that incorporates historical user behavior and action repetition, and (iii) a multi-stage game-theoretic model that 

dynamically adapts access-control decisions according to evolving trust levels and estimated risks. This combination 

distinguishes RAFIA from existing approaches and provides a comprehensive framework for insider-threat-aware access 

control. 

10. Prototype Implementation and Experimental Evaluation 

Access control remains a cornerstone of information security, traditionally relying on static policies. However, static 

approaches fail to adapt to evolving user behaviors and contextual changes, leading to either excessive denial of legitimate 

requests or failure to detect malicious activities. This section presents the implementation of the RAFIA prototype and 

its experimental evaluation. The prototype was developed in Python using the Tkinter framework to demonstrate the 

proposed game-theoretic risk-aware access-control model. Beyond illustrating the graphical user interface, the prototype 

was evaluated using an automated benchmarking framework that generates synthetic access-request traces and measures 
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both detection performance and computational efficiency. The experiments compare RAFIA against a static-threshold 

access-control baseline using standard classification metrics and implementation performance indicators. 

The prototype system is composed of the following main modules: 

 

• Policy Check: Validates incoming access requests against predefined policies, ensuring that permissions align with 

user roles, requested actions, targeted objects, and current context (e.g., physical location). 

• Risk Computation: Evaluates each request by calculating a risk score and maliciousness probability. This 

evaluation considers contextual deviations, frequency of similar requests, and behavioral anomalies. 

• Historical Log and Learning: Maintains a persistent log of accepted and denied requests, enabling the system to 

learn patterns and adjust risk thresholds dynamically based on observed behaviors. 

• Decision Making: Combines policy compliance and risk evaluation to accept or deny requests, mitigating potential 

threats effectively. 

• User Interface: A graphical user interface built with Python’s Tkinter framework allows users and administrators 

to submit requests, view decisions, risk metrics, and logs transparently. 

10.1. Prototype Implementation 

The prototype processes each access request according to the following sequence: 

 

1. Input: Users provide four parameters via the GUI: User, Action, Object, and Context Fig. 9. 

2. Policy Verification: The system verifies if the request complies with the access control policies. 

3. Risk Evaluation: A risk score and maliciousness probability are computed using request attributes and 

historical data. 

 

 

Fig. 9. RAFIA prototype interface for submitting an access request. 

Learning: Past execution traces (τ+, τ−) are analyzed to detect anomalies or repeated unusual requests Fig. 10. 

 

 

Fig. 10. RAFIA log showing previously accepted and denied access requests. 

4. Decision Output: The system returns a decision (ACCEPTED or DENIED) along with detailed justifications 

and risk metrics Fig. 11 and Fig. 12. 

 

 

Fig. 11. Decision returned by the RAFIA prototype for a legitimate access request. 
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Fig. 12. Decision returned by the RAFIA prototype for a denied access request due to policy violation and elevated risk. 

5. Logging: All request data and decisions are saved for continuous learning and audit. 

10.2. Adaptive Learning Mechanism 

The system incorporates game-theoretic reasoning by treating user interactions as repeated moves in a security game. 

Historical logs allow modeling of user behavior, enabling risk scores to be dynamically adjusted. For instance, repeated 

access from trusted contexts (e.g., office) is tolerated, whereas access from unusual contexts (e.g., home or external 

locations) escalates risk and leads to denial upon threshold breach. 

10.3. Prototype Demonstration 

The following scenarios illustrate the operation of the implemented RAFIA prototype under representative access-

control situations. These examples demonstrate the correctness and functionality of the prototype implementation. 

Quantitative performance evaluation is presented separately in the following subsection. 

 

• Scenario 1: User Alice accesses file1.txt from the office context. The request complies with policies, exhibits low 

risk, and is accepted. 

• Scenario 2: Alice attempts access from the home context, triggering increased risk and denial due to unusual 

location. 

• Scenario 3: User Bob, unauthorized by policy, attempts to read file1.txt and is denied immediately. 

• Scenario 4: Repeated access attempts from abnormal contexts result in escalating risk and automatic denial. 

 

These representative scenarios demonstrate that RAFIA correctly combines policy verification, quantitative risk 

estimation, and historical behavioral information to produce adaptive authorization decisions. Legitimate requests are 

accepted when the associated risk remains below the configured threshold, whereas policy violations and repeated 

abnormal behaviors result in automatic denial. 

10.4. Experimental Evaluation 

10.4.1. Experimental Setup 

To quantitatively evaluate RAFIA, we developed an automated benchmarking framework in Python that executes 

large numbers of synthetic access requests without requiring user interaction through the graphical interface. Unlike the 

prototype screenshots presented in the previous subsection, which illustrate the functionality of the implementation, the 

benchmark provides quantitative measurements of both the effectiveness and computational performance of the proposed 

framework. 

The benchmark repeatedly submits access requests to the RAFIA decision engine, records the resulting authorization 

decisions, and measures execution time, memory consumption, throughput, and detection performance. The evaluation 

considers four workload sizes (100, 1,000, 5,000, and 10,000 requests), representing small, medium, large, and stress-test 

deployment scenarios, respectively. Each experiment was repeated ten times to reduce measurement variability, and the 

reported results correspond to the mean values together with the standard deviations. 

The benchmarking framework was implemented as a standalone Python program that automatically generates 

synthetic access requests, executes the RAFIA decision engine, records the authorization outcomes, and computes all 

evaluation metrics. The framework also exports the raw experimental data and summary statistics in CSV format, thereby 

facilitating the reproducibility of the reported experiments. 

10.4.2. Experimental Environment 

The RAFIA prototype and the benchmarking framework were implemented in Python 3.12 and executed on a 

workstation running Microsoft Windows 10 Pro (64-bit). The experimental platform was equipped with an Intel® Core™ 

i7-7820HQ processor operating at 2.90 GHz (4 physical cores and 8 logical processors) and 8 GB of RAM. 
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Execution time was measured using Python’s time.perf_counter() function, while peak memory consumption was 

monitored using the tracemalloc library. All experiments were performed on the same hardware configuration to ensure 

consistent and reproducible measurements. 

10.4.3. Synthetic Dataset Generation 

Since no publicly available benchmark currently exists for evaluating game-theoretic, risk-aware access-control 

systems based on temporal logic, a synthetic dataset was generated. The generated workload models realistic enterprise 

access requests involving different users, actions, protected objects, and execution contexts. 

The workload consists of three categories of requests: 

 

• Normal requests representing legitimate employee activities performed from trusted environments. 

• Suspicious requests representing unusual but potentially legitimate behavior, such as repeated access from non-

standard locations. 

• Malicious requests representing insider attacks, including unauthorized deletion, repeated access to sensitive 

resources, and abnormal operations performed from external contexts. 

 

To evaluate the adaptive behavior of RAFIA, repeated request sequences were generated so that the history of 

accepted and denied actions (τ+ and τ−) influenced subsequent authorization decisions. 

The conditional probabilities 𝑃(𝑎|H) and 𝑃(𝑎|𝑀) are estimated from the historical traces maintained by the 

prototype. Specifically, the frequencies of previously accepted and denied actions are used to approximate the likelihood 

that a given action is generated by an honest or a malicious user. These estimates are updated as additional requests are 

processed, enabling the Bayesian trust model to adapt over time. 

10.4.4. Baseline Method 

RAFIA was compared against a static-threshold access-control strategy. The baseline performs conventional policy 

verification followed by a fixed risk-threshold comparison, without considering historical traces, Bayesian trust updates, 

repeated actions, or game-theoretic reasoning. 

This comparison highlights the contribution of RAFIA’s adaptive learning mechanism and dynamic risk assessment 

beyond traditional static decision strategies. 

10.4.5. Evaluation Metrics 

The benchmark evaluates RAFIA from two complementary perspectives. From a security perspective, detection 

performance is measured using Accuracy, Precision, Recall, and F1-score. From an implementation perspective, 

computational efficiency is evaluated using average decision latency, throughput (requests processed per second), and peak 

memory consumption. Together, these metrics assess both the effectiveness of the proposed decision model and its 

practical suitability for deployment in real-time access-control environments. 

10.4.6. Experimental Results 

The benchmark was executed using workloads containing 100, 1,000, 5,000, and 10,000 access requests. Each 

workload was executed ten independent times using different random seeds. The reported results correspond to the mean 

values obtained across the ten executions. 

Table 12 summarizes the computational performance of the RAFIA prototype under increasing workloads. As 

expected, the average latency increases gradually as more historical traces are processed, while throughput decreases with 

the workload size. Nevertheless, even for 10,000 requests the average authorization latency remains below 4 ms and the 

peak memory consumption remains below 10 MB, demonstrating that the proposed approach is suitable for real-time 

access-control applications. 

Table 12. Computational performance of the RAFIA prototype. 

Requests Latency (ms) Throughput (req/s) Memory (MB) 

100 0.55 1712 0.10 

1000 0.80 1211 0.82 

5000 1.75 563 4.12 

10000 3.34 300 8.29 

 

Figs. 13–15 illustrate the computational scalability of RAFIA. The latency grows approximately linearly with the 

number of processed requests due to the increasing size of the historical traces used during risk estimation. Conversely, 

throughput decreases as additional computations are performed for each authorization decision. Memory consumption 

also increases approximately linearly because the accepted and denied traces are maintained for adaptive learning. Despite 
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these increases, the prototyperemains computationally lightweight, requiring less than 10 MB of memory while 

maintaining an average authorization latency below 4 ms decision latency for 10,000 requests. 

 

 

Fig. 13. Average authorization latency versus workload size. 

 

Fig. 14. System throughput under increasing workloads.  

 

Fig. 15. Peak memory consumption of the RAFIA prototype 

Table 13 and Figs. 16–17 compare RAFIA with a conventional static-threshold access-control strategy. RAFIA 

consistently achieves higher overall accuracy and substantially higher F1-score than the baseline. Although the baseline 

obtains higher precision by denying fewer requests, its recall is significantly lower, indicating that many malicious 

requests remain undetected. 



RAFIA: A Game-theoretic Risk-based Framework for Insider Threat Mitigation 

Volume 16 (2026), Issue 4 – Page 227 

Table 13. Detection performance comparison between RAFIA and the static-threshold baseline. 

Metric RAFIA Static Baseline 

Accuracy 0.615 0.587 

Precision 0.614 0.783 

Recall 1.000 0.453 

F1-score 0.761 0.574 

 

In contrast, RAFIA combines policy verification with historical traces, Bayesian trust updates, and game-theoretic 

decision making. This enables the framework to identify nearly all malicious requests while maintaining competitive 

overall accuracy. Consequently, RAFIA provides a better balance between security and usability than a conventional 

static-threshold approach. 

10.4.7. Statistical Analysis 

All benchmark results were obtained from ten independent executions for each workload size. The benchmark 

reports both the mean and the standard deviation of every performance metric, including latency, throughput, memory 

consumption, accuracy, precision, recall, and F1-score. The relatively small standard deviations observed across repeated 

executions indicate that the RAFIA prototype exhibits stable and reproducible behavior under identical experimental 

conditions. 
 

 

Fig. 16. Accuracy comparison between RAFIA and the static-threshold baseline.  

 

Fig. 17. F1-score comparison between RAFIA and the static-threshold baseline. 

10.4.8. Interpretation of Results 

The experimental evaluation demonstrates that incorporating game-theoretic reasoning and Bayesian trust updates 

improves the effectiveness of access-control decisions compared with a conventional static-threshold strategy. RAFIA 

consistently achieves higher recall and F1-score because authorization decisions consider not only the current request but 

also the historical traces and the estimated maliciousness of the user. 
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The computational results further indicate that these improvements are obtained with a relatively small computational 

overhead. Even for workloads containing 10,000 access requests, the average decision latency remains below 4 ms and 

the peak memory consumption remains below 10 MB. These results suggest that RAFIA is suitable for deployment in 

practical access-control systems requiring real-time authorization decisions. 

Although the experiments rely on synthetically generated access traces due to the absence of publicly available datasets 

for risk-aware temporal access control, the benchmark models representative enterprise scenarios involving normal, 

suspicious, and malicious user behaviors. Future work will investigate the evaluation of RAFIA using real organizational 

access logs and publicly available insider-threat datasets whenever suitable annotations become available. 

10.5. Practical Deployability 

Table 14 illustrates the practical applicability of RAFIA across several application domains. The framework delivers 

enterprise-grade adaptive security without requiring significant infrastructure modifications, making it suitable for 

deployment in financial, healthcare, and critical infrastructure environments where both regulatory compliance and 

operational flexibility are essential. 

 

• Financial: Prevents unusual account access, such as transfers exceeding $50k from new devices. This helps detect 

and block potential fraud or unauthorized activities by monitoring atypical behavior patterns. 

• Healthcare: Adapts to emergency access scenarios while ensuring compliance with HIPAA (Health Insurance 

Portability and Accountability Act) regulations. It allows quick access in urgent cases but prevents privacy 

violations by continuously monitoring access behaviors. 

• Startups: Detects anomalous access to code repositories, such as mass downloads occurring prior to employee 

resignation. This helps identify potential data theft or leakage risks in early stages. 

Table 14. RAFIA’s real-world applicability. 

Domain Solution 

Financial Blocks unusual account access (e.g., transfers over $50k from new devices). 

Healthcare Adapts to emergency access patterns while preventing HIPAA violations. 

Startups Detects anomalous code repository access (e.g., mass downloads before employee resignation). 

11. Discussion 

The proposed RAFIA framework demonstrates that integrating formal policy specification, quantitative risk 

assessment, and game-theoretic reasoning provides a practical approach to mitigating insider threats in dynamic access-

control environments. Unlike traditional static authorization mechanisms, RAFIA continuously adapts authorization 

decisions by combining Risk-LTL policy evaluation, historical execution traces, contextual information, Bayesian trust 

updates, and utility-based game-theoretic reasoning. This integration enables the framework to account for both the 

immediate characteristics of an access request and the accumulated behavioral history of the requesting user. 

The experimental evaluation confirms the practical feasibility of the proposed approach. The benchmarking results 

show that RAFIA maintains low computational overhead while improving detection performance compared with a 

conventional static-threshold access-control strategy. In particular, the prototype achieved an average authorization 

latency of approximately 3.3 ms  for workloads containing 10,000 access requests while maintaining low memory 

consumption. The comparison with the baseline further demonstrates that incorporating historical traces and adaptive risk 

evaluation substantially improves the F1-score and recall of malicious-request detection. 

An important characteristic of RAFIA is its flexibility. The framework does not rely on a single predefined risk-

estimation algorithm; instead, it separates the risk-computation mechanism from the decision-making process. 

Organizations may therefore employ application-specific risk models while preserving the same Risk-LTL policy 

language and game-theoretic authorization framework. This design enables RAFIA to be adapted to different operational 

environments without modifying its underlying architecture. 

Recent industry reports indicate that insider threats continue to increase in both frequency and complexity, driven 

by the widespread adoption of cloud services, remote work, and generative AI. These trends reinforce the need for 

adaptive access-control mechanisms capable of continuously evaluating user behavior and contextual risk rather than 

relying on static authorization policies. Consequently, RAFIA provides a promising framework for addressing emerging 

insider-threat scenarios while maintaining flexible and risk-aware authorization decisions. 

Despite these encouraging results, several limitations remain. The current evaluation relies on synthetically generated 

access traces because publicly available datasets combining temporal policies, contextual information, and risk 

annotations for insider-threat access control remain scarce. Moreover, the present framework models interactions between 

a single organization and a single user and therefore does not explicitly address coordinated or collaborative insider attacks. 

Future work will investigate the use of real organizational audit logs, more sophisticated probability-estimation techniques, 

and extensions supporting multi-user collaborative threat models. 
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12. Conclusion 

Insider attacks are subtle and difficult to detect, and they are harmful to organizations. Many promising techniques 

have been proposed to mitigate them; however, the problem remains unresolved. Any contribution in this area is highly 

encouraged. This paper proposed RAFIA, a game-theoretic risk-based framework for detecting and preventing high-risk 

insider attacks. To use RAFIA, security managers need to specify their security policies using a linear temporal logic 

called Risk-LTL. They also specify a risk evaluation function that will be used to evaluate the risk associated with 

incoming access requests. Moreover, we design the access-control model as a multi-stage game between the organization 

and users, with the objective of supporting risk-aware detection and management of potentially malicious behavior. A 

prototype implementation of RAFIA was developed to demonstrate the feasibility of the proposed framework. 

Experimental evaluation using synthetic workloads containing up to 10,000 access requests demonstrated that RAFIA 

can efficiently support risk-aware authorization decisions while maintaining low computational overhead. The results 

also demonstrate improved detection performance compared with a conventional static-threshold access-control strategy, 

confirming the practical applicability of the proposed framework. One limitation of the current RAFIA framework is that 

access-control decisions are primarily modeled from the perspective of an individual subject interacting with the system. 

Consequently, collaborative insider attacks involving multiple coordinated users are not explicitly represented in the 

current formulation. In addition, the current evaluation relies on synthetically generated access traces because publicly 

available datasets specifically designed for risk-aware temporal access control remain limited. As future work, we plan 

to extend RAFIA to support multi-agent threat models and collaborative insider attack detection, investigate the use of 

real organizational audit logs, and explore more advanced probability-estimation techniques, thereby enhancing its 

applicability to more complex organizational environments. 
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  = 15 q − 10 .


  𝔼  [   U  c   |   D   ] = q ∙ 3 +  ( 1 − q ) ∙ 4 = 4 − q .


  𝔼  [   U  u ] = p q ∙ 5 +  ( 1 − p ) q ∙ 1 +


  p  ( 1 − q ) ∙ 8 +  ( 1 − p )  ( 1 − q ) ∙ 0


  = 5 p q + q  ( 1 − p ) + 8 p  ( 1 − q )


  = q − 4 p q + 8 p .


  𝔼  [   U  c   |   A   ] = 15 q − 10 ,


  𝔼  [   U  c   |   D   ] = 4 − q ,


  𝔼  [   U  u   ] = q − 4 p q + 8 p .


  𝔼 [   U    c |   A ]


  𝔼 [   U    c |   D ]


  𝔼 [   U  u ]


  𝔼  [   U  c   | A ] > 𝔼  [   U  c   |   D ]


  q (   U  c  ( A , H ) −     U  c  ( D , H ) )   +


  ( 1   −   q ) (   U  c   ( A , M ) −   U  c  ( D , M )   )   >   0


  q ( 5   −   3 )   +   ( 1   −   q ) ( − 10   −   4 )   >   0


 


  


  2 q   −   14   +   14 q   >   0     ⟹ 16 q   >   14


  q   >    14 16 =   0 . 875


  p (   U  u   ( A , H )   −     U  u   ( D , H ) )   >   ( 1   −   p ) (   U  u  ( M , A ) ) −     U  u  ( M , D ) )


  p ( 5   −   1 )   >   ( 1   −   p ) ( 8   −   0 )


  


  


  


  


  


  


    2   3


    p ∗ >  2 3 ,         q  ∗   > 0 . 875


  p >  2 3


  q > 0 . 875  


  𝔼  [   U  c   |   A   ] = q ∙ 5 +  ( 1 − q ) ∙  ( − 10 ) = 15 q − 10 .


  𝔼  [   U  c   |   D   ] = q ∙  ( − 2 ) +  ( 1 − q ) ∙ 0 = − 2 q


  𝔼  [   U  u ] =   p q   ∙ 3   +    ( 1   −   p ) q ∙  ( − 5 ) +


  p  ( 1   −   q ) ∙ 8   +   ( 1   −   p ) ( 1   −   q )   ∙ ( − 12 )


  


  


  𝔼 [   U  c   |   A ]   >   𝔼 [   U  c   |   D ]


 


  


 


  


 


  


  p   =   0 . 6


  0 . 6 ( 3 − ( − 5 ) ) > 0 . 4 ( 8 − ( − 12 ) )


 


  


  4 . 8   <   8   ⟹   F a l s e


  p   =   0 . 6 .


    >   0 . 6


  0 . 80   →   0 . 59


    U  c u m u l a t i v e =   ∑  t = 1  T  ℛ  ( t ) − C ( t ) ,


  ℛ ( t )


  C ( t )


    t


    Φ


  a


    s


    o


  Φ


  ℛ


  𝜏


    𝜏 . a ( s ,   o ,   c )    ⊨  ℛ     Φ


   ⊨  ℛ  


      R i s k  < 𝜆   ( Φ )


  𝜏 . a ( s ,   o ,   c )


  Φ


  ℛ ( 𝜏 . a ( s ,   o ,   c ) ) ,


    𝜆


  Σ


    (   𝒯 ∑ )


    𝒯 ∑


    ∑


    τ   =    a 0 .  a 1 .  a 2


  τ ( i )   =    a i and    τ j =    a j .  a  j + 1   .   .   . .


  ( | τ   | )


  | τ   | ,


  ( τ   [ S   ↦   s ′ ] ) :


  S


  τ   [ S   ↦   s ′ ] ,


   U  A H  c


   U  A M  c


   U  D M  c


   U  D H  c


    impact A  ( n×a )


     impact D  ( n×a )


  Benefit   ( s,n×a )


   Penalty   ( s,n×a )


  q >     q ∗


  q   <     q ∗


    q = q ∗


  p >     p ∗


    p <     p ∗


  Σ   = ⟨ 𝒮 ,   𝒪 , 𝒜 ,   𝒞 ⟩


  𝜏     : : =   𝜖   |   a ( s ,   o ,   c )   |   a ( s ,   o ,   c ) . 𝜏


  s ,   o ,   a ,   c )   ∈ 𝒮   ×   𝒪   ×   𝒜   ×   𝒞 ,   ϵ


  a ( s ,   o ,   c ) . τ


  ( s ,   o ,   c )


  | 𝜖 | =   0


  | a . 𝜏 |   =   1   +   | 𝜏   |


  𝜖 [ S ] 


  


  


  a ( s ,   o ,   c ) [ S ] 


  


  


  a ( s ,   o ,   c ) [ S ] 


  


  


  ( 𝜏 . 𝜏 ′ ) [ S ] 


  


  


    𝜖  ⇓ A 


  


  


    ( a . 𝜏 )  ⇓ A 


  


  


    ( a . 𝜏 )  ⇓ A 


  


  


  𝜖 [ s   ↦   s ′ ]   =   𝜖


 


  


  a  (   s  ′ ′ ,   o ,   c )  [ s   ↦     s ′ ] = 𝜖     i f     s  ′ ′ ≠ s  


  ( a ( s ′ ′ ,   o ,   c ) . 𝜏 ) [ s   ↦   s ′ ]   =


  a ( s ′ ′ ,   o ,   c ) [ s   ↦   s ′ ] . 𝜏   [ s   ↦   s ′ ]


  𝜏   [ ∅   ↦   s ′ ] 


  


  


  𝜏   [ { s }   ↦   s ′ ] 


  


  


  𝜏   [ { s }   ∪   S   ↦   s ′ ] 


  


  


   U  A H  c


   U  D H  c


   U  A M  c


   U  D M  c


  P


   U  A H  c    ( a , P )


   U  D H  c    ( a , P ) ,


   U  A M  c   ( a , P )  


   U  D M  c   ( a , P )  


   U  A H    c  ( a ) ,


   U  A M    c  ( a ) ,  U  D H    c  ( a )   a n d    U  D M    c  ( a )


  a


   U  A H    c  ( a ) ,


   U  A M    c  ( a ) ,  U  D H    c  ( a )   a n d    U  D M    c  ( a )


   U  A H    c  ( a ) =   ∑  P ∈  { C , I , A }   U  A H    c  ( a , P )  


   U  A M    c  ( a ) =   ∑  P ∈  { C , I , A }   U  A M    c  ( a , P )


   U  D H    c  ( a ) =   ∑  P ∈  { C , I , A }   U  D H    c  ( a , P )


    U  D M    c  ( a ) =   ∑  P ∈  { C , I , A }    U  D M    c  ( a , P )


   U  D M    c  ( a ) = 0 .


  a . b


  b . a .


    a . b


  b . a .


      U  A H    c  ( n × a )


      U  A M    c  ( n × a )


      U  D H    c  ( n × a )


      U  D M    c  ( n × a )


    ( U  c   ( a     ̸   𝜏 + ,   𝜏 − )


    𝜏 +


    𝜏 −


    U  c


    U  A H  c  ( a ∕   𝜏 + ) =   U  A H  c  (   | 𝜏  ⇓ a   + | a ) +   U  A H  c ( a ∕   | 𝜏  ⇓ − a   + )


    U  A H  c  ( a ∕ 𝜖 ) = 0


    U  A M  c  ( a ∕   𝜏 + ) =   U  A M  c  (   | 𝜏  ⇓ a   + | a ) +   U  A M  c ( a ∕   | 𝜏  ⇓ − a   + )


    U  A M  c  ( a ∕ 𝜖 ) = 0


    U  D H  c  ( a ∕   𝜏 − ) =   U  D H  c  (   | 𝜏  ⇓ a   − | a ) +   U  D H  c ( a ∕   | 𝜏  ⇓ − a   − )


    U  D H  c  ( a ∕ 𝜖 ) = 0


    U  D M  c  ( a ∕   𝜏 − ) =   U  D M  c  (   | 𝜏  ⇓ a   − | a ) +   U  D M  c ( a ∕   | 𝜏  ⇓ − a   − )


    U  D M  c  ( a ∕ 𝜖 ) = 0


  |  τ  ⇓ a |


    a


  τ


   τ  ⇓ − a


  τ


    a


   U DM c


  A


    U  X  c   ( A ∕ 𝜏 ) =    ⋃  a ∈ A     U  X  c   ( a ∕ 𝜏 )


  X ∈ { AH , AM ,   DH ,   DM }


   U  A H  u


   U  D H  u


   U  A M  u


   U  D M  u


  n


      U  A H    u  ( n × a )


      U  A M    u  ( n × a )     , U  D H    u  ( n × a )


      U  D M    u  ( n × a )


  (   U  u   ( a     ̸   𝜏 + ,   𝜏 − )


    𝜏 +


    𝜏 −


    U  u  


    U  A H  u  ( a ∕   𝜏 + ) =   U  A H  u  (   | 𝜏  ⇓ a   + | a ) +   U  A H  u ( a ∕   | 𝜏  ⇓ − a   + )


    U  A H  u  ( a ∕ 𝜖 ) = 0


    U  A M  u  ( a ∕   𝜏 + ) =   U  A M  u  (   | 𝜏  ⇓ a   + | a ) +   U  A M  u ( a ∕   | 𝜏  ⇓ − a   + )


    U  A M  u  ( a ∕ 𝜖 ) = 0


    U  D H  u  ( a ∕   𝜏 − ) =   U  D H  u  (   | 𝜏  ⇓ a   − | a ) +   U  D H  u ( a ∕   | 𝜏  ⇓ − a   − )


    U  D H  u  ( a ∕ 𝜖 ) = 0


    U  D M  u  ( a ∕   𝜏 − ) =   U  D M  u  (   | 𝜏  ⇓ a   − | a ) +   U  D M  u ( a ∕   | 𝜏  ⇓ − a   − )


    U  D M  u  ( a ∕ 𝜖 ) = 0


   U DM u


  A


    U  X  u   ( A ∕ 𝜏 ) =    ⋃  a ∈ A     U  X  u   ( a ∕ 𝜏 )


  X ∈ { A H , A M ,   D H ,   D M }


  𝜌 ( s )


  I m p a c t ( 𝜏 )


  R i s k ( 𝜏 )   =   𝜌 ( s )   ×   I m p a c t ( 𝜏 ) ,


  I m p a c t ( 𝜏 )


  𝜏


    a  i


   τ +


   τ −


   τ 0 + =  τ 0 − = ϵ


    1   −   p


    1   −   q


  p


  q


  E   U  a c c e p t = p ∙ q ∙   U  i ,   c  A H + p ∙ ( 1 − q ) ∙   U  i ,   c  A M


  E   U  d e n y =  ( 1 − p ) ∙ q ∙   U  i ,   c  D H + ( 1 − p ) ∙ ( 1 − q ) ∙   U  i ,   c  D M


  p


  E   U  i = p  [ q   U  i , c    A H +  ( 1 − q )   U  i , c    A M ]


  + ( 1 − p )  [ q   U  i , c    D H +  ( 1 − q )   U  i , c    D M ]


    d E   U  i  d p =   q   U  i , c    A H +  ( 1 − q )   U  i , c    A M


  − q   U  i , c    D H −  ( 1 − q )   U  i , c    D M = 0


  − q   U  i , c    D H −  ( 1 − q )   U  i , c    D M = 0


      q ∗


    q ∗ =     U  i , c    D M −   U  i , c    A M   (   U  i , c    A H −   U  i , c    D H ) + (   U  i , c    D M −   U  i , c    A M )


  p   U  i , u    A M + ( 1 − p )   U  i , u    D M ≥ 0


    p ∗ =     U  i , u    D M    U  i , u    D M −   U  i , u    A M


    𝜏  i + =  {      𝜏  i − 1 + ⋃  {   a  i }           if   accepted       𝜏  i − 1                                               + otherwise  


    𝜏  i − =  {      𝜏  i − 1 − ⋃  {   a  i }                   if   denied       𝜏  i − 1                                               −       otherwise


    q  i + 1 = P  (  H |    a  i ,   𝜏  i )


  =     q  i ∙ P (   a  i | H )    q  i ∙ P  (    a  i |  H ) + ( 1 −   q  i ) ∙ P (   a  i | M )


    a 1 (   o 1 )


  q  


  70 q − 10 + 10 q = 10 q ⇒   q =  1 6 ≈ 0 . 167


  p


  30 p + 50 − 50 p = 90 p + 10 − 10 p   ⇒   p = 0 . 4


  0 . 4 ·   0 . 167   ·   70 + 0 . 4 ∙ 0 . 833 ∙  ( − 10 )


  ≥ 0 . 6 ∙ 0 . 167 ∙ 10 + 0 . 6 ∙ 0 . 833 ∙ 0


  ≥ 0 . 6 ∙ 0 . 167 ∙ 10 + 0 . 6 ∙ 0 . 833 ∙ 0


  1 . 334 ≥ 1 . 002   ⇒   𝑨 𝒄 𝒄 𝒆 𝒑 𝒕     a 1 (   o 1 )


    q 2 =   0 . 167 ∙ 0 . 8  0 . 167 ∙ 0 . 8 + 0 . 833 ∙ 0 . 2 ≈ 0 . 45


    a 2 (   o 1 )


  60 q − 15 + 15 q = 15 q + 5 − 5 q


  ⇒   65 q = 20   ⇒ q ≈ 0 . 308


  q  


  p


  40 p + 55 − 55 p = 85 p + 20 − 20 p


  ⇒   100 p = 35   ⇒ p = 0 . 35


  E   U  A c c e p t ≈ 0 . 35 ∙ 0 . 308 ∙ 60 + 0 . 35 ∙ 0 . 692 ∙  ( − 15 ) = − 1 . 46


  E   U  D e n y ≈ 0 . 65 ∙ 0 . 308 ∙ 15 + 0 . 65 ∙ 0 . 692 ∙ 5 = 5 . 25


    a 2 (   o 1 )


    q 3 =   0 . 45 ∙ 0 . 7  0 . 45 ∙ 0 . 7 + 0 . 55 ∙ 0 . 3 ≈ 0 . 656


    p ∗


      q ∗


  ( q )


    q ∗ =   0 . 167


  p


  q


  q


   p *


  q


   a 1 (  o 1 )


    0.167∙0.8  0.167∙0.8+0.833∙0.2 ≈0.45


   a 2 (  o 1 )


    0.45∙0.7  0.45∙0.7+0.55∙0.3 ≈0.656


   a 3 (  o 1 )


    0.656∙0.7  0.656∙0.7+0.344∙0.3 ≈0.816


   a 1 (  o 1 )


    0.816∙0.8  0.816∙0.8+0.184∙0.2 ≈0.922


   a 2 (  o 1 )


    0.922∙0.6  0.922∙0.6+0.078∙0.4 ≈0.947


    𝒊 𝒎 𝒑 𝒂 𝒄 𝒕  A  


      𝒊 𝒎 𝒑 𝒂 𝒄 𝒕  D


  𝑩 𝒆 𝒏 𝒆 𝒇 𝒊 𝒕    ( s , n × a )


    𝑷 𝒆 𝒏 𝒂 𝒍 𝒕 𝒚    ( s , n × a )


  𝚤 ( n ×   a 1  (   o 1 ) )


  n ×   𝚤 ( a 1  (   o 1 )


      𝒊 𝒎 𝒑 𝒂 𝒄 𝒕  A ( n ×   a 1  (   o 1 ) ) = n ×   𝒊 𝒎 𝒑 𝒂 𝒄 𝒕  A (   a 1  (   o 1 )


      𝒊 𝒎 𝒑 𝒂 𝒄 𝒕  D ( n ×   a 1  (   o 1 ) ) = n ×   𝒊 𝒎 𝒑 𝒂 𝒄 𝒕  D (   a 1  (   o 1 )


  a  


  b


  a


  A


  b


    B


  p


  p


  p .


  ¬ Φ


  ¬ Φ  


  Φ .


  Φ   ∨   Ψ


  Φ   ∨   Ψ


  Φ  


  Ψ .


  X Φ :


  X Φ  


    𝜏 1


  Φ .


  Φ   U   Ψ :


  τ


  Φ   U   Ψ


  ,   i   ≥   0 ,


    𝜏  j


  Ψ  


  ,   j   <   i ,   𝜏  i


   


  Φ .


  R i s k ( Φ )


  τ  


  R i s k ( Φ )  


  Φ  


  Σ   = <   S ,   O ,   A ,   C   >


    S   ∈  2  S  


  A   ∈    2  A


  O   ∈    2  O


    C   ∈  2  C  


  Φ ,   Ψ


  


  


  


  


  


  ⋆ 


  


  


  𝜆 


  


  


  ¬ Φ ) ,


  ( Φ   ∨   Ψ ) ,


  X Φ ) ,


  Φ  


  Ψ   ( Φ U Ψ )  


   


  (   R i s k  ⋆ 𝜆 ( Φ ) ) .


  S ,  


    A


  O  


  C .


  ℛ  


  ⟨   𝜏 + ,   𝜏 − ⟩  


  ⟨   𝜏 + ,   𝜏 − ⟩    ⊩ ℛ


  Φ  


  Φ  


  τ   ⊢   Φ


  Φ


  𝜏   ⊢   p 


  


  


  𝜏   ⊢   ¬ Φ 


  


  


  𝜏   ⊢   Φ   ∨   Ψ 


  


  


  𝜏   ⊢   X Φ 


  


  


  𝜏   ⊢   Φ U Ψ 


  


  


  


  


  


  ⟨   𝜏 + ,   𝜏 − ⟩    ⊩ ℛ R i s k ( Φ )


  if     𝜏 + ⊢   Φ


  a n d   ℛ (   𝜏 + )   ≥   ℛ (   𝜏 − ) .


  a ( s ,   o ,   c )   ⊑   ( S ,   A ,   O ,   C )   if   ( s ,   a ,   o ,   c )   ∈   S   ×   A   ×   O   ×   C .


  t r u e 


  


  


  f a l s e 


  


  


  t r u e 


  Φ   ∧   Ψ


  ≡


  ¬ ( ¬ Φ   ∨   ¬ Ψ )


  Φ   →   Ψ


  ≡


  Ψ   ∨   ¬ Φ


  Φ   ↔   Ψ


  ≡


  ( Φ   →   Ψ )   ∧   ( Ψ   →   Φ )


  F ) :   Φ


  F ( Φ )   ≡   t r u e   U   Φ


  G ) :   Φ  


  G ( Φ )   ≡   ¬ F ( ¬ Φ )


  P ( a | H )


  P ( a | M )

