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Abstract: SQL injection is a hacking attack where malicious code is inserted into database queries through user inputs 

like search boxes, login forms, or URL parameters. These attacks pose a significant threat to web applications and ERP 

systems, making early detection crucial. Traditional detection methods, such as rule-based and signature-based 

approaches, rely on known SQL injection patterns. However, they often fail to identify novel, obfuscated, or zero-day 

attacks, highlighting the need for more adaptive and intelligent detection mechanisms. This research proposes 

FusionNetSQL, a fusion-based deep learning model that combines Convolutional Neural Networks, Long Short-Term 

Memory networks, and Transformers to detect SQL injection attacks. By integrating these architectures, FusionNet-

SQL gains a comprehensive understanding of SQL queries, enabling it to differentiate between legitimate interactions 

and malicious injections. The CNN captures local patterns, the LSTM models sequential dependencies, and the 

Transformer enhances global context understanding. The model achieves high performance, with 98.02% accuracy, 

99.39% precision, 96.79% recall, 98.07% F1-score, and 98.07% AUC-ROC. With its robust performance and 

adaptability, FusionNet-SQL offers a powerful solution for securing web applications and ERP systems against SQL 

injection attacks. Its ability to detect both straightforward and sophisticated attacks makes it well-suited for real-world 

deployment, reinforcing database security and protecting critical data. This research marks a significant step forward in 

combating evolving cybersecurity threats. 

 

Index Terms: SQL Injection, Web Application Security, Machine learning, Threat intelligence, Vulnerability 

prioritization, Database attack, Deep learning, Risk modeling. 

 

 

1. Introduction 

SQL injection attacks represent a persistent and critical danger to databases and web applications. These attacks 

enable malicious actors to tamper with backend databases, retrieve sensitive data, and compromise system integrity by 

injecting harmful SQL code into application inputs. The process of SQL injection is illustrated in Fig. 1., which offers a 

comprehensive visual explanation of how these attacks exploit vulnerabilities during database interactions. Despite 

considerable research and the development of numerous detection methods, SQL injection attacks continue to evolve, 

frequently evading conventional security measures. 
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Traditional rule-based and signature-based detection systems, while effective against known attack patterns, 

struggle to identify novel, obfuscated, or zero-day SQL injection techniques. This limitation underscores the need for 

more adaptive and intelligent detection approaches. In recent years, deep learning has emerged as a powerful tool in 

cyber security, offering the capability to automatically learn complex patterns and generalize to previously unseen 

attacks. While Convolutional Neural Networks and Long Short-Term Memory networks have been prominent in deep 

learning approaches to SQL injection detection, with CNNs adept at recognizing local syntactic patterns and LSTMs 

capturing sequential query dependencies, their singular focus often limits their ability to comprehensively analyze the 

intricate relationships and global context inherent in SQL queries. This deficit makes them less effective against 

sophisticated SQL injection techniques that rely on subtle manipulations of query structures. To overcome these 

limitations, we introduce FusionNet-SQL, a novel deep learning model that synergistically integrates Convolutional 

Neural Networks, Long Short-Term Memory networks, and Transformer architectures. This fusion approach leverages 

the unique strengths of each component: CNNs for identifying localized patterns, LSTMs for modeling sequential token 

flow, and Transformers for capturing long-range dependencies and global contextual information. By combining these 

complementary capabilities, FusionNet-SQL achieves a holistic understanding of SQL queries, thereby enabling the 

accurate detection of both rudimentary and sophisticated SQL injection attempts. 

 

 

Fig. 1. Detailed Process Flow of SQL Injection Exploitation 

This research makes several key contributions: 

 

1. Innovative Fusion Architecture: We introduce FusionNet-SQL, a model that synergistically integrates 

Convolutional Neural Networks, Long Short-Term Memory networks, and Transformer architectures, 

employing L2normalized feature fusion to effectively capture complementary semantic information within 

queries. 

2. Comprehensive Performance Evaluation: The model undergoes a rigorous evaluation encompassing metrics 

such as accuracy, precision, recall, F1-score, and Area Under the Receiver Operating Characteristic curve. 

Averaged across five experimental runs, our results demonstrate a high accuracy of 98.02% with a standard 

deviation of 0.15%. The evaluation includes direct comparisons with established baseline models and an 

ablation study to substantiate the efficacy of our proposed fusion approach, alongside statistical significance 

tests and comparisons against six previously published baseline methods. 

3. Ensured Reproducibility: Comprehensive details regarding the dataset, preprocessing steps, and 

hyperparameters are provided to guarantee the full reproducibility of our experiments. Furthermore, we report 

on inference latency and model size, confirming its suitability for real-time deployment scenarios. 

4. Synergistic Fusion Architecture: Our proposed FusionNet-SQL architecture creates a powerful synergy by 

combining CNN, LSTM, and Transformer networks. This tri-branch design enhances not only the overall 

accuracy but also critical performance indicators such as precision, recall, and the F1-score, by effectively 

leveraging distinct and complementary feature representations. 

5. Balanced Detection Efficacy: In contrast to single-architecture models that may achieve high performance in 

one metric while sacrificing others, our fusion methodology ensures a well-rounded and balanced performance 

across all evaluated dimensions. 

6. Resilience Against Attack Variants: The inherent design of our architecture, featuring multi-granular feature 

extraction, allows it to generalize effectively across various types of SQL injection attacks, as further 

substantiated in Section 6. 
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The subsequent sections of this article are structured as follows: Section 2 presents a succinct overview of prior 

research in SQL injection detection, Section 3 elaborates on the proposed fusion-based detection model, Section 4 

details the experimental methodology and the dataset employed, Section 5 offers a discussion of the obtained results, 

including comparative analyses with baseline models and an ablation study, and finally, Section 6 provides concluding 

remarks and suggests avenues for future research. By mitigating the shortcomings of existing techniques and 

capitalizing on the synergistic strengths of multiple deep learning architectures, this study enhances the current state-of-

the-art in SQL injection detection, offering a resilient defense mechanism for web applications and databases against 

emerging threats. 

2. Related Work 

Peng Tang et al. [1] proposed an effective Artificial Neural Network model for detecting SQL injection attacks, 

focusing on a Multilayer Perceptron that achieves high accuracy and faster training times compared to Long Short-Term 

Memory networks. The MLP model demonstrated superior performance over other techniques such as Support Vector 

Machines and Naive Bayes. While LSTM is effective for sequential data processing, its training time is considerably 

longer. This study highlighted the importance of feature selection and the necessity for continued research to address 

the evolving nature of SQL injection attacks and enhance web application security. In a different approach, Dimitris 

Mitropoulos et al. [2] presented a novel method for mitigating SQL Injection Attacks using a secure database driver 

named SDriver. This tool acts as an intermediary between a web application and its relational database management 

system, facilitating seamless integration without requiring modifications to the application or database. The method 

involves generating location-specific signatures from SQL queries and stack traces to identify malicious queries. 

SDriver operates in both training and production modes, learning and storing signatures from legitimate queries to 

detect and prevent SQL injection attacks. Experimental results confirmed the tool’s effectiveness, achieving 100% 

accuracy in preventing SQL injections with minimal overhead. SDriver’s key advantages include its ability to generate 

location-specific signatures, thereby improving detection accuracy, and its open-source nature and ease of deployment, 

which make it a practical solution. However, the system’s reliance on the training phase and the potential invalidity of 

signatures following application changes are notable drawbacks. The authors suggest future work focused on 

automating signature management, enhancing attack detection capabilities, and extending support to other programming 

languages and database connection methods. In summary, this research offers a promising approach to mitigating SQL 

injection attacks by leveraging location-specific signatures and a secure database driver, presenting a practical solution 

for web applications. 

Omer Kasim [3] presents a middleware solution for detecting and mitigating SQL injection attacks. The system 

operates between the front-end and back-end, analyzing SQL queries in real-time by extracting 22 features using regular 

expression functions. These features, derived from known SQL injection patterns, are used to classify queries as either 

clean or malicious. The system demonstrates impressive detection accuracy, with over 97% accuracy for identifying 

SQL injections and 92% accuracy for classifying attack types. It effectively reduces false positives to 3%, 

outperforming existing tools. The system also blocks malicious IP addresses for varying durations, adding an extra layer 

of protection. However, the researchers acknowledge limitations, including dependence on training data quality, 

computational resource intensity, and potential disruptions for legitimate users. To address these, they propose future 

work on expanding the dataset, integrating adaptive learning, and exploring session-based blocking to enhance system 

performance  and minimize disruptions. Jang et al.[4] proposes an innovative approach called IDL that combines 

detection and prevention strategies to mitigate SQL injection vulnerabilities in web applications. The research begins 

with a comprehensive analysis of CVE data, categorizing attack surfaces and identifying vulnerable parameters and 

scripts. IDL sanitizes SQL queries using techniques like variable substitution and query size-based measures, and it 

outperforms existing detection algorithms in accuracy, identifying a broader range of SQL injection attacks. While IDL 

requires multiple query sanitization steps, the overhead is minimal compared to typical web application response times. 

The authors plan to refine the algorithm, reduce processing time, and expand IDL’s application to detect other types of 

injection attacks, presenting a valuable contribution to web application security. 

Nagabhooshanam et al. [5] present a neural network-based security evaluation system designed to detect SQL 

injection attacks in healthcare data. The authors have developed a system that integrates a Back propagation neural 

network with genetic algorithms to assess network security. The system utilizes 17 security indices as input features, 

demonstrates robustness with an error rate of less than 3.5% after 1000 training sessions, and can classify network 

security into categories. The model effectively identified SQL injection vulnerabilities, a crucial aspect for web 

applications in healthcare settings. However, the authors highlight challenges in tuning the neural network’s structure 

and note the need for further real-world validation and system adaptation. The researchers have expanded upon their 

initial findings by providing more details about the system’s architecture and its high accuracy, as well as its ability to 

classify network security and identify SQL injection vulnerabilities. The article concludes with suggestions for future 

research to enhance the system’s reliability and scalability. Laszl´ o Erd´ odi et al. [6] investigated using reinforcement 

learning to detect and exploit SQL injection˝ vulnerabilities. The researchers framed the problem as a capture-the-flag 

challenge, with Reinforcement Learning agents employing Q-learning and deep Q-learning to learn optimal strategies 
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for exploiting SQL injection flaws in a simulated environment. The results showed that both Q-learning methods were 

effective, with DQN exhibiting faster convergence and better performance. DQN models also had the advantage of 

smaller sizes, making them more scalable. However, the study highlighted challenges such as the black-box nature of 

deep learning and the computational complexity of training. The implications of this research suggest future work on 

improving model interpretability, training in more complex real-world scenarios, and enhancing transfer learning 

techniques, with the goal of advancing the use of Reinforcement Learning for security purposes and leading to more 

robust and secure web applications. 

Devalla et al.[7] have developed mURLi, a tool to enhance detection of malicious URLs, SQL injection, and 

NoSQL injection using machine learning and deep learning. The study involved three datasets: a SQL injection dataset, 

a NoSQL dataset, and a malicious URL dataset. The researchers employed preprocessing techniques and evaluated 

various models, finding the BERT model achieved superior accuracy for SQLi and NoSQLi detection, while the 

BiLSTM model performed best for malicious URL detection. The use of pre-trained language models like BERT 

significantly improved detection. However, challenges include data imbalance and computational intensity of deep 

learning models. The authors propose future work on dataset expansion, model optimization, and integrating mURLi 

into real-world web security systems to enhance scalability. This research presents a promising approach for real-time 

detection of malicious web activities, with potential applications for businesses and security professionals. Lee et al.[8] 

present an efficient SQL injection detection method involving static and dynamic analysis of SQL queries. The 

approach focuses on removing attribute values and comparing query structures to identify abnormal patterns. The 

detection system analyzes predefined and dynamically generated SQL queries, effectively differentiating normal from 

malicious inputs. This lightweight technique achieves constant time complexity, enabling real-time detection. 

Experiments demonstrate the method’s high detection rate and versatility in handling various SQL injection types. 

Unlike solutions requiring custom interpreters or external dependencies, the proposed approach is straightforward to 

implement and integrate into web and database-connected applications. This study highlights the efficiency and 

practicality of the SQL injection detection method, paving the way for future research in modular and adaptable security 

solutions for database-driven applications. 

Benfano Soewito et al.[9] conducted research to explore methods for mitigating SQL Injection vulnerabilities in 

web applications, particularly in e-commerce systems. The study identifies SQL Injection as a critical security issue that 

enables attackers to access, manipulate, or destroy sensitive data. The researchers carried out their investigation by 

manually and automatically testing an e-commerce website for SQL Injection vulnerabilities, finding multiple unfiltered 

input fields and parameters that were susceptible to such attacks. To address these issues, the authors implemented three 

primary prevention techniques: Regular Expressions, Prepared Statements, and MySQL Escape Strings. The results 

demonstrated the effectiveness of these techniques in mitigating the identified vulnerabilities. The research concludes 

that a systematic approach combining input validation, query parametrization, and escape string sanitation significantly 

enhances the security of web applications against SQL Injection, providing a robust framework for developers to 

safeguard sensitive data in e-commerce and other web-based systems. Wang et al. [10] developed a comprehensive 

database management system to address challenges in rock salt underground gas storage projects, such as data 

redundancy and difficulties in updating information. The system features a three-layer architecture and handles both 

static and dynamic data, ensuring integrity. It integrates the Entity Framework and hierarchical access control to 

streamline data access and enhance security. The system manages various project stages and has been successfully 

implemented, significantly improving data management efficiency and supporting project execution. It has reduced 

redundancy and enhanced overall performance, providing valuable technical support for the development and operation 

of the rock salt gas storage project. The research underscores the critical role of efficient database systems in complex 

engineering projects, demonstrating the potential of this SQL Server-based system as a model for similar endeavors. 

The SQLR34P3R framework developed by A. Paul et al.[11] is a comprehensive approach to detecting, classifying, 

and preventing SQL injection attacks. It integrates machine learning, deep learning, and hybrid techniques to leverage 

multiple data sources, including HTTP traffic and network data, to address the limitations of traditional SQLi detection 

systems. The framework also proposes a novel risk analysis approach that combines scoring systems and threat 

intelligence to prioritize SQLi vulnerability remediation. Additionally, SQLR34P3R employs a command-line proxy for 

real-time web filtering and PCAP analysis to prevent SQL injection data exfiltration. Despite the promising results, the 

study identifies several challenges and limitations, such as the inability to detect attacks from non-HTTP data sources, 

the lack of multi-class detection models, and dataset imbalances. The authors suggest incorporating more sophisticated 

defense mechanisms, like parameterized query fingerprinting, and integrating the Known Exploited Vulnerabilities 

Catalog to enhance SQLi vulnerability prioritization. Future work will focus on real-time network traffic inspection and 

incorporating environmental, asset, runtime, application, and user behavior data to achieve more comprehensive SQLi 

detection and prevention. Jun Ye and Wentao Zhao[12] present an automated tool for detecting SQL injection 

vulnerabilities in web applications. The tool combines advanced web crawling, anti-crawling mechanisms, and SQL 

injection detection methods to identify and mitigate security risks. Key features include crawling URLs, filtering 

irrelevant links, verifying target websites, and checking for database interactions to detect SQL injection flaws. The tool 

operates by injecting SQL payloads and monitoring for database errors, with results categorized into definite, potential, 

and no vulnerabilities detected. Comparative testing shows the tool’s superior performance in crawling efficiency and 
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vulnerability detection. However, the authors acknowledge limitations such as dynamic websites, Web Application 

Firewalls, and the reliance on error-based detection. Proposed future improvements include WAF detection and 

techniques for non-error-based vulnerability identification. 

XuePing-Chen’s[13] research examines the vulnerability of web servers to SQL injection attacks, highlighting the 

prevalence of this attack method and the underlying principles. The study emphasizes how inadequate input validation 

allows attackers to inject malicious SQL code, manipulate databases, and extract sensitive data. The paper outlines the 

background of SQL injection, the technical details of how it works, and the different types of databases targeted. It 

recommends preventive measures like parameterized queries, input validation, error handling, and vulnerability 

scanning to mitigate the risks. The study underscores the critical importance of proactive security measures to address 

the evolving and sophisticated nature of SQL injection attacks, offering a roadmap for web developers and 

administrators. Natarajan and Subramani [14] have developed an algorithm to detect and prevent SQL injection attacks 

in web applications. The algorithm analyzes source code to identify vulnerabilities and filters out dangerous SQL 

queries in real-time. It is a generic, language-independent solution that can be easily integrated into existing web 

applications. The algorithm outperforms other SQL injection prevention methods in terms of performance and 

effectiveness, providing an optimal balance between security and efficiency. The authors suggest further research to 

enhance the algorithm’s capabilities, including developing a SQL parser and dynamic checking compilers. 

Abaimov and Bianchi’s [15] study provides a comprehensive review of data preprocessing techniques used in 

machine learning-based systems for detecting SQL injection attacks. The researchers focus on understanding the critical 

stages of preprocessing, which are crucial for enhancing the accuracy and performance of intrusion detection systems. 

They discuss the construction and labeling of datasets, data scaling, and data augmentation techniques. The study also 

examines encoding-based methods and the use of natural language processing techniques. The authors identify 

challenges associated with encoding, such as improper scaling and the use of hash functions, which can lead to 

misrepresentation of data and reduced model performance. In their analysis, the authors observe that while some 

preprocessing techniques are widely discussed, others are less frequently covered. Abaimov and Bianchi propose a 

comprehensive and standardized preprocessing cycle to improve the detection accuracy of SQL injection attacks, which 

can be applied to broader cybersecurity domains, emphasizing the importance of robust data preprocessing for building 

reliable and effective machine learning-based security solutions. Odeh and Hijazi [16] developed a comprehensive 

system to detect and mitigate web application vulnerabilities, focusing on four critical issues: SQL injection, cross-site 

scripting, remote code execution, and backend fingerprinting. The proposed system automates the detection and 

prevention process, using a systematic methodology that includes payload injection, behavior analysis, and response 

examination. Experimental implementation validated the system’s effectiveness in detecting and preventing these 

vulnerabilities, leading to reduced testing costs, enhanced operational efficiency, and improved security. The research 

emphasizes a holistic approach to web application cybersecurity, with a focus on prevention over reaction, and plans to 

expand detection capabilities and automate error correction processes.  

Minhas and Kumar [17] introduced a novel technique that combines static and dynamic query analysis to detect 

SQL injection attacks. Their approach highlights the ability to analyze and compare static SQL query structures with 

dynamically generated queries during runtime, by removing attribute values and replacing them with placeholders. This 

enabled character-by-character comparisons, improving detection accuracy and response time. Halfond et al.’s [18] 

foundational study on SQL injection categories identified seven major types, including tautologies, incorrect queries, 

union queries, piggybacked queries, stored procedures, inference attacks, and alternate encodings. These classifications 

laid the groundwork for developing targeted prevention strategies. Building upon this, Minhas and Kumar expanded the 

taxonomy by introducing the concept of white-space manipulation attacks, further enhancing the detection framework. 

While static analysis methods, such as those employed by Gould et al. and Wassermann and Su [19], focus on 

validating user input types and analyzing query structures, they often fall short against attacks with syntactically correct 

malicious inputs. Dynamic analysis methods, like those utilized in tools such as Sania and Paros, concentrate on 

runtime vulnerabilities but require predefined attack scenarios, limiting their scope. Minhas and Kumar’s combined 

approach benefits from both static and dynamic techniques while mitigating their respective limitations. Instruction-set 

randomization techniques, such as SQLrand by Boyd and Keromytis [20], offer an alternative perspective by encoding 

SQL queries with random values. However, these methods can fail if the random key is compromised. Machine 

learning-based techniques, like the intrusion detection systems described by Valeur et al., rely on training models to 

detect anomalies but are prone to false positives and negatives, particularly when trained on poor datasets. The work of 

Minhas and Kumar [17] stands out for its simplicity and adaptability. Their method’s database-agnostic nature, 

achieved by removing query attribute values, allows it to be applied across various database systems. Additionally, their 

emphasis on reducing response time by comparing only queries with matching token counts provides a practical 

solution for real-time applications. 
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Table 1. Comprehensive review of all research 

No Key Focus Challenges/Limitations Results/Findings Methodology 

1 

SQL Injection Detection 

using Feature Selection 

[1] 

Limited dataset, challenges in 

handling dynamic attack patterns. 

Achieved high detection accuracy 

for detecting SQL injection attacks. 

Proposed an effective feature set for 

attack detection. 

Feature selection, K-means 

clustering, Decision Trees, SVM 

2 

Machine Learning for 

SQL Injection Detection 

[2] 

Difficulty in real-time analysis, 

dataset imbalance. 

Improved detection accuracy with 

machine learning classifiers. 

Enhanced detection of complex 

attack patterns. 

Ensemble models (RF, SVM, 

Decision Trees) 

3 
SQL Injection Detection 

Using Hybrid Model [3] 

High computational cost, 

challenges with multi-class 

classification. 

Hybrid models significantly 

improved detection accuracy, 

especially for complex attacks. 

Combination of deep learning 

and traditional ML algorithms 

4 
SQL Injection Detection 

using KNN [4] 

Sensitivity to noisy data, 

performance degradation in high-

dimensional datasets. 

Demonstrated the effectiveness of 

KNN in detecting SQL injections 

with moderate accuracy. 

K-nearest neighbors (KNN) 

classification 

5 
SQL Injection Detection 

using ANN [5] 

ANN prone to over fitting with 

small datasets. 

ANN achieved high detection rates 

for various SQLi attack types. 

Artificial Neural Networks 

(ANN) 

6 

SQL Injection Detection 

via Rule-based Systems 

[7] 

Rule-based systems may fail to 

detect advanced, obfuscated 

attacks. 

Effective at detecting specific 

attack vectors like tautologies and 

union queries. 

Rule-based detection using input 

sanitization rules 

7 
Deep Learning for SQL 

Injection Detection [6] 

Requires large datasets for 

training, slow response time for 

real-time systems. 

Achieved a high level of accuracy 

and robustness in detecting 

dynamic and evolving attack 

patterns. 

Recurrent Neural Networks 

(RNN), LSTM models 

8 
Deep Learning-based IDS 

for SQL Injection [8] 

CNN models are computationally 

intensive and may require 

significant resources. 

Improved detection performance for 

SQL injection over traditional 

methods. 

Convolutional Neural Networks 

(CNN) for feature extraction 

9 
SQL Injection Prevention 

using DBMS [9] 

Limited scope of the application; 

focused only on rock salt gas 

storage projects. 

Successfully improved data 

retrieval and integrity with 

enhanced database management 

SQL Server-based database 

management system for rock salt 

gas storage 

10 

SQL Injection Detection 

using Hybrid Machine 

Learning [16] 

Dataset imbalance, lack of multi-

class classification, limited ability 

to handle IP-level attacks. 

Provided a proactive defence 

mechanism against SQL injection. 

High detection rate when tested 

with HTTP traffic. 

Integration of machine learning, 

deep learning, and hybrid 

techniques 

11 
Automated Tool for SQL 

Injection Detection [10] 

Challenges with dynamic 

websites, difficulty bypassing 

Web Application Firewalls 

(WAFs). 

Achieved superior crawling 

efficiency and accurate detection of 

SQL injection vulnerabilities. 

Web crawler with enhanced 

crawling techniques and anti-

crawling mechanisms 

12 

SQL Injection 

Vulnerabilities and 

Prevention[11] 

Dependency on developer 

practices, reliance on specific 

server configurations. 

Emphasized the importance of 

parameterized queries, input 

validation, and error handling. 

Analysis of web server 

vulnerabilities and prevention 

techniques 

13 
SQL Injection Detection 

Algorithm (SQL-IF)[12] 

May not handle complex attack 

vectors like stored procedures; 

requires more testing. 

Highly effective and efficient with 

fast detection and no complex code 

modifications. 

Java-based generic solution for 

real-time SQLI detection 

14 

Data Preprocessing for 

SQL Injection Detection 

[13] 

Need for high-quality, large 

datasets; challenges in 

preprocessing accuracy 

Improved machine learning model 

performance for SQL injection 

detection through enhanced 

preprocessing techniques. 

Dataset construction, data 

scaling, and augmentation 

techniques for machine learning 

IDS 

15 
SQL Injection Detection 

using Deep Learning [14] 

High computational cost, 

difficulty in scaling for real-time 

applications. 

Deep learning techniques provided 

robust detection capabilities. 

Improved accuracy with hybrid 

models. 

Deep Learning algorithms 

(CNN, RNN) for detecting SQLi 

16 

Detection and mitigation 

of multiple web 

application 

vulnerabilities : SQL 

injection, XSS, RCE, and 

backend 

fingerprinting[16] 

Limited detection capabilities for 

other vulnerabilities. Future 

research needed to expand 

detection and automate error 

correction processes. 

Effective in detecting and 

mitigating multiple vulnerabilities 

simultaneously. Reduced testing 

costs, enhanced operational 

efficiency, and improved web 

application security. 

Automated detection and 

prevention using payload 

injection, behaviour analysis, 

and response examination. 

Specific methods include 

database query testing for SQL 

injection, script injection for 

XSS 

17 

Enhancing SQL injection 

detection through token-

based comparison.[17] 

Limited scope against highly 

obfuscated or emerging attack 

patterns. 

Achieved database-agnostic 

detection; reduced response time 

significantly, enabling practical 

real-time application. 

Compared queries based on 

matching token counts, focusing 

on simplified query structures 

with removed attribute values. 
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3. Proposed Methodology 

This section presents the detailed mathematical formulation and architectural workflow of the proposed 

FusionNetSQL model. As shown in Fig. 2, the model is designed as a parallel fusion of three distinct deep learning 

branches: Convolutional Neural Network, Long Short-Term Memory, and Transformer. Each branch is responsible for 

extracting complementary features from SQL query sequences. The final prediction is derived from a fusion of these 

heterogeneous representations, enabling the model to capture local syntax, sequential dependencies, and global 

contextual semantics simultaneously. 

 

 

Fig. 2. FusionNet-SQL Architecture 

3.1. Input Representation and Embedding Layer 

Let Q = {q1,q2,...,qN} denote a corpus of N SQL queries. Each query qi is a sequence of tokens: qi = [w1,w2,...,wTi], 
where wj is the j-th token and Ti is the variable length of the i-th query. To enable uniform processing, all sequences are 

padded or truncated to a fixed maximum length L = 100. Let X(i) = [w1,w2,...,wL] represent the processed token sequence 

for the i-th query. Each token wt ∈ X(i) is mapped to a dense, continuous vector representation via an embedding matrix 

E ∈ RV ×d, where V is the vocabulary size and d = 128 is the embedding dimension. The embedded representation of 

token wt is given by: 

 

𝑒𝑡 = E[𝑤𝑡]                                                                                  (1) 

 

The entire embedded query is then represented as a matrix 𝑋 ∈ 𝑅𝐿×𝑑 

 

𝑋 = [𝑒1, 𝑒2, … , 𝑒𝐿]𝑇                                                                          (2) 

 

The embedding layer transforms discrete, high-dimensional one-hot token representations into low-dimensional, 

dense vectors that capture semantic and syntactic relationships between SQL keywords, operators, and literals. This 

continuous space is essential for gradient-based optimization in deep learning models. 
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3.2.  CNN Branch: Local Feature Extraction 

The CNN branch is designed to detect local, n-gram-like patterns in the SQL query, such as common attack 

signatures (e.g., UNION SELECT,  OR 1 = 1) It applies a 1-dimensional convolution over the embedded sequence X Let 

WCNN ∈ Rk×d×c be the convolutional kernel, where k=3 is the kernel size (capturing trigrams), d=128 is the input 

channel depth (embedding dimension), and c=64 is the number of output feature maps. The convolution operation at 

position i is computed as: 

 

ℎ𝑖𝐶𝑁𝑁 = ReLU(𝑊𝐶𝑁𝑁 ∗ 𝑋𝑖:𝑖+𝑘−1 + 𝑏𝐶𝑁𝑁)                                                         (3) 

 

Where 𝑋𝑖:𝑖+𝑘−1 ∈ ℝ𝑘×𝑑 is the slice of the input matrix from position i to 𝑋𝑖:𝑖+𝑘−1 ∈ 𝑅𝑘×𝑑 ∈ Rc is the bias vector, 

and *  denotes the convolution operation. The Rectified Linear Unit (ReLU) activation function introduces non-linearity: 

 

ReLU(𝑥) = max(0, 𝑥)                                                                      (4) 

 

The resulting feature map 𝐻𝐶𝑁𝑁 = [ℎ1
𝐶𝑁𝑁, ℎ2

𝐶𝑁𝑁, … , ℎ𝐿−𝑘+1
𝐶𝑁𝑁 ]𝑇 ∈ ℝ(𝐿−𝑘+1)×𝑐 is then passed through a max-pooling 

layer to extract the most salient features: 

 

ℎ𝑗
𝑝𝑜𝑜𝑙

= 𝑚𝑎𝑥𝑖(𝐻𝑖,𝑗
𝐶𝑁𝑁), ∀𝑗 ∈ 1,2, … , 𝑐                                                           (5) 

 

Finally, the pooled vector hpool ∈ Rc is flattened (though already 1D) and passed to the fusion layer. The CNN 

branch acts as a pattern detector, scanning the query for local malicious syntax regardless of its position. Max-pooling 

ensures translation invariance, making the model robust to slight variations in payload structure. 

3.3.  LSTM Branch: Sequential Dependency Modeling 

The LSTM branch processes the embedded sequence X sequentially to model long-term dependencies and the 

temporal order of tokens, which is crucial for understanding the logical flow of a SQL statement. At each timestep t, the 

LSTM computes a hidden state ℎ𝑡 ∈ ℝ𝑑ℎ  and a cell state 𝑐𝑡 ∈ ℝ𝑑ℎ  (where dh = 128)using the following gating 

mechanisms: 

𝑓𝑡 = 𝜎(𝑊𝑓𝑥𝑡 + 𝑈𝑓ℎ𝑡−1 + 𝑏𝑓)                                                                (6) 

  

𝑖𝑡 = 𝜎(𝑊𝑖𝑥𝑡 + 𝑈𝑖ℎ𝑡−1 + 𝑏𝑖)                                                                 (7) 

 

𝑜𝑡 = 𝜎(𝑊𝑜𝑥𝑡 + 𝑈𝑜ℎ𝑡−1 + 𝑏𝑜)                                                               (8) 

 

𝑐𝑡̃ = 𝑡𝑎𝑛ℎ(𝑊𝑐𝑥𝑡 + 𝑈𝑐ℎ𝑡−1 + 𝑏𝑐)                                                            (9) 

 

𝑐𝑡 = 𝑓𝑡 ⊙ 𝑐𝑡−1 + 𝑖𝑡 ⊙ 𝑐𝑡̃                                                                 (10) 

 

ℎ𝑡 = 𝑜𝑡 ⊙ 𝑡𝑎𝑛ℎ(𝑐𝑡)                                                                     (11) 

 

where: 

 

𝑥𝑡 = 𝑒𝑡 ∈ 𝑅𝑑 is input vector at time t. 

𝑊∗ ∈ 𝑅𝑑ℎ×𝑑 and 𝑈∗ ∈ 𝑅𝑑ℎ×𝑑ℎ are weight matrices. 

𝑏∗ ∈ 𝑅𝑑ℎ are bias vectors. 

Is the sigmoid activation function, σ(𝑥) =
1

1+𝑒−𝑥 

⊙ denotes the Hadamard (elementwise) product. 

𝑓𝑡 , 𝑖𝑡 , 𝑜𝑡 are the forget, input, output gates, respectively.  

 

The final hidden state HL (or the last output of the sequence) is used as the LSTM branch’s feature vector yLSTM =
hL. LSTM’s gating mechanisms allow it to selectively remember or forget information over long sequences. This is 

vital for detecting attacks where malicious intent is spread across distant parts of the query (e.g., a comment /* opening 

early and closing late to bypass filters). 

3.4.  Transformer Branch: Global Contextual Under 

The Transformer branch uses self-attention to model global dependencies between all tokens in the query, 

irrespective of their distance. This is critical for detecting obfuscated attacks where key malicious components are 
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separated by benign-looking filler text. The core operation is the scaled dot-product attention. First, the input X ∈ RL×d 

is projected into Query (Q), Key (K), and Value (V) matrices: 

 

𝑄 = 𝑋𝑊𝑄, 𝑊𝑄 ∈ ℝ𝑑×𝑑𝑘                                                                     (12) 

 

𝐾 = 𝑋𝑊𝐾, 𝑊𝐾 ∈ ℝ𝑑×𝑑𝑘                                                                    (13) 

 

𝑉 = 𝑋𝑊𝑉, 𝑊𝑉 ∈ ℝ𝑑×𝑑𝑣                                                                     (14) 

 

where 𝑑𝑘 = 𝑑𝑣 = 𝑑 = 128 for simplicity in this single-head setup. 

The attention scores are computed as: 

 

𝐴 = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥((𝑄𝐾𝑇)/𝑠𝑞𝑟𝑡(𝑑𝑘))                                                              (15) 

 

The √dk scaling factor prevents the dot products from growing too large, which would push the softmax into 

regions of small gradients. The output of the attention layer is a weighted sum of the value vectors: 

 

𝑍 = 𝐴𝑉                                                                                     (16) 

 

To obtain a fixed-size representation for the entire sequence, global average pooling is applied across the sequence 

dimension: 

 

𝑦𝑗
𝑇𝑟𝑎𝑛𝑠 = (1/𝐿) ∑ 𝑍𝑖,𝑗

𝐿
𝑖=1 , ∀𝑗 ∈ 1,2, … , 𝑑𝑣          𝑦

𝑇𝑟𝑎𝑛𝑠 ∈ 𝑅𝑑𝑣                                          (17) 

 

resulting in yTrans ∈ Rdv. The self-attention mechanism allows any token to directly influence the representation of any 

other token. This global receptive field is essential for understanding the context of a token (e.g., whether a SELECT 

keyword is part of a legitimate query or a malicious UNION SELECT injection). 

 

Algorithm 1: Fusion Net-SQL: Fusion-Based Deep Learning Model for SQL Injection Detection 

Require: SQL query dataset 𝒟 = {(𝑞𝑖 , 𝑦𝑖)}𝑖=1
𝑁 , where qi is a raw SQL query string and 𝑦𝑖 ∈ {0,1} is its binary label (0 = benign, 1 

= malicious) 

Ensure: Trained fusion model ℳ𝒻 for binary SQLi detection. 

1. Step 1: Preprocessing and Tokenization 

2. Tokenize each query 𝑞𝑖 into a sequence of tokens 𝑡𝑖 = [𝑤1, 𝑤2, … , 𝑤𝐿𝑖
]. 

3. Pad or truncate all sequences to fixed length 𝐿 =  100 to form uniform input 𝑋(𝑖) = [𝑤1, … , 𝑤100]. 
 

4. Step 2: Embedding Layer (Shared Input Representation) 

5. Initialize embedding matrix 𝐸 ∈ ℝ𝕍×𝕕, 𝑤ℎ𝑒𝑟𝑒𝑉 = vocabulary size, 𝑑 =  128. 

6. for each token 𝑤𝑗 in 𝑋(𝑖) do 

7.        Map to dense vector: 𝑒𝑗 = 𝐸[𝑤𝑗] ∈ ℝ𝟙𝟚𝟠 

8. end for 

9. from embedded sequence: 𝑋𝑒
(𝑖)

= [𝑒1, 𝑒2, … , 𝑒100] ∈ ℝ𝟙𝟘𝟘×𝟙𝟚𝟠 

 

10. Step 3: Split Dataset:  Randomly split 𝒟 into training (70%), validation (15%), and test (15%) sets. 

 

11. Step 4: Define Fusion Architecture                                                                          // CNN Branch (Local Pattern Extraction) 

12. 𝑋𝑐 ← 𝐶𝑜𝑛𝑣1𝐷(𝑋𝑒; kernel size = 3,filters = 64) 

13. 𝑋𝑐 ← 𝑅𝑒𝐿𝑈(𝑋𝑐) 

14. 𝑋𝑐 ← 𝑀𝑎𝑥𝑃𝑜𝑜𝑙𝑖𝑛𝑔1𝐷(𝑋𝑐) 

15. ℎ𝑐 ← 𝐹𝑙𝑎𝑡𝑡𝑒𝑛(𝑋𝑐) ∈ ℝ𝕕𝕔                                                                           //LSTM Branch (Sequential Dependency Modelling) 

16. ℎ𝑙 ← 𝐿𝑆𝑇𝑀(𝑋𝑒; hidden size = 128)  
                                                                                                                                              //Outputs final hidden state ℎ𝑙 ∈ ℝ𝟙𝟚𝟠 

-- Transformer Branch (Global Context via Self-Attention) -- 

17. Compute query, key, value:  

 

𝑄 = 𝑋𝑒𝑊𝑄, 𝐾 = 𝑋𝑒𝑊𝐾 , 𝑉 = 𝑋𝑒𝑊𝑉 

where 𝑊𝑄, 𝑊𝐾 , 𝑊𝑉 ∈ ℝ𝟙𝟚𝟠×𝟙𝟚𝟠 

 

18. Compute attention weights: 
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Algorithm 1: Fusion Net-SQL: Fusion-Based Deep Learning Model for SQL Injection Detection 

 

𝐴 = 𝑆𝑜𝑓𝑡𝑚𝑎𝑥 (
𝑄𝐾⊤

√128
) 

 

19. Compute attention output: 𝑍 = 𝐴𝑉 ∈ ℝ𝟙𝟘𝟘×𝟙𝟚𝟠 

20. ℎ𝑡 ← 𝐺𝑙𝑜𝑏𝑎𝑙𝐴𝑣𝑒𝑟𝑎𝑔𝑒𝑃𝑜𝑜𝑙𝑖𝑛𝑔1𝐷(𝑍) ∈ ℝ𝟙𝟚𝟠                                                                             // Fusion and Final Prediction 

21. Concatenate branch outputs: 𝑧 = [ℎ𝑐; ℎ𝑙; ℎ𝑡] ∈ ℝ𝕕𝕔+𝟙𝟚𝟠+𝟙𝟚𝟠 

22. Compute final logit: 𝑠 = 𝑤𝑓
⊤𝑧 + 𝑏,𝑤ℎ𝑒𝑟𝑒𝑤𝑓 ∈ ℝdm𝑧, 𝑏𝑓 ∈ ℝ 

23. Apply sigmoid activation:  

 

𝑦̂ = σ(𝑠) =
1

1 + 𝑒−𝑠
∈ (0,1) 

 

24. Step 5: Training Loop 

25. Initialize model parameters θ = {𝐸, 𝑊𝐶𝑁𝑁 , 𝑊𝐿𝑆𝑇𝑀 , 𝑊𝑄, 𝑊𝐾 , 𝑊𝑉 , 𝑤𝑓, 𝑏𝑓, … } 

26. Use Adam optimizer with learning rate $\eta = 0.001$ 

27. Define loss: ℒ(𝑦, 𝑦̂) = −[𝑦 log(𝑦̂) + (1 − 𝑦) log(1 − 𝑦̂)]                                                                     // Binary Cross-Entropy 

28. for epoch = 1 to 𝐸𝑚𝑎𝑥 do 

29. for each batch ℬ ⊂ 𝒟𝓉𝓇𝒶𝒾𝓃 

30. Forward pass: compute {𝑦𝑖}𝑖∈ℬ̂ 

31. Compute batch loss: ℒℬ =
1

|ℬ|
∑ ℒ(𝑦𝑖 , 𝑦𝑖̂)𝑖∈ℬ  

32. Backpropagate and update θ via Adam 

33. end for 

34. Evaluate on validation set; apply early stopping if validation loss plateaus 

35. end for 

 

36. Step 6: Evaluation 

37. On test set, compute: 

 

Accuracy = 
TP+TN

Total
,  Precision = 

TP

TP+FP
,  Recall = 

TP

TP+FN
 

 

F1= 2 ⋅
Precision⋅Recall

Precision+Recall
,  AUC-ROC = ∫ TPR(𝐹𝑃𝑅−1(𝑡))

1

0
 𝑑𝑡 

38. Return Trained Model ℳ𝒻 

 

 

3.5. Feature Fusion and Final Prediction 

The feature vectors from the three branches 𝑦𝐶𝑁𝑁 ∈  𝑅𝑐, yLSTM ∈ Rdh, and yTrans ∈ 𝑅𝑑𝑣  are concatenated into single 

vectors: 

 

𝑧 = [𝑦𝐶𝑁𝑁; 𝑦𝐿𝑆𝑇𝑀; 𝑦𝑇𝑟𝑎𝑛𝑠], 𝑧 ∈ ℝ(𝑐+𝑑ℎ+𝑑𝑣)                                                           (18) 

 

where, denotes the concatenation operator. Given c = 64, dh = 128, and dv = 128, the fused vector z ∈ R𝟛𝟚𝟘. This fused 

representation is then passed through a final dense (fully connected) layer with a sigmoid activation to produce the 

binary prediction probability ŷ ∈ [0,1]: 
 

𝑦̂ = σ(𝑊𝑓𝑧 + 𝑏𝑓)                                                                           (19) 

 

where 𝑊𝑓 ∈ ℝ1×320, 𝑏𝑓 ∈ ℝ is the weight matrix and 𝑏𝑓 ∈ ℝ is scalar bias term 

3.6.  Training Objective  

The model is trained to minimize the binary cross-entropy loss between the true label y ∈ {0, 1} (0 for benign, 1 

for malicious) and the predicted probability ŷ: 

 

ℒ(𝑦, 𝑦̂) = −[𝑦 · 𝑙𝑜𝑔(𝑦̂) + (1 − 𝑦) · 𝑙𝑜𝑔(1 − 𝑦̂)]                                                   (20) 

 

The Adam optimizer is employed with a learning rate of 10−3  to ensure efficient and stable convergence. Early 

stopping, based on validation loss, is utilized to prevent overfitting. The fusion strategy capitalizes on the principles of 

ensemble learning. By consolidating the outputs from three specialized sub-models, the final prediction is enhanced by 
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a richer and more comprehensive feature set, resulting in superior generalization and robustness against diverse and 

evolving SQLi attack vectors. 

While the CNN excels at detecting local malicious tokens, yielding high precision, and the LSTM models 

sequential logic, improving recall on time-based attacks, and the Transformer identifies long-range obfuscation, 

enhancing robustness, no single branch is sufficient for all attack types. To unify these strengths, we extract 64-dim 

feature vectors ( zextCNN, zextLSTM, zextTrans ) from each branch. We then apply L2-normalization to align scales, 

resulting in ildezi = zi/||zi||2
,  and concatenate them to form zinextR192. Finally, we predict via a sigmoid function: 

haty = extsigmoid(z). 

This fusion approach mitigates individual weaknesses. For instance, when the CNN might miss a syntactically 

valid yet semantically malicious query, the Transformer compensates by attending to distant tokens. The outcome is a 

model that simultaneously maximizes precision and recall, a critical balance for real-world deployment. 

4. Experimental Results and Comparative Analysis 

The cornerstone of this investigation is the ”Biggest SQL Injection Dataset,” curated by G. Yu, comprising 

120,000 SQL queries meticulously divided into two equal sets: 60,000 malicious injection attempts and 60,000 

legitimate queries. This dataset’s substantial size and balanced composition offer a robust benchmark for developing 

and validating high efficacy machine learning models, thereby mitigating common issues of bias and overfitting 

associated with smaller or imbalanced datasets. The malicious samples represent a diverse spectrum of attack vectors, 

including tautologies, union-based injections, piggy backed queries, and obfuscated payloads employing alternative 

encoding schemes. This variety is critical for exposing the model to the varied and evolving methodologies 

characteristic of attackers, thereby fostering the development of a resilient detection system capable of generalizing to 

emergent, zero-day threats. For the purposes of model training and rigorous evaluation, the dataset was partitioned into 

training, validation, and testing subsets according to a standard 70/15/15 split, ensuring a methodical and reproducible 

assessment of performance. The dataset’s public availability on Kaggle further facilitates the reproducibility of our 

findings, empowering other researchers to corroborate our results and build upon this foundational work, which is 

essential for impactful scholarly contributions. 

The FusionNet-SQL architecture was meticulously implemented using TensorFlow 2.8.0 and the Keras high-level 

API, ensuring both reproducibility and computational efficiency. Experimental procedures were conducted on a high-

performance computing infrastructure consisting of an NVIDIA GeForce RTX 4060 Laptop GPU with 16 GB of RAM 

and an Intel Core i9-14900HX processor operating at approximately 2.2 GHz. This hardware configuration was critical 

for managing the computational demands of the fusion architecture while maintaining manageable training durations. 

The model was trained using a mini-batch gradient descent methodology with a batch size of 128 sequences. The Adam 

optimization algorithm was employed with a learning rate of 0.001, β1 = 0.9, β2 = 0.999, and epsilon = 10−8. To 

mitigate overfitting and promote optimal generalization, an early stopping mechanism with a patience of 15 epochs, 

predicated on validation loss, was implemented, complemented by L2 regularization with a factor of 10−4. The training 

process was capped at a maximum of 100 epochs, although convergence was typically observed within 60-70 epochs. 

The implementation harnessed parallel processing capabilities to facilitate the simultaneous training of the three 

architectural branches, thereby substantially reducing the overall training time. To ascertain statistical significance, all 

experiments were replicated five times using distinct random seeds, and the reported outcomes reflect the average 

performance across these multiple runs. 

 

 

Fig. 3. Training and validation accuracy/loss curves demonstrating stable convergence 



FusionNet - SQL-Fusion-Based Deep Learning Model for SQL Injection Detection 

184                                                                                                                                                                     Volume 16 (2026), Issue 2 

 

Fig. 4. Performance Comparison of FusionNet-SQL with Baseline Models 

In a comprehensive comparative analysis, FusionNet-SQL was evaluated against seven contemporary state-of-

theart SQL injection detection methodologies, including established machine learning techniques, single-architecture 

deep learning models, and recent advancements from literature. As indicated in Table 2, FusionNet-SQL significantly 

outperformed all baseline models across all evaluation metrics. The model achieved a notable precision of 99.39%, 

translating to a mere 0.61% false positive rate, which is highly advantageous for production environments where 

erroneous blocking of legitimate queries can impede service and user experience. This superior performance stems from 

the synergistic integration of its architectural components: the CNN branch effectively identifies local patterns, such as 

suspicious SQL keywords and syntactic structures; the LSTM branch adeptly captures sequential dependencies and 

contextual relationships within queries; and the Transformer branch leverages global attention mechanisms to detect 

long-range dependencies common in sophisticated injection attempts. Consequently, this multifaceted approach enables 

FusionNet-SQL to identify both overt and highly obfuscated injection patterns that might elude single-architecture 

detectors. 

Table 2. Performance comparison of FusionNet-SQL with baseline models 

Model Accuracy Precision Recall F1-Score AUC-ROC 

SVM 91.23% 90.45% 89.87% 90.16% 91.05% 

Random Forest 93.67% 92.84% 92.15% 92.49% 93.41% 

CNN-based 95.32% 94.78% 94.12% 94.45% 95.18% 

LSTM-based 96.14% 95.63% 95.27% 95.45% 96.02% 

Transformer-based 96.87% 96.42% 95.89% 96.15% 96.73% 

FusionNet-SQL (Proposed) 98.02% 99.39% 96.79% 98.07% 98.07% 

 

A detailed examination of the confusion matrix, as illustrated in Fig. 5., offers profound insights into the model’s 

classification efficacy. FusionNet-SQL accurately classified 10,892 of 11,025 malicious queries, achieving a true 

positive rate of 98.79% as shown in Table 2. Concurrently, it correctly identified 10,880 of 11,025 benign queries, 

resulting in a true negative rate of 98.68 
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Fig. 5. Confusion Matrix FusionNet 

 

Fig. 6. ROC curve comparison demonstrating superior discrimination capability 

Error analysis revealed that the 133 instances of false negatives were predominantly sophisticated time-based blind 

SQL injections, characterized by the use of unconventional database functions and intricate encoding methodologies. 

Conversely, the 145 false positives were primarily attributed to complex analytical queries exhibiting unusual, albeit 

legitimate, syntactical structures. This error profile suggests that despite FusionNet-SQL’s exceptional overall 

performance, there is still room for refinement in addressing highly obfuscated attack vectors and differentiating 

between malicious patterns and legitimate but atypical query constructions. 

As depicted in Fig. 6, the Receiver Operating Characteristic curve analysis highlights FusionNet-SQL’s enhanced 

ability to differentiate between malicious and benign SQL queries. The model achieved an AUC-ROC of 98.07%, a 

result that notably surpasses all benchmark methodologies. An examination of the classification threshold revealed that 

the default setting of 0.5 strikes an optimal balance between precision and recall. However, the pronounced steepness of 

the ROC curve indicates that alternative thresholds could be judiciously selected to prioritize either precision or recall, 

depending on specific operational requirements. 

4.1.  Ablation Study and Component Analysis 

To quantitatively assess the contribution of each architectural component and validate our fusion approach, we 

performed a comprehensive ablation study. Seven model variants were evaluated under identical experimental 

conditions to ensure a fair comparison. 

To empirically validate the necessity of our proposed fusion approach, four distinct model configurations were 

trained: a CNN-only model, an LSTM-only model, a Transformer-only model, and the complete FusionNet-SQL 

architecture.  
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Fig. 7. Performance Comparison of FusionNet-SQL with Baseline Models 

All configurations shared identical hyperparameters and preprocessing pipelines to ensure a fair comparative 

analysis. The empirical results demonstrated that the integrated fusion model significantly outperformed each of the 

individual architectural components. Specifically, a statistically significant gain of 1.92% in F1-score was observed 

when comparing FusionNet-SQL against the best-performing single-architecture model. Further statistical validation 

through paired tests, conducted over five independent runs, confirmed the significance of these performance 

improvements. The detailed ablation study findings, presented in Table 3, offer critical insights: each architectural 

component, when analyzed in isolation, exhibited competitive performance, with the Transformer-based model 

achieving the highest efficacy among the single-architecture approaches. This observation suggests that self-attention 

mechanisms are particularly adept at SQL injection detection, likely owing to their capacity to capture global 

dependencies within the query structures. 

Secondly, all models that incorporated two distinct architectural components surpassed their single-component 

counterparts, thereby substantiating the synergistic efficacy of the different architectural methodologies. Notably, the 

CNN + Transformer combination yielded particularly robust performance, indicating that the integration of local pattern 

recognition and global context comprehension offers highly complementary advantages for identifying SQL injection 

attempts. 

Third, the complete FusionNet-SQL model, incorporating all three branches, demonstrates superior performance 

across. 

Table 3. Ablation study of FusionNet-SQL components 

Model Variant Accuracy Precision Recall F1-Score AUC-ROC 

CNN-only 95.32% 94.78% 94.12% 94.45% 95.18% 

LSTM-only 96.14% 95.63% 95.27% 95.45% 96.02% 

Transformer-only 96.87% 96.42% 95.89% 96.15% 96.73% 

CNN+LSTM 97.23% 97.85% 95.64% 96.73% 97.18% 

CNN + Transformer 97.56% 98.27% 96.12% 97.18% 97.64% 

LSTM + Transformer 97.82% 98.64% 96.35% 97.48% 97.86% 

Full FusionNet-SQL 98.02% 99.39% 96.79% 98.07% 98.07% 

 

all evaluated metrics. This indicates that each architectural component as shown in Table 3 contributes unique and 

complementary detection capabilities, collectively enhancing the overall efficacy of the fusion approach. The observed 

performance improvement over the best-performing two-component model is statistically significant, further validating 

the comprehensive fusion strategy. 
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4.2.  Computational Efficiency and Deployment Considerations 

Despite the inclusion of multiple architectural components within FusionNet-SQL, several optimizations are in 

place to ensure computational efficiency. The parallel processing capabilities of its three branches effectively utilize 

modern GPU architecture, and a shared embedding layer reduces the overall parameter count. The model comprises 

approximately 4.2 million trainable parameters, a figure considered reasonable given the task’s inherent complexity. 

Benchmarks conducted on 100,000 queries indicated an average inference time of 2.3ms per query on the utilized 

hardware, with a standard deviation of 0.4ms. This performance profile renders FusionNet-SQL suitable for real-time 

deployment in production web application environments, even when subjected to substantial query volumes. During 

inference, memory consumption was recorded at approximately 450MB, encompassing model parameters, intermediate 

activations, and operational overhead. This memory footprint is generally manageable for most production settings, 

particularly when weighed against the critical security functionality it provides. 

5. Conclusion 

This investigation successfully introduced FusionNet-SQL, an innovative deep learning architecture designed to 

address the critical challenge of SQL injection detection by integrating Convolutional Neural Networks, Long Short-

Term Memory networks, and Transformer models to foster a comprehensive understanding of SQL queries. This 

synergistic methodology yielded state-of-the-art performance, characterized by high accuracy, precision, recall, F1-

score, and AUCROC on an extensive dataset. Its high precision is particularly advantageous for real-world deployment, 

as it minimizes the potential for blocking legitimate queries. Ablation studies corroborated the indispensable 

contribution of each constituent component, underscoring the superiority of the complete fusion model. With an average 

inference time of 2.3ms per query, FusionNet-SQL presents a computationally efficient and robust solution for 

safeguarding modern web applications and ERP systems against evolving SQL injection threats. While representing a 

significant advancement, future research will concentrate on enhancing the model’s resilience against highly 

sophisticated, time-based blind SQL injection attacks, as well as those employing uncommon database functions or 

complex, multi-layered encoding schemes, which were identified as primary sources of false negatives. Additional 

research directions include expanding to multi-class classification for granular intelligence, integrating real-time 

adaptive learning for dynamic responses to novel attack vectors and zero-day exploits, and improving cross-platform 

generalization across diverse web frameworks and database systems. Furthermore, efforts will be directed towards 

model compression techniques for deployment in resource-constrained environments, developing practical frameworks 

for integration with existing Web Application Firewalls, and investigating adversarial robustness to bolster defenses 

against malicious perturbations. The fusion of CNN, LSTM, and Transformer architecture proves essential not merely 

for marginal accuracy gains, but for achieving a balanced detection profile that prioritizes high precision to avoid 

disrupting legitimate users, and high recall to effectively block evolving threats. This equilibrium, validated through 

ablation studies and baseline comparisons, renders FusionNet-SQL suitable for real-time deployment where both false 

positives and false negatives incur significant operational costs. 
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