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Abstract: Industrial Control Systems (ICS) and Modbus-enabled networks are facing escalating threats from
sophisticated cyber-attacks, while current Intrusion Detection Systems (IDS) struggle to identify intricate and adaptive
attacks. This study envisions an ensemble learning-based IDS for Modbus-enabled industrial networks using a real-like
Modbus 2023 dataset for industrial networks. The proposed IDS combines four base classifiers, namely K-Nearest
Neighbors (KNN), Support Vector Machine (SVM), Random Forest (RF), and Adaptive Boosting (AdaBoost), using
the stack ensemble framework, where Logistic Regression acts as the meta-classifier. Preprocessing involved PCAP
capture and attack log synchronization, feature normalization, and one-hot encoding for balanced and accurate model
training. Experimental evaluation demonstrated that the ensemble model has a 99.78% detection accuracy while
outperforming the base individual models in terms of precision, recall, and F1-score. The results indicate the efficiency
of ensemble learning for enhanced accuracy detection and false-positive reduction for Modbus networks. Future
research will consider real-time testing, feature elimination, and explainable Al for higher operational deployment and
scalability.
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Index Terms: Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA), Intrusion
Detection System (IDS), Machine Learning, Ensemble Learning, Support Vector Machine (SVM), Random Forest,
Adaptive boosting, K-Nearest Neighbors, Stacking Classifier

1. Introduction

Recent studies have highlighted the increased cybersecurity threats to Industrial Control Systems (ICS) and
Modbus-enabled networks beyond 2022. The integration of Internet of Things (loT) devices with ancient ICS
technology has increased the attack surface area while introducing these systems to highly advanced threats such as
ransomware and Advanced Persistent Threats (APTs) [1]. Legacy infrastructure in ICS often uses ancient technologies
and protocols, such as Modbus, which are highly susceptible and lack the security capabilities required to counter
modern-day cyber threats effectively [2]. Classic Intrusion Detection Systems (IDS) and firewalls have several
inadequacies in this scenario. Classic IDS frequently produce a large number of false positives, such that security staff
experience alarm fatigue, often causing genuine threats to be bypassed unknowingly [3]. In addition, these systems rely
primarily on static rules or signatures for threat detection, rendering them less useful in the face of new attack plans that
have yet to be indexed elsewhere [4]. Most IDS products also have no comprehension of the dedicated industrial
protocols and behaviors that exist in ICS applications, such that their signature detection capabilities are hindered in
these environments when it comes to discovering complicated malicious activities [2,5]. Considering these inadequacies,
Machine Learning (ML) and ensemble-based IDS techniques have become critical solutions. ML models have adaptive
learning patterns, such that new patterns and strange occurrences are detected easily and effectively, which is very
important in the context of fast-paced industrial environments [6]. Anomaly detection using ML provides the possibility
of baselining regular operational patterns, such that strenuous attempts are detected that may otherwise evade traditional
methods [7]. Ensemble methods that combine several models offer enhanced accuracy for bout detection while
minimizing the number of false positives by exploiting the advantages of all the varied algorithms included [8]. These
ML-infused systems also have real-time processing capabilities that are required for maintaining the security of fast-
paced ICS environments [9].

Based on this motivation, the current research proposes a new Ensemble Learning-Based Intrusion Detection
System (IDS) designed for Modbus-enabled industrial networks. Unlike previous studies that mainly address generic
0T or IT datasets, this study uses the CIC Modbus 2023 dataset, which simulates real industrial communication traffic
and a variety of Modbus-specialized attacks, such as payload injection, query flood, and delay-response attacks. The
new model combines four underlying classifiers--Random Forest (RF), K-Nearest Neighbors (KNN), Support Vector
Machine (SVM), and Adaptive Boosting (AdaBoost)--in a stacking ensemble framework using Logistic Regression as
the meta-classifier. This ensemble setup takes advantage of the complementary capabilities of various algorithms to
achieve higher accuracy and generality in the detection of intrusions. Experimental work validates that the proposed
stacking ensemble IDS attains a very high 99.78% detection accuracy, which surpasses individual models in precision,
recall, and F1-score measures. In addition to enhanced Modbus-specialized security, this research work contributes a
scalable and computationally light setup amenable for real-time industrial deployment.

To guide this work, the subsequent primary research queries are answered to closely align the goals with the
proposed ensemble-based IDS framework:

1. How can ensemble learning methods be streamlined to detect Modbus protocol—specific attacks in industrial
control networks?

2. The improvements in accuracy, precision, and false-positive rate that may be obtained by using a stacking
ensemble model versus individual classifiers such as RF, KNN, SVM, and AdaBoost.

3. How efficient will the proposed framework be in scaling for real-time execution in Modbus-based ICS
environments with minimal computational capabilities?

The remainder of this paper is organized as follows. Section 2 discusses related work on machine learning, deep
learning, and Modbus-specialized 1DS frameworks. Section 3 details the CIC Modbus 2023 dataset and its
preprocessing. Section 4 details the proposed ensemble stacking methodology. Section 5 presents the experimental
results and analysis. Section 6 concludes with key insights and future work.

2. Literature Survey

Recent studies have established that the most popular algorithms for machines, such as Support Vector Machine
(SVM), Random Forest (RF), K-Nearest Neighbors (KNN), and XGBoost, are increasingly utilized to penetrate ICS
and SCADA networks. The analysis of the algorithms on several datasets established their high detection ability and
resilience in detecting intrusions. For example, a comparison between RF and SVM using a SCADA gas pipeline
dataset provided by Mississippi State University proved that the Random Forest model produced a high F1 score of
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over 99% for a very high level of reliability during intrusion detection [10]. Likewise, the Decision Tree (DT) and KNN
models demonstrated impressive performance in SCADA networks when the models were assessed for accuracy,
training time, and prediction time using publicly sourced cybersecurity datasets [11]. These results further attest to the
applicability of ML algorithms for ICS networks while maintaining the limitations of dealing with zero-day attacks,
real-time adaptation, and managing computational overhead [12]. To resolve these inadequacies, the utilization of deep
and hybrid learning paradigms has been increasingly studied. Models such as BiLSTM-CNN [13], CNN-LSTM [14],
and DL-IDS [15] have achieved high accuracy through joint temporal-spatial feature extraction while significantly
minimizing false positives using datasets such as UNSW-NB15, NSL-KDD, and CICIDS2017. These developments
together create a strong foundation for the building of adaptive and intelligent intrusion detection networks while also
establishing the necessity for methods better suited for industry protocols such as Modbus.

A list of preliminary notable machine learning and hybrid solutions for ICS and SCADA environments is
presented in Table 1.

Table 1. Overview of Machine Learning and Hybrid IDS Methods Applied in ICS/SCADA Networks

Technique / Model Dataset Used Performance Highlights Key Observations / Limitations
Random Forest (RF), Support SCADA gas pipeline dataset RF achieved F1 > 99% High detection accuracy but lacks
Vector Machine (SVM) [10] (Mississippi State Univ.) real-time adaptability.

Decision Tree (DT), KNN [11] Public cybersecurity datasets Efficient accuracy and Limited robustness for zero-day
prediction speed attacks.
Comparative ML study (RF, SVM, Multiple ICS datasets High detection precision Computational overhead and
KNN) [12] difficulty in real-time use.
BiLSTM-CNN Hybrid [13] UNSW-NB15 High accuracy, low false Complex architecture; higher
positives training cost.
CNN-LSTM Hybrid [14] KDD CUP99, NSL-KDD, High accuracy; adaptable to Dataset dependence; limited
UNSW-NB15 10T Modbus evaluation.
DL-IDS (CNN-LSTM with CICIDS2017 98.67% overall accuracy Needs validation in ICS/SCADA
category weight optimization) [15] context.

Further development of these advancements has led to ensemble and stack-based techniques becoming the primary
research interest for enhanced robustness, accuracy, and generalization capability. A bagging and boosting hybrid
technique using SHAP-based feature selection showed a top accuracy of 98.47% and 96.19% F1-score by enhancing
interpretability and performance for high-dimensional data [16]. Similarly, a stacked classifier using weight-based
feature selection mechanisms achieved 99.87% accuracy and 99.88% precision for the NSL-KDD and CSE-CIC-
IDS2018 datasets by defeating conventional stack-based algorithms using high-performance base-learner selection [17].
The Self-Adaptive Stacking Ensemble Model (SSEM) improved accuracy and recall using genetic algorithm-based
optimization [18], whereas ensemble strategies using varied feature selection and stochastic combination enhanced
opponent perturbation resilience [19]. Concurrently, some studies have also ventured towards anomaly detection under
industrial protocols such as Modbus and DNP3. Studies using Modbus-based SCADA datasets have proven that rule-
based, ML, and semantic inspection methods can successfully detect intricate replay and multi-command attacks [20-
22]. Despite this, key challenges include the absence of standardized Modbus datasets that hinder research replication,
limited detection of progressive threats owing to accuracy limitations, and excessive computational overhead for real-
time applications [7,23,24]. A comparison tabulation of ensemble and Modbus-specific IDS research work is presented
in Table 2.

Apart from these ensemble solutions, the latest research focuses on lightweight, adaptive, and federated IDSs that
are specially developed to perform the best in edge computing and IloT environments. Privacy-respecting federated
learning mechanisms, such as the Privacy Protection Scheme for Federated Learning under Edge Computing (PPFLEC),
achieved a 40% boost in performance over conventional mechanisms [25], while hierarchical federated models reduced
the risk of privacy leakage and enhanced the throughput for the detection of anomalies in lloT devices [26].
Lightweight Collaborative Intrusion Detection Systems (CIDS) that blend federated learning and blockchain achieved
97.65% accuracy and 98.81% precision using the CICI0T2023 dataset [27]. Furthermore, blockchain-assisted schemes
fortified authentication and safe sharing of data using hierarchical encryption [28], while the FIDChain architecture
combined blockchain and federated learning for privacy-preserving IDS in 0T healthcare [29]. Each of these studies
indicates a distinct shift in IDS research towards scalable, privacy-aware, and computationally lean solutions. Despite
these studies, research that specifically focuses on Modbus-based ICS networks remains scarce, highlighting the need
for a high-performance ensemble framework, such as that outlined in this study, which is capable of achieving a higher
detection accuracy while retaining real-time industrial applicability.

Concurrently with federated learning strategies, ensemble learning persistently shows its efficacy in multiple fields
as an effective method for enhancing generalizability and model stability. Recent ensemble learning research also
supports the applicability of hybrid and stacking models in improving model stability and predictive precision.
Complain [30] introduced an ensemble with an automated hyperparameter search based on the isolation forest for
improving the detection of fraudulent activities, showcasing high adaptability and accuracy through the combination of
several classifiers including KNN, Random Forest, and Logistic Regression. Another work [31] concerned ensemble-
based models such as Random Forest, XGBoost, and Logistic Regression in predicting the global risk of diabetes,
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realizing high efficiency and explicability with distributed learning. Another related work [32] presented a neural
ensemble with the integration of Random Forest, XGBoost, Support Vector Regression, and Linear Regression in order
to maximize the efficiency of big data distribution, revealing significant improvement in processing precision and
computational efficiency. Analogously, a stacking ensemble model [33] with the integration of SVM, RF, KNN,
XGBoost, and Logistic Regression reached a precision in the detection of heart attack up to 97.48%, supporting the
applicability of ensemble techniques in the processing of heterogeneous and multi-source data. In summary, the papers
collected share the importance of ensemble techniques in enhancing generalizability, scalability, and decision
confidence in the fields of industry and healthcare.

Table 2. Comparative Analysis of Ensemble and Modbus-Specific IDS Models

Limitations / Observations
Improved interpretability; not
Modbus-specific.

Excellent accuracy; offline evaluation

Performance
98.47% accuracy, 96.19% F1

Dataset / Protocol
General IDS datasets

Approach / Model
Hybrid Bagging + Boosting with
SHAP [16]

Weighted Stacking Classifier [17]

NSL-KDD, CSE-CIC- 99.87% accuracy, 99.88% precision

1DS2018 only.
Self-Adaptive Stacking Ensemble Nine benchmark datasets Superior accuracy & recall Needs domain-specific adaptation for
Model (SSEM) [18] ICS.

Diverse Feature Selection +
Stochastic Aggregation [19]

General IDS datasets

High robustness

Limited validation in industrial
environments.

ML & rule-based Modbus IDS
[20-22]

Modbus SCADA datasets

Effective replay & multi-command
detection

Dataset scarcity; computational
complexity.

Ensemble-based IDS for industrial
networks [7,23,24]

Multiple ICS datasets

Improved detection efficiency

No standardized Modbus dataset;
limited real-time testing.

2.1 Research Gaps

Recent work on Intrusion Detection Systems (IDS) has identified several open issues, especially for Modbus-
centered research, dataset variety, ensemble stacking verification, and conformable real-time industrial testing. Despite
the great advances in using machine and deep learning for industrial cybersecurity, several constraints hinder the
adoption of efficient, scalable, and context-sensitive IDS solutions in real Modbus-enabled environments.

(i) Lack of Modbus-Focused Studies: The Modbus protocol, which has extensive applicability in Supervisory Control
and Data Acquisition (SCADA) and industrial systems, has no intrinsic security mechanisms and is susceptible to a
variety of assault vectors, such as spoofing, flooding, and replay. Although a few studies have simulated Modbus
vulnerabilities and designed the placement of Intrusion Detection Systems (IDS) through deep packet inspection
[21,34], there is a critical gap in the literature regarding Modbus-specific security solutions. Relatively few
investigations have constructed efficient detection frameworks specifically designed for discovering Modbus
network traffic or assessed their efficiency using prototype industrial datasets, representing a large gap in the
prevention of protocol-oriented intrusion.

(ii) Lack of Dataset Diversity: A major limitation of IDS research is the absence of varied and complete datasets that
characterize the full spectrum of attack varieties and operational environments found in current industrial networks.
Datasets such as KDD 99, NSL-KDD, and UNSW-NB15 are still popular benchmarks but are unable to
characterize the dynamic nature and protocol-specific issues of real-world industrial environments [2,35]. Most
datasets lack Modbus-related traffic, new attack scenarios, or time-sensitive behaviors characteristic of operational
control systems. For these inadequacies, it is imperative to develop and maintain new datasets that are current,
large in size but representative, and that characterize realistic industrial communication patterns along with threat
vectors for effective training and testing of models.

(iii) Limited Ensemble Stacking Validation: Although ensemble stacking methods that combine the predictions of
several models have shown great promise for enhancing the accuracy and resilience of IDSs, real-world
experimentation of such methods in operational or near-operational environments is lacking [36,37]. Most
experiments are performed by offline evaluation using static datasets, which prevents insight into the behavior of
ensemble models under fluctuating industrial workloads, latency requirements, and noise levels. Large-scale
testing and cross-domain verification are necessary to evaluate the futurity, extensibility, and survivability of
stacking-based ensemble IDS frameworks in fluctuating and diverse industrial systems.

(iv) Absence of Real-Time Industrial Evaluation: A serious limitation of current IDS research is the absence of real-
time testing in live or near-live industrial environments. Most models are proven merely in simulation
environments or pre-recorded datasets while disregarding the execution challenges of latency, throughput, and
false alarm management that characterize real ICS scenarios [38,39]. A real-time test will is required to test its
responsiveness and stability under realistic time constraints and traffic levels. It is crucial to develop effective
mechanisms for the real-time deployment and tracking of IDS frameworks for industrial readiness and reliability.

A concise description of such recognized gaps, their implications, and the contributions of the proposed study
towards their filling are presented in Table 3.
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Table 3. Summary of identified research gaps and their relevance to the proposed study

Research Aspect Observed Limitation / Challenge Implications for IDS Research Addressed in this Study
Modbus-Focused Modbus lacks built-in security, leading to Lack of comprehensive Targets Modbus-enabled networks
Studies [21,34] vulnerabilities like spoofing, flooding, and frameworks leaves protocol-level using the CIC Modbus 2023 dataset
replay. Limited Modbus-specific IDS studies threats unaddressed. and ensemble learning.
exist.
Dataset Diversity Commonly used datasets (KDD 99, NSL- Limits IDS generalization and Utilizes CIC Modbus 2023 — a
[2,35] KDD, UNSW-NB15) are outdated and lack realism; lacks Modbus-related realistic, industrial dataset with
industrial protocol data. attack representation. diverse attack types.
Ensemble Stacking Ensemble models rarely tested in real-world Performance under variable Implements and validates stacking
Validation [36,37] or diverse industrial networks. workloads remains uncertain. ensemble (RF, KNN, SVM, AdaBoost
+ Logistic Regression) on Modbus
data.
Real-Time Most IDSs evaluated offline, lacking real- Reduces practical applicability; Proposes real-time Modbus detection
Industrial time industrial validation. real-time behavior untested. framework designed for industrial
Evaluation [38,39] deployment.

3. Research Motivation

The growing employment of Modbus-enabled industrial networks for key infrastructure avers the requirement for
powerful IDS systems that move beyond the confines of traditional systems. Existing IDS solutions are incapable of
discovering advanced and evolving attack patterns, produce several false positives, and are computationally expensive
in resource-limited environments. Furthermore, such issues are further evidenced by the fact that datasets are outdated
and threats particular to Modbus are insufficiently targeted, for instance, payload injection and query flooding. This
study addresses these voids by using the CIC Modbus 2023 data and a superior machine learning method, ensemble
learning using a stacking technique. The proposed IDS places all classifiers, such as Random Forest, K-Nearest
Neighbors, Support Vector Machines, and Adaptive Boosting, all under a Logistic Regression meta-model that achieves
state-of-the-art detection accuracy using robustness and real-time applicability. It guarantees superior feature selection
and lower computation time using a scalable procedure for industrial network security.

4. Methodology

This paper aims to present a Machine Learning-oriented methodology for the detection and classification of
intrusions in Modbus-enabled industrial networks. The methodology encompasses the following steps: gathering and
appropriate preparation of the dataset for training the machine learning models; and utilization of various ensemble
learning methods that attempt to aggregate the strengths of several algorithms in a single attempt to gain greater
accuracy and higher reliability in the detection of intrusions. The introduced methodology can discover various types of
Modbus protocol attacks and lower false positives by introducing greater robustness into the model. The following
section details the steps and techniques adopted for the construction and testing of the proposed system.

v—‘\ Data 41‘\, Data Normalization and
v .~ Preprocessing v Feature Extraction
S ]

Dataset (Data Collection)

N
y N
: \,
./ splitthe
_—_—_ Dataset
TBS\_\(\Q Ll ey 9
i - o
&
&

~ ) Based on predictions
Results Trained Meta of base models

Multiclass 4 model Ensemble Model | Multiple Base Model
Performance . 3 - y Training with stacking - T
evaluation of model < Classification/prediction < 1" approach (Building < Training(Random
of attacks N PP 9 Forest, SVIV, etc)
meta model)

Fig. 1. Ensemble Stacking Approach for Modbus Attack Detection
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Fig.1 shows the organized work style of the proposed ensemble stacking framework-based machine-learning-based
intruder detection system (IDS). The procedure begins with data accumulation, followed by stringent preprocessing to
make the data qualitative through cleansing, normalization, and feature encoding. The prepared dataset was divided into
training and testing partitions to ensure the model evaluation was sound. Then, several distinct base leaners are trained
autonomously from the training datasets, such that unique feature—pattern connections and choice borders are learned
by them. Finally, the stacking layer or meta-learner is learned using the base model predictions as input features, such
that the between-model dependencies are learned and the individual shortcomings are compensated for. This
hierarchical ensemble technique improves the discriminative power, strength, and efficiency of the IDS in discovering
and categorizing cyberattacks based on the Modbus protocol.

4.1 Novelty of the Research

Our work proposes a new way of escalating IDS techniques in industrial networks enabled by Modbus using a
stacking-based ensemble learning technique, as shown in Fig.2. We could not find any previous studies that have
attempted to employ the technique of stacking for the multi-class classification of industrial network attacks enabled by
Modbus. It begins using a training set, training four varied base models: SVM, KNN, Random Forest, and AdaBoost.
Each model ran a separate analysis of the data to identify possible attacks on Modbus. These models have come up with
their individual predictions—P1, P2, P3, and P4—to each of which are captured varied patterns and understanding in
the data. These individual predictions are given to a meta-classifier, for which this study applies a Linear Regression
model. It takes the combined outputs of all base models and learns to combine their predictions in the most optimal
manner.

Training Dataset

Base Model 1 Base Model 2 Base Model 3 Base Model 4
SVM KNN Random Forest AdaBoost
Predictions Py | P, Py | [P
< =
-—-_\___H . _‘_“‘__-f"-—-f
~—— Meta - Classifier _—
'““‘*«1%_1 Linear Regression f,f“f
Final
Prediction FPy

............................................................................................

Fig. 2. Novel Stacking Ensemble Approach for Modbus Attack Detection in Industrial Networks

The overall outcome is a stack of these base models that come up with a single final guess that is more accurate
and stronger owing to the complementary nature of the base model strengths. This ensemble learning technique, by
means of stacking, represented in the diagram, remarkably elevates the performance of the IDS by facilitating enhanced
classification accuracy and reliability. Thus, by embracing this novel technique, we bridge a major research gap and
provide a potent solution for industrial network attack detection using Modbus.
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While the model retains a typical stacking ensemble architecture, this study contributes refinement expressly for
industrial networks enabled by Modbus. The contributions of this study are as follows: (i) leveraging the CIC Modbus
2023 dataset, which comprises realistic attack traffic by Modbus; (ii) integrating four diverse classifiers whose
complementary capabilities boost protocol-level attack detection, such as query flooding, delay-response events, and
payload injection; and (iii) refining the meta-learner using cross-validated probability inputs to boost overall precision
while limiting false positives. These constrained improvements ensure the applicability of the ensemble to realistic
industrial environments while maintaining consistency with its original name and focus.

4.2 Data Collection and Description

We selected the CIC Modbus Dataset 2023[40] for the research work for a machine learning-based intrusion
detection system for modbus-enabled industrial networks using ensemble learning with a stacking approach.

The CIC Modbus Dataset 2023 served as the basis for our research on Modbus intrusion detection in industrial
networks. It contains two principal classes: legitimate Modbus communication and benign data, as well as various
attacks under the MITRE ICS ATT&CK framework, including reconnaissance, query flooding, and payload
manipulation. It was generated on a virtual substation network hosting SCADA HMIs and IEDs using Docker
containers. Targets will be both secure and unsecured devices, while the collection techniques include network traffic
capture through TCPdump and Docker Bridge. The dataset was provided as CSV timestamped logs with attack details
and PCAP network traffic.

CIC Modbus Dataset 2023

Attack Benign
|

Compromised-ied Compromised-scada 1. Central-agent
2. ledla
3. ledib
4. leddc

1. Attack logs 1. Attack logs 5. Network-wide-pcap-capture

2. Central-agent 2. Central-agent 6. scada-hmi

3. ledla 3. ledla

4, ledlb 4, ledlb

5. led4dc 5. led4c

6. trust-scada-hmi 6. scada-hmi

7. Substation-wide-capture

Fig. 3. Hierarchical Structure of the CIC Modbus Dataset 2023, Showing Attack and Benign Categories

Fig.3 illustrates the organizational structure of the dataset. This consists of several subdirectories, as shown in the
figure below. Each directory contains pcap files, except for the attack logs folder. In summary, there were
approximately 101 pcap files distributed throughout the folders and approximately 30 log files.

This is the information regarding files data-

A. Log file column description:

1. Timestamp: The time at which an incident or attack occurred.

2. Target IP Targeted device-specific IP of the event of attacks targeted in the case of simulation of making the
network substation, and every distinct IP exists for different particular devices.

3. Attack: This is the type of attack or action that occurs. It will say something related to an activity, such as the
initiation or completion of an attack. For instance, "Payload Injection. Starting" or "Payload Injection.
Complete."

4. Transaction ID is a unique identifier associated with events that signifies every transaction/session or attack
scenario involved. This is tracked within the action sequence of the same event.

5. Attack log files describe the different types of attacks found in various attack log files.

B. PCAP file column description:

1.  Timestamp: The time at which the network packet was captured, usually in hours.
2. Insecond’s format.
3. Source IP: This is the IP address of the source device.
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4. Destination_IP: IP address of the device that receives the network packet.

5. Source_Port: The port on the source device that originated the network communication.

6. Destination_Port: The destination port number at the destination device, which accepts network
communication.

7. This explains the communication protocol of the packet, such as TCP or Transmission Control Protocol.

8. Data Length: The Size, in bytes, of the data in the packet.

4.3 Data Preprocessing

Our data were preprocessed by combining two different file formats: PCAP files and CSV assault logs. For easier
data analysis and combination, the PCAP files were first transformed into the PCAP-to-CSV format. The transformed
files have columns such as the following: Protocol (e.g., TCP), Data Length (in bytes, the size of the package), Source
IP (IP address of the originating device), Destination IP (IP address of the receiving device), Destination Port
(originating communication port number), and Timestamp (time in seconds the network package has been captured).
There were already columns in the pre-provided attack logs in CSV, such as Timestamp or time of attack, or Target IP,
which is a device-oriented IP that has been attacked by the assault, Attack, a description of the attack activity such as
"Payload Injection. Starting™ and Transaction ID, which is a unique number for the attack occurrences. The two sources
were combined into a single, uniform dataset by aligning the Timestamp and Target IP fields from both. Care was taken
during formatting to ensure that it was in the same format. This enabled precise synchronization. A combined dataset
was prepared, where the attack column from the logs became the dependent variable, but the added information from
the PCAP and the attack logs was preserved for further analysis. This has enabled a complete description of network
activities and their corresponding attack occurrences, thereby facilitating subsequent predictive and analytical work.

The detailed process that we pursued to merge all the files by matching the data records is as follows:

1. Data Collection and Preparation for Input: Raw PCAP files were also transformed into CSV format using
packet processing tools, and attack logs were preserved in the CSV files in several subdirectories (e.g., compromised-
ied, compromised-scada).

2. Initializing and Merging Attack Logs: The files are imported recursively by walking the directories that have
attack log CSV files. All the attack logs are combined for consistent access while the labeling occurs.

3. Associating PCAP Data with Attack Information: Reading each PCAP CSV file in the given directory. For each
PCAP packet trace record: It is marked initially as "benign." The Timestamp and Destination IP from the packet were
matched against the records in the aggregated attack logs. If a match is established, the field of the given PCAP's
AttackType is filled in by the attacker's label from the logs. The labeled PCAP data from all directories were aggregated
into a single dataset.

4. Combining the Attack and Benign Data: Table 4 defines the columns included in the PCAP files, and the Attack-
labeled PCAP data from various sources (e.g., compromised-ied_processed, compromised-scada_processed) were
aggregated. Likewise, Table 5 explains that benign PCAP data (e.g., central_agent _processed, ieda_processesd) are
labeled and processed similarly. Both the attack and benign datasets were combined to create the fully labeled dataset.

5. Data Conversion for Acceleration: The attack log dataframe is also cast to a NumPy array by pandas for
compatibility when running GPU-based libraries. The NumPy array was also cast to a CuPy array for computation
using the GPU.

6. Saving the Last Dataset: The aggregated labeled dataset was also stored as a CSV file for training and testing the
machine learning models. After merging the data into a single csv file, we obtained total 90,027,742 approx. records
and after managing the higher number of benign records to match with attacks records, we obtained 26,44,009 number
of records in a final data csv file.

Table 4. Columns and Descriptions of Features from PCAP Files Used in Analysis

Feature No. Feature Name.
1 Timestamp
2 Source IP
3 Destination_IP
4 Source_Port
5 Destination_Port
6 Data Length

Table 5. Features Present in Processed and Labeled Benign PCAP Data

Feature No. Feature Name
1 Timestamp
2 Target IP
3 Attack
4 Transaction ID
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Table 6 describes the number of records present in the final data CSV file with respect to the specific attack types.
We used these records to build the model and to interpret the results.

Table 6. Class Distribution Used for Model Training and Evaluation

Class labels Number of instances Class labels Number of
instances

benign 2000000 Length manipulation 1388

Brute force or specific coil. Address: 1 1289879 Recon. Complete 1276

Brute force or specific — Complete 1289711 Stacked Modbus Frames 1044

Starting Query flooding.. 4854 Stacked Modbus Frames - Complete 1044

Starting Frame Stacking... 4809 Payload injection 920

Frame Stacking... Complete 4809 Payload injection - Complete 920

False Data Injection Attack 4364 Recon. Range: 2000 638

Query Flooding 4120 Recon. Range: 125 638

Query flooding. Complete 4120 Delay Response Attack: Delaying response by 451
6104 milliseconds

Starting Payload Injection... 3996 Delay Response Attack: Delaying response by 429
5928 milliseconds

Payload Injection.. Complete 3996 Delay Response Attack: Delaying response by 402
7481 milliseconds

Delay response: Sending response to 3375 Delay Response Attack: Delaying response by 398
client 5077 milliseconds

Query flooding.. Complete 2532 Delay Response Attack: Delaying response by 394
9300 milliseconds

Baseline Replay: In position 2379 Delay Response Attack: Delaying response by 358
5305 milliseconds

Starting Length manipulation... 1947 Delay Response Attack: Delaying response by 352
6610 milliseconds

Length manipulation.. Complete 1947 Brute force or specific coil. Address: 8 344

Replay — Complete 1720 Brute force or specific coil. Address: 14 344

Replay 1720 Brute force or specific coil. Address: 13 344

Length manipulation — Complete 1388 Delay Response Attack: Delaying response by 332
9242 milliseconds

Length manipulation 1388 Delay Response Attack: Delaying response by 327
7564 milliseconds

4.4 Splitting data in Training and Testing phase

In our research effort, we divided our dataset into two phases: training and test data. We used 70% of the dataset
strictly for training our model. This means that the model learns the patterns and characteristics from this subset. To test
its performance on never-before-seen data, we allocated the remaining 30% for testing the model. This approach
ensures fairness in the assessment of a model's accuracy and its ability to make generalizations.

4.5 Model Building
A. Machine Learning Classifiers under Base Learners

For our research experiment, we employed four machine learning models as base learners for the ensemble
learning framework. Short explanations for each model and the particular role that they serve in the experiment are
provided below.

1) Support Vector Machine (SVM): SVM is a powerful algorithm that is highly effective for binary and multi-
class classifications. For our project, it helps us obtain the optimum decision boundary to distinguish between
benign and attack traffic using features. SVM can easily perform on high-dimensional network intrusion
detection data.

2) Random Forest (RF): Random Forest is a combination of decision trees that reduces prediction inaccuracy by
making predictions using a group of several trees. Our project has successfully embraced the complexity of
data and class imbalance, which translates into successful predictions for both benign and attack traffic.

3) K-Nearest Neighbors (KNN): This is a very basic but efficient method in which the classification of data points
relies on how close they are to their nearest neighbors. For our project, in the detection of patterns, KNN is
useful because each instance of the traffic is being matched to instances that are similar in the training dataset
and hence is useful for the detection of anomalies.

4) Adaptive Boosting (AdaBoost): AdaBoost incorporates several weak learners, commonly in the form of
decision stumps, to develop a strong classifier. In this project, the errors in classification are adjusted by giving
increased weight to such and thereby building strength for the detection of infrequent or rare patterns of attack.
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Hence, through these heterogeneous basic models, we utilize the specific benefits within our ensemble learning
methodology to achieve higher accuracy and generalization for network intrusion detection. We used the following
procedure to develop the machine learning model targeted for the intrusion detection system:

B. Base Models Training

Four machine learning models were used as base learners in the stacking ensemble.

1.

2.

3.

4.

Support Vector Machine (SVM): Utilized with a linear kernel to find the optimal hyperplane for distinguishing
between benign and attack traffic.

Random Forest: An ensemble of decision trees that captures complex relationships and effectively handles
class imbalances.

KNN: This algorithm uses a similarity-driven approach to classify each instance by referring to its nearest
neighbors.

Adaptive boosting or AdaBoost is an iterative algorithm that places weight on instances misclassified during its
steps to achieve better performance.

All models were independently trained on the training dataset. The accuracy scores, confusion matrix, and
classification report for each model were calculated to test them uniquely.

C. Stacking Ensemble Approach

We employed a StackingClassifier for the best prediction performance, as the advantages of using several models
are combined.

Overall Models: The forecasts of the four overall models, Support Vector Machine, Random Forest, K-Nearest
Neighbors and AdaBoost, were utilized as the input of the meta-model.

Meta-Model: The meta-model utilized was a logistic classifier for logistic regression to obtain the optimum
selection of predictions by the base models.

Cross-Validation: For the stacking technique, 5-fold cross-validation was used in the training to prevent
overfitting and obtain complete performance.

D. Mathematical Equations for Stacking Ensemble Approach

In the stacking ensemble approach, the following are denoted:

X as the input feature vector for the Modbus network traffic.

{M1, M,,..., M.} as the base classifiers, where M; is the K-Nearest Neighbors (KNN) model, M, is the
Support Vector Machine (SVM), M3 is the Random Forest, and M, is AdaBoost.

f(x) is the function learned by each base model.

hi(x) is the prediction of the i-th base model M; for an input x.

Mmeta IS @ meta-classifier that learns from the combined predictions of each base model.

a) Step 1: Predictions from Base Models

Each base model M;produces a prediction h;(x) for input x as follows:

hi(x) = Mi(x)Vi € {1,2,...,n} 1)

b) Step 2: Formulating the Meta-Classifier Input

The outputs from each base model are used to create a new feature vector H(x), where

H(x) = [h1(x), h2(%), ..., n(x)] @)

This vector H(x) represents the predictions of the base models and serves as the input to the meta-classifier.

c) Step 3: Final Prediction from Meta-Classifier

The meta-classifier My, takes H(x) as its input and produces a final output y for classification:

y = Mmeta(H(x)) = Mmeta([h1(x), h2(x), ..., hn(x)]) 3)

d) Step 4: Ensemble Prediction
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For classification, the end guess y may be computed by majority vote (in the event of classification) or mean (in
the event of regression, but in IDS, it is generally classification). For binary classification, the meta-classifier may
employ logistic regression or any other appropriate classifier to combine the predictions.

Algorithm 1 describes the entire preprocessing pipeline followed by the raw CIC Modbus 2023 dataset to
guarantee data quality and consistency prior to model training. Both the PCAP network captures and attack log files are
raw datasets that need to be synchronized and combined. This step cleans, integrates, and labels the data by aligning
records using timestamps and target IP address pairs to properly align benign and attack instances of traffic. Feature
extraction attempts to identify pertinent Modbus communication parameters, such as source and destination IPs, ports,
transaction IDs, data lengths, and timing in packets. Numerical attributes were scaled using a scaling function, whereas
categorical attributes were encoded to maintain compatibility across ensemble classifiers. The dataset was further split
into training and testing partitions in a 70:30 ratio to facilitate the evaluation of models that are both robust and
unbiased. This step ensures that the subsequent modeling process is based on balanced and properly labeled data that
closely resemble real Modbus communication behavior.

Algorithm 1: Data Preprocessing and Feature Engineering

1. Begin

2. Input: Raw CIC Modbus 2023 dataset (PCAP + CSV attack logs)
3. Output: Preprocessed and labeled dataset (X, y)

4. Procedure: Data Preparation for Intrusion Detection

5. Data Loading:

6. - Load the attack log CSV and PCAP-derived CSV files.

7. Data Cleaning:

8. - Remove duplicates and handle missing values.

9. Data Integration:

10. - Match records by Timestamp and Target IP to merge attack logs with PCAP data.
11. Feature Extraction:

12. - Extract features: Timestamp, Source IP, Destination IP, Ports, Data Length.
13. Labeling:

14, - Assign attack or benign labels based on matched logs.

15. Feature Scaling:

16. - Apply StandardScaler to normalize numerical attributes.

17.  Encoding:

18. - Apply OneHotEncoder or LabelEncoder to categorical fields.
19. Data Splitting:

20. - Split into training (70%) and testing (30%) subsets.

21. End

Algorithm 2: Ensemble Learning Stacking Approach for Intrusion Detection

1. Begin

2. Input: Preprocessed dataset (X_train, y_train, X _test, y_test)

3. Output: Predicted labels and performance metrics

4. Procedure: Ensemble Learning-based Intrusion Detection and Classification (ELIDC)
5. Base Models Setup:

6. - Base Models = {SVM, KNN, AdaBoost, RandomForest}

7.  Meta-Model Setup:

8. - MetaModel = Logistic Regression

9. Stacking Construction:

10. - StackingClassifier = StackingClassifier(

11. estimators=[('knn’, KNN),

12. ('svm', SVM),

13. (‘ada’, AdaBoost),

14, ('rf', RandomForest)],

15. final_estimator=MetaModel, cv=5)

16. Model Training:

17. - Train the ensemble using training data.

18.  Prediction:

19. - Predict labels on test set.

20. Evaluation:

21. - Calculate Accuracy, Precision, Recall, and F1-Score.
22. - Generate classification report and confusion matrix.
23. End
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Algorithm 2 illustrates the intrinsic detection mechanism that applies ensemble learning to combine a varied
number of machine learning classifiers to yield improved accuracy and reliability in detection. Four base classifiers—
K-Nearest Neighbors (KNN), Support Vector Machine (SVM), Random Forest (RF), and Adaptive Boosting
(AdaBoost)—are trained in isolation to yield diverse decision boundaries for the Modbus network traffic. The
probabilistic outputs of these base models are also combined in the context of a stacking ensemble through the
utilization of Logistic Regression as the meta-classifier that learned the optimum base prediction weighing and base
prediction interaction patterns. A 5-fold cross-validation technique was utilized to prevent overfitting and generalize
over unseen attack scenarios. The ensemble model obtained was evaluated using accuracy, precision, recall, and F1-
score measures to approximate its efficacy in discriminating between benign and malicious Modbus traffic. This
stacked learning model significantly improved the overall detection performance and reduced false positives compared
to the individual classifiers.

5. Result and Analysis

The performance shown in Table 7 indicates the efficiency of the machine learning approaches to create a
sufficiently strong intrusion detection system. As indicated in Table 4, we tried a wide variety of models, such as KNN,
SVM, AdaBoost, and Random Forest, as base models and then aggregated their power by applying a stacking ensemble.
This benefit is showed by a classifier using a meta-model such as Logistic Regression for a stacking such that utilized in
a stacking classifier, in having the power to aggregate various base models that are able to identify various patterns and
features of the information. In the focus on the aspect of making the ensemble methods successful for achieving the
collaborative effects and the aspect of diversity for achieving the success in network traffic classification and intrusion
detection. The results confirm that intelligent ensemble learning methods are appropriate for improving the efficiency
and reliability of intrusion detection methods.

Notably, the overall accuracy remains higher than 99%, but the precision and recall of the models change because
of the class imbalance nature of the dataset. This is not a result of a computational mistake but a result of the varied
detection performance between the benign and the number of attack classes.

Table 7. Performance Comparison Demonstrating the Effectiveness of the Stacking Classifier

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
KNN 99.54 77 76 76
SVM 99.34 50 55 50
AdaBoost 98.83 10 14 12
Random Forest 99.52 77 78 78
Stacking Classifier 99.78 90 89 89

Accuracy Comparison of Models
100.00

99.78%

99.54% 99.52%

99.34%

98.83%

Accuracy (%)
8
o
o

98.00
KNN SVM AdaBoost Random ForestStacking Classifier
Models

Fig. 4. Accuracy Results for Base Models and the Stacking Ensemble Method
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Fig.4 indicates the efficiency of various ML models that have been implemented in the intrusion detection system
and the accuracy values provided for those models. Compared to the four basic models, the model with the highest
accuracy is KNN at 99.54%, followed by Random Forest at an accuracy of 99.52%. Both models are highly efficient in
dealing with the complex patterns and relationships observed in the dataset. Support Vector Machine (SVM) 99.34%.
Again, SVM has proven its efficiency in discriminating between good and bad traffic by using a hyperplane. AdaBoost
achieved 98.83%. This is slightly lower because it is highly sensitive to the noisy data. The stacked classifier, which
combined the results of these base models using logistic regression, was better than all the individual models, achieving
99.78%. These results verify the benefits of ensemble learning, particularly when the stacking technique takes
advantage of the strengths engineered in each base model to provide the most valid and accurate response. These results
show that the utilization of various models for the purpose of intrusion detection yields efficiency and robust network
security.

All results were obtained using 5-fold cross-validation over the CIC Modbus 2023 dataset run on GPU-accelerated
machinery. Although no pilot plant evaluation in real time was feasible under the purview of this research, the
experimental setup closely emulated real Modbus network traffic and provided statistically valid proof of performance.

5.1 Implication of results

Our results, depicted in Fig. 5, provide a good estimate of the machine learning algorithms for building a strong
intrusion detection system. This is done by prioritizing individual and overall performance when ensemble methods are
considered. We evaluated several base models, such as K-Nearest Neighbors (KNN), Support VVector Machine (SVM),
AdaBoost, and the Random Forest, to determine how they could be useful in terms of accurately labeling network
traffic and detecting intrusions. All the models were evaluated using the test dataset to assess accuracy, and for the base
models, the KNN realized a 99.54% accuracy level; this indicates that the model is very efficient in terms of
apprehending the local relationships as well as similarities in the data, thereby making it very useful for this particular
operation. With a 99.52% accuracy level, the Random Forest model also worked very effectively, which is an indication
of the prowess of such a model in terms of dealing with highly complicated nonlinear relationships in a dataset. A 99.34%
accuracy level was achieved using the linear kernel by the SVM, which is a true indication of its powerful separable
nature in discriminating between benign and malicious traffic by its nature to discern that a particular hyperplane
separates the classes. However, AdaBoost achieved an accuracy level of 98.83%, which could have been slightly worse
and likely was very noise-sensitive in the dataset because the generation of the weights by AdaBoost occurs in a very
iterative manner.

Comparison of Precision, Recall, and F1-Score Across Models
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Fig. 5. Performance Comparison Highlighting the Benefits of the Stacking Ensemble Approach

To further optimize performance, we also implemented a stacking ensemble technique such that the predictions of
these base models were stacked using Logistic Regression as the meta-model. The accuracy of the stacking classifier
improved and was better than that of the individual models by 99.78%. This demonstrates that the strength of the
ensemble technique has been enhanced by combining the various strengths of the base models. For example, the
strength of local patterns by KNN, the precision in linear class separation by SVM, the emphasis of AdaBoost on the
instances that are incorrectly classified, and the aptitude of Random Forest in depicting complicated patterns in
combination all together resulted in the enhanced performance of the stacking classifier.
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Therefore, our findings present model variety as a function of ensemble learning. The stacking procedure takes
advantage of the unique strengths endowed in each of the base models, such that the system is better suited to being
more accurate and more reliable in identifying intrusions. This agrees with the basic objective of our research: to
achieve a robust mechanism for the detection of intrusions that can sufficiently manage the diversities of network traffic
with high accuracy. With higher accuracy in stacking, this classifier is perfectly suited for application in the practice of
intrusion detection, which plays a pivotal role in the detection and prevention of cyber threats for the sustenance of
network security. Such results hold the potential for leapfrogging in ensemble learning methods in the detection of
intrusion systems to unveil the potentiality in the classification and identification of intrusions with great accuracy and
reliability.

The Stacking Classifier achieved optimum results, with good accuracy, recall, and F1-score of approximately 0.90.
This indicates how successful the stack technique is in refining the accuracy of the detection of intrusions in Modbus
networks.

6. Conclusion

This study introduces a Modbus-enabled industrial network ensemble learning-based intrusion detection system
(IDS). Using a combination of the K-Nearest Neighbors (KNN), Support Vector Machine (SVM), Random Forest (RF),
and Adaptive Boosting (AdaBoost) classifiers in a stacking ensemble context, the approached realized a detection
precision of 99.78% using the CIC Modbus 2023 dataset. The model revealed considerable enhancements in precision,
recall, and F1-score over individual classifiers and substantiated the fact that ensemble learning optimally utilizes the
complementary capabilities of various diverse algorithms. The outcomes provide good empirical evidence that
ensemble-based IDS models are highly appropriate for solving the escalating cybersecurity threats in industrial
environments.

In addition to performance, the findings indicate several realistic implications. First, realistic Modbus datasets
guarantee that the proposed framework covers realistic industrial communication behavior that is applicable to realistic
SCADA systems. Second, improved accuracy and lower false-positive rate indicate the model's potential to reduce
operational interruptions when implemented in real-time monitoring applications and human inspection work. Third, the
ensemble's malleability to identify multi-class attack variants indicates its resilience in discriminating between subtle
Modbus threats, such as payload manipulation, query flood, and delay-response attacks. Collectively, these results
demonstrate that ensemble learning is a viable and evidence-supported industrial cybersecurity strategy.

Future work will extend this research in three primary directions. The first is real-time verification, where the
ensemble model is implemented inside a live Modbus communication system to assess the latency, throughput, and
response constancy. The second direction is feature optimization and XA\, using interpretability models such as SHAP
or LIME to provide insights into model decisions for greater operator confidence. The third direction is cross-protocol
generalization-allies for the same ensemble concept to other industrial protocols such as DNP3 or IEC 60870—with the
aim to build a homogenous intrusion detection mechanism for heterogeneous industrial control environments. These
directions will further develop the scalability, transparency, and operational preparedness of ensemble learning-based
IDS solutions for next-generation industrial networks.
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