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Abstract: IOT based satellite networks are one of the modern cyber attack topics. This technology has important 

application areas such as data collection, monitoring and control without the need for close access. Especially the 

increasing use of IOT devices and their recent integration with satellite networks have made these devices the target of 

attacks. The fact that IOT devices have more than one type and require low processing power makes them vulnerable to 

attacks. The use of IOT devices together with satellite networks increases the complexity of this situation and the size of 
cyber attacks. This situation has made it necessary to increase the studies on preventing and detecting cyber attacks on 

IOT based networks. For this purpose, in this article, we propose a new deep learning architecture (NidaDeepMix) that 

provides high accuracy in order to detect cyber attacks on IOT based satellite networks. The designed layer structure 

and parameters of the NidaDeepMix architecture are adjusted to effectively cope with complex and difficult situations. 

The NidaDeepMix architecture has been tested on two separate comprehensive datasets, CSE-CIC-IDS-2018 and 

BCCC-CIRA-CIC-DoHBrw-2020. As a result of the training, a serious accuracy rate of %99.99 was achieved for the 

CSE-CIC-IDS-2018 dataset and %99.98 for the BCCC-CIRA-CIC-DoHBrw-2020 dataset. Considering these high 

accuracy rates, it has been demonstrated that the proposed architecture is quite effective in classifying attacks. These 
rates obtained on different datasets reveal the generalization success of the model. At the same time the model has also 

addressed the issue of cyber attacks on IOT based satellite networks with an innovative approach. In this context, a new 

and effective architecture has been provided to the literature for detecting attacks on IOT based satellite networks. It is 

envisaged that the proposed method NidaDeepMix will be an important reference model in important issues such as 

cyber attacks and anomaly detection in the future. 

 

Index Terms: Network Security, Satellite Security, Deep Learning, Cyber Security, Neural Network 
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1. Introduction 

1.1 Background 

Today, IOT technology has developed rapidly and has begun to be used in many areas. With this development it 

has provided convenience and innovation even in daily life. Satellite networks, which are mostly IOT based networks, 

are one of the important structures that provide innovation and convenience [1-2]. IOT based satellite networks are an 

indispensable part of communication, data collection and transfer [3-5]. These networks take on important tasks [6-9]. 
One of these important tasks is communication. Services such as internet are provided with satellite networks. 

Communication can be provided with this technology with remote or inaccessible regions. On the other hand, services 

such as location determination and tracking can be provided with some types of satellites. These types of services are 

generally used in sectors such as transportation, maritime and aviation. Another important task of satellite networks is 

defense and security [10-11]. They can perform many important tasks such as intelligence acquisition, discovery, 

military communication, data transfer and early warning with satellite networks [12-14]. In addition emergency 

management can be provided with satellite networks [15-16]. Disaster management search and rescue operations and 

emergency aid services can be provided quickly with satellite networks. In this context anomalies in these networks 
should be detected as early as possible in order to prevent disruption of important tasks such as communication services, 

defense and security services, navigation services and emergency management services that can be performed with 

satellite networks. 

Attacks on IOT based satellite networks can cause serious difficulties. As a result of the attacks, there may be a 

service interruption. This negatively affects almost all businesses that communicate with satellite networks. On the 

other hand, due to attacks on networks, situations such as privacy violations and data security disruptions may be 

encountered. As a result of the attack commercial, military and sensitive information may fall into the hands of 

unwanted people. In addition, service interruptions or data privacy resulting from attacks can cause financial losses. 
When all these difficulties come together, it emphasizes why it is important to ensure security in satellite networks and 

to detect anomalies in the network. 

1.2 Background 

Attacks on satellite networks should be detected as early as possible because they seriously endanger data privacy 

and security, service interruptions and satellite network performance. Due to the scale and heterogeneous structure of 

the satellite network, anomaly detection systems used today may be weak. Therefore, different and effective solutions 

should be developed for anomalies in IOT based networks. These methods should have high discrimination features for 

advanced and complex network models. In this respect there are deficiencies in the literature. These gaps in the 
literature should be closed regarding satellite network security, which is of great importance both socially and 

economically. Strong and effective methods should be developed for different data sets. In this study an original and 

fast model called NidaDeepMix is proposed to cope with all these difficulties. This model is a multi layer deep learning 

model designed to detect attacks on IOT based satellite networks. The model contains many powerful layers primarily 

CNN, LSTM, and Attention layers. The combination of these layers allows for better discrimination of complex and 

difficult attack types. In order to demonstrate the adequacy level of the created model, it was tested on two separate 

network data sets (CSE-CIC-IDS-2018 and BCCC-CIRA-CIC-DoHBrw-2020). As a result of the test performance 

metrics were calculated. The low FP (False Positive) and FN (False Negative) rates given by the model proved the 
robustness of the model. The recommended workflow for detecting anomalies in IOT based satellite networks is as 

given in Figure 1. 

 

 

Fig. 1. Recommended detection workflow 
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1.3 Innovation and Contributions 

The contributions and innovations obtained with this study are listed as follows. 

 

- A new multi layer deep learning model (NidaDeepMix) is presented to detect anomalies in IOT based satellite 

networks. 

- The proposed model is designed to provide high performance on different data sets thanks to its different layers. 

- The data sets used were tested with both our proposed model and popular deep learning methods, and training 

times were recorded. As a result of the records it was seen that our model was the fastest model that gave the highest 
results. 

- A different approach was presented to detect anomalies in IOT based satellite networks, which is one of the 

important problems of today. 

2. Literature Review 

Studies on detecting anomalies in IoT based devices and IoT based satellite networks have gained interest over the 

years. Studies in the literature on this subject have aimed to cope with this problem by proposing different methods and 
models. In 2019, Inayat et al. [17] analyzed learning based methods for cyber attack detection in IoT based systems. 

This study focused on the process after an attack occurred and considered multiple attack types. In 2022, a federated 

deep learning type called DFSat was proposed by Moustafa et al. [18]. In this study it was aimed to detect cyber attacks 

on IoT based satellite networks and the method was tested on two separate datasets and %99.66 accuracy was obtained. 

In 2022, Koroniotis et al. proposed a forensic framework for smart satellite network security [19]. They used deep 

learning and machine learning methods while presenting the forensic framework. In 2023, deep neural network 

architectures such as CNN and LSTM were tested on the CIC-IDS 2017 dataset to detect attacks in IOT systems by Jose 

et al. [20]. In 2019, a CNN based approach was proposed by Zhang et al. to detect anomalies in the network [21]. The 
model was tested on the NSL-KDD dataset and an accuracy of %83.31 was obtained. In 2023, Uddin et al. presented a 

federated learning based distributed approach in the SDN environment to prevent violations in satellite networks [22]. 

The OpenMined based federated learning method used achieved an accuracy of %79.47. In 2023, a hybrid model was 

proposed by Gazi et al. to detect attacks on networks [23]. The hybrid architecture was presented under the name 

HDLNIDS and a convolutional neural network was used to create the model. The architecture was tested on the 

CICIDS-2018 dataset and an accuracy value of %98.90 was obtained. In 2022, a distributed detection system for 

detecting DDoS Attacks on satellite internets was presented by Guo et al. [24]. 

2.1 Literature Gaps 

The literature review includes some of the studies conducted to detect anomalies in IOT based devices and IOT 

based satellite networks. In the light of this literature review, it can be concluded that the number of studies conducted 

to detect anomalies in IOT based satellite networks is insufficient. Because most of the studies conducted are studies 

conducted for the security of IOT devices in general. The number of studies conducted directly on IOT based satellite 

networks is quite limited. In this respect there are deficiencies in the literature both in terms of studies and methods. 

Since the methods used are generally comparisons of deep learning or machine learning types, the number of studies 

that create a hybrid model is very few. At the same time, the studies conducted have generally been tested on a single 

data set. In this context, the number of studies that work with different data sets and generalize the research results is 
limited. The NidaDeepMix architecture that we proposed in this study has presented a new method to the literature. At 

the same time the fact that it has been tested on two different comprehensive data sets generalizes the performance of 

the proposed model. While existing studies have explored individual deep learning models, there is a clear gap for a 

dedicated, hybrid architecture like NidaDeepMix that is specifically designed and tested for the unique anomaly 

detection requirements of IoT-based satellite networks.  

3. Datasets 

While the datasets used in this project capture general network attacks, the threat profiles they contain are 

representative of threat profiles targeting communication links and data flows in IoT satellite networks. Therefore, two 

different network datasets were used in this project. 
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3.1 CSE-CIC-IDS-2018 

Two separate datasets were used to test the proposed NidaDeepMix architecture. The first of these is the CSE-CIC-

IDS-2018 dataset [25]. The CSE-CIC-IDS-2018 dataset was created as a result of the cooperation between the 

Communications Security Establishment (CSE) and the Canadian Institute for Cybersecurity (CIC) organizations in 

order to obtain a realistic cyber defense dataset and is updated every year. Only one data file in the downloaded dataset 

file was used for this study. The dataset used contains a total of 500.000 data (213.898 normal, 286.102 cyber attacked). 

In this respect the dataset is a very large dataset to detect cyber attacks on IOT based satellite networks and anomalies in 

the network. 
Some figures and graphs were created to better understand the dataset and its features. In order to examine the 

feature distribution in the dataset and to perform density analysis, the histogram containing the first 25 features of the 

dataset is shown in Figure 2. With the histograms shown in Figure 2, information about the data distribution can be 

obtained and possible outliers can be examined. In addition it helps in how to organize and scale the data before the data 

preprocessing stage. 

 

 

Fig. 2. First 25 features of CSE-CIC-IDS-2018 dataset 

To analyze the structure of the CSE-CIC-IDS-2018 dataset, the 2D visualization form can be used with PCA. For 

this, the data is first converted to a numerical form. Then the features in the dataset are visualized on a two dimensional 
plane with PCA. In this way, the feature distribution of the data according to the classes is expressed more clearly. This 

figure plays an explanatory role especially for text based data analysis. The 2D visualization form of the CSE-CIC-IDS-

2018 dataset with PCA is as shown in Figure 3. 
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Fig. 3. 2D visualization of CSE-CIC-IDS-2018 dataset with PCA 

3.2 BCCC-CIRA-CIC-DOHBRW-2020 

Another dataset used to test the proposed NidaDeepMix architecture is the BCCC-CIRA-CIC-DoHBrw-2020 
dataset. The BCCC-CIRA-CIC-DoHBrw-2020 dataset is a cybersecurity dataset created by the University of 

Fredericton New Brunswick. It was created to eliminate the imbalances in the CIRA-CIC-DoHBrw-2020 dataset. The 

dataset used in this study contains 400.000 data (199.903 normal, 200.097 cyber attacked). 

  

 

Fig. 4. First 25 features of BCCC-CIRA-CIC-DoHBrw-2020 dataset 

Some figures and graphs have been created to better understand the BCCC-CIRA-CIC-DoHBrw-2020 dataset and 

its features. In order to examine the feature distribution in the dataset and to perform density analysis, the histogram 

containing the first 25 features of the dataset is shown in Figure 4. With the histograms shown in Figure 4, information 

about the data distribution can be obtained and possible outlier data can be examined. In addition it helps in how to 

organize and scale the data before the data preprocessing stage.  
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Fig. 5. Visualization of BCCC-CIRA-CIC-DoHBrw-2020 dataset with PCA 

To analyze the structure of the BCCC-CIRA-CIC-DoHBrw-2020 dataset, its 2D visualization with PCA can be 

used. For this the data is first converted to numerical form. Then the features in the dataset are visualized on a two 

dimensional plane with PCA. In this way the feature distribution of the data according to classes is expressed more 

clearly. This figure plays an explanatory role, especially for text-based data analysis. The 2D visualization of the CSE-

CIC-IDS-2018 dataset with PCA is as shown in Figure 5. 

4. Proposed Method 

In this study we present an architecture called NidaDeepMix to detect anomalies in IOT based satellite networks 

(Figure 6). NidaDeepMix is a hybrid deep learning architecture. This model, which is formed by the combination of 

different layers is a powerful hybrid model that can process both time series data and spatial features with high 

performance. The versatility and variety of the proposed model is quite effective in identifying the anomalies 

encountered. At the same time the multi layered structure of the model (Table 1) allows multi dimensional analysis of 

the data. The use of layers such as CNN, LSTM and Multi Head Attention together has taken the model to an advanced 

level. In this way the model can learn both short term and long term dependencies with high performance. In addition 

layers such as Dropout and Batch Normalization were used to increase the generalization ability of the model. In this 
way, the model can be effective in identifying not only the attack types in the data set it processes, but also the attack 

types in the data set it processes, but also the attack types that have not been seen before. 

 

 

Fig. 6. Proposed Model 
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The proposed hybrid model generally consists of three steps. These are data preprocessing step, new deep learning 

step and performance metrics calculation step. The steps are sequential and each step uses the outputs of the previous 

step. 

STEP 1: One of the processes required to detect attacks with higher accuracy in the used datasets is the 

preprocessing step. In this step, the rows and columns are first arranged in the desired format. To this end, unnecessary 

rows and columns in both datasets (CSE-CIC-IDS-2018 and BCCC-CIRA-CIC-DoHBrw-2020) are removed. Here, 

columns such as row numbers and dates are removed. Next, the data is encoded to make the dataset easier to understand 

and process for the developed architecture. In this step, categorical data is converted to numerical format. Then, to 
better understand and analyze the dataset in machine language, the data is segmented into tokens. This process 

transforms the data into meaningful smaller subunits. After these processes, the data becomes more meaningful and 

usable. 

STEP 2: The processed data is passed to the next step. This step is the step where the deep learning process, which 

is the main part of the proposed architecture is applied. Here the data is processed with a new hybrid model, 

NidaDeepMix. NidaDeepMix is a model created by combining various deep learning layers. The layer names and 

parameters used in the model are given in Table 1. In the proposed architecture the data set is added to the model to 

start processing with the Input layer. The data entered with the Embedding layer is introduced to the model in vector 
form. This layer allows the semantic relationships of the data to be learned and allows it to be expressed as lower-

dimensional but dense vectors. Spatial features are extracted from the data with the 1D Convolutional layer. In the Max 

Pooling 1D layer, the outputs produced by the 1D Convolutional layer are used and the data with the most distinct 

features are selected. At the same time the data size is reduced. Here the highest value passing through each filter in the 

Convolutional layer is selected. Then a second 1D Convolutional layer is added and it is aimed for the model to learn 

features at a high level. The obtained results were reduced with a Max Pooling 1D layer again. A Bidirectional LSTM 

layer was added so that the indexes could be processed bidirectionally. The aim of this layer was to learn the 

dependencies of the data over time. Then a second Bidirectional LSTM layer was added. The features learned from the 
previous layers were reinforced with this layer. The Multi Head Attention layer was added after this layer, allowing the 

model to focus on the most important features obtained. The Global Average Pooling layer was added to the model, the 

average of each feature map was taken and the data was turned into a single vector. In other words  while the outputs 

obtained from the previous layers were reduced, a summary of all the features was obtained. A Dropout layer was added 

to prevent the created model from memorizing and a Batch Normalization layer was added after it to reduce the 

complexity of the model and speed up the training time. Finally three consecutive Dense layers were added to the model, 

providing a fully connected network and the outputs were reduced in each layer. Using three layers in succession in this 

way made the model more stable and increased the classification performance. 

Table 1. Layer parameters 

Layers Input Shape Output Shape Activation function 

Input Layer - None, 59 - 

Embedding Layer None, 59 None, 59,32 - 

Conv1D None, 59,32 None, 55, 64 - 

Max pooling 1D None, 55, 64 None, 27,64 - 

Conv1D None, 27,64 None, 23,128 - 

Max Pooling None, 23,128 None, 11,128 - 

Bidirectional None, 11,128 None, 11,200 - 

Bidirectional None, 11,200 None, 11,200 - 

Multi Head Attention (None, 11,200), (None, 

11,200), (None, 11,200) 

None, 11,200 - 

Global Average Pooling None, 11,200 None,200 - 

Dropout None,200 None,200 - 

Batch Normalization None,200 None,200 - 

Dense None,200 None,128 ReLu 

Dense None,128 None,64 ReLu 

Dense None,64 None,1 Sigmoid 

 

The 1D CNN layers were chosen to extract local spatial features from sequential traffic data, while the 

Bidirectional LSTM layers model long term temporal dependencies crucial for detecting multi stage attacks over time. 

The Multi Head Attention mechanism allows the model to focus on the most critical features across the sequence. Key 

parameters, such as the number of filters and LSTM units were optimized via grid search to balance high accuracy with 

computational efficiency, making the model suitable for resource aware deployment.  

Each layer of the created neural network model processes the inputs and produces a certain number of features as a 
result. The number of features obtained from each model is shown in Figure 7. 
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Fig. 7. Number of Features at Each Layer 

STEP 3: In the last stage, the model training was completed with the proposed new neural network and the 

performance metrics were calculated. The experimental results obtained are given in the „Conclusion‟ section. 

5. Results 

After the data is trained, the performance of the created model is calculated with performance metrics. The 

accuracy and generalization ability of the model can be evaluated with these calculated metrics. In order to calculate 

some basic performance metrics (Accuracy, Precision, Recall, F1 Score and Geometric Mean), the Confusion Matrix of 
each data set must first be created. As a result of the training performed with the NidaDeepMix architecture, the 

Confusion Matrix of the CSE-CIC-IDS-2018 and BCCC-CIRA-CIC-DoHBrw-2020 data sets is shown in Figure 8. 

 

 

Fig. 8. BCCC-CIRA-CIC-DoHBrw-2020 (1) and CSE-CIC-IDS-2018 (2) Confusion matrix 

Some basic performance metrics in Table 2 were calculated using the Confusion matrices given in Figure 8.  

The results calculated with the specified performance metric formulas obtained as a result of training the 
Complexity Matrix and NidaDeepMix architecture are given in Table 2. Table 2 lists the metrics calculated for the two 

datasets. (Accuracy = (TP+TN)/all (1), Precision = TP/(TP+FP) (2), Recall = TP/(TP+FN) (3) and F1 = 2(Precision x 

Recall) / (Precision + Recall) (4)).  
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Table 2. Calculating performance metrics for each dataset 

Performance Metrics BCCC-CIRA-CIC-DoHBrw-2020 Dataset CSE-CIC-IDS-2018 Dataset 

Accuracy 99.98 99.99 

Precision 99.98 99.99 

Recall 99.99 99.98 

F1 Score 99.98 99.99 

Geometric Mean 99.98 99.99 

 

An examination of Table 2 reveals the superior performance of our proposed architecture, NidaDeepMix. The high 

values obtained by our model on two datasets demonstrate its versatility and highlight its importance in detecting 

anomalies in IoT-based satellite networks. Classification Report Heatmap tables can be used to perform a detailed 

performance analysis of the proposed model on the datasets. This table evaluates the model not only overall but also by 

class. This table includes the values of the popular performance metrics Precision, Recall, and F1 Score. Furthermore, 
the Support value is added to understand whether the examples encountered within the classes have a balanced structure. 

Table 3 contains the Classification Report Heatmap table for the BCCC-CIRA-CIC-DoHBrw-2020 dataset, while Table 

4 contains the Classification Report Heatmap table for the CSE-CIC-IDS-2018 dataset. Exceptionally low values for 

both False Positive and False Negative rates, as evidenced by nearly perfect Precision and Recall, confirm the high 

reliability of the model for safety-critical systems where both types of errors carry significant costs. 

Table 3. BCCC-CIRA-CIC-DoHBrw-2020 Classification Report Heatmap 

 Precision Recall F1-Score Support 

Class 0 0.999950 0.999825 0.999887 39895.000000 

Class 1 0.999825 0.999950 0.999888 40105.000000 

Accuracy 0.999888 0.999888 0.999888 0.999888 

Macro avg 0.999888 0.999887 0.999887 80000.000000 

Weighted avg 0.999888 0.999888 0.999887 80000.000000 

Table 4. CSE-CIC-IDS-2018 2018 Classification Report Heatmap 

 Precision Recall F1-Score Support 

Class 0 0.999904 0.999976 0.999940 83066.000000 

Class 1 0.999965 0.999859 0.999912 56930.000000 

Accuracy 0.999929 0.999929 0.999929 0.999929 

Macro avg 0.999934 0.999918 0.999926 139996.000000 

Weighted avg 0.999929 0.999929 0.999929 139996.000000 

 

When Table 3 and Table 4 are considered, it can be seen that the proposed model is extremely consistent and high 

quality. For both separate data sets class based Precision, Recall and F1 Score values were obtained above %99.9. 

These values indicate that the model can perform high quality classification. The low FP and FN values obtained from 

the model also support this situation. In addition these values prove that the model can be a very suitable method for 
detecting anomalies in IOT based satellite networks, which is one of the critical security problems of recent times. 

Accuracy Loss graphs are needed to analyze the training process and performance of the proposed model. With 

Accuracy-Loss graphs the learning process of the model, training and validation performance, and whether the model 

memorizes or not can be observed. Accuracy-Loss graphs of the BCCC-CIRA-CIC-DoHBrw-2020 and CSE-CIC-IDS-

2018 datasets are shown in Figure 9. 

When the Accuracy-Loss graphs of both the BCCC-CIRA-CIC-DoHBrw-2020 dataset and the CSE-CIC-IDS-2018 

dataset are examined, it can be observed that the model has a very high Accuracy value and a low Loss value. This 

shows that the model works as it should depending on the overshoots. Considering the tables, it can be concluded that 
the proposed NidaDeepMix architecture can accurately and quickly detect anomalies in IOT-based satellite networks. 
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Fig. 9. CSE-CIC-IDS-2018 2018(1) and BCCC-CIRA-CIC-DoHBrw-2020  (2) Accuracy and Loss 

6. Discussions 

In this study a hybrid deep learning model called NidaDeepMix was developed to detect anomalies in IOT based 

satellite networks. The model has a strong structure since it is formed by the combination of different layers. Different 

types of layers have brought the model to a versatile function by coming together and have made it a very suitable 

method for sensitive and important issues such as negativities occurring in IOT based satellite networks. The created 

model was tested on two separate data sets. As a result of the tests %99.98 accuracy rate was obtained for the BCCC-

CIRA-CIC-DoHBrw-2020 data set and %99.99 accuracy rate was obtained for the CSE-CIC-IDS-2018 data set. Based 

on the literature review, it is seen that our model has demonstrated superior success. 

In order to fully understand the success of the proposed NidaDeepMix model for the detection of anomalies in IOT 
based satellite networks and to see the difference between it and other architectures, a comparison table was created 

(Table 5). The table indicates popular deep learning methods and the time (in minutes) they can process each data set. 

Table 5. Comparison table 

Method BCCC-CIRA-CIC-

DoHBrw-2020 (%) 

Approximate 

Time (Minute) 

CSE-CIC-

IDS-2018 (%) 

Approximate 

Time (Minute) 

CNN 98.52 31 m 98.97 40 m 

CNN + Attention 99.96 54 m 99.98 60 m 

RNN 82.53 13 m 85.44 24 m 

LSTM 99.33 67 m 99.87 65 m 

GRU 99.89 63 m 99.92 70 m 

Our Method 99.98 15 m 99.99 30 m 
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If Table 5 is interpreted, it can be seen that the proposed architecture NidaDeepMix gives the highest Accuracy 

value for both data sets. At the same time it is seen that our architecture is the fastest architecture after the RNN method. 

However, if the performance ratio of the RNN method is taken into account, it can be concluded that NidaDeepMix has 

a noticeable difference in terms of success and speed compared to other models. This superior performance across 

accuracy, precision, recall and F1 score (as shown in Tables 3 and 4) stems directly from its hybrid architecture. The 

CNN layers capture local spatial features, the Bidirectional LSTM models long-term temporal dependencies, and the 

Multi Head Attention mechanism prioritizes the most critical signals. This synergistic design enables more 

comprehensive feature learning than individual baseline models, which often excel in only one aspect such as CNN in 
spatial patterns or LSTM in sequence modeling leading to imbalances in precision or recall. Consistently high accuracy 

combined with the separateness of the test dataset and the use of dropout and batch normalization layers demonstrate 

that a robust model with low risk of overfitting supports strong generalization ability. The comparison in Table 5 

highlights that NidaDeepMix not only achieves the highest accuracy and competitive training times but, crucially its 

hybrid design provides a more robust overall performance. While baseline models like CNN or LSTM may excel in a 

single metric our model's integration of spatial and temporal feature extraction, combined with attention mechanisms, 

ensures consistently high precision and recall a critical balance for minimizing both false alarms and missed detections 

in security applications. 
While the performance demonstrated by the NidaDeepMix architecture is exceptional, it is undeniable that a 

comprehensive ablation study would provide deeper insights into the contribution of each architectural component. 

Such a study, which systematically removes or modifies individual layers, would definitively quantify how each 

element contributes to overall accuracy, precision, and recall. Future research will further validate synergistic design 

choices and conduct more comprehensive analysis and comparisons to optimize similar hybrid models in the network 

security field. 

6.1 Highligts 

The highlights of the study carried out to detect anomalies in IOT satellite networks are as follows:  
 

- A hybrid deep learning model has been proposed for fast and accurate detection of anomalies in IOT based 

satellite networks. The architecture's efficient design and short training times suggest a favorable scalability and lower 

computational cost, making it a practical candidate for deployment on ground-based edge servers within the IoT-

satellite ecosystem. 

- The proposed model has been made versatile by using different layer structures together.  

- As a result of the researches, the model has made a noticeable difference to other methods in detecting anomalies 

in IOT-based satellite networks (with a rate of %99.99 and %99.98).  
- While our model gives an excellent accuracy rate, it has performed a very fast training despite being a versatile 

model (with 15 min. and 30 min.).  

- The parameters of the model have been adjusted in a way that can get the highest result from the model and will 

provide an original model with a high success rate to the literature for detecting anomalies in IOT satellite networks.  

- The proposed model has structure suitable for real life scenarios. The model's efficient architecture enables it to 

be deployed on ground-based gateways or edge servers, which then protect the IoT satellite network, thus mitigating the 

computational constraints of the end devices themselves. 

- The created model is in a form that can be used for different scenarios. 

7. Conclusion 

In this study NidaDeepMix, a unique and effective deep learning architecture that provides high accuracy for the 

detection of cyber attacks on IoT based satellite networks, has been proposed. By strategically combining different deep 

learning layers NidaDeepMix has provided a strong model structure in terms of both high performance and 

generalizability. Layers such as Convolutional, Bidirectional LSTM, Multi Head Attention were used together in the 

design of the model allowing the model to learn both spatial and temporal features. As a result of the tests performed on 
the CSE-CIC-IDS-2018 and BCCC-CIRA-CIC-DoHBrw-2020 datasets %99.99 and % 99.98accuracy were achieved 

respectively. These high success rates prove that the model performs superiorly not only on a specific dataset but also 

on datasets with different features. In addition, the short training times of the model reveal the potential to be integrated 

into real-time applications. In this context the proposed NidaDeepMix model provides a significant contribution to the 

literature for accurate and rapid detection of cyber attacks in IoT based satellite networks. The success achieved by the 

model shows that it can be a reference structure in future cyber security studies and anomaly detection applications. As 

a result, this study offers an innovative and effective approach to increase the security of IoT satellite networks from 

both technical and practical perspectives. 
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