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Abstract: Internet of Things (IoT) is the current trends in tracking the variation of process variables in plant operations. 

The security threats and security issues continues to rise due to the wide usage of internet. The hybrid cryptography is 

proposed that involves symmetric AES, asymmetric RSA and hash functions all together enhance the security. The key 

length of this proposed symmetric AES encryption is 128-bit, RSA public key encryption is 1024-bit and 128-bit 

message digest is generated from the hash algorithm. It offers low latency in executing the proposed encoding and 

decoding algorithm. It is developed and verified in real-time environment using embedded system with internet of 

things. It assures data security and allows only authorized parties to monitor the plant parameters through the wireless 

networks. It preserves the intruders from gathering and modifying the sensitive plant information. It is suitable for 

protecting the plant parameters over the wide range of industrial applications. 

 

Index Terms: Encoding, Decoding, Internet, Cryptography, Plant 

 

 

1. Introduction 

Embedded systems with IoT is the current development in wide range of applications. The process parameters can 

be communicated and gathered through the wireless medium. Data communication through the internet is unsecure and 

unsafe operations. Attackers easily capture the transmitted information, modify the plant parameters and send it to the 

destination. This results in loss of original information and damage of industrial devices. The security solutions need to 

be proposed corresponding to the recent technological developments. Cryptography is a widely used technique in 

securing the continuous varying process parameters. It converts the process raw data into unreadable cipher text through 

encryption and this unreadable text is transmitted across internet. At the receiver side, this encrypted data is converted 

back to plain text through decryption. Cryptography ensures data confidentiality in the internet based data transmission. 

Hash algorithms can be used to ensure data unaltered during transmission over internet. The wide ranges of 

cryptography algorithms are available for protecting the continuous varying process data against unauthorized access 

and modification. A comprehensive analysis is performed with respect to the recent trends, techniques, and concerns in 

utilizing machine learning for discovering the cyber threat in IoT [1]. The machine learning based intrusion detection 

system related to IoT security is analyzed. The novel hybrid deep learning mechanism is proposed that synergizes Long 

Short-Term Memory Auto Encoders and Multilayer Perceptrons in detecting botnets in IoT [2]. It assists the analysis of 

sequential data and pattern recognition, enabling the model to identify complex botnet action within IoT networks. A 

comprehensive investigation is performed to analyze the intersection of quantum computing, federated learning, and 6G 

wireless networks [3]. It is explored to enhance security and privacy within the IoT. The analysis of various machine 

learning models for IoT security is discussed along with its merits and demerits [4]. The drawback of machine learning 

models is large computational overhead and risk of privacy leakage. The various performance parameters of 

cryptographic algorithms to strengthen the security level are block size, key length, rounds of operation and number of 

digits used for data encoding. The security of plant parameters is achieved through the proposed hybrid cryptography 

algorithm that includes symmetric and hash functions [5]. The hash algorithm provides authentication of plant operators 

and assures data integrity. Data Integrity is necessary to assure smooth functioning of industrial operations. It ensures 

the sensitive process parameters unaltered during communication and monitoring through the internet. 

Embedded devices are used in a variety of applications due to cost effective, consuming less energy, and faster 

speed of operations. The challenging task in an embedded system is to incorporate security mechanisms with the 

consideration of all aspects from design to implementation. Embedded systems have limited battery powered which 
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needs additional energy to perform secure operations. Security is a major concern for embedded devices due to the vast 

usage in variety of fields. Security is often not considered while designing the embedded systems. The security 

mechanism proposed for embedded systems needs to fulfill the various objectives including confidentiality, integrity, 

authentication, authorization and data freshness. 

IoT is used to gather and compute the real time information. The major concern of internet based data monitoring 

is to assure the plant information need be protected from the intruders. The security mechanism should be strong to 

protect the valuable equipments from accessing of the intruders. The security solutions need to be implemented for 

perception, network and application layers of the IoT. The security concern in the IoT is reviewed [10]. The 

methodology needed to secure the resources are identification of authorized parties, giving rights to authorized users to 

access the resources, and to assure the privacy in monitoring and controlling the plant variables. The existing security 

solutions are not enough to preserve the valuable devices due to the recent technological development. IoT allows 

gathering and modifying the plant information through the wireless medium. The industrial and consumer oriented IoT 

deployment are discussed [11]. The application development for the IoT is the complex operations due to the hybrid 

coding, various protocols requirement for communicating the information. The security of IoT devices is addressed 

through the different energy efficient techniques [15].  The energy efficient mechanism can be achieved through the 

utilization of low power security protocols. 

IoT devices having the constraints in handling the security protocols and it is revealing them to feasible intrusions. 

The security threats continue to increase due to the expansion of IoT devices and networks. The location-based privacy 

preservation mechanism is proposed that adopts a variable privacy boundary to prevent information secrecy and 

increase the usage of information and coding in the internet [23]. The energy-efficient security techniques are essential 

for IoT since it is operated with less power, less bandwidth, and less storage. The energy-saving mechanisms include 

online or offline security, outsource security, adaptive security, data size compression, low power security protocols that 

can be applied to IoT security in order to achieve reduced power consumption.  

2.  Related Works 

The embedded systems are broadly utilized in various fields. Embedded systems and wireless communications are 

the modern technological development in industrial applications. The wireless networks are preferred for industrial 

process monitoring than wired networks. The wired network requires cable which is difficult to connect between all the 

process equipment and controllers. The drawback of using cables for process data transmission are high cable cost, 

cable fault and data loss. The flexibility of cable is also very limited. It is hard to move process equipment and sensors 

that are connected with cables. When the process needs to be extended with more sensors, additional cables are required 

for process monitoring.  

The use of wireless networks for industrial applications greatly reduces the cable cost and maintenance cost. The 

industrial process can be easily added with new sensors in wireless networks. The wireless networks will become a 

central part of future control system. Embedded systems are susceptible to various intrusions which include hardware 

and software attacks. The physical and side channel attacks are the common hardware attacks on embedded systems. 

The code and buffer overflow attacks are the software attacks on embedded systems. Data security is a primary concern 

in the design of embedded based wireless devices. The security mechanism is essential to ensure the privacy and to 

preserve the plant variables from the intruders. The wide range of security algorithms are exists for protecting the plant 

parameters. The criteria in choosing the security algorithms depends on data size, key size, energy consumption, 

execution speed, energy cost and algorithm complexity. The strength of cryptography for embedded devices in terms of 

energy consumption, data processing speed and energy cost is addressed [30]. The energy utilization of security 

algorithms are non-linear functions of the length of plaintext. The battery expense is proportionate to the compilation 

period of cryptography algorithm.  

The security threats increase especially when the embedded systems are connected to the networks or internet. The 

process variables are communicated over the internet that is vulnerable to different attacks. The cryptographic algorithm 

for securing the embedded systems with wireless networks should be complex and the key size must be large to 

preserve the process data and resources from the attackers. The attackers eavesdrop the ciphertext and try to obtain the 

plaintext. Intruders try to hack the process parameters that are sent across the internet. IoT based plant monitoring 

system should require optimized mechanisms for preserving the equipments in order to use it for complex industrial 

applications.  

The software solutions are not enough to protect the embedded devices and IoT. The process data to be gathered 

and complexity of security protocols increases in the real-time applications. Embedded systems are designed with 

electronic components and assembled from different vendors. The security should be ensured while developing the 

components and integrating with the embedded system. The hardware components of embedded system need to be 

secured for normal plant operations. The industrial oil and gas operations monitoring and protection is performed using 

WSNs [31]. The purpose is to decrease the expenses related to commissioning and repair, power demand, and enhance 

the performance of wireless networks. Industrial process monitoring system can be implemented in a low-cost used for 

wide range of applications. The progressive trust mechanism is proposed related to routing and data security. The 
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intelligent behavior attack is used to represent the uneven activeness attack in the content domain. Security attacks in 

wireless networks take place due to the interruption, interception, modification and fabrication.  

3. Literature Review 

Industrial process information transmitted across wireless networks should be protected since it is vulnerable to 

various attacks. The challenging task is to implement the security mechanisms in real-time applications. The challenges 

in protecting the information and ensuring the identity during transmission through IoT are reviewed that are 

corresponding to the secrecy, faith, identity and rights control [24]. In this review work, the requirement for IoT is 

addressed which is to develop the optimal security mechanisms for embedded networks.  

The security frameworks are necessary to preserve the sensor networks from the variety of attacks. IoT layered 

architecture security, management of data transmission and networks are discussed [25]. The existing concern in 

protecting the IoT devices is discussed. These challenges are resource limitations, implementing the multi-layer security 

framework, interoperability of security protocols, vulnerability of single point failure, hardware vulnerability of IoT 

architecture, scalable and trust management. The protocols used for protecting the data transmission security in the IoT 

are analysed [20]. The research challenges include designing key management mechanisms to assist security of top 

most layers, security against packet fragmentation attacks, routing security, identification of threat models, security 

against internal attacks, and effective key management.  

The complexity of implementing the security are analysed correspond to the properties of the IoT devices and the 

add-on characteristics of the IoT [26]. In this work, they addressed the required security solutions to attain a high level 

security in IoT, including low powered security algorithms and protocols design, mechanisms to preserve the physical 

systems, and various approaches to manage and set up the security settings of IoT devices. Smart card based user 

authentication mechanism is proposed with efficient password protection [16]. This review work also addressed the 

existing target devices are incapable for usage in low powered protocols. The hybrid security algorithm is proposed for 

data security in waste-water treatment plant [8]. The waste-water content is preserved through the encryption and hash 

algorithm. This work addressed the security protocols are essential for data communication across internet. The security 

issues, and various attacks on IoT are addressed [12]. The unique structure can be used for securing the applications that 

utilizes the IoT. The security problems of the distributed formulation of the IoT are addressed [21]. The distributed 

mechanism raises the difficulty of different methodologies operated for security.  Hardware security mechanism is 

proposed along with the hybrid cryptography algorithm to ensure secure communication and accessing of plant 

information across internet [6]. The symmetric and public key algorithms generates large key size. Hardware key is 

required to access the security code, to perform encoding and decoding of process data. 

The architecture is proposed using embedded devices for ensuring data protection and secrecy in various levels of 

processors. Security must be given top priority and to take steps towards implementing in real-time applications. A fault 

space transformation based measure is proposed for analysing the variable failure on symmetric AES algorithm [13]. 

The research issue is the complexity in achieving equivalent insertion of fault in the existence of fault space 

transformation.The modified AES security algorithm is proposed for data security [18]. The total rounds of operation in 

AES algorithm is increased to 16 that provides higher level of security. The computational time increases due to this 

increased number of rounds in performing encryption and will become complex for the intruder to break the system. 

The security algorithm is proposed that is based on Elliptic Curve Cryptography (ECC) and homomorphic encryption to 

protect the information communicated across wireless networks [19]. The public and private keys are produced from 

this elliptic curve for secure data transmission across wireless sensor networks. It enhances the operations performed by 

the network in terms of lifespan, expenses related to transmission, and power requirements. The modern cryptography is 

proposed that utilizes symmetric and public key to enhance the level of security [27]. In this work, data encryption is 

achieved through the utilization of elliptic curve and symmetric Advanced Encryption Standard (AES) algorithms. 

Authentication is achieved through the utilization of XOR-DUAL RSA encoding and integrity is achieved through the 

utilization of Message Digest-5 (MD5) algorithm. It offers higher efficiency with respect to the execution period, the 

length of the encrypted data, and the power requirement in Wireless Sensor Networks. 

4. Security Requirements of Wireless Networks 

The methodologies need to be proposed for securing the sensitive process information and protecting the plant 

equipments from unauthorized access and attacks. Intruders can access or modify the sensitive process  data 

communicated over internet. The process and control variables should not be accessed and modified by the intruders 

during transmission across wireless networks. The security mechanism is developed that decrease the hazard 

corresponds to secure non-cyclic real-time operations compiling on servers [22]. The performance of security 

mechanism is analysed in terms of latency and energy.   

4.1 Data confidentiality  

Data confidentiality is a technique that assures the process messages and data must not be eavesdropped to the 

intruders. The security mechanisms on low powered devices are monitored which usually originate in internet  [17]. The  
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process data can be kept confidential by converting it into unreadable format by encryption. The cipher text is obtained 

from the encryption which is communicated across wireless medium. The decoding process takes place at the 

destination to obtain the unreadable text back into readable plain text. The key length of 2048-bit is produced from the 

proposed public key encoding and integrity is achieved through the proposed 512-bit hash function [7]. Authentication 

of plant information across internet is achieved through this security algorithm.  The modified symmetric encryption 

with two keys operated that is utilized to produce cipher text file for guaranteed communication [28]. The compilation 

time required for asymmetric algorithm is high that results in computing delay of internet operations.  

4.2 Data integrity  

It ensures plant parameters must not be altered at the time of communication. The technique proposed for tracking 

the code integrity for application oriented processors is proposed [32]. It can be used to identify the code integrity over 

a vast range.  

4.3 Authentication  

Authentication is the process of determining and verifying the individuals in the communication medium. 

Individuals should have their own user name and password to utilize the resources. It allows the industries to secure the 

networks by permitting only genuine users to give rights to utilize the resources include equipments, files, 

communication medium, servers and other network-based services. Authentication mechanism is proposed with an end-

to-end dual encoded information architecture [9]. It operates without utilization of external digital certificates, provides 

powerful confidentiality and it does not require authentication of third parties.  

4.4 Availability  

Availability is a security mechanism that ensures the networks, devices, information and data should be available 

to authorized users at any time.  

4.5 Access Control  

Access control mechanism is a technique that allows accessing of resources and modifies the information only by 

the authorized users. The main concern in utilizing the technique for access control to wireless networks is proposed 

[14]. The protocols for IoT are not applicable for low powered networks. The access control mechanism is needed for 

accessing the resources of wireless networks.  

5. Proposed Heterogeneous Cryptography Algorithm 

This compound cryptography algorithm is proposed which is based on public key, symmetric key and hash 

algorithms  that strengthens the security of sensitive plant information. The key length of 1024-bit is produced using 

RSA public key cryptography. The symmetric AES encryption of 128-bit key length is proposed that encodes the 

process data and produces the output in unreadable format. The MD5 hash function is proposed to produce the hash 

data that assures plant information unaltered across IoT. The computations of this security mechanism is high speed, 

offers low latency and safety for industrial devices and plant operators.  

Generation of Security Key 

Encryption 

 Generation of two prime values, a and b 

 Calculate 

 

     * b                                                                                     (1) 

 

    (   )(   )                                                                          (2) 

 

 Select „r‟ data, 1 < r <  , with  

 

                         gcd(r,  )   1                                                                               (3) 

 

 Calculate the private key s, 1 < s <  , with  

 

                         r*s                                                                                       (4) 

 

 The key open to everyone is (y, r) and the key is accessed only by authorized user is (y, s) 

 Keep each data s, a, b and φ secret 

 Generation of encoded data,  
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                     e                                                                                          (5) 

 

y – Modulus, r – Public key, s- Private key  

e - Encoded data, d – Original numerical data 

 

 Generation of symmetric key through symmetric encryption 

 Generation of hash value  

 

Data Decryption 

 

 Generation of decoded data,  

                     d                                                                                         (6) 

 Symmetric decryption is performed 

 Plain text is monitored over internet 

 

The generation of security key involves encryption and decryption. Encryption is the process of reading the plain 

text as input and converts it into equivalent cipher text. In the above encryption algorithm, equation (5) is used to find 

the cipher text for the input numerical data. The public key denoted by „r‟ is required to convert the input data into 

cipher text. Encryption algorithm is utilized to ensure data confidentiality across internet. The MD5 (Message Digest) 

hash algorithm is integrated with the encryption in order to generate hash value. The hash algorithm ensures that the 

data cannot be modified by the attackers during transmission over internet. Decryption is the process of converting the 

cipher text back to plain text. Equation (6) is used to find the original data from the cipher text. The private key denoted 

by „s‟ is required to convert the cipher text into plain text.  

6. Flowchart of Proposed Heterogeneous Cryptography Algorithm 

The flowchart of this proposed cryptography algorithm is shown in figure 1 and figure 2. 

 

 

Fig. 1. Flowchart of proposed Encryption algorithm 

This proposed cryptography is formulated and verified experimentally using hardware. Embedded system 

reads the temperature data from the plant and encodes it to produce unreadable text. The symmetric AES 

encoding is performed that converts the numerical process data into unreadable data. This proposed symmetric 

algorithm provides data confidentiality and hash function ensures data integrity.  The cipher text generated at the 

transmitter and the plain text produced at the receiver can be monitored only by the authorized users at the web 

page.   

The privacy and authentication mechanisms are addressed through the dual techniques encryption [29]. The 

dual encoding mechanisms are utilized that is related to block encryption and the other is AES encoding. It strengthens 

the safety level and identifies the authorized users across wireless medium. Symmetric AES and asymmetric RSA both 

together increase the level of data security and provide effective key management.  
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Fig. 2. Flowchart of Proposed Decryption algorithm 

This proposed work involves symmetric key, public key and hash functions to strengthen the security of plant 

sensitive information. Figure 3 shows the proposed encryption and decryption of plant parameter with embedded 

system through internet. The public key encryption is used to produce the unreadable text and its output is taken for 

AES encoding to produce unreadable data. The hash function produces the hash value in order to ensure process data 

unaltered during transmission across internet. The numerical plain text is obtained by the process of decoding the cipher 

text at the destination. The cipher text and the numerical process variable to be accessed through the IoT. 

 

 

Fig. 3. Flow diagram of Encoding and Decoding of Plant Parameter with Embedded System through Internet 

7. Results and Discussion 

This hybrid security mechanism is written in python and it is implemented in embedded system. It accesses the 

temperature value and encodes it to get the encrypted data. The hash function is utilized to provide data integrity across 

internet. It accesses the plant information in unreadable text through wireless medium. The hardware setup of embedded 

system with IoT is shown in the figure 4. 

Figure 5 shows the embedded system with IoT at the transmitter side. Embedded system is used to read the process 

temperature data and performs encryption. Encryption is the process of converting the input temperature value in 
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original plain text into encrypted form. This cipher text is transmitted through the inbuilt Wi-Fi in the embedded system 

that enables communication of plant temperature data across internet.  

Figure 6 indicates the monitoring of plant parameter in real-time. The security algorithm is developed using python 

to access and display the temperature value. It allows accessing and monitoring of plant data in online mode.    

 

 

Fig. 4. Hardware setup of Embedded based Wireless Secured Transmission of Process data 

 
Fig. 5. Embedded System with IoT for transmission of Process Data  

 

Fig. 6. Monitoring of temperature process variable using Embedded System 
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Fig. 7. Dual Key Generation from Asymmetric RSA Algorithm 

Figure 7 shows the generation of key from the symmetric and asymmetric algorithms. It produces key length of 

1024-bit that enhances the security.  The asymmetric algorithm is utilized for encoding the plant parameters to generate 

the unreadable text and the private key is used for decoding the unreadable data to generate the plant parameters in plain 

text. Figure 8 shows the temperature process data in unreadable cipher text accessed across the IoT. This unreadable 

ciphertext is transmitted across internet. It assures data confidentiality and hash function assures process variables 

should not be modified by the intruders. Figure 9 shows the embedded system with internet based plant information 

reception. The cipher text is received and it is decoded to obtain the plant data in numerical values. Figure 10 shows the 

readable plain text acquired through the process of decoding performed at the receiver. The latency of this proposed 

cryptography algorithm is very low and it is of the order of 0.027 milli-seconds. 

 

 

Fig. 8. Temperature process parameter in Cipher text monitored through IoT 

 

Fig. 9. Embedded System with IoT for plant parameter reception       
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Fig. 10. Receiver section of monitoring of Temperature Parameters in Plain Text 

Figure 11 shows the original plain text gathered through the IoT. The correct file name is to be entered in the web 

page to monitor the temperature value across IoT. 

 

  

Fig. 11. Temperature process parameter accessed through  the IoT at the receiver 

Cryptography is the technique of converting the input raw data into unreadable cipher text. It involves symmetric 

and asymmetric algortihms to generate cipher text from the plain text. Hash algorithms are used to ensure data unaltered 

during transmission over internet. These security algorithms can be programmed using Python language. Raspberry Pi 

contains inbuilt ARM processor and Wi-Fi that enables programming in python and transmits the unreadable cipher text 

across internet. The various industrial process parameters are detected through sensors, and transmit the output signal to 

the embedded ARM processor. Python code can be implemented in the Raspberry Pi operating system. This python 

code reads the process data from the sensors and generates cipher text. The decryption is performed at the receiver to 

convert the cipher text back into original plain text. The encrypted unreadable text and decrypted text can be monitored 

through the internet by providing the correct IP address of the Raspberry Pi board.  

Table 1 shows the comparison between standard and proposed cryptographic algorithms. The standard 

cryptographic algorithms are Advanced Encryption Standard (AES), Data Encryption Standard (DES), triple DES, RC2, 

RC5, and Blowfish algorithms. This proposed hybrid algorithm combines the features of Asymmetric, Symmetric, and 

hash functions and it is implemented in high speed embedded ARM cortex processor. The speed of encryption of this 

proposed hybrid algorithm is very high of 0.0006079 ms (milli-seconds) as compared to standard cryptographic 

algorithms and it achieves high level of security.  

This proposed work enables only the genuine users to gather and modify the plant messages through IoT. This 

hybrid cryptography mechanism ensures secrecy and validation of process parameters and hash function assures process 

data unaltered during transmission through wireless medium. It is implemented and experimental verification is done 

using hardware and accessing the process variables across internet. It consumes very less compilation time and it 

strengthens the level of security. The advantage of this hybrid cryptography is the usage of cost-effective embedded 

devices, cryptography at various level, communication of plant data through wireless networks and accessing of plant 

information over internet. It is suitable for secure communication and accessing of enterprise plant data over internet. 
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Table 1. Comparison between Standard and Proposed Cryptographic Algorithms 

Algorithm Key size Block size Rounds Encryption Speed Security Level 

AES 128,  

192, 
256 bits 

128 bits 10,  

12,  
14 

128 bits - 

0.0468 ms 
192 bits - 

0.0476 ms 

256 bit - 
0.0498 ms 

Fast 

Considerably 

Secure 

DES 56-bits 64 bits 16 92 ms 

Very Slow 

Inadequate 

Security 

3 DES 112-bits 64 bits 48 176 ms Very Slow Adequate 

Security 

RC2 8-128 bits 64 bits 18 7.19 ms Fast Vulnerable 

RC5 2040 bits 128 bits 255 0.90 ms Fast Considerably 
Secure 

Blowfish 32-448 bits 64 bits 16 7.03 ms 

Fast 

Vulnerable 

Proposed 

Algorithm (RSA, 

AES and MD5) 

1024-bit, 128-bit, 

and 128-bit 

86 bytes, 

16 bytes, and  

512-bit 

10 for AES,  

4 for MD5 

0.0006079 ms Very 

Fast 

Highly  

Secure 

 

This proposed hybrid cryptography includes Asymmetric, Symmetric, and Hash algorithms that increase the level 

of security. The large key size of 1024-bit is generated using asymmetric algorithm that strengthens the security. This 

proposed symmetric and asymmetric algorithm assures data confidentiality and authentication of process parameters. 

Hash algorithm ensures that the process data cannot be modified by the attackers. This proposed hybrid cryptography is 

implemented using embedded processor with high speed of 1.2 GHz clock frequency and monitoring of process data 

through internet.  

The energy efficiency can be attained by incorporating low energy security protocols. New models of energy 

storage and usage can increase the life of batteries or even remove their use entirely. This can be achieved by using 

energy harvesting to power the device when energy is available and returning to using a battery when the stored 

harvesting energy is exhausted.  

8. Conclusion 

The security algorithms are necessary to preserve the valuable industrial equipment against variety of attacks. Due 

to the wide usage of IoT in variety of applications, information can be easily hacked and altered by the attackers. This 

leads to abnormal functioning of plant operations and results in failure of process devices. The security mechanisms are 

essential to protect the sensitive process data and plant information against unauthorized access and modification. The 

hybrid cryptography is proposed that produces key length of 1024-bit using public key RSA algorithm and 128-bit key 

length using AES encoding that ensures secrecy and authentication of process parameters. The benefit of this proposed 

algorithm is it has the capability to perform encoding at different levels and the hash function assures unalteration of 

process data by the intruders. This security algorithm offers low latency in compilation of encoding and decoding. The 

implementation cost is very low due to the usage of embedded system and it is suitable for wide variety of applications. 

The security framework is essential and need to be proposed for IoT based applications.  
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