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Abstract: Phishing attacks are a common and serious issue in our digital age, short uniform resource locators are
frequently used in these attacks to trick unwary visitors into visiting malicious websites. Short uniform resource locators
are often used to hide a link's true destination, making it harder for visitors to establish whether a link is legitimate or
phishing. Due to this, individuals and organizations attempting to protect themselves from phishing attempts have a
significant problem. This research introduces a novel system that integrates machine learning algorithms with a
blacklist approach to enhance phishing detection. The system's objective is to support transparency protect user privacy,
and increase the precision and efficiency of identifying phishing attacks hidden behind Short URLs, thereby granting
users real-time protection against phishing attacks. The findings demonstrate that the proposed system is highly
effective. Many machine learning algorithms were used and compared, Gradient Boosting emerged as the best
algorithm among those tested, with an excellent accuracy rate of 97.1%. This algorithm outperformed other algorithms
in distinguishing between legitimate and phishing uniform resource locators, demonstrating its strong capabilities in the
face of the growing threat landscape of phishing attacks via short uniform resource locators. By addressing gaps in prior
research, particularly in detecting phishing using short URLs, this study provides a valuable contribution to
cybersecurity.

Index Terms: Cybersecurity, Machine Learning Algorithms, Short URLS, Security and Privacy, Phishing Attacks

1. Introduction

Social media networks are rapidly evolving and have a vast user base that frequently utilizes these platforms.
Unfortunately, many of these users have a limited understanding of privacy and security and are not fully aware of the
risks involved in sharing personal information online. Hackers can easily obtain users personal information from social
networks, making these platforms a prime target for online fraud. As a result, social networks have become a major
venue for cybercriminals to launch their attacks [1]. One of the attacks that users may be exposed to is phishing. Despite
extensive research on phishing, many existing solutions fail to adequately address the complexities of phishing attacks
involving short URLSs. This study aims to bridge this gap by introducing a system that combines blacklists and machine
learning to enhance phishing detection accuracy.

1.1 Phishing Attacks

With the exponential growth of the internet and the widespread utilization of email and online services, the threat
of phishing attacks has become an increasingly pervasive concern within the domain of cybersecurity. Phishing can be
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classified as a form of cyberattack wherein the attacker takes advantage of social engineering techniques to execute
identity theft [2]. These attacks exploit human vulnerabilities and frequently incorporate meticulously crafted messages
that entice users to click on malicious links or download harmful attachments. Given the rising complexity of phishing
attacks, conventional security measures are struggling to keep pace, necessitating innovative and adaptable solutions to
effectively counter this danger.

The term "phishing" can be traced back to the term "fishing," as the operation of phishing bears similarity to
fishing in that the attacker uses a "bait" and "fish" to lure the victim and extract personal or confidential information
about them [3]. The individual who perpetrates the phishing attack is commonly referred to as a "phisher". The primary
objective of phishing is to obtain sensitive and confidential information from victims, including but not limited to
usernames, passwords, credit card numbers, and monetary fund’s [2].

According to Verizon’s data breach study report, 90% of cyberattacks begin with phishing [4]. A report by APWG
262,704 phishing attacks were reported in Q1 2018, up from 233,613 in Q4 2017 [5]. Phishing URLs are on the
increase, and it poses a frightening threat to both organizations and consumers. According to Statista research [6], the
number of unique base URLs of phishing websites increased by nearly 3.7 times in Q1 2021 compared to Q1 2020.
URL phishing is a popular vector of infection used by attackers due to its high success rate and low cost. Fig. 1 shows
the URL phishing growth from 2013 to 2022.
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Fig. 1. URL phishing growth from 2013 to 2021 [6].

Phishing is a common vector for cybercrime and hacking, and it is successful because it effectively exploits human
vulnerabilities. Cybercriminals employ a range of strategies to create fraudulent emails that tempt recipients to perform
destructive actions such as clicking on false links. Cybercriminals employ techniques such as generating a sense of
urgency while promising a reward, sending notifications, using an authoritative tone, demonstrating shared interest, and
consistently employing certain attack strategies [7, 8].

1.2 Short URLs

URL shortening is the process of converting a lengthy URL into a shorter alternative that redirects to the original
long URL [9]. The first URL shortening service, TinyURL, was introduced by Kevin Gilbertson in 2002 to simplify
sharing links on his website [10]. TinyURL is still widely used today, along with other popular URL shorteners like
bitly.com and cutt.ly.

In recent years, there has been a notable significant rise in the popularity of shortened URLs. They provide a
convenient means to share lengthy web addresses on social media platforms, advertisements, and messaging services
with limitations on character count. The attraction of URLSs lies in their brevity, which facilitates their remembrance and
dissemination. It also prepares short URL services are a prime example of a service that frequently provides analytics as
public information for their shortened URLs. Some URL shortening providers, such as Bitly, offer the ability to view
real-time click traffic of a given short URL, including information about referrers and the countries that are referring to
it. This feature can provide users with valuable insights into how their short URLs are being used and can be used to
optimize their online presence [11]. A user can establish as many unique short URLs that connect to the same long URL
as he likes, and a long URL can be linked to numerous short URLs. However, the adoption of URL shortening was slow
until it became popular on social media networks. Nowadays, URL shorteners are almost necessary due to character
limitations on certain social media websites and mobile devices where space is always limited.
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Using short URLs presents a range of potential risks. One of the main problems is the lack of transparency
associated with these short URLs. Short URLS hide the original web address, creating a situation where users are left in
the dark as to the actual destination they are about to reach, creating an element of confusion. Attackers exploit the ease
of short URLSs to redirect victims to phishing websites or start downloading malware onto their devices. Violation of
privacy is another major concern. The information contained in these links, including statistics about the site owners,
such as the number of visitors who have clicked on the link, may be accessed by unauthorized parties. The lifespan of
short URLs also poses a unique challenge. Short URLs are temporary, and their validity depends on the continued
existence of the service provider or the original link owner. When these terms change, short URLS can become outdated,
rendering them ineffective for their intended purposes. Therefore, relying on short URLS carries a risk associated with
their instability and dependence on external factors. According to the study conducted by [12], the results show that the
Twitter URL shortener is not very good at filtering phishing and malware URLS, leaving users on Twitter exposed to
these online threats. Short URLs have been used in phishing attacks, spam, scams, and malware distribution [13].
Cybercriminals use short URLs to take advantage of Twitter's limited text space and hide the destination of URLs [14,
15].

The life cycle of phishing using short URLs begins by designing a phishing website so that it appears to be a
legitimate website. On the one hand, attackers fake the URL of the legitimate website, particularly the domain name and
network resource directory, using spelling errors, similar alphabetic characters, and other methods. The link
"https://twitter-cc.xyz/xyz" for example, imitates “https://www.twitter.com”, this is followed by shortening the link and
then sending it via e-mail or posting it on social networks. Although the browser on the computer can see the URL
address by moving the mouse to the clickable link, it is difficult for the ordinary user to identify these URLs as
impersonating legitimate URLs with the naked eye and memory. On the other hand, imitation of web content is an
important consideration. Scripts are commonly used by attackers to obtain logos, web layouts, and text from legitimate
web pages. Cybercriminals frequently impersonate form submission pages that require sensitive information from the
user, such as the login page, payment page, and find password page [16]. Fig. 2 shows the life cycle of phishing short
URLs.
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Fig. 2. Phishing short URL life cycle.

1.3 Statement of the Problem

The problem is the lack of an effective system that can detect and prevent phishing attempts using short URLS.
Traditional URL analysis approaches are often insufficient for identifying phishing URLS, as attackers constantly
develop their ways to avoid detection. As a result, there is an increasing demand for an intelligent solution that uses
machine-learning techniques to analyze and classify short URLSs as legitimate or phishing.

The main danger of short URLs is their potential to redirect users to malicious websites. By hiding the true
destination of a link, according to the Global Phishing Survey [17], phishers continue to use URL shortening services to
hide phishing URLs. Phishing websites often use short URLs to trick users into clicking on malicious links. These
websites typically create short URLS that appear to be legitimate, such as a popular social media or banking website, but
redirect users to a fake website designed to steal their personal information. This can lead to serious security breaches
and financial losses for both individuals and businesses. Another issue with short URLS is their lack of transparency.
Because they hide the original URL, it can be difficult for users to know what website they are visiting this can lead to
confusion. Thus, there is an urgent need to address the risks associated with URL-shortening services and develop
effective measures to protect users from potential threats.
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1.4 Research Contribution

Despite the considerable steps made in the domain of cybersecurity, the detection and prevention of phishing
attacks, particularly those utilizing short URLs, continue to impose considerable challenges. Existing research
emphasizes the need for more strong and sophisticated approaches to counter the constantly evolving strategies
employed by cybercriminals. By explaining this research gap, our aim of this investigation is to design and implement a
Phishing Short URL Detection and Prevention System (PSUDPS) that employs blacklists and machine learning
algorithms. The system's objective is to support transparency protect user privacy, and increase the precision and
efficiency of identifying phishing attacks hidden behind Short URLSs, thereby granting users real-time protection against
phishing attacks. This solution advances knowledge in the domain of cybersecurity and provides valuable insights for
developing future phishing prevention mechanisms.

2. Related Work

The use of short URLSs in phishing attempts presents a unique challenge to typical security measures. This section
examines methods used to detect and prevent phishing attacks that use short URLs and emphasizes the importance of
specialized detection and protection measures.

The authors [1] discuss the widespread use of social media networks and how they have become an important
platform for people to share and obtain information. it also highlights that social networks are vulnerable to online fraud,
and phishing is a common tactic used by hackers. The paper proposes a method for detecting phishing short URLs on
social networks by using a hierarchical hidden Markov model. The method includes a training phase and an
identification phase, and the effectiveness of the method is validated through an experiment based on real datasets from
Weibo. The experimental results show that the method can effectively detect the phishing short URL, and HHMM is
better than HMM in describing the link-jumping process, the accuracy of the HHMM model was 96%.

The paper [12] investigates the effectiveness of Twitter's URL shortening service (t.co) in protecting users from
phishing and malware attacks. According to the study, a significant number of blacklisted phishing and malware URLS
were posted on Twitter, resulting in a large number of clicks from users and potential exposure to cyber-attacks. While
the number of blacklisted URLs posted on Twitter has decreased over time, the analysis shows that Twitter's URL
shortener is not particularly effective at filtering these harmful URLs. Only a small percentage of blacklisted URLs are
blocked, indicating that Twitter users are still vulnerable to phishing and malware attacks.

Pattewar and others [9] performed a survey Short URLs and the mechanism for creating short URLSs that are easier
to remember and use. It also proposes the use of tabu search and gradient descent search for optimizing weights in
creating short URLs. The traditional way of detecting malicious short URLS through blacklists is insufficient, thus, the
paper suggests a proposed system that not only detects but also analyzes malicious short URLs using blacklists and
host-based features. Overall, the paper emphasizes the need for a more effective system to detect and prevent malicious
actions that can be performed during the redirection of short URLSs.

Le Page and others [11] propose the use of URL shortener click analytics to compare the life cycle of phishing and
malware attacks. The study collected over 7,000 malicious short URLs categorized as phishing or malware for the 2-
year period covering 2016 and 2017. The analysis found that phishing attacks are most active 4 hours before the
reported date, while malware attacks are most active 4 days before the reported date. The study also showed that
phishing attacks have a higher click-through rate with a shorter time span, while malware attacks have a lower click-
through rate with a longer time span. Based on the observation that 50% of malware attacks have been active for several
years, while less than 50% of phishing attacks have been active past 3 months, the study concludes that the efforts
against phishing attacks are stronger than the efforts against malware attacks.

The popularity of social networks has attracted cyber-criminals to spread spam and malware through fake profiles
and stolen legitimate accounts, often employing short URLs to redirect users to malicious websites. The authors
Venkatesh, Rout, and Jena [18] suggested an algorithm for controlling the spread of spam and malware, a trust score
was calculated for each user to determine their reliability. Using this trust score, the proposed algorithm achieved 92.6%
accuracy and an F-measure of 81% in detecting malicious activities. The trust score was calculated based on trending
topics followed by users and successfully detected malicious users.

The study [19] proposes a solution to the vulnerability of short URL services that are commonly used to transmit
information via SNS and SMS. Attackers can use short URLSs to distribute malicious code through Phishing, Smishing,
and drive-by-download attacks. The problem with short URLS is that one cannot determine the target URL until one
click on it, making it difficult to know whether it is a web document or a file that could download malicious code. The
proposed solution is to write destination information when generating a short URL so that the user can verify whether it
leads to a web document or a file. Short URL service providers can also monitor the risk of the target URL page and
decide whether to provide the service. By measuring and evaluating the risk of the webpage and blocking the short URL
according to a threshold, it can prevent attacks such as drive-by downloads through the short URL. The study suggests
applying verification-based technology to the existing system that generates short links to resolve the vulnerability of
the short URL.
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The purpose of paper [13] is to investigate the detection of malicious shortened URLS on Twitter, a popular Online
Social Network. URL shortening services are popular due to Twitter's character limit, but they pose security risks
because users cannot determine the destination of shortened URLs. The study proposes a novel approach to identifying
malicious short URLs that rely solely on visible features from tweets and user profiles. Using random forest for
classification, the approach achieves up to 97% accuracy when tested against four machine learning algorithms. The
findings demonstrate the viability and efficacy of using visible attributes from social networks to detect malicious URLSs.

In paper [20], they examine the hazards associated with ad-based URL-shortening services, which provide
compact URL aliases and display ads to link-clicking users while paying commissions to link-shortening users. These
services face additional risks compared to traditional URL shortening services due to their monetary incentives and the
presence of third-party advertising networks. The paper analyzes these services, their advertisers, and users and
identifies issues that are actively exploited by malicious advertisers, putting users at risk. The paper suggests defense
mechanisms that services and users can use to protect themselves from these hazards.

In study [21], the introduction highlights the widespread of spam URLs on email and social media platforms, as
well as the function of URL shorteners like Bitly in disguising dangerous material. The research examines a series of
suspicious Bitly short URLs, demonstrating flaws in Bitly's spam detection capabilities. The researchers suggest a
method for determining if Bitly URLs are malicious or benign, with an accuracy of 86.41%. The conclusion emphasizes
issues such as spammers abusing Bitly's policies, the ineffectiveness of detection services, and the creation of a
technique to detect bad links on Bitly utilizing certain features.

The study [15] investigates the use of URL shortening services by cybercriminals to hide malicious URLs and the
impact of such abuses on web users. The authors found that existing countermeasures by popular shortening services
were ineffective, and they collected a large dataset of 24,953,881 distinct short URLSs to study the abuse of short URLS.
They discovered that users are seldom exposed to threats spread via short URLs and that in-the-browser defense tools
such as blacklists can alert users before visiting malicious URLS, regardless of whether they are short or long URLS.
Additionally, users exhibit different usage patterns depending on the type of content behind short URLSs.

The paper [22] discusses the misuse of URL shorteners by spammers to camouflage and improve click-through
rates. By analyzing click traffic data from Bitly, the authors investigate the characteristics of spam and non-spam short
URLs, determine the top click sources for each, and develop a classification algorithm. The Random Tree algorithm
achieved the best performance with an accuracy of 90.81% and an F-measure value of 0.913.

Klien and Strohmaier [23] discusses the usage of URL shorteners in social media and the problem of spam. The
authors analyze a URL shortener service operated by their group and find that 80% of the shortened URLSs contained
spam. They also reveal that this problem has an international scale and that there are imbalances between creating and
resolving short URLs. The authors suggest that sophisticated algorithms are needed to identify URL spam and call for
future research into understanding spam behavior in this new domain.

The study [14] examines the use of URL shorteners by phishers in online social media to steal personal
information from users. The authors found that phishers use URL shorteners not only to reduce space but also to hide
their identity and that social media websites like Facebook, Habbo, and Orkut are among the top brands targeted by
phishers. They also discovered that a majority of references to phishing tweets from Twitter are from inorganic
accounts that use attractive words and multiple hashtags to spread their message. According to the researchers, this was
the first study to correlate blacklisted phishing URLs from PhishTank, URL stats from bit.ly, and signals from Twitter
to track the impact of phishing in online social media.

Neumann, Barnickel, and Meyer [24] conducts an empirical investigation of the security and privacy risks
associated with the use of URL-shortening services. It identifies and investigates the most prominent URL shortening
services on Twitter for harmful activity, user tracking, and URL leakage to search engines. A new attack scenario is
also included, allowing SSL-only circumvention through SSLStrip and truncated URLSs. The paper also empirically
evaluates the use of URL shortening services in over 7 million spam emails gathered over the last seven years,
evaluating the performance of the most prominent services in terms of spam detection. The results show that, while
none of the prominent URL-shortening services exhibit malevolent behavior, many are well-prepared for user tracking.
The investigation demonstrates the possibility of sensitive information being discovered through the enumeration of
URL shortening services and the leakage of submitted URLS to search engines.

PhishTank Usage and Limitations

2.1 Discussion

Given the above studies, short URLs represent a significant security risk for users, as they can be used to hide
malicious links, redirect users to phishing websites, and spread malware. The studies reviewed in the literature looked
into various approaches to phishing. Machine learning, behavioral analysis, and user education were all included. The
significant progress made in understanding the characteristics and risks associated with phishing attacks is one notable
aspect. While these studies have taken commendable steps in the field, several critical observations need to be made.
Some of the reviewed studies were limited in scope, additionally, most of the studies focus on the use of blacklists to
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stop short URLs threats or use some URL-specific features to detect phishing websites. This suggests that a more
specialized approach may be required to effectively combat phishing short URL attacks. One notable gap in the existing
literature is the lack of comprehensive studies specifically targeting phishing short URLs. Despite the growing use of
short URLSs in phishing campaigns, most studies either mention them briefly or completely ignore them. This represents
an important gap in research and emphasizes the need for a more customized approach. Our research stands out by
focusing on the challenges associated with phishing short URLSs. In this investigation, we introduce a system to detect
phishing short URLs using a proposed approach that combines blacklists and machine learning algorithms by selecting
a variety of features to identify and then prevent phishing websites. In Table 1, we show systems developed to protect
users from the dangers of phishing short URLs.

Table 1. Phishing short URL detection and prevention systems.

System Show Detect Detect method Prevent phishing
Destination phishing short URL
URL short URL
Xie, Li, & Na [1] No Yes Hierarchical Hidden Markov Model No
Bell & Komisarczuk [12] No Yes Blacklists Yes
Nepali & Wang [13] No Yes Machine learning Algorithms (NB, RF, No
SVM, LR)
Gupta, Aggarwal, & Kumaraguru No Yes Machine learning algorithms (NB, DT, RF) No
[21]
Chhabra, Aggarwal, Benevenuto, No Yes Blacklist No
& Kumaraguru [14]
PSUDPS (Proposed system) Yes Yes Blacklist and Machine Learning algorithms Yes
(GB, RF, DT, KNN, SVM, NB, LR,
AdaBoost)

3. Proposed System

The proposed system assists in avoiding the risks of phishing URLSs by verifying the safety of the short URL with a
PhishTank database and machine-learning detectors. Fig. 3 shows the proposed system (PSUDPS) flowchart which
consists of two phases: detection and prevention.

3.1 Detection Phase

In this phase, we show how the proposed system detects phishing attacks through six steps as follows: the first step
is to enter a short URL. The second step is to determine whether the URL is valid. The proposed system checks the
validity by checking whether the short URL starts with Hypertext Transfer Protocol Secure (HTTPS) and its length is
between 20 and 25 characters. In the third step, we unshorten the URL and return it to its original form so that it shows
the user the real destination they are going to. In the fourth step, we used PhishTank databases to determine whether the
URL leads to a phishing website. PhishTank is an online service that collects and verifies user and expert reports of
phishing websites. A phishing website pretends to be a legitimate website to trick into revealing sensitive information
such as passwords, credit card numbers, or bank accounts. If the URL leads to a phishing website, the proposed system
blocks it. In the fifth step, we check the URL safe by using a machine learning detector. A machine learning detector is
a program that analyzes the characteristics of a URL using machine learning algorithms and classifies it as phishing or
legitimate. In our research, we used eight machine learning algorithms, and then we adopted the best algorithm in terms
of accuracy, which is the GB algorithm. Based on the results of the algorithm, if the URL is classified as a phishing
URL, the proposed system will block the website. The sixth and final step is to allow the user to continue to the website
if the URL passes all previous checks.

The primary difference between PhishTank and a machine learning detector is that the former is a service that
relies on human reports and verification, whereas the latter is a program that relies on artificial intelligence and data
analysis. PhishTank has the advantage of speed in detecting phishing sites based on user feedback and the presence of
the URL in the database but is less accurate than a machine learning detector since the file might not contain the latest
or most comprehensive phishing data. The advantage of using a machine learning detector is that it can detect new or
unknown phishing URLSs based on their features and patterns, but it also has the disadvantage of being unable to handle
dynamic and complex phishing websites that change frequently. Therefore, using both PhishTank and machine learning
detectors can provide a more comprehensive and effective way of checking if a short URL is phishing or not.
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Fig. 3. Flowchart of PSUDPS.

3.2 Prevention Phase

Preventing users from accessing phishing websites is critical in limiting the risks associated with these attacks.
This research provides a mechanism for proactively restricting access to phishing websites using the Windows host file.
After detecting a phishing website in the previous phase, the proposed system blocks the phishing website either using
blacklists or a machine learning algorithm. The host file in Windows is a critical system file that maps hostnames to IP
addresses. It is normally located at "C:\Windows\System32\drivers\etc\hosts". Fig. 4 shows the path to the host file in
the Windows system.

I = | etc
Home Share View
s U & cut _ x 7 Mew iten
. - 1] Easy acce

w.| Copy path
Pin to Quick Copy Paste _ Move Copy Delete Rename Mew
access [7] Paste shortcut to to - folder
Clipboard Organize Mew
“ v 4 s ThisPC » Local Disk (C:) » Windows » Systern32 » drivers » etc
Mame Date modified

# Quick access

hosts 26/06/2023 11:3% PM
B Deskton +* Q

Fig. 4. Host file path.

The process of preventing phishing websites using the Windows host file is an effective approach to prevent access
to phishing websites. When a phishing website is identified, the system modifies the host file to create an entry to
connect the website's domain with the localhost IP address, 127.0.0.1. This redirection sends any requests for the
phishing website back to the user’s own computer rather than reaching the phishing server. As a result, users are
effectively prevented from accessing the phishing website. Through this technique, the system provides a proactive
measure for protecting users without requiring additional software. This technique leverages the functionality of the
host file and ensures that access to identified phishing websites is blocked at the operating system level, offering a user-
transparent layer of defense. Fig. 5 shows an example of phishing websites we blocked.
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# localhost name resolution is handled within DNS itself.
# 127.8.0.1 localhost

# il localhost

127.8.8.1 https://bt-108515.weeblysite.com/

127.8.0.1 www.currentware.com

127.8.8.1 www.wwl.tv-alnoor.com

127.0.0.1 www. fluff-fluoridated-porch.glitch.me
127.8.08.1 diannesaffold.wixsite.com

127.8.8.1 https://diannesaffold.wixsite.com/my-site-1
Ln 32, Col1 100% Windows (CRLF) UTF-8

Fig. 5. Blocked websites.

Python we used to automate the process of adding host file entries. To modify files and conduct system-level
activities, the 'os' and 'sys' libraries are utilized. The Python script reads the host file, checks for existing entries, and
appends new entries if the phishing website is identified. Error handling is also included in the code to ensure the host
file's integrity.

The proposed system uses the Windows host file to stop short phishing URLs. However, this strategy has certain
limitations, such as the need for administrative access to modify the file, potential conflicts with other security software,
and the chance that attackers may circumvent local host file changes.

4. Experimental and Methodology

The experimental section of this research aims to design and develop a PSUDPS based on machine learning using
the GB algorithm and PhishTank blacklist techniques. The goal is to evaluate the system's performance in detecting and
preventing phishing attacks using short URLSs. In this section, we discuss five topics: The techniques used (PhishTank
and Algorithms), Dataset used, Feature extraction and selection, and Training dataset.

4.1 PhishTank Blacklist

A blacklist is a collection of elements that must be blocked; it is an access control list. Our research looks at
phishing blacklists that are used to prevent access to malicious URLs. This study focuses on the PhishTank blacklist.
Blacklisting approaches are a common and traditional technique for detecting malicious URLs, and they frequently
keep a list of known malicious URLs. A database lookup is performed whenever a new URL is visited. If the URL is on
the blacklist, it is considered malicious and a warning is generated; otherwise, it is assumed to be benign. Because new
URLSs can be easily generated on a daily basis, blacklisting suffers from the inability to maintain an exhaustive list of all
possible malicious URLS, making it impossible to detect new threats. This is especially concerning when the attackers
generate new URLSs and thus bypass all blacklists [25].

PhishTank is a community-based phishing website reporting and verification system that was launched in October
2006. Users of the website can submit URLs of suspected phishing websites, and the Phish Tank community votes on
whether or not these URLSs are phishing [26] (PhishTank, 2023a). In order to classify a URL as a phish, PhishTank
requires four votes from users. Once confirmed, the phish is added to the central blacklist. The blacklist is sometimes
downloaded to local computers.

4.2 Algorithm Used

In this research, we compared the performance of eight classifiers utilized as machine-learning methods for the
suggested system: Gradient Boosting (GB), Random Forest (RF), Decision Tree (DT), K Nearest Neighbor (KNN),
Support Vector Machine (SVM), Nawe Bayes (NB), Logistic regression (LR), and AdaBoost.

Gradient Boosting (GB): GB is a common boosting algorithm in machine learning that is used for classification
and regression applications. Boosting is a type of ensemble Learning method that trains the model consecutively, with
each new model attempting to correct the preceding model. It combines numerous weak learners into one powerful
learner. Gradient boosting combines groups of relatively weak prediction models to create a better prediction model.
This algorithm is an effective method for developing prediction models [27]. This algorithm'’s application varies widely
across numerous sectors, including data management systems. Gradient boosting has demonstrated successful practical
applications in a variety of machine learning and data mining difficulties, including cryptocurrency theft, power grids,
neurorobotics, and so on. Gradient boosting is a common machine-learning approach [28].
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Gradient Boosting detected short phishing URLs with the highest accuracy (97.1%), making it the most successful
algorithm in this research. However, GB, like any machine learning model, has limits. One major worry is its potential
for overfitting, particularly when trained on static datasets that do not respond to changing phishing strategies.
Furthermore, GB demands significant processing resources, which may limit its real-time use in large-scale applications.
In dynamic contexts where phishing methods are always evolving, periodic retraining with updated datasets and the
incorporation of adaptive learning processes are required to maintain high detection accuracy.

Random Forest (RF): RF is a type of Supervised Machine Learning Algorithm that is commonly used in
classification and regression problems. It constructs decision trees from various samples and uses their majority vote for
classification and average for regression. Leo Breiman and Adele Cutler created it. To generate predictions or
classifications, it employs an ensemble of multiple decision trees. The random forest algorithm produces a more
accurate result by combining the outputs of these trees. Its widespread popularity stems from its user-friendliness and
adaptability, which allow it to effectively handle classification and regression problems. The algorithm's strength is its
ability to handle complex datasets while minimizing overfitting, making it a valuable tool for a variety of predictive
tasks in machine learning [29].

Decision Tree (DT): DT is a Supervised method of learning that can be used for both classification and regression
problems, but it is most commonly used for classification. It is a tree-structured classifier in which internal nodes
represent dataset features, branches represent decision rules, and each leaf node represents the result. A Decision tree
has two nodes: the Decision Node and the Leaf Node. Decision nodes are used to make decisions and have multiple
branches, whereas Leaf nodes are the results of those decisions and do not have any additional branches [30].

K Nearest Neighbor (KNN): One of the nonparametric supervised predictive modeling techniques is KNN
classifier. It is, in particular, one of the simplest yet most practical methods of data classification [31]. Evelyn Fix and
Joseph Hodges invented this algorithm in 1951 for discriminant examination. The K-NN algorithm belongs to the
supervised type of learning technique and is regarded as one of the most user-friendly algorithms in Machine Learning.
Although it is suitable for classifying and regressing, it is primarily used for classifying objects [32]. The Euclidean
distance between two points with coordinates (X, y) and (a, b) is calculated as seen in Eq (1).

Dist ((x,¥),(a,b) = \/(x —a)? + (¥ — b)?) @

Support Vector Machine (SVM): Is a powerful machine learning algorithm that can be used for linear or nonlinear
classification, regression, and even outlier detection. Text classification, image classification, spam detection,
handwriting identification, gene expression analysis, face detection, and anomaly detection are all tasks that SVMs can
perform. Because they can handle high-dimensional data and nonlinear relationships, SVMs are adaptable and efficient
in a wide range of applications [33].

Nawe Bayes (NB): The NB algorithm is a probabilistic classification technique based on the theorem of Bayes.
Given the class label, it assumes that all features in the data are independent of one another. It computes the likelihood
of a specific class for a given set of features and selects the class with the highest likelihood as the predicted class [34].
Eqg (2) is used to calculate the later probability of class ¢ for a dataset with feature vector X = (x1, X2, .... Xn), given
predictor attribute x. P(X) is the prior probability of the predictor attribute, P(c) is the prior probability of class c, and
P(x|c) is the probability of the predictor attribute given class c.

P (x|c)P(c)

P(cln) = "2

)

Logistic regression (LR): LR is a Machine Learning classification algorithm that predicts the likelihood of specific
classes based on some dependent variables. The logistic regression model computes a sum of the input features (usually
with a bias term) and the logistic of the result. The logistic regression output is always between 0 and 1, which is
appropriate for a binary classification task. The greater the value, the more likely the present sample is categorized as
class=1, and vice versa [35].

AdaBoost: Also called Adaptive Boosting, is a technique in Machine Learning used as an Ensemble Method. The
most common estimator used with AdaBoost is decision trees with one level which means Decision trees with only 1
split. These trees are also called Decision Stumps [36].

4.3 Dataset

Data collection involved utilizing a dataset sourced from the UCI Machine Learning Repository [37] to classify the
URLSs as legitimate or phishing websites. UCI Machine Learning Repository has a plethora of diverse datasets that
address many elements of supervised and unsupervised machine learning. We used the UCI dataset for experimentation,
which contained 11,055 websites categorized into those employed for phishing activities and others deemed legitimate.
Each website in the dataset is assigned 30 features, which include characteristics such as domain-based, anomalous,
HTML and JavaScript-based, and URL-based features. The dataset contains only categorical features, and the
categories are assigned symmetrical values. The "Result" class label contains 6157 instances of '1' representing phishing
websites and 4898 instances of '-1' representing legitimate websites. Fig. 6 shows a visual depiction of the UCI dataset
distribution.
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Distribution of phishing versus legitimacy

-1 {Legitimate)

1 (Phishing)

Fig. 6. Distribution of data in UCI dataset.

The Fig. 6 of the chart employs red for the "Phishing" category and green for the “Legitimate" category, making it
easy to distinguish between them. The chart depicts the relative prevalence of each category and provides a clear
summary of the dataset, approximately 55.7% of the cases are classed as phishing, whereas around 44.3% are classified
as legitimate. As a result, this is a reasonably balanced dataset.

4.4 Feature Extraction and Selection

These features were chosen based on their relevance in identifying phishing attempts, including domain-based
features, anomalous features, HTML and JavaScript features, and features based on URLs [37]. For instance, URL
length, presence of special characters, and domain age are crucial factors in distinguishing phishing from legitimate
sites.

These features are used to examine the behavior of the website and detect any malicious activity or purpose that
might be dangerous. The chosen features played a crucial role in reviewing website behavior, enabling the detection of
potentially malicious activities or purposes that pose a threat.

4.5 Training the Dataset

A training dataset serves as the foundation for training machine learning models. An effective approach to assess
algorithm performance on a comparable problem involves creating a train and test split of the dataset. The training
dataset is utilized for model preparation and training. Classification algorithms, namely GB, RF, DT, KNN, SVM, NB,
LR, and Adaboost, were trained using the provided training data in this study. It is worth noting that 80% of the data
was set aside for training, while the remaining 20% was set aside for testing and evaluating the model. This split
guarantees that both processes are carried out independently using separate datasets to produce the most trustworthy
estimates of the models' performance. This method was used in the study to avoid overfitting, which occurs when a
model thrives on training data but performs badly on test data.

5. Implementation
The proposed system for PSUDPS involves a comprehensive implementation process. In this section, we will show

the proposed system interfaces. The following figures (7,8,9,10) show the user interface for the PSUDPS as appearing
to the user with a description of every interface:

# Phishing Short URL Detection & Prevention - Main Screen - X

Phishing Short URL Detection & Prevention

Show Original URL

NajlaOdeh © 2023

Fig. 7. Main interface.
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# Phishing Short URL Detection & Prevention - Main Screen - X

Phishing Short URL Detection & Prevention

https://cutt.lyaWYwHe]
Show Original URL

Original URL: https://twitter.com/thmanyah/status/1716125657250337145

Check URL

Majla0deh @ 2023

Fig. 8. Show original URL.

# Phishing Short URL Detection & Prevention - Main Screen - X

Phishing Short URL Detection & Prevention
Show Original URL

Original URL: https://twitter.com/thmanyah/status/ 1716125657250337145

Check URL

Resuk from PhishTank: Safe
Result from ML: By GBoosting: Safe

NajlaOdeh © 2023

Fig. 9. Check result by PhishTank and machine learning (safe).

§ Phishing Short URL Detection & Prevention - Main Screen - X

Phishing Short URL Detection & Prevention

Ihttps://tinyurl.com/2p87srd
Show Original URL

Original URL:
lhttp://guzheng.com.my/ guzheng/wp-content/themes/twentyfourteen/ genericons/ font/regiol

Check URL

Phishing Website, access blocked...

Result from PhishTank: Safe
Result from ML: By GBoosting: Phishing

NajlaOdeh @ 2023

Fig. 10. Check result by PhishTank blacklist and machine Learning (phishing).
6. Evaluation

The experimental evaluation section of this research aims to evaluate the system's performance in detecting and
preventing phishing attacks using short URLSs.

6.1 Algorithm Evaluation Metrics

Machine learning models can be used to detect phishing websites, and the accuracy of these models is dependent
on the datasets used for training and testing, the features extracted from websites, and the algorithms used. In this
research, we compare the performance of eight machine learning algorithms and their application to the proposed
system: GB, RF, DT, KNN, SVM, NB, LR, and Adaboost. Using evaluation metrics including the Precision, Recall, F1-
score, Accuracy, Matthews Correlation Coefficient (MCC), and Receiver Operating Characteristic (ROC) Curve, we
compared the different algorithms. These parameters are calculated using the True Positive (TP), True Negative (TN),
False Positive (FP), and False Negative (FN) fields of the confusion matrix shown in Table 2.
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Table 2. Confusion Matrix.

Class Phishing Legitimate
Phishing TP FN
Legitimate FP TN

Description of the fields of the confusion matrix:

6.2 Evaluation Parameters Used

Common parameter metrics were used to determine the efficiency of the proposed system. Table 3 shows these

performance metrics and their effects on model performance.

Table 3. Evaluation Parameters Used.

True Positive (TP): Number of phishing websites classified correctly as phishing

True Negative (TN): Number of legitimate websites classified correctly as legitimate
False Positive (FP): Number of legitimate websites classified incorrectly as phishing.
False Negative (FN): Number of phishing websites incorrectly classified as legitimate.

Parameters Meaning Formula

Precision The proportion of true positive predictions among all Precision = TP
positive predictions. The best result is high precision, recision = =5—""rp
meaning that when the model predicts positive.

Recall The model's recall score indicates the model's ability to Recall = TP
correctly predict positives from real positives. The best el = EN+ TP
result is high recall.

F1- Score It is the precision and recalls harmonic mean. It gives a FeM _ 2% TP
quick way to compare classifiers and is between 0 and 1. €asure = > TP + FN + FP
The best result is a high F1-Score, indicating a good balance
between precision and recall.

Accuracy It is the percentage of both legitimate and phishing websites A _ TP + TN 100
that have been qccurately detected. The best result is a high CCUracy = o5 EN+ TN + FP
accuracy, meaning that the model makes correct predictions
for both positive and negative instances.

Matthews It is used to assess and contrast the binary classification MCC = TP XTN — FB X FN

Correl_aFion performance of machine learning algorithms. It ranges in - JCTP + FP)(TP + FN)(TN + FP)(TN + FN)
Coefficient value from 1 to -1 and assesses the correlation between
(MCCQC): labels on the expected and actual data.
Receiver The ROC curve is a graphical representation that shows the AUC = 1 TP TN
Operating trade-off between the true and false positive rates at different 2 (Tp +FN + TN + Fp)
Characteristic decision points. The AUC value ranges from 0 to 1, with 1
(ROC) Curve indicating perfect performance and 0.5 indicating random
guessing.

6.3 Experimental Results

This study extracted results after conducting training and testing the same dataset on several algorithms to classify
URL addresses into phishing websites and legitimate websites. Results show that the GB algorithm achieved an
accuracy rate of 97.1%. Followed by the KNN algorithm which achieved an accuracy rate of 94%. Table 4 shows the
performance results of all algorithms.

Table 4. Performance of algorithms.

Evaluation Accuracy Precision Recall F1 Score MCC AUC
GB 97.1% 96% 98% 97% 0.94 0.9959
RF 93% 92% 96% 94% 0.86 0.9959
DT 92% 92% 93% 93% 0.84 0.9732
KNN 94% 94% 95% 94% 0.88 0.9820
SVM 93% 92% 94% 93% 0.86 0. 9862
NB 60% 99% 26% 42% 0.36 0.9655
LR 92% 92% 93% 93% 0.84 0.9770
AdaBoost 93% 93% 95% 94% 0.86 0.9858
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Accuracy it is the percentage of both legitimate and phishing websites that have been accurately detected. Fig. 11
shows the accuracy achieved by various machine learning algorithms in the task of classifying websites into legitimate
and phishing categories. The GB algorithm achieves an exceptional accuracy rate of 97.1%, placing it first among the
algorithms evaluated. The KNN algorithm comes in second with an accuracy level of 94%, highlighting its strong
suitability for this classification task. The RF, SVM, and AdaBoost algorithms achieved 93% accuracy, The LR and DT
algorithms achieved an accuracy of 92%, and the NB algorithm achieved an accuracy of 60%, which, although lower,
provides useful insights into its performance.

® Accuracy %

100%

7%%

50%

25%

0%
GB RF DT KNN SVM NB LR AdaBoost

Fig. 11. Accuracy results.

Precision is a critical performance metric that evaluates the accuracy of positive predictions made by machine
learning algorithms, as shown in Fig. 12. It expresses the rate of true positive predictions (positive instances that were
correctly classified) in relation to all positive predictions generated by the model. The Precision values for the various
algorithms in the context of our study are as follows: GB has a Precision rate of 96%, RF, DT, SVM and LR have a
Precision rate of 92%, KNN has a Precision rate of 94%, and NB has a Precision rate of 99%, while AdaBoost has a
Precision rate of 93%. These Precision results provide useful information about the algorithms' ability to accurately
identify positive instances, which is especially important in applications where false positives can have serious
consequences. The NB algorithm's notably high Precision indicates its proficiency in minimizing false positives,
making it an appealing choice for precise positive classifications.

® Precision
100%

75
50%
25%
0%
GB RF DT KNN SVM NB

LR  AdaBoost

B

Fig. 12. Precision results.

The recall values for each algorithm are depicted in Fig. 13. Recall is a fundamental performance metric in
machine learning that measures an algorithm's ability to correctly identify all positive instances. The recall values for
the various algorithms in our study are as follows: GB has a recall rate of 98%, demonstrating its ability to capture the
majority of actual positive instances. RF has a strong recall of 96%, demonstrating its ability to effectively retrieve
positive cases. The DT has a recall of 93%, demonstrating its accuracy in identifying positive instances. Recall rates of
95% are achieved by KNN, SVM, and LR, emphasizing their ability to capture true positive instances. Additionally, the
recall of NB is 26%, indicating potential limitations in recognizing positive cases. The AdaBoost algorithm has a recall
rate of 95%, demonstrating its ability to effectively recall true positive instances.
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m Recall
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Fig. 13. Recall results.

The F1 Score is a critical performance metric that acts as a harmonic mean between precision and recall, allowing
for a balanced evaluation of classification models. The F1 Score values for the various algorithms in our study as in Fig.
14: GB achieves an F1 Score of 97%, indicating a harmonious combination of high precision and recall. RF, KNN, and
AdaBoost maintain an F1 Score of 94%, indicating a well-balanced precision and recall performance. The F1 Score of
DT, SVM, and LR is 93%, indicating its ability to strike a balance between precision and recall. NB produces an F1
Score of 42%, indicating potential difficulties in achieving a balance between precision and recall.

® Fl Score
100%
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50%
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GB RF DT KNN SVM NB

LR AdaBoost

32
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Fig. 14. F1 score results.

The MCC is a reliable performance metric that assesses the accuracy of binary classification models by taking into
account both true and false positives and negatives, its value ranges from -1 to 1. Inverse predictions are represented by
a coefficient of -1, whereas perfect predictions are represented by a value of +1. The MCC scores are in Fig. 15. range
from 0.39 to 0.94. The MCC values for the various algorithms in our study are as follows: GB achieves a significant
MCC score of 0.94, indicating a high degree of agreement between predicted and actual classifications. RF, SVM, and
AdaBoost have a notable MCC score of 0.86, highlighting their ability to provide reliable classifications. The MCC
score of the DT and LR algorithms is 0.84, indicating its ability to achieve good classification agreement. MCC scores
of 0.86 are recorded by KNN demonstrating their consistency in delivering accurate classifications. However, NB has a
lower MCC score of 0.36, indicating some limitations in its classification agreement.

m MCC
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0.75
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0.25

0
GB RF DT KNN SVM NB

LR AdaBoost

Fig. 15. MCC results.

50 Volume 15 (2025), Issue 3



Detection and Prevention of Phishing Short URLs Using Machine Learning and Blacklist Approaches

The following Fig. 16 shows a comparison of the Accuracy, Precision, Recall, F1 score, and MCC results for the
eight algorithms used in the search. It shows that the GB algorithm is the best.

[ Accuracy
. Precision
Recall
B iscore
B vcc
- - - B - LR N ot

DT KNN SVM N| AdaBoost

The ROC curve is a graphical tool for evaluating a classification model's performance. It depicts the relationship
between the FPR and the TPR at various threshold values for the model. Fig. 17 depicts the ROC curve generated by the
GB algorithm on the test dataset. The GB algorithm has an AUC of 0.9959. This value indicates the superiority of the
algorithm in classification tasks, with a high ability to distinguish between positive and negative classes. The RF
algorithm has an AUC of 0.9959 as well. This score, which is comparable to GB, represents the model's ability to
effectively separate classes. The KNN algorithm has an AUC of 0.9819. This score is lower than the previous values,
indicating that this model may be less accurate in class separation than the other algorithms. The Adaboost algorithm
has an AUC of 0.9858. This result indicates that the model is capable of distinguishing between classes, however, it is
slightly lower than the AUC values for GB and RF. Also, the DT and LR algorithms have an AUC of 0.97. As for the
NB algorithm, it obtained an AUC of 0.96.
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Fig. 16. Comparison of algorithms.
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Fig. 17. ROC AUC curve for GB.
7. Conclusion and Future Work

With the rise of digital threats, phishing attacks using short URLs have become a major concern. These links often
conceal malicious destinations, making detection challenging for users and organizations. Our research highlights this
vulnerability and emphasizes the need for advanced real-time security technologies. Existing studies reinforce the
importance of innovative approaches to enhance protection against these evolving cyber threats.

To combat phishing via short URLs, we developed the Phishing Short URL Detection and Prevention System
(PSUDPS), combining blacklisting methods with machine learning to enhance accuracy and user security. This system
improves transparency by revealing the true destination of shortened URLSs, reducing the risk of phishing attacks.

Future research will focus on expanding the dataset developing user-friendly mobile applications to facilitate
broader adoption, and integrating deep learning models like CNNs and RNNs to improve phishing short URL detection
accuracy. Expanding datasets to cover diverse attack methods and developing real-time detection mechanisms, such as
browser-based security features, will strengthen cybersecurity defenses and improve accessibility.
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