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Abstract: The technology-based lifestyle has led to a rise in people suffering from obesity, which in turn has led to the
emergence of many chronic diseases such as elevated blood sugar and blood pressure, this give researchers a good
reasons to develop Internet of Things networks, as the entry of technical innovations has led to Artificial intelligence in
the medical field has revolutionized the provision of medical services and facilitated the lives of patients, from
monitoring blood sugar levels to using remote surgery techniques, as it has saved a lot of effort and money for both the
doctor and the patient at the same time, but these advantages open a wide scope for many problems as well. This survey
studied the medical Internet of Things network in terms of presenting the definition, structure, types of devices used,
their applications, and some of the communication protocols used in it. The attacks that the medical Internet of Things
network may be exposed to were also classified based on the concerns they cause, and the solutions proposed by the
researchers were presented. On the other hand, the previous works of the researchers were classified according to the
types of devices used, communication protocols, and network security. In each of the mentioned parts, what the
researchers have done and their contributions in this field were discussed, analyzed, and a review of the proposed future
works in the used literature was presented.

Index Terms: [oMT, wearable and implantable devices , Eavesdropping , Traffic analysis , Wi-fi, HECC , DES

1. Introduction

Internet of Things systems in the medical field are considered as a one of the most promising areas at the level of
computer networks, not only because they are close to human health and able to influence and control large parts of
areas of his life, but because they also use multiple technologies, starting with short-range Bluetooth. From monitoring
blood sugar levels to using remote surgery techniques, which saved time, effort and money to perform remote surgeries
that previously cost both the patient and the doctor a lot. The Internet of Medical Things is known as one of the
applications of the Internet of Things in the medical field, which helps improve the quality of life of patients. It is a
platform for exchanging sensitive information[1]. It also provides a link between IoT technologies and healthcare
services with the aim of providing both real-time, remote and remote monitoring and treatment of patients[2]. It is an
advanced model of the Internet of Things technology that aims to revolutionize the field of health care. It works to
integrate the power of sensors with network technologies, and through it, data is collected and analyzed in real time[3].
With the use of an integrated network, IoT helps to enable real-time patient monitoring and the unification of all
healthcare domains to function as a single entity. elevated standards of accuracy, trust, security, and privacy. IT and
medical personnel should receive training to make sure they are not attacked [4].
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2. Internet of Medical Thinks

2.1 Application

IoMT technologies are developing quickly, and as a result, they are being used in a variety of healthcare settings to
enhance monitoring, diagnosis, and therapy. An overview of the oM T's promising uses in several fields is given in this
section.

A. Remote Patient Monitoring:

The Internet of Medical Things has provided many advantages in terms of providing health care to patients inside
the hospital, in addition to the ability to monitor patients remotely and take vital signs such as temperature, pulse, and
pressure. Thus, the patient is no longer forced to travel and reach the hospital for the purpose of conducting
examinations, as this has become In recent years, this has become common and available in most countries, and with
the increasing medical development, more accurate and useful techniques have emerged for the patient in terms of
monitoring the patient remotely. These are remote surgical operations, which are classified into: Analog surgery Remote
diagnosis [5]

B. Digital biomarker
The process of monitoring a person's vital signs, which can be used to analyze the patient's condition and classify

its degree of severity, is one of the most important stages of studying the patient's condition and deciding the
appropriate treatment[5].

¢ Glucose Level Monitoring:

The traditional method of measuring blood sugar levels in patients is no longer useful due to fluctuations in sugar
levels that the traditional process may not detect. Therefore, it was proposed to check the glucose level automatically
and continuously[6].

*  Temperature Monitoring

Tracking the patient's temperature change helps doctors infer the health status of many diseases, as traditional
methods of measuring temperature have become uncomfortable for the patient or may cause infection to be transmitted,
Authers in [7] proposed that ear students could be worn to track the temperature change using infrared rays[7].

C. Heart disease:

Using the Internet of Medical Things to examine heart disease allows individuals to perform self-examinations for
early detection of heart disease, and it is one of the most important first steps in diagnosing heart disease[7].

*  Heart Rate Monitoring

The process of measuring heart rate in a hospital is more complicated than measuring glucose because it requires
connecting the patient to the device via wires that restrict his movement. Internet of Things devices provide a reliable
way to monitor heart rate[6]

*  Blood Pressure Monitoring

Measuring blood pressure is one of the most important diagnostic procedures. The development of the Internet of
Medical Things and its integration with sensors has led to the possibility of monitoring blood pressure remotely.
Authors in [7] proposed a wearable device that works to measure diastolic blood pressure and systolic and store the
result in the cloud [7]

2.2 Devices in loMT

Implantable sensors are a promising technology that offers many advantages in the field of health care. Such as
treating a specific medical condition, monitoring and improving the performance of a part of the body, or providing the
patient with certain abilities. After integrating communication protocols with artificial intelligence with this
(Implantable sensors) type of device, it gave patients more independence while reducing costs and the possibility of
remote monitoring. Fig 1. show smart biomedical wearable implantable measurement devices[8].
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Fig. 1. Intelligent biomedical measuring instruments, (a) intelligent wearable measuring instruments (b) intelligent implanted measurement tools [8].

Table 1. provides a simple definition of the difference between wearable devices versus implantable devices in
terms of application space, benefits and drawbacks in an IoT healthcare network.

Table 1. Types of IoMT devices.

Type Application Area Advantages Disadvantages
Limited battery life
Internet of | Remote Patient Monitoring Monitoring patients in non- | Concerns about the accuracy and
wearable devices | Chronic Disease Management | critical cases reliability
(IWD) Fitness Tracking The potential for data breaches and
cyber-attacks
Implantable Chronic Discase low-power consumption ancerns about the security and
. . . small storage space privacy
medical devices Management, Patient i : . . .
o small batteries the risks associated with surgical
(IMD) Monitoring . . .
very long battery life implantation
Ref [51.19]

2.3 Communication Protocols

Continuous monitoring of an individual’s health with the aim of early diagnosis of diseases is one of the most
important applications of the Internet of Medical Things. Therefore, transmission delay is a major problem that the
network suffers from and directly affects decision-making related to patients’ health, as uplink transmission in the
OFDMA system can cause an unacceptable delay for the sensors due to Due to its random nature. Based on the above, a
scheduling program was proposed that complies with the requirements of access time using the wireless fidelity (Wi-Fi)
standard IEEE 802.11be. It works to allocate UL (uplink) channel resources and take into account the access and
movement class [10] . Communications protocols provide interaction between medical devices such as sensors and
monitoring devices close to the patient (in the perception layer or sensor layer), shown in Figures (1) and (2). These
protocols work to mine data up to the network layer, which in turn works using its protocols transform data into a
format suitable for the medical application in question, reaching the application layer to provide appropriate treatment
for the patient Authors in [2] classified communication protocols based on the layer in which they operate [2] , while
Authors in [12] classified communications protocols according to the medical devices that use them [12].

Table 2. shows the characteristics of some standards in terms of frequency, range, error rate, and encryption
algorithms for each technology.

Table 2. Communication technologies characteristics.

technology Standard Layer Device Frequency Tranrsa?llézsmn Bitrate Encryption
IWD - 13.56 MHz, . Shared
Bluetooth 802.15.1 PHY IMD 5.4 GHz ISM 10 to 30m 2.1 Mbit/s key
8 MHz, 915 _
Zigbee 802.15.4 PHY IWD- MHz, 2.4 10 to 20 m 250 Kbits | AFS - CBC
IMD MAC
GHz
75.9 Kbit/s
IEEE IWD- HBC, UWB, _
R02.15.6 802.15.6 Net IMD B < 100m to 1§.6 AES-CCM
Mbit/s
Wi-fi 802.11 Net IWD 2.4 GHz 100m 54 Mbit/s WPA2
Ref [11,12,13]

Due to the increasing diversity in the medical Internet of Things network, which in turn imposes many
complexities on the network, it is not possible to use a single protocol in communications for all types of devices, as the
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nature of the devices and their ability to process and communicate differ from small wearable or implantable devices to
a complete health system such as hospitals[2].

Based on the above, Table 3. shows classifications of device types, from display devices to processing devices and
devices specific to the hospital system, with the protocols used in each of these classifications.

Table 3. IoMT Devices classifications and its communication protocols.

Categories Type Device Protocol
Physiologic Wearable Electroencephalogram (EEG) Z-Wave- Bluetooth -
Monitoring Monitoring electrocardiogram (ECG), ZigBee

Devices Medical Device electromyography (EMQG),

blood pressure measuring MQTT - HTTP
Respiratory rate sensors
Body temperature
Ingestible pulse sensor RFID- Bluetooth -WiFi
Monitoring the sensitive temperature sensor
Medical Devices

Medical Implantable Implantable Cardioverter Defibrillators NFC - RFID- ZigBee
Treatment Medical Devices (ICDs)

Devices Cardiac Rhythmic Management (CRM)

Infusion Pump Patient-controlled analgesia
. In-Hospital Institutional Magnetic Resonance Imaging (MRI)

Connected Medical Devices X-rays

Medical Surgical Robotics.

Device In-hospital Surgical robotic IrDA, RFID , Bluetooth ,

Medical Robotics HTTP
smart medical capsules,
Prosthetics
robot-assisted mental
social therapy
robotised patient monitoring systems
Ref [14], [15], [4]

2.4 Architecture:

Since most communications protocols were not originally designed to meet the needs of medical devices, we
therefore classify communications protocols and describe their main characteristics at the perception, network, and
applications layer for medical devices, study the security characteristics and restrictions imposed on the protocols, and
identify available mitigation controls[2] .There are many proposals available that explain the architecture of the Internet
of Medical Things, of which two types are presented

Architecture 1: Chander Prabha and Aashim Garg propose to arrange the network structure based on its contents,
as shown in Fig 1. which consists of [3] :

Sensor layer :which includes gadgets like smart watches and patient monitoring systems that interact with users
directly, gather data, and transmit it to the next layer.

Fog layer: It consists of servers that work to redirect data to the cloud layer, in addition to its work in managing the
safety and security of the system.

Cloud layer: It analyzes data, makes decisions, and helps store data for further analysis in the future[2]

Analysis Claude

- storage Decision
& making by health

DATA Experts

» ¥ K

R

Claude Layer

Fog Layer

Local Routers
Servers
Border Routers

3 ~

Sensing Layer

i Sensor
= Smart Devices

Fig. 2. Architecture of the IoMT-1(based on its contents)
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Architecture 2: Sangeetha C P, Swathi Shabu , Althaf Ashraf [3] present other suggestion based on the function
of the layers, as in the Fig 2.

Perception layer: This layer is located at the bottom of the network structure and is responsible for collecting
information and extracting data

Network layer: The middle layer is responsible for data transfer services and consists of two sublayers, service
and transfer

Application layer: It is the upper layer that uses the information received from the network layer to maintain
medical data and make decisions related to it.[3]

Application Layer

Network Layer

Perceptual Layer

@

Data Source

Fig. 3. Architecture of the IoMT-2(based on the function of the layers)
3. Security Aspect

Medical devices available on the Internet provide health care providers with many services, such as managing
diseases and medications, improving food supplies, and reducing costs. For these reasons, the health care devices
market sector, which includes the Internet, including what is known as the medical Internet, is a market that has growth
in recent years, and its profits are expected to increase to millions of dollars. With all this diversity and the services
provided, it has opened the way for new types of attacks, the causes of which can be investigated:

1) Sharing sensitive patient data

2) Due to the large number of devices in the network, problems of heterogeneity and compatibility appear

3) Security problems related to integrity, confidentiality, and availability

4) Because this type of network uses wireless communication, it makes it more vulnerable to violations

5) The network needs applications in terms of operation, monitoring and control, which provides an environment
for attackers to violate authentication, authorization and security.

6) Due to the limited capabilities of the sensors, many of which lack encryption, they become exposed to
attackers[16]

Confidentiality requirements are classified into two categories.

The first: confidentiality requirements within a single network, which are:

1) It is necessary to verify network users to prevent the injection of false data by attackers

2) The necessity of encrypting data during transmission to avoid spam attacks and disclosure of data to
unauthorized persons

3) Avoid system failure and provide security and integrity in data transmission against information tampering
attacks

4) Providing medical service and disclosing data to prevent denial or denial of service by attackers.

Second: Confidentiality requirements between the network and the outside world include:

1) Encrypt data during transmission to avoid modification and privacy disclosure

2) Determine user privileges, access, and control policy

3) Do not deny the message[17].

Table 4. shows a classification of the concerns facing the Internet of Things, the attacks it is exposed to, and their

causes, in order to prepare for presenting what has been studied in this field, the contributions of researchers, and the
proposed solutions to these concerns.
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Table 4. IoMT security aspect attacks reason and solution.

[19]

Security aspect Attacks reason
Confidentiality Eavesdropping Messages are broadgast across wirel.ess.channels.
[12] unencrypted line of communication
Data interception[18] Insecure Channels Accessible Wireless Transmission
Packet capturing[19] Accessible Wireless Transmission Channels That Are
Not Secure Are Not Encrypted
' Traffic analysis Information about the source and destination is not
Privacy encrypted. Absence of safe routes .Inadequate

encryption technique

Identity/Location track in [19]

Insufficiently safe channels
Parameters for identification and location are not
encrypted.

integrity and

Message Tampering-Alteration[20]

Malicious data injection [20]

Lack of a source authentication and data integrity
protection system

authentication
Cloning & Spoofing[21]
Availability Jamming [23] targets WiFi IoMT devices or access points
Denial Of Service Lack of Backup Devices
Distributed Denial of Service . . . .
(DDOS)[22] Exploiting devices turning them into bots
Flood[20] Overloads and D;ple_tes IoMT's Respurces with False
Injection of Information
Dela Overwhelms & Prevent or Severely Delays any
Y Transceiving of Medical Information
Authentication Man-in-the-Middle [18] Poor authentication scheme (one factor)
Replay [23] Weakness in the authentication protocol
Weak password
Brute force[22] one authentication factor
Session Hijacking [23] Lack of/Poor Encryption

Non-Secure Channels

3.1 Devices in IoMT related work

Implantable sensors are a promising technology that offers many advantages in the field of health care. Such as
treating a specific medical condition, monitoring and improving the performance of a part of the body, or providing the
patient with certain abilities. After integrating communication protocols with artificial intelligence with this type of
device, it gave patients more independence while reducing costs and the possibility of remote monitoring.

Authors in [4] present security techniques for [oT systems and study the issues of security protocols, privacy, and
interoperability between systems with the aim of reducing costs, improving patient monitoring, and enhancing
personalized healthcare, reviewing implantable or wearable sensors and their investments in telesurgery, studying the
security challenges and threats, studying the reasons, and providing appropriate solutions for each of them in terms of
encryption types and algorithms. The integration of ECC with the RSA algorithm was approved once the CHF hash
function was integrated with ECC, as this integration process ensures confidentiality, security, reduces complexity, and
solves the problem of sharing keys with the wallet. About data privacy and accessibility. Given the sensitivity and
privacy of medical information transmitted over the IoT network, it has become necessary to take security measures to
secure the transmission, collection, and storage of data, as three encryption algorithms were studied: symmetric,
asymmetric, and keyless, and their impact on the network.[4].

Data integration in the medical Internet of Things network is one of the most important challenges facing the
network due to the diversity of data sources such as merging imaging scans and laboratory results, which provides a
clearer picture of the patient's condition and helps the doctor in more accurate diagnosis and determining the appropriate
treatment. The process of collecting data from sensors in the medical Internet of Things network has many implications
due to its importance, quality and large quantity, and may affect the accuracy of diagnosis and decision-making. In this
research, an algorithm was studied to detect epileptic seizures within the Internet of Things network, which means the
presence of anything suspicious in the network with an accuracy ranging between. The biggest challenge remains
improving the stages of data collection, protection and storage, in addition to unifying data coming from multiple
sources in order to facilitate its integration and analysis. A group of fields in which data from sensors was integrated
were also presented, such as detecting epileptic seizures, remote surgery, detecting Alzheimer's disease remotely and
digital biometrics. The Naive Bayes (ESDNB) algorithm, based on detecting epileptic seizures, has shown its
effectiveness in collecting data. However, despite its high efficiency, it requires security measures to detect threats and
malware. This study relies on encryption and blockchain technology to provide security to the system.[5].
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Ensuring fair access to smart healthcare systems is one of the challenges facing the security of devices connected
to the Internet of Medical Things network. Therefore, authors in [9]  studied smart healthcare systems within the
framework of the Internet of Medical Things and (5.0) features of healthcare, focusing on addressing the security of
devices connected to this network and studying the services, applications and challenges they face. Data was also
analyzed within the Internet of Medical Things environment using artificial intelligence algorithms, deep learning and
machine learning, to address weaknesses and ensure security in these systems.[9]A distributed network was designed by
authors in [15] Wen and data compression techniques, scheduling algorithms, and data collection and redirection from
sensors via tracking nodes were studied for the purpose of tracking the network and increasing the operating efficiency.
The results of the proposed algorithm (weighted fair queueing) showed its superiority in terms of reducing the delay and
jitter rate by 40% and 19.7% compared to the algorithm (Low Latency Queueing) and its effectiveness in terms of
energy consumption compared to the direct path approach, in addition to improving applications related to the body
regions network for self-organizing monitoring of population health.[15]Although wearable devices save the patient the
risk of surgical operations and are more flexible than implantable devices, the remaining challenges remain on the
ground. For the purpose of providing the process of collecting, transferring, and storing data in a secure manner, authors
in [16] present the latest technologies for securing [oMT system data against physical and network attacks, and proposes
a security framework that combines many security techniques, while clarifying the appropriate solutions for each attack
Despite these many advantages, it entails many risks, the most important of which is endangering the patient’s safety.
The ease of access to data by hackers leads to a violation of privacy because these devices store sensitive information
about the patient[16] .A scenario of healthcare network infrastructure was studied by authors in [18] with key
stakeholders and cybersecurity requirements affecting the medical domain and threats were listed and linked to a
framework (MITRE ATT&CK) to provide compatibility and interoperability for comparison purposes with previous
works and provide countermeasures for each technology. The study also highlighted the cybersecurity challenges such
as access control, trust management, security mechanisms and telehealth.[18]

Table 5. shows a summary of the problems studied in the literature on the devices used in the Internet of Medical
Things described above, along with the proposed solutions and simulation methods used in each of them.

Table 5. Summary of previous work of the devices in IoMT.

Ref problem Solution Simulation

[4] Apply the essential security measures | ECC merges with RSA algorithm | Review
and IoT basics that allow various | Once the CHF hash function is
internal and  external healthcare | merged with ECC, this merge process
business areas to be connected. | ensures confidentiality and security,
Solutions for protecting Internet of | reduces complexity and solves the
Things networks from data | problem of sharing keys with the
transmission, storage, and collecting | wallet

threats. Examines how to make IoT | Encryption Algorithms Symmetric
more secure and sustainable by looking | Keys Asymmetric Keys and Keyless
at the diverse security requirements,
design issues that are inherent, and
variety of security technologies.

[5] Integrating data into the IoT network is | Epileptic seizures within the Internet | Review
one of the most important challenges | of Things network
facing the network due to the diversity
of data sources.

[15] distributed network was designed and | weighted fair queueing Implementation and
data compression techniques, Performance Evaluation
scheduling algorithms, and data
collection and redirection from sensors
via tracking nodes

[16] Providing secure data collection, | Techniques for securing medical IoT | Review
transmission and storage data against physical and network
attacks , and a security framework is
proposed that combines several
security techniques.

[18] Access control, trust management, | key stakeholders and cybersecurity | Review
security mechanisms, and remote | requirements affecting the medical
healthcare domain and threats were listed and

linked to a framework (MITRE
ATT&CK) to provide compatibility
and interoperability for comparison
purposes with previous works and
provide countermeasures for each
technology
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3.2 Communication Protocols Related work:

The entry of technical innovations and medical devices into the field of health care has brought about a radical
transformation in the field of service provision and availability, in exchange for increased security concerns. In order to
clarify these concerns authors in [11] studied the security vulnerabilities in these devices, security tests, and attacks to
which they may be exposed, such as tampering, espionage, and unauthorized access. The declarant also highlighted the
weaknesses and measures available to address them[11] . The low-power IEEE 802.15.4 standard was used by authors
in [13] in the construction of the wireless body area network. The impacts of a number of network features, including
packet sizes, arrival times, and node counts, on connection dependability were investigated. The findings demonstrated
that one of the key determinants of connection reliability is the packet delivery ratio. The network's ability to transmit
data is impacted by the diversity of the testing environment. Our findings also demonstrate that, in order to obtain more
than 90% PDR for every testing scenario, the optimal network dependability should be adjusted at more than 15 ms in
the packet interval time [13]. The IEEW802.15.4e standard was used by authors in [24] to design a wireless sensor
network using the low latency deterministic network (LLDN) super frame contained in this standard. Based on it, a new
channel access mechanism was proposed and an analysis model was designed based on which the performance analysis
of the proposed model was studied in terms of energy consumption, throughput, delay, and reliability of data transfer.
The simulation results of the proposed network were compared with the analytical results, which showed a great match
between the two. The IEEE 802.15.4 MAC mechanism was also used and compared with the proposed model to show
its superiority in terms of reliability, throughput, and energy consumption[24]. A wireless sensor network is designed by
authors in [25] using MAC protocol with an improved version of CSMA it that detects weak signals WSD. The
proposed protocol increases throughput by reducing loss. The simulation was done using a simulation program
(OMNet++) and a framework (MiXiM). Based on the simulation results, the proposed protocol (CSMA/WSD) provides
higher throughput under increased error rates and distance between nodes with a significant decrease in average delay
[25]. Table 6. shows a summary of the problems studied in the literature on the communication protocols used in the
Internet of Medical Things described above, along with the proposed solutions and simulation methods used in each of
them.

Table 6. Summary of previous work of the communication protocols in IoMT.

ref Problem Solution Simulation
[11] tampering, espionage, and unauthorized | studied the security vulnerabilities in | Survey
access these devices, security tests, and
attacks to which they may be exposed
[13] The IEEE 802.15.4 low power standard | One of the key factors that | Implementation

was used to build the wireless body | determines the reliability of a | and experimental
area network. The effects of a number | connection is the packet delivery
of network features, including packet | ratio. In order to get more than 90%
sizes, access times, and number of | PDR for each test scenario, the
nodes, on the reliability of the | optimal network reliability should be

connection were investigated. set at more than 15 ms in packet
interval time.
[24] Power  consumption,  throughput, | Using the IEEW802.15.4¢ standard | OMNeT++
latency and data transfer reliability to design a wireless sensor network
using the low latency deterministic
network (LLDN)
[25] improved version of CSMA it that | the proposed protocol (CSMA/WSD) | OMNet++ MiXiM
detects weak signals WSD. provides higher throughput under
increases throughput by reducing loss. increased error rates and distance

between nodes with a significant
decrease in average delay

3.3 Security Issues Related work:

To determine how the security is improved for transferring patient healthcare data, authors in [12] examined
different existing techniques . Based on key characteristics, the data security protocols using AES, ECC, SHA-1, and
hybrid encryption are examined. The most suitable approaches are evaluated after considering several data security
methodologies for WBAN. Additionally, we examine the security in light of several attack scenarios [12].

To obtain a secure transfer process and provide confidentiality to the health system, authors in [17] proposed an
idea to integrate the security of textual data with the medical image by integrating 2D-DWT-1L and 2D-DWT-2L
technology with an encryption system using a combination of (AES) and (RSA) algorithms to begin with. Encryption
and then hiding the result in the overlaid image. This technology provides concealment of the patient’s confidential data
and ensures minimal distortion of the transmitted image[17].
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Authors in [26] pproposed a secure authentication system based on the hash chain, conducting a formal security
analysis using the ROR model and an informal one, and validating the analysis using ProVerif. Simulation and
comparison results show that the proposed lightweight system provides security features that support WBANSs[26].

WBAN is primarily made up of implanted or wearable smart medical sensors and personal servers (as gateways)
for remote monitoring of the body's vital processes and the ambient conditions around it. A medical sensor node (SN),
personal server (PS), and medical server (MS)/cloud service (MCS) platform make up a typical medical WBAN
application scenario. Authors in [27] proposed a lightweight and continuous authentication plan by creating a signal
called Biokey to overcome the problem of impersonation and using a technique to reduce energy consumption and save
time by reducing complex calculations and verifying the protocol to ensure mutual authentication between the personal
PS node and the server node. The scheme provides security. Against attacks such as replay, impersonation, capture
attack, data integrity and reducing the communication burden between the personal node and the server[27]. Authors in
[28] using an IoMT system even when they were outside of the clinic. Positive findings proved that the implemented
[oMT system complied with set security and sustainability standards. The real-time monitoring of the patients’ vital
signs, which enhanced the standard of care and enabled the early identification of potential problems, is one of the case
study’s significant statistical findings. Medical gadgets that have proven to be secure, long-lasting, and low-
maintenance include the electrocardiograph, pulse oximeter, and blood pressure monitor. These findings were in line
with earlier studies that had demonstrated the advantages of IoMT in terms of remote monitoring, the early
identification of health issues, and improved medical decision-making[28]. WBAN works on the interaction of sensors
through an open wireless channel, which makes it vulnerable to various threats. In addition to its work in monitoring
data collection, it is a heterogeneous system. The sender and recipient can use different encryption algorithms. Based
on the above authors in [29] proposed a heterogeneous authentication system using certificate-less encryption. On the
sender side and identity-based encryption on the recipient side using the HECC scheme, which provides a security level
similar to the ECC scheme, but with a more efficient approach and a smaller key size. The proposed scheme meets
security and privacy and enhances efficiency in terms of calculations and communications [29]. Due to the widespread
use of the Internet with a local infrastructure that may be weak in many cases, this leads to the emergence of security
gaps and weak points at the ends of the network that target parts of the network such as default passwords and firmware.
This has become a weapon against networks and the services they provide and for To mitigate this type of problem,
authors in [30] made efforts to develop an intrusion detection system. This was done by using the signature and
updating it in order to increase reliability. The ability of the proposal was enhanced and its performance was evaluated
by creating signatures assigned to two of the most famous signature-based intrusion system identifiers with the ISOT,
[0T23, and BoTIoT datasets, on the one hand, by detecting Anomalous traffic in terms of detection rates, number of
alerts, detection time as well as peak CPU and memory usage[30].

Authors in [31] proposed to design a wireless network architecture (SD WBAN) with a light encryption system
and the use of the HECC scheme to provide security for patient data. The proposed system has been divided using the
MCDM approach based on the distance from the intermediate solution EDAS. The proposed system has proven its
superiority in terms of communication, storage and computation costs[31]. A protocol was proposed that addresses
attacks (offline password guessing, stolen smart card attacks, impersonation, and user anonymity) and then the ROM
model was used to conduct a formal security analysis of the proposed protocol, which proved to provide efficiency,
strength, and security in terms of costs for accounts and communications. Fast and easy access to the e-health cloud is a
double-edged sword because it exposes data to new challenges such as integrity, security, and confidentiality. For
authentication, factors such as smart card, password, and biometrics are used. Many ECC-based protocols have been
introduced, but they It still suffers from security flaws and high costs. Authors in [32] introduced a protocol for the e-
health cloud to thwart attacks such as password guessing, impersonation, and hiding the user’s identity. The protocol
was evaluated through formal security analysis using the Oracle random model[32].

In order to obtain the legitimacy of both the patient and the doctor, the anonymous authentication technology
contributes to this without revealing privacy. However, the size of the key used in the encryption algorithms (DES,
AES) and the process of sharing it remain among the problems that reduce the level of security in this technology.
Therefore authors in [33] proposed a technology encryption with a smaller key size and the use of security analysis have
proven its strength against potential attacks in terms of both storage, communication and computation costs[33]. After a
wide range of ECG monitoring systems and health care for heart diseases, to increase the distinctiveness of the signal
and ensure the speed of its transmission, it is necessary to choose a more effective method for encryption, ECG signal
monitoring systems are sensitive systems and applications that require speed, stability, and accuracy in signal
transmission. For this reason authors in [34] studied the DES and ECC encryption standards and compared the
performance of each in effectively protecting data integrity. However, the results show that the former is superior in
terms of speed, so it is recommended to use it in encryption in these systems in particular.[34]. Table 7. shows a
summary of the literature on the security concerns studied and the problems and proposed solutions.
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Table 7. Summary of previous work of the security concerns in [oMT.

Ref Problem Solution Simulation

[12] How to improve security for patient | Check data security protocols using
healthcare data transfer AES, ECC, SHA-1 and hybrid

encryption

[17] Safe transfer process and | To integrate the security of text data | MATLAB R2015a
confidentiality of the health system with medical image by combining

2D-DWT-1L  and 2D-DWT-2L
technology with an encryption
system using a combination of (AES)
and (RSA) algorithms at first.
Encryption and then hiding the result
in the overlay image. This technology
provides concealment of patient
confidential data and ensures
minimal distortion of the transmitted
image

[26] Secure Authentication System Formal and informal security analysis | ProVerif

using ROR model

[27] Identity theft and use technology to | Lightweight, continuous | Performance evaluation
reduce energy consumption and save | authentication plan
time by reducing complex calculations.

[28] Track patients' vital signs By enabling real-time and remote | statistical Implementation

monitoring of vital signs, the
installation of a medical IoT system
at a clinic can enhance patient care.

[29] Open wireless channel Heterogeneous authentication scheme | Analysis

Heterogeneous system using certificate-less encryption on
the sender side and identity-based
encryption on the receiver side using
the HECC scheme.

[30] Security vulnerabilities and weaknesses | Intrusion detection system. This is | Experimental
appear at the network edges targeting | done using signature and updated for
parts of the network such as default | increased reliability.
passwords and firmware.

[31] . A wireless network (SD WBAN) | Performance Analysis
To provide security for patient data. architecture with lightweight

encryption and HECC scheme, the
proposed system partitioning using
MCDM approach based on distance
from EDAS intermediate solution.

[32] Offline password guessing, stolen smart | An eHealth Cloud Protocol to Thwart | Formal security analysis using
card attacks, impersonation, user | Attacks the random Oracle model
anonymity

[33] Anonymous Authentication Technology | & 4&With a smaller key size and | Analysis
Key Size Used in Encryption | the use of security analysis, it has
Algorithms (DES, AES) and Sharing | proven robust against potential
Process attacks in terms of storage,

communication and computing costs.

[34] Speed, stability and accuracy of ECG | DES and ECC encryption Analysis

signal transmission
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4. Review Analysis

When analyzing what has been studied in terms of devices and protocols in the medical Internet of Things

network, we notice that it consists of a diverse group of devices as shown in Table (3) in contrast to a large and diverse
number of protocols in which each of these devices operates. This diversity has led to the creation of a heterogeneous
environment due to the difference in data sources between images and laboratory results. The process of integrating data
coming from different sources is one of the first challenges facing work in the field of the medical Internet of Things
network. We face another challenge that lies in preserving this data when it is transferred through the network, while
continuing to examine and study the weaknesses, concerns and attacks facing the network shown in Table (4) on the
other hand, and providing ways to detect and protect problems. Therefore, integrating encryption algorithms enhances
security, and artificial intelligence provides one of the promising methods in studying and analyzing the elements
affecting network performance, such as the delay ratio, jitter, packet size, arrival time, number of nodes, belt delivery
ratio, packet interval, and energy consumption, as these elements affect reliability. Network performance.

5. Proposed Solution and Future Directions

1.

wn

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
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To lower the cost of installing visual monitoring via the Internet of Things, look into the possibility of
upgrading these devices when connected to the network. [4] .

Develop continuing countermeasures for malware that infects networks [4].

Create ongoing strategies to combat network-based malware.[5]

Enhancing the phases of data gathering, security, and archiving; also, consolidating data from disparate
sources to ease integration and analysis[5].

Technological advancements for the Internet of Medical Things and addressing issues with infrastructure
expenses, regulatory compliance, standardization, stress on the network now in use, security, and privacy in
the healthcare system [9].

Al algorithms (deep learning or machine learning) are being used to promote a paradigm shift in data
analytics inside a data-driven environment in order to solve vulnerabilities and maintain security in smart
healthcare systems. By combining next-generation IoT technologies with 5G and 6G networks, internet
connection will be improved and network load will be reduced [9].

The method can assist in configuring the basic CSMA/CA parameters for WBANs applications without
necessitating the development of a new protocol and improve data communication throughput by preventing
network retransmissions and data collisions. [13].

In order to improve system effectiveness, data security issues in data processing must be addressed. Important
physiological signal data must also be further integrated with the relationship between injury location and
severity to create a more thorough priority scheme. Stress and data collection must be balanced. Applications
for group health monitoring could include fall detection systems, disaster rescue operations, and crowd
control for a hiking group[15].

The concept can be used in WSNs for a variety of applications, including automated dispensing, factory
automation, fall detection systems, fire detection and alarm systems, robotics, airport logistics, and many
more emerging automated applications.[24].

Upgrading the fundamental CSMA MAC protocol for use in critical situations begins with the creation of the
new CSMA/WSD protocol. [25].

To assess the IoT system's long-term efficacy in enhancing patient care and reducing disease, conduct a
longitudinal study [28].

It is possible to investigate new methods of data analysis to increase the precision of health problem detection
[28].

Think about enhancing the system's user interface to enhance patient acceptance of the system and enhance
user experience[28].

Provide a new asymmetric authentication system in which the private key and partial private key can be sent
to users by the key generation center via an open channel without being seen by attackers. [29]

Use the available labeled datasets to train the anomaly detection module after evaluating the efficiency in
terms of accuracy, F-measure, and FAR, for use in anomaly detection as well as automated signature
generation process [30] .

Creating a sophisticated WBAN communication protocol to employ various queuing algorithms, including
weighted fairness and priority queuing, to enhance Quality of Service (QoS) [31].

Utilizing 5G communication technology in conjunction with fog/edge-based signal-assisted cryptography and
quantum cryptography to increase security and privacy at a reduced cost [31].

Maintaining the privacy of WBAN users' location as they access the WBAN network from different locations
as they travel from one place to another [33].

With the capacity to combine the two algorithms, analyze a sizable volume of data, and execute encryption
and decryption in real time.[34]
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6. Conclusion

In spite of the fact that the Internet of Medical Things makes it easier for patients and doctors to communicate,
lowers patient health care costs, and grants patients greater mobility and independence with the option of ongoing
remote monitoring, this advancement has left sensor networks vulnerable to a variety of threats. It has become remotely
accessible to hackers and others with access, which carries a number of concerns, the most significant of which is
jeopardizing patient safety while breaching the confidentiality of sensitive patient data on the network. The process of
combining the ECC and HECC algorithms with encryption algorithms like RSA, DES, AES, and SHA-1, as well as
mixed encryption with support for communications protocols using artificial intelligence algorithms Neural Network
and its derivatives and Fuzzy Logic, is one of the solutions based on the security measures that were presented
suggested to improve the healthcare network's security and privacy.
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