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Abstract: Cloud computing has revolutionized the way organizations manage and deploy their Information
Technology infrastructure. With an increasing emphasis on data security and residency, regulatory compliance, and the
need for customization, private cloud platforms have emerged as a pivotal solution in the enterprise Information
Technology landscape. This paper presents a comprehensive review of private cloud technologies, delineating their key
features, advantages, and capabilities. Through an exhaustive research methodology, we explore various private cloud
solutions, ranging from open-source offerings to proprietary systems. A reference architecture is formulated to provide
a holistic understanding of the essential components and interactions inherent to a private cloud platform. Furthermore,
18 categories and 43 subcategories of features and capabilities for the 13 most popular private cloud solutions are
identified to assist organizations in evaluating and selecting the most suitable platform based on their specific
requirements. This study aims to offer valuable insights to enterprises navigating their cloud adoption journey,
emphasizing the significance of making informed decisions in the rapidly evolving cloud computing domain.

Index Terms: Cloud Computing, Private Cloud, Cloud Taxonomy, Cloud Selection.

1. Introduction

The evolution of cloud computing has transformed the landscape of modern enterprise IT infrastructure. As
organizations grapple with the challenges of data security, regulatory compliance, and the need for customization,
private cloud technologies have emerged as a viable solution to address these concerns. Unlike public clouds, which are
hosted by third-party providers and shared among multiple tenants, private clouds are dedicated to a single organization,
offering greater control and customization (Mell & Grance, 2011) [1]. These solutions, characterized by their scalability,
self-service capabilities, and resource pooling, provide enterprises with the flexibility to adapt to rapidly changing
business environments while ensuring that their data remains secure and within their control in regulatory required
location (Buyya, Yeo, Venugopal, Broberg, & Brandic, 2009) [2].

The rise in the adoption of private clouds can be attributed to their potential benefits, including reduction of vendor
lock-in, cost optimization, expanded service availability, and improved operational efficiency (Gartner, 2020) [3].

Based on Flexera 2023 State of the Cloud Report [4], 74% of organizations have private cloud in place.

Despite the widespread adoption of private cloud platforms as mentioned before, there are significant gaps in the
current research landscape. Most existing studies focus on open-source solutions like OpenStack [5, 6, 7], with limited
attention to commercial platforms. Additionally, while many papers address the technical aspects of private clouds [8, 9,
10], there is a lack of comprehensive comparative evaluations. With the proliferation of private cloud solutions in the
market, organizations face the challenge of selecting the most suitable technology that aligns with their specific
requirements. Private cloud selection processes required to be addressed by proper selection of private cloud platforms
to manage hybrid corporate workloads. This gap in the literature makes it challenging for organizations to make
informed decisions when selecting private cloud platforms that best meet their needs. Considering that managing cloud
spend, security issues and lack of expertise are top cloud adoption challenges (Fig.2) a systematic private cloud
taxonomy, which covers all the aspects in a holistic way, is essential for decision-making process.
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Fig.2. Top cloud adoption challenges.

Enterprise private cloud platforms refer to a category of cloud computing solutions specifically designed for large-
scale businesses and organizations. Unlike public clouds, which are shared by multiple users, a private cloud is
dedicated to a single organization, ensuring enhanced security, control, and customization. These technologies combine
the benefits of traditional data centers with the agility, scalability, and efficiency of cloud computing.

An enterprise private cloud is a computing environment that mimics the capabilities of public cloud services but
operates solely for a single organization, whether managed internally or by a third-party provider. Key characteristics
include:

» dedicated resources when all computing resources, from servers to storage, are dedicated to a single
organization;

+ customization capabilities which allow organizations to tailor their private cloud environment to meet specific
business and IT requirements.

« enhanced security with dedicated resources and no shared infrastructure, private clouds offer a higher level of
security, making them suitable for businesses with stringent compliance and data protection needs.

Enterprise private cloud platforms encompass various components, including:

» Infrastructure as a Service (laaS): provides virtualized computing resources over the internet, allowing
businesses to rent IT infrastructure components.

« Platform as a Service (PaaS): offers a platform allowing customers to develop, run, and manage applications
without dealing with infrastructure complexities.

» Software-Defined Data Centers (SDDC): an advanced infrastructure where all elements of the data center,
including networking, storage, and computing, are virtualized, and delivered as a service.
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Adopting private cloud platforms offers several advantages to enterprises:

 increasing cost efficiency, by optimizing resource utilization, enterprises can achieve significant cost savings;

« business agility by rapid provisioning and de-provisioning of resources enable businesses to respond quickly to
market changes;

- control and compliance when enterprises have full control over their data, ensuring compliance with industry
regulations and standards;

« performance increase when dedicated resources ensure consistent and high-performance levels, crucial for
mission-critical applications.

The landscape of enterprise private cloud platforms has evolved over the years, with several trends shaping its
future:

» Hybrid Cloud Integration: many enterprises are adopting a hybrid approach, integrating private and public
cloud resources to achieve greater flexibility.

« Containerization: the rise of container technologies like Docker and Kubernetes has revolutionized application
deployment in private clouds.

« Automation and orchestration: advanced automation tools are simplifying the management of private cloud
environments, reducing manual interventions and errors.

Enterprise private cloud platforms offer a robust and flexible solution for businesses looking to harness the power
of cloud computing while maintaining control, security, and customization. As technology continues to evolve, it is
imperative for organizations to stay abreast of the latest trends and innovations in this domain to leverage the full
potential of private cloud solutions.

This paper aims to provide a systematic review of these key vendors, shedding light on their strengths, capabilities,
and the value they bring to the enterprise cloud ecosystem. By synthesizing information from various sources, a
systematic review offers practical insights and recommendations with respect to features and capabilities availability for
particular solutions that can guide organizations in making informed decisions regarding private cloud adoption and
implementation. The subsequent sections will delve into the methodologies employed for this review, present a
comparative analysis of the leading private cloud vendors, and conclude with recommendations for enterprises
embarking on their private cloud journey.

The reminder sections of the paper are organized as follows. “Related works” section presents a survey of existing
papers related to our study. In “Research methodology” section, the methodology of our study is described. In “Private
Cloud Platforms Reference Architecture and Taxonomy” we defined the scope of key vendor to consider, based on their
features, created private cloud platform reference architecture and comprehensive taxonomy which has been validated
in “Taxonomy validation” section. In “Future research challenges”, the key area of future research has been identified.

2. Related Works

The landscape of enterprise private cloud platforms has been the subject of numerous scholarly investigations. A
synthesis of these studies provides a comprehensive understanding of the current state of research in this domain.

In one of the first [11] comprehensive researches, the basic components of private cloud platform were identified.
Author built the solution using KVVM [12] virtualization technology and Eucalyptus [13], an open-source system that
enables the organization to establish its own cloud computing environment.

Improved reference architecture was presented in [14].

Next study with similar reference architecture focused on performance evaluation and comparison of three
platforms: Ubuntu Enterprise Cloud (UEC), Xen Cloud Platform (XCP), and Proxmox virtual environment (PVE) [15].

As abovementioned studies most of the scientific publications are mostly concerned about open-source private
cloud solution such as OpenStack [16, 17, 18, 19] with very limited focus on commercial solutions.

In case of private cloud platforms available solution market researches and industry report provide much better
view on a technology. In Forrester's 61-criteria evaluation of private cloud solution vendors [20], we identified the 10
most significant software providers - ASG Software Solutions, BMC Software, CA Technologies, Cisco Systems,
Citrix Systems, Eucalyptus Systems, HP, IBM, Microsoft, and VMware. Forrester’s high-level overview [21] of more
than 30 software-only private cloud service providers is also a valuable resource to create a list of solutions to become
input for taxonomy creation.

Private cloud technologies continue to play a pivotal role in the multi-cloud, hybrid approach adopted by many
organizations. Microsoft Azure Stack, for instance, has seen an increase in workload runs, marking its prominence in
the private cloud domain. AWS Outposts and VMware vSphere/vCenter are also notable contenders in the private cloud
space. However, it's worth noting the decline in OpenStack’s popularity over the years, dropping to 11% in 2023 from
15% in the previous year (Flexera, 2023).
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The report also emphasizes the importance of understanding application dependencies and assessing technical
feasibility, which are identified as the top challenges faced by organizations when migrating workloads to the public
cloud. This underscores the complexities involved in cloud migration and the need for comprehensive planning and
strategy (Flexera, 2023).

A recent review by Data Centre Magazine highlighted the top private cloud solution providers, emphasizing their
contributions to the evolving enterprise cloud ecosystem. The list includes industry giants such as AWS, Microsoft
Azure, Google Cloud, and Oracle Cloud, as well as other notable providers like VMware, SAP, and HPE GreenlLake
(Derrick, 2020) [22].

Gartner’s Cloud management Tooling Review and Rating [23] and Strategic Cloud Platform Services [24] are also
considered to create a short list of private cloud platforms.

As we can see, several key vendors, both proprietary and open-source, dominate the private cloud landscape, each
offering a unique set of features.

3. Research Methodology

The objective of this research is to provide a systematic review of key vendors in the domain of enterprise private
cloud platforms. To ensure the comprehensiveness, reliability, and validity of the findings, a structured research
methodology was adopted. This section outlines the methods and procedures employed during the research process.

The research methodology adopted for this systematic review is based on a qualitative approach, ensuring that the
assessment of enterprise private cloud platforms is comprehensive, replicable, and unbiased. The methodology is
divided into the following phases:

/"« Sselect and analysis current scientific publication
Review of existing research and cloud technology market

researches

Analyze most commonly used solutions documentation
Select consolidated list of private cloud platforms to be

N analyzed J

R o . . I A
Identification of Criteria for Classification +  Identify necessary Cloud platform features

* Describe necessary Cloud platform features
Decide on the criteria you will use for classification

o * Classify private cloud platform into different categories
Classification and subcategories

|+ Create visual taxonomy hierarchy

. . [ * Test taxonomy with a small group of experts
Validation and Refinement +  Make necessary adjustments to improve the taxonomy's
usability and effectiveness

+  Discuss challenges and future research directions

Critical discussion

|“«|.|«|

Fig.3. Research methodology steps.

3.1. Review of Existing Research and Cloud Technology Market

On the first step selection and analysis of different sources has been performed:

- Literature Databases: peer-reviewed articles, conference proceedings, and white papers were obtained from
recognized academic databases such as IEEE Xplore, Google Scholar, ACM Digital Library, and ScienceDirect.

* Vendor documentation: official documentation, whitepapers, and case studies provided by private cloud
vendors were considered to understand the technical specifications, features, and capabilities of their solutions.

« Industry reports: reports from industry analysts, such as Gartner, Forrester, and IDC, were incorporated to gain
insights into market trends, vendor evaluations, and future predictions.

For each selected document, relevant data was extracted and categorized.

3.2. ldentification of Criteria for Classification

A thematic analysis approach was employed to assess the extracted data on the second step. The analysis sought to
identify recurring themes and patterns concerning the capabilities and market proposals of the considered private cloud
vendors. To provide a comprehensive review of key vendors, the following evaluation criteria were established:
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» Market presence: the overall footprint of the vendor in the enterprise private cloud market.

» Technological innovations: the vendor's contribution to technological advancements in the domain.

«  Customer reviews: feedback and reviews from enterprises that have adopted the vendor's solution.

« Security and compliance: the robustness of the vendor's solutions in terms of data protection and regulatory
compliance.

« Scalability and flexibility: the ability of the vendor's solutions to adapt to varying enterprise needs.

As a result, on the second step reference architecture for private cloud platforms was built, necessary technical
features were identified, and 18 classification groups established.

3.3. Classification

Step three was dedicated to classification private cloud platform to different categories and subcategories created
on the previous step and visual taxonomy creation. On this stage, classification of the various enterprise private cloud
platforms based on the criteria identified in the previous steps was performed. The classification aims to provide a
structured overview, helping organizations in selecting the most suitable platform according to their specific needs.

3.4. Validation and Refinement

On step four this taxonomy was validated. To ensure the accuracy and relevance of the proposed classification, a
validation and refinement process was conducted involving a group of experts (Senior DevOps Engineers and
Developers) from a leading Ukrainian telco operator Kyivstar PJISC Information Technology Department. This process
aimed to test the practical applicability of the classification criteria and refine them based on expert feedback.

An initial session was organized to familiarize the experts with the proposed classification. This included a detailed
presentation of the classification criteria and the rationale behind each category and subcategory. Experts were asked to
classify different private cloud platforms using the proposed taxonomy. This hands-on approach helped in identifying
any discrepancies or ambiguities in the classification.

After the taxonomy testing, experts provided detailed feedback on the classification criteria. They highlighted
areas of strength and suggested improvements for criteria that were either too broad or too specific. Based on the
feedback, the classification criteria were refined to enhance clarity and applicability. For instance, the integration of
public clouds was limited to key hyperscalers.

The refined classification was re-tested with the same group of experts to ensure that the modifications addressed
the previously identified issues. This iterative process helped in achieving a robust and practical classification
framework.

The validation process underscored the importance of involving domain experts in refining theoretical models.
Their practical insights ensured that the classification is not only theoretically sound but also practically applicable in
real-world scenarios. This iterative approach of validation and refinement ensures that the classification remains
relevant and useful for organizations in selecting and implementing private cloud platforms.

3.5. Critical discussion

On this step, we critically examined the findings of the study, highlighting the strengths, limitations, and areas for
future research.

4. Private Cloud Platforms Reference Architecture and Taxonomy

In this section, we defined the scope of key vendor to consider, based on their features introduce private cloud
platform reference architecture and create classification of private cloud platforms capabilities to different categories
and subcategories of features based on technical criteria.

Based on related survey and industrial reports review the following open-source and commercial platforms were
selected to be a part of evaluations scope:

» OpenStack [25]: OpenStack has been one of the most popular open-source solutions for building private clouds.
Organizations of various sizes have adopted it, especially large enterprises and telecoms. Its modular architecture and
active community support have contributed to its widespread adoption.

*  KVM (Kernel-based Virtual Machine) [12]: as an integral part of the Linux kernel, KVM has seen significant
adoption as a hypervisor for both private clouds and general virtualization needs. Its integration with other open-source
projects like OpenStack and oVirt has further boosted its popularity.

« oVirt: oVirt [26], built on top of KVM, has been adopted by organizations looking for a comprehensive
virtualization management platform. While it might not have the same market share as OpenStack, it has a dedicated
user base.

» Proxmox VE [27]: Proxmox has gained traction among small to medium-sized businesses and individual users
due to its user-friendly interface and combined support for KVM virtualization and LXC containerization.
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+ CloudStack [28]: Apache CloudStack, while not as popular as OpenStack, has its niche, especially among
organizations looking for a more straightforward cloud management platform.

e Xen [29]: Xen, another open-source hypervisor, has been around for a long time and has seen adoption in
various sectors. Some cloud providers, like Amazon EC2, initially used Xen as their underlying hypervisor.

*  VMware [30]: VMware's vCloud Suite and vSphere are popular solutions for building private clouds. VMware
is often recognized for its mature and comprehensive virtualization and cloud management capabilities.

« Microsoft [31]: Microsoft's Azure Stack offers a private cloud solution that brings many of Azure's public
cloud features to on-premises environments.

+ IBM: IBM Cloud Private (ICP) [32] is a solution that allows enterprises to build their own private cloud
environments using Kubernetes and other open-source technologies.

» Oracle: Oracle's Private Cloud [33] at Customer is a solution that offers the benefits of Oracle's public cloud
but in an on-premises environment.

» Cisco: Cisco's Unified Computing System (UCS) and CloudCenter [34] are solutions designed to help
enterprises build and manage private clouds.

« Nutanix [35]: Known for its hyper-converged infrastructure solutions, Nutanix also offers the Nutanix Cloud
Platform for private cloud deployments.

* Red Hat: Red Hat OpenShift [36] is a popular choice for enterprises looking to deploy private clouds using
open-source technologies.

The selection of these platforms was based on a set of comprehensive criteria designed to ensure that the
evaluation encompasses a diverse range of capabilities, market presence, and technological innovations. The criteria and
rationale are as follows:

« market presents with market share more than 0,5%;
» vendors known for their technological innovations based on market researches and reports mention earlier;
»  positive customer reviews and feedback with 3+ score based on market researches and reports mention earlier.

Post our related work survey and abovementioned vendors documentation analysis, we formulated a reference
architecture that encapsulates the quintessential components and interactions inherent to a private cloud platform.

The reference architecture provides a high-level overview of the components and interactions within a private
cloud platform:

» User: represents the end-users or applications accessing the private cloud platform.

+ Private Cloud Platform: the main entry point for all cloud-related operations.

» Orchestration Layer: manages and orchestrates various resources such as VMs, storage, and networking.

* VMs & Containers: virtual machines and container instances running on the cloud.

» Storage: represents storage solutions like block storage, object storage, etc.

» Networking: represents the networking components like virtual networks, load balancers, etc.

« API Gateway: provides APIs for accessing and managing cloud resources.

« External Services: represents third-party services or applications integrated with the cloud platform.

* Monitoring & Logging: tools and services for monitoring the health and performance of the cloud resources.
« Security & Compliance: ensures that the cloud platform is secure and meets compliance requirements.

Private Cloud\

User
‘
‘
1
|
v

Orchestration Layer
T T
‘// | N
: —
— — / = \ :;\‘* Y —
VMs & Coniainers Storage Networking API| Gateway ‘ External Services ‘ Monitering & Logging Security & Compliance

Fig.4. Reference Architecture of a Private Cloud Platform

This analysis and reference architecture provide a foundational understanding of private cloud platforms and their
components. As organizations continue to adopt and evolve their cloud strategies, it is crucial to select the right
platform and architecture that aligns with their unique needs and goals.

Now after definition of private cloud platform’s reference architecture, classification criteria should be identified.
Considering previous material, we have created a comprehensive list of 18 feature-categories for classifying private
cloud platforms:

6 Volume 14 (2024), Issue 4



Enterprise Private Cloud Platforms: A Systematic Review of Key Vendors

»  Deployment Model:
o On-Premises: cloud infrastructure is deployed within the organization's own premises.
o Hybrid: a combination of on-premises and public cloud infrastructure.
o Hosted: cloud infrastructure is hosted by a third-party provider.
« Licensing:
o Open Source: the platform's source code is available to the public, allowing modifications and
distributions.
o Proprietary: the platform's source code is owned by an organization and is not publicly available.
»  Supported Hypervisors:
o KVM: kernel-based Virtual Machine.
Xen: an open-source hypervisor.
VVMware: a proprietary hypervisor.
Hyper-V: a hypervisor developed by Microsoft.
Acropolis: Nutanix AHV is a modern and secure virtualization platform that powers VMs and
containers for applications and cloud-native workloads on-premises and in public clouds.
e Scalability:
o Horizontal: ability to add more machines to the system to improve performance.
o Vertical: ability to add more power (CPU, RAM) to an existing machine.
« High Availability:
o Active-Active: Both systems are running simultaneously and can handle requests.
o Active-Passive: One system is active and handles requests, while the other is on standby.
»  Storage Integration:
o Ceph: an open-source storage platform.
o  GlusterFS: an open-source scale-out filesystem.
o NFS: Network File System for file sharing.
*  Network Configuration:
o  SDN Support: Support for Software-Defined Networking.
o VLAN: Virtual Local Area Network for segmenting a network.
o VXLAN: Virtual Extensible LAN for overlay networks.
* APl Availability:
o RESTful API: An architectural style for distributed systems based on HTTP.
o GraphQL: A query language for APIs.
*  User Interface:
o Web Ul: a graphical interface accessible via a web browser.
o CLI: command-Line Interface for interacting with the platform.
«  Multi-tenancy Support:
o Yes: supports multiple tenants or users on a single instance.
o No: does not support multi-tenancy.
« Integration with Public Clouds:
o AWS: integration with Amazon Web Services.
o Azure: integration with Microsoft Azure.
o GCP: integration with Google Cloud Platform.
*  Security Features:
o RBAC: Role-Based Access Control for defining user roles and permissions.
o Multi-factor Authentication: additional security layer requiring multiple methods of authentication.
*  Monitoring and Logging:
o Built-in: inherent monitoring and logging capabilities.
o Integration with External Tools: ability to integrate with third-party monitoring and logging tools.
»  Backup and Disaster Recovery:
o Snapshot: a point-in-time copy of data.
o Replication: duplicating data across multiple locations for redundancy.
»  Container Support:
o Kubernetes: an open-source container orchestration platform.
o Docker: a platform for developing, shipping, and running applications in containers.
+  Service Catalog:
o VMs: Virtual Machines as a service.
o Databases: database services.
o Applications: application hosting and deployment services.
+  Cost Management:
o Built-in Billing: inherent billing capabilities.
o Integration with External Billing: ability to integrate with third-party billing systems.

o O O O
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+  Extensibility:
o Plugins: extend functionality using plugins.
o API Extensions: extend API capabilities. Migration Tools: Tools and features that assist in migrating
workloads to and from the platform.

On-Premises

i
| Proprietary

| scalability
|

| High Availability

Private Cloud Platforms Web Ul

Multi-tenancy Support

\ RBAC
' security Features
Multi-factor Authentication

|
| Monitoring and Logging
Integration with External Tools

|
(o)

|
Gomre)

Integration with External Billing

|
U extensibility
API Extensions

Fig.5. Private cloud platforms taxonomy.
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These feature-categories and subcategories will allow enterprise to perform a holistic evaluation that covers a wide
range of enterprise needs and technological capabilities. Thus, become a valuable input for private cloud selection
process.

5. Taxonomy Validation

These criteria can be used to evaluate and categorize different private cloud platforms based on their features, capabilities, and
use cases. In Table 1 and Table 2 selected platforms capabilities analyzed.

Table 1. Taxonomy validation (part 1).

Groups & subgroups OpenStack KVM oVirt Proxmox CloudStack Xen VMware
Deployment Model vE

On-Premises + + + + + + +

Hybrid + - _ I " . "

Hosted + - - - + - +
Licensing

Open Source + + + + + + -

Proprietary - - - + - - +

Supported Hypervisors

KVM + + + + + - -
Xen + - - + + + -
VMware + - - R + N T
Hyper-V + - - - + - -
Acropolis - - - - - - -
Scalability
Horizontal + + + + + + +
Vertical + + + + + + +

High Availability

Active-Active + + + + ¥ T ;

Active-Passive + + + + ¥ ¥ ¥

Storage Integration

Ceph + + + + + + -
GlusterFS + + + + + + -
NFS + + + + + + +

Network Configuration

SDN Support + + + + + + +
VLAN + + + + + + +
VXLAN + + + + + + +
API Availability

RESTful API + - + - + - +
GraphQL - - - - - - -

User Interface
Web Ul + - + + + - +
CLI + + + + + + +

Multi-tenancy Support

Yes + - + + + - +

No - + - - - + -

Integration with Public
Clouds

Volume 14 (2024), Issue 4 9



Enterprise Private Cloud Platforms: A Systematic Review of Key Vendors

AWS + - - - + R ¥
Azure + - - - + N T
GCP + - - - + - +

Security Features

RBAC T - " m m - m

Multi-factor + - + - - _ I
Authentication
Monitoring and

Logging
Built-in + - - + B N ¥
Integration with + + + + + T ¥

External Tools
Backup and Disaster

Recovery
Snapshot + + + + T T "
Replication + + + + + T T

Container Support

Kubernetes + + + + + T I

Docker + + + + + T I

Service Catalog

VMs + - + - + - +

Databases - - - - - B -

Applications - - - - - R N

Cost Management

Built-in Billing - - - - - N ¥
Integration with + + + + + T T
External Billing
Extensibility + + + + + + ¥
Plugins + + + + + T T
API Extensions + + + + + T ¥

Table 2. Taxonomy validation (part 2).

Groups & subgroups Microsoft ICP OPC CloudCenter Nutanix OpenShift
Deployment Model

On-Premises + + + + + +

Hybrid + + + + + +

Hosted + + + + + +
Licensing

Open Source - - - - - +

Proprietary + + + + + +

Supported Hypervisors

KVM - N - n - "
Xen - - - + - R
VMware - - - + + B
Hyper-V + - N T N N
Acropolis - - - - + _
Scalability
Horizontal + + + + + T
Vertical + + + + I ¥

High Availability

10 Volume 14 (2024), Issue 4



Enterprise Private Cloud Platforms: A Systematic Review of Key Vendors

Active-Active + + + T
Active-Passive + + + +
Storage Integration
Ceph - + + +
GlusterFS - T T "
NFS - + n +
Network Configuration
SDN Support + + + +
VLAN + + T ;
VXLAN + + ¥ ¥
API Availability
RESTful API + - N T
GraphQL - - - N
User Interface
Web UI + + + T
CLI + + + +
Multi-tenancy Support
Yes + + + +
No - - - N
Integration with Public
Clouds
AWS + + + +
Azure + + + +
GCP + + + +
Security Features
RBAC + + n m
Multi-factor + + + +
Authentication
Monitoring and
Logging
Built-in + + + T
Integration with + + + +
External Tools
Backup and Disaster
Recovery
Snapshot + + T T
Replication + + + +
Container Support
Kubernetes + + + +
Docker + + + T
Service Catalog
VMs + - - T
Databases +/- - - +
Applications - - - -
Cost Management
Built-in Billing + - R T
Integration with + + + +
External Billing
Extensibility + + + +
Plugins + + T T
API Extensions + + + +
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Based on the evaluations provided in Table 1 and Table 2, the following conclusions can be drawn regarding the
best and least favorable solutions for various features of enterprise private cloud platforms.

CloudCenter, Nuatanix, Openshift and VMware stand out as the overall solutions with largest capabilities due to
its comprehensive features, robust support, and extensive scalability. They support all deployment models, including
on-premises, hybrid, and hosted, and offers proprietary licensing with extensive support and enterprise-grade features.

OpenStack and CloudStack are the open-source solutions with largest amount of features and capabilities, offering
high customizability and flexibility. They support on-premises, hybrid, and hosted deployments, and provides open-
source licensing that enable organizations to modify and extend the platform'’s capabilities.

KVM and Xen are identified as solutions with the most limited list of available features and capabilities.

The taxonomy outlined in the preceding section was the result of meticulous research, examination of primary
vendors, and rigorous criteria classification. However, any proposed taxonomy, no matter how comprehensive, requires
validation in real-world scenarios to ascertain its efficacy and applicability. This section delves into the validation
process of our taxonomy, emphasizing its testing with a select group of experts and its subsequent use for selection of
top private cloud platforms.

For the purpose of validation, experts were chosen from of Ukraine's largest telco operator Kyivstar PJSC which
provides services to 24min subscribers and its subcontractors. The selected group consisted of Senior Cloud Architect,
with extensive experience in designing and deploying cloud solutions, Senior DevOps Engineers and Developers who
oversee the day-to-day functionalities of various cloud services and IT Strategists and decision-makers responsible for
choosing and integrating cloud solutions.

This diverse group ensured that the taxonomy was evaluated from multiple perspectives, ranging from technical
design to operational feasibility.

A structured framework was established to guide the testing process. This consisted of:

« Orientation Session: an initial session to familiarize the experts with the proposed taxonomy. This included a
detailed walkthrough of the classification criteria and the reasoning behind each category and subcategory.

» Scenario-based Testing: experts were presented with two scenarios where they had to apply proposed
taxonomy for selection best-fit private cloud solution for large bank and mid-size IT service company.

» Feedback Collection: after the testing, experts shared their insights, potential discrepancies they observed, and
suggestions for refinements.

Post the orientation and scenario-based testing, experts were tasked to select private cloud platform for Kyivstar
PJSC using the proposed taxonomy together with analytical hierarchy process methodology. This exercise aimed to
evaluate the taxonomy's comprehensiveness, its capacity to accommodate real-world cloud offerings and contribute to
decision-making for practical business task. Technical requirements and selection criteria where presented by the group
and contributed to selection processes. As a result, considering technical and commercial assessment, VMware platform
was selected the most suitable solution and implemented.

Experts have also validated that this approach for selecting a private cloud platform is applicable across other
industries.

6. Future Research Challenges

As the landscape of private cloud platforms continues to evolve, several research challenges emerge that warrant
attention from the academic and industrial communities. Addressing these challenges will be pivotal in shaping the next
generation of private cloud solutions. Here are some of the most pressing challenges:

e Automating and improving informed decision-making process of private cloud platform selection for both
commercial sector and academy. The Analytical Hierarchy Process (AHP) method for selecting cloud solutions
can be further improved to provide more accurate and tailored recommendations. Future research could focus
on refining this method and integrating it with advanced proposed taxonomy.

e Applying Machine Learning for cloud selection as it can significantly enhance the process of selecting the
most suitable cloud solution. Research should explore the application of ML algorithms to analyze
organizational needs, predict future requirements, and recommend the best-fit cloud platform.

e Energy-efficiency improvement considering growing concerns about environmental sustainability,
incorporating energy-efficient requirements and green computing practices for private clouds selection.

e Providing hybrid cloud platform selection methodology as organizations often use multiple cloud solutions,
ensuring seamless interoperability between different private cloud platforms and public clouds.

As a result quick emerging technology development such as the rise of quantum computing, edge computing, and
5G technologies as well as constant presented cloud vendors’ portfolio updates proposed taxonomy may become
outdated over time and will need to be reviewed. When implementing selection criteria and short-listed solutions into
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your decision-making processes it also impotent to consider local market specific and availability of engineering
resources with necessary expertise.

Addressing these research challenges will not only enhance the capabilities company decision-making process but
also ensure they remain relevant and effective in the ever-evolving IT landscape.

7. Conclusions

The rapid evolution of cloud computing has significantly impacted the modern enterprise IT infrastructure
landscape. As organizations navigate the complexities of data security, regulatory compliance, and customization needs,
private cloud technologies have emerged as a preferred solution. This paper provided a systematic review of enterprise
private cloud platforms, focusing on their key features, strengths, and capabilities.

Our research highlighted the important technical criteria and present private cloud platform taxonomy. With 74%
of organizations already leveraging private cloud solutions, the importance of selecting the right technology that aligns
with specific requirements cannot be overstated.

Through a comprehensive research methodology, we delved into various sources, including academic literature,
vendor documentation, and industry reports. Our findings underscored the dominance of several key vendors in the
private cloud landscape. From open-source solutions like OpenStack and KVM to proprietary platforms such as
VMware and Microsoft Azure Stack, the choices are vast and varied.

The reference architecture formulated in this study encapsulates the essential components and interactions inherent
to a private cloud platform. This foundational understanding is crucial for organizations as they strategize and evolve
their cloud adoption journey. The classification criteria and detailed description of feature-categories and subcategories
are valuable contribution to a structured approach to evaluate and select the most suitable private cloud platform based
on specific needs.

In conclusion, as the Cloud Computing domain continues to evolve, staying abreast of the latest trends, innovations,
and best practices is paramount. Private cloud technologies, with their promise of control, security, and customization,
are poised to play a pivotal role in shaping the future of enterprise IT. Organizations must make informed decisions,
leveraging insights such as those presented in this paper, to harness the full potential of private cloud solutions.
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