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Abstract: The Internet of Things (IoT) driven Industrial Revolution 4.0 (IR4.0) and this is impacting every sector of the 

global economy. With IoT devices, everything is computerized. Today's digital forensics is no longer limited to 

computers, mobiles, or networks. The current digital forensics landscape demands a significantly different approach. 

The traditional digital forensics frameworks no longer meet the current requirements. Therefore, in this paper, we 

propose a novel framework called “Multi-level Artifact of Interest Digital Forensics Framework for IoT” (MAoIDFF-

IoT). The keynote "Multi-level" aims to cover all levels of the IoT architecture. Our novel IoT digital forensics 

framework focuses on the Artifact of Interest (AoI). Additionally, it proposes the action/detection matrix. It 

encompasses the advantages of the previous frameworks while introducing new features specifically designed to make 

the framework suitable for current and future IoT investigation scenarios. The MAoIDFF-IoT framework is designed to 

face the challenges of IoT forensic analysis and address the diverse architecture of IoT environments. Our proposed 

framework was evaluated through real scenario experiments. The evaluation of the experimental results reveals the 

superiority of our framework over existing frameworks in terms of usability, inclusivity, focus on the (AoI), and 

acceleration of the investigation process. 

 

Index Terms: Industrial Revolution 4.0 (IR4.0), Internet of Things (IoT), Artifact of Interest (AoI), Multi-level 

Forensics, IoT Forensics 4.0, Action/Detection (A/D) Matrix, Framework. 

 

 

1.  Introduction 

In the fourth industrial revolution (IR 4.0), humans, governance, and businesses are impacted with the four items 

being IoT, cloud computing, cybersecurity, and big data [1,2]. Hence, the digital forensic community should be 

prepared to face IR 4.0 challenges [3]. One of the main challenges is dealing with sophisticated Internet of Things (IoT) 

environments [3,4]. The Internet of Things (IoT) refers to all the devices connected to the internet using various 

standardized communication [5]. IoT is applied to healthcare, education, smart cities, smart home, industry, markets, 

transportation, vehicles, and supply chain [5]. IoT devices could bring threats from less secure public networks to 

private networks. These threats include data leakage, identity theft, denial of service (DOS), phishing, and stealing 

personal data [3,4,6–9]. Many traditional digital forensics techniques and frameworks are not sufficient to conduct 

reliable digital investigations on IoT devices [2], due to several reasons such as the huge volume of extracted and 
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generated data from IoT environments for investigation analysis [4]. In addition, the increased number of devices 

needed to be analyzed in IoT environments, and the variety of data structures and standards for IoT devices [3,4]. With 

the lots of proposed digital forensics frameworks in the literature, there are no common standards or rules for digital 

forensics investigation targeting the IoT environment [10]. Some proposed frameworks are too general, while others 

frameworks focus on a specific scenario [11]. This presents a need to develop a successful IoT digital forensics 

framework and implement best practices when carrying out IoT investigations to fit the unique characteristics of IoT 

systems [2]. 

This paper aims to develop a novel IoT digital forensic framework. The main research question is: What is the 

most effective framework for IoT digital forensics that fits the era of IR 4.0? This study makes several contributions to 

the field of IoT forensics. The novel framework for IoT digital forensics, named “Multilevel Artifact of Interest Digital 

Forensics Framework for IoT (MAoIDFF-IoT),” was proposed. The proposed framework was initially designed based 

on literature analysis. It was then fine-tuned using an experimental approach to align with the characteristics of the IoT. 

Additionally, it was compared to previous frameworks. Moreover, MAoIDFF-IoT proposed the Action/Detection (A/D) 

matrix, which is used to find artifacts of interest based on the actions performed during the experimental testing. Four 

types of extracted artifacts were proposed, including Missed Artifact (MA), No Artifact (NA), Useful Artifact (UA), 

and Artifact of Interest (AoI). The proposed framework was evaluated through real scenarios case studies. 

This paper is structured as follows: Section 2 includes the background of IoT architecture, a comparison between 

IoT forensics and traditional forensics, and the challenges of IoT forensics. In addition, frameworks and case studies on 

IoT forensics were explored. Section 3 describes the methodology used and presents the proposed framework. In 

Section 4, the implementation and experiment section, the proposed framework was evaluated through three case 

studies. This is followed by the results and discussions in Section 5, which elucidate the distinguishing features and 

novel aspects of the proposed framework in comparison to previous frameworks. Moreover, it stated the limitations of 

this research. Finally, the conclusion and future work are stated in Section 6. 

2.  Background 

This section includes four subsections: (2.1) introduces the IoT architecture, and (2.2) discusses IoT digital 

forensics versus traditional digital forensics. (2.3) explores the challenges of IoT digital forensics in the era of IR 4.0, 

including challenges at three levels of IoT architecture: physical, network, and application levels. Finally, (2.4) reviews 

studies and frameworks related to IoT digital forensics. 

2.1.  IoT Architecture 

The general IoT architecture can be divided into three levels: (1) physical or device, (2) network, and (3) 

application [12-16]. Invented levels stated in the literature such as processing [12], and middleware layers [17,18]. (1) 

The physical or the device level is the bottom layer in the IoT architecture. It contains devices such as actuators, sensors, 

and microcontrollers. It aims to collect data from physical devices. It connects to an IoT network to measure, process, 

and transmit information into the upper layer via interfaces [12-15]. (2) The network level or named the transmission 

level is the middle layer in the IoT architecture. It includes communication technologies (WiFi, Bluetooth, etc.), devices 

(switching, gateway, etc.), and protocols needed for transmitting data between the physical level and application level 

[13]. (3) The application level, or the business level, is the top layer in IoT architecture, it receives data from the 

network level to provide the needed services. It contains the interface for the services offered to the end users [12,14-

16]. The application level includes the application programming interfaces (APIs) that collect, analyze usage statistics, 

control access, and report performance. In addition, the application level might include the cloud service, the mobile 

app, and web dashboards that control IoT devices [13].  

2.2.  IoT Digital Forensics vs Traditional Digital Forensics 

The traditional digital forensic phases can be applied to IoT forensics in different ways [19–29] as IoT forensics is 

considered part of digital forensics [6]. However, IoT digital forensics has multi-levels that should be considered in the 

IoT investigation, being device, network, and application levels [6], [31-33]. Therefore, IoT forensics presents several  

Table 1. IoT digital forensics vs traditional digital forensics 

Comparison Item IoT Digital Forensics Traditional Digital Forensics 

Number of Devices Depending on the IoT environment, this may exceed 
billion of IoT devices [31] 

A few devices, typically, computers, USB, or/and other 
related devices [3] 

Source of Evidence IoT devices, network traffic, the cloud service that is 

connected with the IoT, the web interface, and the 
mobile app that controls the IoT devices [35] 

Computers, mobile phones, social networks, logs, and 

other clues/items included in the crime scene [35] 

Quantity of extracted data A huge amount of data depends on the IoT devices’ 

types and IoT environment [31] 

Typically, less data. Depending on the number of 

components involved in the investigation such as 
desktops, smartphones, and laptops [35] 

Format of extracted data It might be a complicated format due to the diversity 

of IoT manufacturers [31] 

Standard format, it might be encrypted [35] 

Network Boundary Blurry, unclear network boundary [31] Relatively a clear and defined network boundary [31] 
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differences which affect the traditional forensics phases, these differences should be considered while conducting IoT 

forensics [34]. The following Table 1 describes the differences between IoT forensics and traditional forensics in terms 

of the number of devices, evidence sources, types of evidence, the quantity of extracted data, the format of extracted 

data, and the network boundary [31,34,35]. 

2.3.  IoT Digital Forensics Challenges in the Era of IR 4.0 

In a survey conducted by [36] targeting people with a digital forensics background, 27% of responders marked that 

they were involved in IoT investigation, and most of the IoT cases were related to smart home appliances, infotainment 

systems from vehicles, and smart health devices. Responders stated several challenges while conducting IoT forensics. 

For instance, lack of technical training, lack of education, and software issues hold the highest rank, whereas cloud data 

storage, funding, and legal issues have a lower rank. Moreover, the responders pointed out that the research should be 

focused on cloud forensic data, IoT volatile data, IoT forensic tools, and encryption. On the other hand, 73% of 

responders thought that IoT data acquisition techniques needed improvement [36]. The sophisticated evidence 

acquisition process, the cloud's multi-tenant nature [37], the lack of an IoT dataset for training, and the lack of 

methodologies for IoT data acquisitions are all considered challenges faced by investigators [35,38]. The volume of 

data, legal aspect, and forensic automation are the most three important challenges faced by IoT technology [39]. 

Moreover, IoT devices are always connected to the internet, hence, they lack security controls [40]. Users usually don’t 

change IoT default passwords, and manufacturers do not send updates and patches to IoT devices. Therefore, IoT is 

considered an easy target for hackers [40]. In addition, IoT forensics has multi-levels, including device, network, and 

application levels [31,33]. Therefore, digital investigators face several challenges surrounding each level. The following 

sub-sections state the challenges for each level. 

1) IoT Digital Forensics Challenges at the Physical Device Level 

IoT forensics challenges at the device level include data format variety, multiple vendors, various platforms, and 

different standards [38]. Extracting digital artifacts from IoT devices is a big challenge for investigators as IoT data 

could be stored in several locations, on the cloud or network, or in the physical device. In addition, IoT data might be 

encrypted [41]. Also, the time of evidence surviving is short and could be overwritten [38]. The IoT operating system, 

IoT file system, IoT internal memory storage, and IoT external memory storage are components of interest included in 

the IoT forensics process at the IoT device level [42]. The investigator can’t usually image the storage of IoT devices as 

some IoT devices don’t have ports for connection to the workstation, which poses a challenge to examining the internal 

storage, file system, or operating system [43]. Moreover, security and privacy are considered significant issues, as IoT 

devices are relatively small and don’t have enough storage for installing security tools and processing real-time log 

investigation solutions [43]. The variety of filesystems and operating systems used in IoT devices leads to other 

challenges as the investigator needs to be aware of the different IoT filesystems’ structures to define and locate critical 

artifacts [44,45].   

2) IoT Digital Forensics Challenges at the Network Level 

The complex architecture of IoT networks and fast network traffic of the IoT environment raise obstacles in the 

path of digital investigations [46]. Most of the time evidence of IoT networks is inaccessible [43]. The mobility of 

network IoT traffic poses hurdles in defining the artifact's location or acquisition of artifacts during the investigation 

[35,47]. The huge amount of network traffic generated; therefore, it is difficult to define the most relevant data to be 

investigated. In addition, this traffic needs a huge storage capacity to be stored for analysis [43,46,47]. Keeping the 

integrity of captured network traffic is another challenge for network investigators as this traffic could be affected by 

software and hardware errors or could be modified by intruders [46]. In addition, extracting artifacts from encrypted 

traffic is a challenge for investigators [4]. 

3) IoT Digital Forensics Challenges at the Application Level 

In IoT architecture, the application level includes mobile devices, web interfaces, and cloud services that are 

connected to IoT devices [12,14]. In the cloud acquisition, the investigator needs the user's credentials, to get access to 

the mobile data, and two-factor authentication poses a challenge [48,49]. Some IoT devices are configured to be fully 

dependent on cloud services which leads to other challenges in investigations [35]. Moreover, certain legal obstacles 

could appear when geographical boundaries are crossed in the case of cloud services [35]. Mobile investigators face 

several challenges such as the different kinds of mobiles, manufacturers, and operating systems [50]. Further, passcode 

recovery, built-in security, and encryption [51], in addition to the complexity of mobile structure [50], and the different 

standards available are all considered challenges for mobile forensics experts [52].  Thus, special skills are required to 

acquire and examine all types of devices [51]. Usually, most IoT devices are controlled by mobile applications, these 

mobile applications might be downloaded on the Android or the iPhone operating system (iOS). Therefore, 

investigators should be aware of iOS and Android security features. Moreover, digital investigators need to be aware of 

data acquisition types for mobile devices including (1) physical acquisition, (2) logical acquisition, (3) cloud acquisition, 

(4) chip-off acquisition, (5) and manual acquisition [48,53]. 
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2.4.  Studies and frameworks related to IoT digital forensics 

Several studies have investigated different IoT devices and suggested frameworks and models for conducting IoT 

digital forensics [6, 31-33,43,45,49,54-69]. Table 2 compares several IoT forensics frameworks and case studies in 

terms of the used investigated levels: the device, the network, and the application (mobile, cloud). 

Table 2. Studies and frameworks related to IoT digital forensics in the literature 

Frameworks 

and case studies 

related to IoT 

Device 

Level 

Network 

Level 

App Level 

(Cloud) 

App Level 

(Mobile) 

Comments describe the study 

S. Zawoad and 
R. Hasan  [6] 

✓ ✓ ✓  Contains a centralized evidence repository, a conceptual 
model for IoT forensics 

E. Oriwoh et al.,  

[31] 
✓ Internal 

network 

✓ External 

and middle 

network 

✓ External 

network 

✓ Contains three zones for evidence extraction, the external, the 

middle, and the internal zones 

H. Chung et al.,  

[32]  
✓  ✓ ✓ Investigated the Amazon Alexa ecosystem 

A. Awasthi et 

al.,   [33]  
✓ ✓ ✓ ✓ Investigated the Almond smart home hub 

F. Servida and 

E. Casey [43] 
✓ ✓ ✓ ✓ An experimental study that conducted a digital investigation 

over four IoT devices, artifacts generated by IoT devices can 

be found on the device, smartphones, networks, and cloud 

C. Meffert et al.,   
[54] 

✓  ✓  Contains a centralized Forensic State Acquisition Controller 
(FSAC), openHAB controller was used 

L. Babun et al.,  

[56] [55] 
✓ ✓ ✓ ✓ Focuses on forensic-relevant data only (applied on 22 IoT 

devices) 

F. Bouchaud et 

al.,   [57] 

 

✓ ✓ ✓ ✓ A forensics framework for an ecosystem contains three stacks, 

(1) IoT layers such the as sensing layer, network layer, service 

layer, and interface layer, and  (2) the components of IoT 
ecosystems. (3) the possible forensic options  

A. Nieto et al.,   

[58] 
✓ ✓ ✓ ✓ Combines privacy requirements (ISO/IEC 29100:2011) and 

focuses on the potential surrounding devices to collect 

evidence 

T. Zia et al.,  

[59] 
✓ ✓ ✓  Follows NIST Guide for DF process, applied on Wearables, 

Smart Home, and Smart City 

M. A. Saleh et 

al., [60] 

    Based on the metamodeling method and blockchain rather 

than IoT levels 

M. Hossain et 

al.,   [61] 

    Based on a digital ledger rather than IoT levels 

W. A. Mahrous 

et al.,   [62] 

    Based on the blockchain technique rather than IoT levels. 

M. J. Islam et 

al.,   [49]  
✓ ✓ ✓  Proposed a comprehensive framework for IoT investigation, 

that is not dependent on the network logs and the Cloud 

Service Provider  

V. R. Kebande 
et al., [63] 

✓ ✓ ✓  Proposed for the IoT ecosystem 

M. Hossain [64] 

 

    Provides digital forensics examination, access control, 

authentication, and network attack mitigation for IoT 
infrastructure 

S. Li et al.,  [65] ✓ ✓ ✓ ✓ Investigates Amazon Echo, the evidence is collected from 

sensing, network, cloud, service, and interface layers.  

E. Oriwoh and 
P. Sant [66] 

 ✓  ✓ Provides forensics and security services for IoT smart home 
devices 

V. R. Kebande 

and I. Ray [67] 
✓ ✓ ✓  Depending on the proactive/ reactive process, it complies with 

the ISO/IEC 27043: 2015 

J. P. Sandvik et 
al.,   [45] 

✓    Investigates a coffee file system over Contiki OS 

J. M. C. Gómez 

et al.,   [68] 

   ✓ Investigated nonvolatile memory of windows IoT core 

operation system 

N. Koroniotis et 
al.,   [69]  

 ✓   A proposed network forensic framework based on deep 
learning for IoT networks 

J. Song and J. Li  

[34]  

    It depends on classifying and examining data from different 

sources. It converted data into unstructured, semi-structured, 
and structured rather than depending on IoT levels 

 

Several IoT digital forensic frameworks and case studies were explored, stated, and compared according to the 

three levels of IoT architecture (the device level, the network level, and the application level). As noticed from Table 2, 

some frameworks and case studies examined the IoT at the device levels or network level or included all levels for 

investigation. On the other hand, other studies didn’t include any level but they used a different approach for 

investigation such as blockchain [60-62], or depended on classifying data according to the data structure [34]. Other 

studies focus on access control, authentication, and network attack mitigation for IoT infrastructure [64] rather than 
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focusing on the investigation at IoT levels. As a result, the literature review inspired the researcher to design and 

propose a novel IoT digital forensics framework. The proposed framework was adapted to suit the unique 

characteristics of IoT devices throughout all its phases. These characteristics include focusing on the Artifact of Interest 

(AoI), exploring the IoT environment, and considering the multi-level structure of IoT devices during the phases. The 

methodology used is presented in the following section. 

3.  Methodology  

3.1.  The Proposed Framework 

This study proposes a novel IoT digital forensic framework named “Multilevel Artifact of Interest Digital 

Forensics Framework for IoT (MAoIDFF-IoT)”. The MAoIDFF-IoT framework is constructed based on a literature 

analysis and then it is refined using an experimental approach to align with the characteristics of the IoT. The 

framework considers the traditional phases of the digital investigation process, and it integrates the benefits of previous 

frameworks [21,57,63,65,70-72]. Moreover, new features and subphases were added based on the experimental analysis 

to enhance the framework's effectiveness. Fig.1. clarifies how the MAoIDFF-IoT framework is built. Moreover, the 

main structure of this framework is illustrated in Fig.2. 

 

 

Fig.1. The methodology used in building the proposed framework, MAoIDFF-IoT. 

 
Fig.2. The Proposed Multilevel Artifact of Interest Digital Forensics Framework for IoT (MAoIDFF-IoT). 
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3.2.  Phases of (MAoIDFF-IoT) Framework 

MAoIDFF-IoT framework has 6 main phases each supported by expanded sub-phases, in addition to the 

documentation phase that should be done in parallel with all phases to maintain integrity and to ensure admissibility in 

court. The phases are stated as follows. 

 

 Phase 1: Define the potential Artifact of Interest (AoI) locations based on the chosen level/ Documentation  

 Phase 2: Exploring IoT environment/ Documentation  

 Phase 3: Preparation/ Documentation  

 Phase 4: Acquisition & preservation/ Documentation  

 Phase 5: Examining & analyzing/ Documentation  

 Phase 6: Reporting/ Documentation 

 

The phases in the proposed MAoIDFF-IoT framework are explained in detail in the following: 

1) Phase 1: Define the Potential Artifact of Interest (AoI) Locations Based on Level/ Documentation 

The huge amount of data required to be analyzed is the biggest challenge in forensic analysis [71]. Thus, focusing 

on the (AoI) differentiates the proposed framework from previous frameworks, making the investigation process more 

effective and saving time and effort. The researcher was motivated and inspired by the Digital Forensic Data Reduction 

and Data Mining Framework [71] to focus on the (AoI) but with a different perspective and approach. 

The artifact is any type of valuable information extracted from digital devices and presented as evidence in court 

[3]. On the other hand, the (AoI) in this research refers to any valuable information extracted from IoT devices at three 

levels, from all potential artifact locations. Since the IoT environment has a three-level architecture (physical, network, 

and application) [12-16], several studies [57,63,68] have explored different levels of the IoT architecture. On the other 

hand, the proposed framework is more inclusive because it suggests exploring all potential locations of artifacts at each 

IoT level to find (AoI). This approach considers commonly cited artifact locations, such as the locations of deleted or 

hidden data. Each level of IoT has multiple artifact locations. Therefore, if any artifacts were missed from locations at 

any level, it’s possible to find them at locations on different levels. Table 3 indicates the potential AoI locations based 

on the IoT levels. AoI can be extracted from three main levels, including (1) the IoT device level, which includes 

artifact locations such as the physical device, memory, filesystem, and operating system. (2) IoT network level, which 

has artifact locations such as network devices, protocols, and traffic. (3) IoT application level, the artifact locations 

include web interface, mobile app, and cloud. 

Table 3. The potential AoI locations according to the IoT levels 

IoT Levels Device level Network level Application level 

 
 

Potential Artifact of Interest 

(AoI) Locations 

 Physical device 

 Internal memory 

 External memory 

 Operating system 

 File system 

 Network Traffic 

 Protocols 

 Network devices (router, 
server, switch) 

 Web interface 

 Mobile IoT Application 

 Cloud  

 

To ensure that the proposed framework is suitable for current and future IoT digital crime investigations, and 

addresses the variety of IoT structures, and features, and does not overlook any artifacts of interest (AoI), this phase is 

implemented at this stage. To define the AoI, the investigator should consider the following three main points: 

 

(1) Explore the IoT device to choose the appropriate investigation level/levels: The investigator decides the level 

or levels of investigation based on the features of the IoT device and its environment. Thus, choosing the level of 

investigation is crucial because each IoT device has different features and services. For example, some IoT devices are 

connected to the cloud, while others are not. Some IoT devices have internal and/or external memories, while others do 

not. Furthermore, IoT devices have various file systems, and not all IoT devices are connected to web interfaces and/or 

mobile applications. Hence, depending on the IoT device, the investigator should select the level or levels of 

investigation to focus on. Fig.3 clarifies the proposed flowchart for selecting the investigation level. First, the 

investigator should examine whether the IoT device has ports or internal/external memories. If it does, then the 

investigation should include the device level. If it does not, the investigator should check if the IoT device is sending 

streaming data via the network. If it is, then the investigation should include the network level. Lastly, the investigator 

checks if the IoT device is connected to the cloud, mobile app, or web interface. If it is, then the investigation process 

should include application-level investigation. 

(2) Investigate the chosen level to extract the AoI from the potential artifact locations specified in Table 3: It is 

important to note that each chosen level should be investigated individually. The investigator should determine only one 

level and then proceed with the remaining phases of the proposed framework.  

(3) Conduct a multi-level investigation to avoid missing any artifacts: Thus, if any artifact is missed at one level, it 

is possible to find it at another level. For example, a camera device is connected to the internet and sends streaming 
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videos via the network (network level). Additionally, the camera has external storage (device level) and a mobile app 

for control (application level). Hence, this camera has three levels targeted by the investigator: the device, the network, 

and the application levels. In this case, the investigator can choose to investigate either one level or all levels. If the 

extracted artifact from one level is sufficient, there is no need to investigate other levels. However, investigating 

multiple levels will prevent missing any artifact and confirm the validity of the artifact. 

 

 

Fig.3. Define the Artifact of Interest (AoI) based on level. 

To enhance the effectiveness of the investigation and save time and effort, the investigator can select a specific 

level of focus and exclude other levels based on the IoT device and the case at hand. In some cases, investigating at the 

IoT device level is crucial to gather complete data that has not yet been transmitted to the network or cloud. In this case, 

the investigation at the network level could be excluded if the gathered artifact from the device level is sufficient. 

However, the investigation at the network level could be included to check the data integrity and compare the artifact 

with other artifacts gathered from the device or application level [40]. 

2) Phase 2: Exploring the IoT Environment/ Documentation 

The identification phase, which involves exploring the environment, has been addressed in several studies using 

different methods [57,59,63,69,72]. On the other hand, the development of the (MAoIDFF-IoT) took a different 

approach. It ensures the avoidance of missing any artifacts by exploring and gaining an initial understanding of the IoT 

environment at several phases. In the first phase, the initial exploration aimed to define the targeted level of 

investigation. But, in this phase, the second exploration aims to define four main parts at the targeted/chosen level: 

 

 The Components (C), which include any element involved in the scene at the chosen level. 

 The Expected Artifacts (EA), include artifact locations or any other information related to the chosen level. 

 The Expected Threats (ET) for each component, are any potential actions done by users on the IoT device, 

such as unauthorized access to the device. 

 The consequences of the expected threats may affect confidentiality, integrity, availability, and privacy.  

 

All these four parts should be defined and documented. Fig.4 illustrates an example of exploring the IoT 

environment. In addition, the investigator should conduct an online search for the IoT device to examine its 

characteristics, operating system type, file system type, and any other relevant information that could assist in the 

investigation. All the gathered information from this phase should be documented. 
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Fig.4. An example of exploring the IoT environment. 

3) Phase 3: Preparation/ Documentation 

Before carrying out the investigation, the investigator should prepare the investigation workstation and the 

appropriate tools based on the chosen level to avoid any delays in the investigation process. Each level has its forensics 

tools. For example, Wireshark is used at the network forensics level, while FTK imager is used for capturing memory 

images at the device level. In addition, the investigator should check the connection of the IoT device. Furthermore, 

they should explore the search warrant, laws, policies, and privacy issues in this phase [72]. Preparation is considered 

the starting point of an incident response. Lack of preparation leads to the loss of critical artifacts such as volatile 

information [35]. The investigator should document the type of workstations and tools used, as well as any other related 

information during this phase. Fig.5 clarifies phase three according to the proposed MAoIDFF-IoT framework. 

 

 
Fig.5. Phase three according to the proposed MAoIDFF-IoT framework. 

4) Phase 4: Acquisition & Preservation/ Documentation 

This phase involves conducting preliminary interviews with the devices’ owners and people to get valuable 

information without violating policies. In any cybercrime, there may be both digital and physical artifacts [72], and both 

artifacts need to be preserved and investigated [35]. In addition, collecting volatile and non-volatile data while 

preserving the integrity of the collected data is a vital process to ensure admissibility in court [73]. MAoIDFF-IoT 

framework proposed collecting data from several locations based on the chosen level. If the selected level is an 

application level, it is important to specify the type of acquisition, such as physical, logical, the cloud, chip-off, or 

manual acquisition [53]. Also, backups and calculating hashes should be conducted for all the gathered data before 
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proceeding with the next phase [21]. What sets this framework apart from previous frameworks at this phase is the 

experimental approach that relies on defining predefined scenarios by the researcher. In this approach, the researcher 

simulates the role of the user by executing various actions on the IoT device. Simultaneously, the researcher 

investigates, detects, and verifies these actions to ensure the authenticity of the artifacts. All data collected from the 

predefined scenarios should be gathered for analysis in the next stage. Further, all actions in this phase should be 

thoroughly documented. Fig. 6 clarifies phase four per the proposed MAoIDFF-IoT framework.  

 

 
Fig. 6. Phase four according to the proposed MAoIDFF-IoT framework. 

5) Phase 5: Examining & Analyzing/ Documentation 

All the collected data from the previous phase should be examined and analyzed by the investigator using 

appropriate investigation tools. The collected data includes in-depth data analysis, data searching, artifact locating, 

artifact identifying, information filtering, hidden data, and deleted data related to the IoT environment and the crime 

scene [23,72]. The investigator should read, understand, and analyze all gathered information [73].  In this phase, the 

MAoIDFF-IoT framework considers the encrypted data. For example, at the network level, the investigator might 

gather encrypted traffic. Therefore, analyzing encrypted traffic may be required using specific tools. Reverse 

engineering for IoT mobile apps was also added and considered in the proposed framework. At the application level, 

some IoT devices are controlled by mobile apps. If the investigator can’t find the related artifact from the IoT app, 

reverse engineering is needed to analyze how the app acts and recognize where the app stores the related data. In 

addition, several IoT devices have filesystems. Therefore, the MAoIDFF-IoT framework suggests four steps for IoT file 

system analysis: (step1) analyze the boot sector, (step2) analyze the root directory, (step3) analyze the content, (step4) 

analyze the IoT device behavior. The result from the (analyzing & examining) phase includes obtaining the 

relationships between all elements and rebuilding the event based on extracted data [35]. All the analysis findings 

should be explained and accurately documented [73].  

The MAoIDFF-IoT framework focuses on an additional part in the (examining & analyzing) phase which involves 

examining and analyzing the results obtained from predefined scenarios conducted in the previous phase. Recalling the 

previous phase, the researcher simultaneously played the roles of user and investigator. The investigator tries to find 

artifacts based on the actions conducted. The MAoIDFF-IoT framework proposes an Action/ Detection (A/D) matrix 

that defines four types of extracted artifacts; missed artifact (MA), no artifact (NA), useful artifact (UA), or artifact of 

interest (AoI), these artifact types were described in Fig.7 and Table 4. Phase five according to the proposed MAoIDFF-

IoT framework, is clarified in Fig.8. 
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Fig.7. The Proposed Action/ Detection (A/D) Matrix by the MAoIDFF-IoT FW classified the extracted artifacts into 4 types 

 

Fig.8. Phase five and phase six according to the proposed MAoIDFF-IoT framework. 

Table 4. The description of the four types of extracted artifacts according to the proposed MAoIDFF-IoT framework 

Artifact Type Description 

Missed Artifact (MA)  When there is an action and the investigator can’t prove the action and can’t extract the artifact it is 

the most dangerous state.  

No artifact (NA) When there is no action and the investigator can’t prove that there is no action 

Useful Artifact (UA)  When there is no action and the investigator extracts the artifact, this artifact may help in the 
investigation, for example, (Type/ features of the device is UA) 

Artifact of Interest (AoI) When there is an action and the investigator proves the action and extracts the artifact correctly 

6) Phase 6: Reporting the Results/ Documentation 

Documentation is an important phase, it is a continuous process that should be done through all the investigation 

phases to preserve the proper chain of custody and to avoid missing any artifacts [71,74]. The investigator should 

document the result of all gathered information from previous phases concisely and clearly by photographing them in a 

report to be submitted to the court [23,72]. All the artifact types (MA), (NA), (UA), and (AoI) should be defined and 

documented. The investigator also should record, explain, and present the results of investigations, the date and time for 

each action should be logged in the report [35]. The examiner should document his analysis and perspective. The report 

include, the case ID, case examiner, date of report, data of received case, ID and signature of the examiner, description 

of case items, methods, tools used and steps taken during the investigations, details of analyzing evidence, findings, and 

finally, the conclusion which includes the offense name, suspects names, (AoI), and the related cybercrime law. Proper 

documentation is important to be submitted in court and helps in reviewing the crime case anytime [53]. Guidelines, 

recommendations, and additional notes related to the case is an additional activity proposed in the MAoIDFF-IoT 

framework which should be stated at the end of the report to facilitate the process for other investigators in the future. 

Phase six according to the proposed MAoIDFF-IoT framework is clarified in Fig.9.  
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Fig.9. Phase six according to the proposed MAoIDFF-IoT framework. 

The suggested structure for the expert witness report based on (MAoIDFF-IoT) framework that should be 

submitted to the court is clarified in Table 5 as follows: 

Table 5. The proposed structure of the expert investigation report according to the (MAoIDFF-IoT) framework 

First Page  Report name: Expert witness report: Case name 

Investigator name 
Submitted to: Entity name. 

Second Page Investigator detailed paragraph: (Name, its experience briefly, city and country.) 

Case details paragraph: This includes the accused name, offense name, case name, case number, the tools used, 
date of request, and date of the published report. 

Result paragraph: This includes the offense name, suspected names, artifacts of interest (AoI), and the related 

cybercrime law. 

Third page Document contents, list of tables, and list of figures 

Fourth page Introduction, an overview of the case. 

The rest of the report Includes the six phases of the proposed framework (MAoIDFF-IoT): 
Phase 1: Define the Potential AoI Locations Based on the Level/ Documentation  

Phase 2: Exploring the IoT Environment/ Documentation 

Phase 3: Preparation/ Documentation 
Phase 4: Acquisition & Preservation/ Documentation 

Phase 5: Examining & Analyzing/ Documentation 
Phase 6: Reporting the Result/ Documentation 

Additional page Guidelines, recommendations, and additional notes to facilitate the process for other investigators in the future. 

Appendix page Any other screenshots, images, and documents should be stated in the appendix. 

4.  Implementation and Experiments 

To demonstrate the effectiveness of the framework, all suggested phases in the proposed framework were 

implemented in this section. The following subsections present three case studies. The first case in (section 4.1) is an 

experiment on a smart camera at the device level. The second case in (section 4.2) is an experiment on a smart camera 

at the application level. The third case in (section 4.3) is an experiment on a smart environment containing seven IoT 

devices. 

4.1.  Smart Camera at Device Level Case Study (1
st
 Case Study) 

In this experiment, the proposed framework was applied. The following sub-sections clarify all phases. 

1) Phase 1: Define the Potential Artifact of Interest (AoI) Locations Based on the Chosen Level/ Documentation. 

The very first phase is defining the potential AoI locations by choosing which level needs to be investigated. The 

IoT device level is chosen to be investigated in this case, because the camera doesn’t have any ports for connection to 

the workstation but it has an external memory. Therefore, (1) the operating system, (2) the external memory, and its 

filesystem were the potential AoI locations that were determined to be investigated at the device level. See Fig. 10. 
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Fig. 10. Define the potential artifact of interest (AoI) locations at the device level for the smart camera. 

2) Phase 2: Exploring the IoT Environment/ Documentation 

After defining the investigation level and the potential AoI locations, the next phase is exploring the IoT 

environment by defining (1) the components (C), (2) the expected artifacts (EA), (3) the expected threats (ET), and (4) 

the consequences of the expected threads for each component to understand the IoT environment see Table 6. 

Table 6. Explore the IoT environment of the smart camera at the IoT device level 

Component (C) Expected Artifact (EA) Expected Threat (ET) Consequences of the Expected Threats that affect 

the confidentiality, integrity, availability & privacy. 

C1: Smart Camera EA1: Internal memory storage, 
operating system, filesystem, 

and other related content 

ET1: Unauthorized access to 
the camera physically  

Tampering with the camera physically, stealing the 
device, smashing the device, and/or extracting valuable 

information 

C2: External 
memory (Secure 

Digital card - SD 

card) 

EA2: Valuable information on 
the memory such as videos, 

images, and other information. 

ET2: Unauthorized access to 
the camera memory 

Tampering with the camera via memory and extracting 
valuable and personal information 

 

 

In this case, the main components are: 

 

 C1: The smart camera is considered the main physical asset. The smart camera model is Tapo C200 [74]. 

 C2: The external memory, the camera has local storage (Secure Digital card - SD card) of up to 128 GB. The 

camera features were explored online via its official website [74] which concluded in Table 7.  

Table 7. Detail information about the smart camera that collected from the internet 

 

Camera Name Pan/Tilt Home Security Wi-Fi Camera 

Camera model Tapo C200 

The manufacture TpLink Company 

Default Password Not available  

Default Username Not available 

Wireless protocols IEEE 802.11b/g/n, 2.4 GHz 

Adapter input 100-240 V, 50/60 Hz 0.3 A 

Adapter output 9.0 V, 0.6 A (DC power) 

External memory (SD card) SD card is inserted into the camera, Type: Lexar High-
Performance, class 10, 633x 32GB microSDHC with FAT32 

file system 

Official Website https://www.tapo.com/us/product/smart-camera/tapo-c200/ 

3) Phase 3: Preparation/ Documentation 

Before the actual investigation, the investigator should prepare the investigation workstation and the appropriate 

investigation tools based on the chosen level. The tools used in this experiment are stated in Table 8. The FTK imager 

tool was used for imaging the external memory, the Autopsy tool was used for analyzing the extracted images. In 

addition, the SD card adapter was used to transfer data between the memory and the investigation workstation. Fig.11 
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clarifies the structure used in the experiment to investigate the potential AoI locations for the camera at the device level. 

 

 

Fig.11. The structure used in the experiment to investigate the smart camera at the device level. 

Table 8. Tools used in the investigation at the device level 

Tool Name Description 

FTK imager 3.1.1.8 Imager tool 

Autopsy 4.19.1 Digital forensic analyzer tool  

Investigation Workstation  PC – Windows 10, CPU - AMD with Radeon Graphics 2.9 GHz, 8 Cores 

Smart Camera Tapo C200, Wi-Fi camera 

Mobile  Camera App is downloaded on “Xiaomi Redmi Note 8” mobile to connect with the camera  

Secure Digital card (SD card)  SD card is inserted into the camera, Type: Lexar High-Performance, class 10, 633x 32GB 

microSDHC with FAT 32 file system 

SD card Adapter It transfers data between SD and investigation workstation, Type: Lexar C10/UHS-i 

4) Phase 4: Acquisition & Preservation/ Documentation 

To collect data generated from the smart camera at the device level, several scenarios were conducted by the 

researcher, the scenarios are clarified in Table 9. All images obtained from the scenarios were backed up to preserve 

their integrity and uploaded into Autopsy for analysis. 

5) Phase 5: Examining & Analyzing/ Documentation 

In this phase, the potential AoI locations were investigated. First, the operating system was explored, and second, 

the file system of the external memory (SD card) which is the File Allocation Table (FAT32) was analyzed. See Fig.12.  

 

 

Fig.12. Examining and analyzing / Documentation phase for the smart camera at the device level. 
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 Examining and analyzing operating system (OS): according to the MAoIDFF-IoT framework, if the IoT device 

doesn't have any ports for connection to the workstation, it is possible to use other tools to investigate the 

internal of the IoT device. In this case, the camera doesn't have any ports to connect to the workstation. 

Therefore, the NMAP tool on Kali Linux was used to check and explore the camera's OS and to identify any 

artifacts related to the OS. A command [nmap -O camera IP] was used. The result showed that this camera has 

an unknown OS. 

 Examining and analyzing the file system: in this experiment, the FAT32 file system on the SD card was 

analyzed, and all images of the SD card acquired in the previous phase were loaded into the Autopsy tool for 

the analysis process. To define the artifact location in the FAT32 SD card, the investigator should be aware of 

the physical structure of the FAT32 file system. The FAT file system has three physical areas; (1) the reserved 

area, (2) the FAT area, and (3) the data area. The reserved area contains the boot sector which describes 

information about the file system. The second area is the FAT area which tracks allocated and unallocated data 

units on disk. The third area is the data area, which contains data content and allocates the directory entries [44]. 

The root directory in FAT32 can be anywhere in the data area [44]. To analyze and extract artifacts from 

FAT32 SD card images, the basic model for analyzing file systems from Brain Carrier book, the “File System 

Forensic Analysis” book [44] was taken into consideration, Carrier suggested a model for analyzing any file 

system based on five categories, including filesystem, content, metadata, file name, and application.  According 

to the proposed framework in Fig.12,  the following steps were conducted based on the basic model: 

 Step 1: Locate and read vital information from the boot sector (Analyze File System). 

 Step 2: Locate the root directory to extract all files and folder entries (Analyze Metadata and File Names).  

 Step 3: Access and explore files and folders using information from the root directory (Analyze Content). 

 Step 4: Explore the camera behavior. The following subsections clarify each step: 

Step 1: Locate and read vital information from the boot sector (Analyze File System) 

In the FAT32 file system, all information about the file system is located in a reserved area or boot sector area. The 

boot sector contains information about the original equipment manufacturer (OEM) name, volume name, volume size, 

serial number, file system type, boot code, error messages, and signature [44]. All information was extracted and 

explored for all SD card images.  

Step 2: Locate the root directory to extract all files and folders entries (Analyze metadata and file names)  

The root directory is located in the user data area in the FAT32 file system. The root directory contains entries of 

32 bytes in size that store metadata for files and folders such as timestamps, name, physical location, attributes, and file 

size information [44]. The root directory could be viewed in Autopsy from the system volume information > parent 

folder. All root directories were explored for all SD card images.  

Step 3: Access files and folders using information from the root directory (Analyze content) 

The content is located in the user data area in the FAT32 file system. Files and folders in the root directory were 

explored and accessed in all SD Card images. 

Step 4: Explore the camera behavior (Analyze Camera Behavior) 

During the investigation, the camera’s behavior was recognized. For the first usage of the camera, the camera 

notifies the user to format the SD card using the mobile app settings, and the lens of the camera rotates 180°. When the 

SD card is inserted into the camera, the camera records the first twenty-second of the video when it is ON for the first 

time. In addition, the data in the camera’s SD card is deleted and overwritten while the camera is in use. When the 

camera is put on privacy mode, it doesn’t record anything on the SD card. However, it records on the SD card when the 

user clicks the button of capturing via mobile App. 

6) Phase 6: Reporting the Results/ Documentation 

The smart camera was connected to the mobile App, and then, a set of scenarios were conducted over the camera, 

all SD card images were obtained after conducting scenarios using the FTK tool, then the images (EmptyImage1.0.E01, 

After5minON.E01, Second5MinOn.E01, Format2.E01, and Privacy mode.E01) were loaded into the Autopsy tool for 

analyzation process. See Fig.13. 
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Fig.13. All external memory images of the smart camera were collected through a set of mentioned scenarios. 

For each image, the FAT32 file system was analyzed including the boot sector, root directory, metadata, and files’ 

content. The extracted artifacts were classified into four (MA), (NA), (UA), and (AoI). Autopsy extracted all files 

automatically and recovered all deleted and overwritten files. All videos captured via a smart camera found on the SD 

card are considered artifacts of interest (AoI). On the other hand, the captured images that were not found are 

considered missed artifacts (MA). In addition, all related metadata files obtained are considered useful artifacts (UA). 

The following Table 9 concludes the artifact types according to the conducted scenarios.  

Table 9. The artifact types according to the conducted scenarios on the smart camera 

Scenarios User Role 

(actions) 

Investigator Role SD- card image name Types of Extracted Artifacts based on 

A/D matrix (AoI, MA, UA, NA) 

First Scenario  A new SD card with a 
FAT32 file system was 

formatted 

SD-card imaged using 
the FTK imager tool 

EmptyImage1.E01 There are no files as the SD card is 
empty (Useful Artifact - UA) 

Second 
Scenario  

 

The smart camera was ON 
for 5 min (idle mode), 

Then, the camera was 
plugged off 

the SD card was 
imaged again using the 

FTK imager tool 

After5minON.E01 The camera recorded a 20-sec video for 
the first usage, this video was found 

(Artifact of Interest - AoI) 

Third 

Scenario  

The smart camera was ON 

for another 5 min,  

2 images were captured  

2 min. of video were 
captured 

Then the camera was 

plugged off 

the SD card was 

imaged again using the 

FTK imager tool 

Second5minON.E01 The recorded video )was 2 min( was 

found (AoI) 

2 captured images were not found 

(Missed Artifact - MA) 
Unlocated files were found as the camera 

is overwritten files while in usage (UA) 

Fourth 

Scenario 

The SD card was formatted The SD card was 

imaged again using the 

FTK imager tool 

Format2.E01 Unlocated and deleted files were found 

(AoI) 

Fifth Scenario  The SD card was inserted 

into the camera and put on 

privacy mode. 

the SD card was 

imaged again 

Privacymode10Min.E0

1 

No recorded videos were found in 

privacy mode (UA) 

 

In the first scenario, a new SD card with a FAT32 file system was formatted and imaged using the FTK imager 

tool, the result obtained from the “EmptyImage1.0.E01” image showed an empty image which is considered (UA). In 

the second scenario, when the SD card is inserted into the camera, the camera records the first twenty-second of the 

video when it is ON for the first 5 minutes. This recorded video was recognized from the “After5minON.E01” image, 

Therefore, this video is considered an (AoI). There was no file deleted in the third scenario, although the Autopsy found 

some of the deleted and overwritten files in the “second5MinON.E01” image, thus, the SD card was deleted and 

overwritten data while the camera was in usage, this is considered as a (UA). This result was obtained after putting the 

camera ON for another five minutes in the third scenario and analyzing the “second5MinON.E01” image.  

In the fourth scenario, all unallocated files which represent the deleted files were recovered from “Format2.E01” 

via Autopsy after formatting the SD card which is considered an (AoI). In the fifth scenario, when the camera is put on 

privacy mode for 10 minutes, it doesn’t record anything on the SD card, this result is recognized after analyzing the 

“Privacymode10Min.E01” image, this is considered a (UA). However, it records on the SD card when the user clicks 

the button of capturing via mobile App. All videos recorded found in the “Second5minON.E01” image are considered 

(AoI) while the recorded images that were not found are considered (MA). In this case study, all phases in the 

MAoIDFF-IoT framework were applied and documented, and then the results were presented in the reporting phase. 
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4.2.  Smart Camera at Application Level Case Study (2
nd

 Case Study) 

The following clarifies the phases applied in this experiment according to the MAoIDFF-IoT framework. 

1) Phase 1: Define the Potential Artifact of Interest (AoI) Locations Based on the Chosen Level/ Documentation. 

In this phase, the application level was chosen to be investigated. According to the MAoIDFF-IoT framework, the 

application level includes mobile, web interface, and cloud investigation. The examiner focused on the mobile App 

(Tapo) as a potential AoI location because the mobile app controls the camera via Wi-Fi. Web interface and cloud 

investigation were excluded because they are not connected to the camera.  

2) Phase 2: Exploring the IoT Environment/ Documentation 

This phase includes exploring the IoT environment by defining the components (C), the expected artifacts (EA), 

the expected threats (ET), and the consequences of the expected threats to understand the IoT environment. Table 10 

clarifies the components. In this case, the researcher focused on mobile investigation, thus the mobile app is considered 

the main component. The Tapo mobile app controls the camera, the camera company is Tp-link. The information about 

the camera device collected from the internet was clarified in the previous section (section 4.1.2)/Table 7. 

Table 10. Explore the IoT environment of the smart camera case study at the IoT application level 

Component (C) Expected Artifact (EA) Expected Threat (ET) Consequences of the Expected Threats 

C1: Mobile App 

(Tapo)  

EA1: Screenshots, images, 

videos, and any related 
information from mobile apps 

ET1: Unauthorized access 

to the camera app  

Tampering with the camera via the camera 

app also extracts personal information and 
other useful information. 

3) Phase 3: Preparation/ Documentation 

In this phase, the investigator should prepare the investigation workstation and the appropriate tools based on the 

chosen level, the mobile in this case. The mobile App related to the Tapo camera was downloaded and connected to the 

smart camera. The Belkasoft Evidence Center tool was used for examining the mobile App. A USB cable was needed to 

connect the mobile device to the workstation. Table 11 clarifies the tools used in the investigation. 

Table 11. Tools used in the investigation at the mobile level for smart camera 

Tool Name Description 

Belkasoft Evidence Center A Digital forensic tool, used in the acquisition and analyzing 

Investigation Workstation  PC – Windows 10, CPU - AMD with Radeon Graphics 2.9 GHz, 8 Cores 

Smart Camera Tapo C200, Wi-Fi camera, Tplink company 

Mobile device  Camera App is downloaded on “Xiaomi Redmi Note 8” mobile to connect with the camera  

Mobile App Tapo mobile app is the targeted app for the investigation 

4) Phase 4: Acquisition & Preservation/ Documentation 

To investigate the smart camera and collect data generated by it, the researcher conducted several scenarios, 

playing the roles of both the user and investigator, which are clarified in Table 12. 

5) Phase 5: Examining & Analyzing/ Documentation 

In this phase, the researcher examined and analyzed the Tapo mobile app connected to the camera. The researcher 

used both the logical acquisition and the manual acquisition methods to investigate the camera via mobile device. The 

logical acquisition method was conducted by the Belkasoft tool. The logical image was analyzed and the data related to 

the camera was found in the path: filesystem > android > data > com.tplink.iot > files > memory. All captured videos 

and images were found. Fig.14 clarifies the extracted camera artifacts from the logical mobile image by Belkasoft tool. 

In the manual acquisition method, the mobile device was explored and the Tapo app was viewed manually. From 

the IoT mobile app, the investigator was able to access the recorded images and videos, and the camera status was 

recognized, whether it was ON or OFF. In addition, the camera settings, log data, and camera functions were explored. 

All this information is considered valuable artifacts of interest. Fig.15 clarifies artifacts that were extracted manually 

such as camera settings, log data, and camera features. 
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Fig.14. The extracted artifacts from the logical mobile image by Belkasoft Evidence Center Tool 

 

Fig.15. (a) Camera settings; (b) Log data; (c) Camera features 

6) Phase 6: Reporting the Results/ Documentation 

In this case study, the Tapo mobile app controlled the smart camera, and a set of scenarios were conducted and 

documented. In the reporting phase, the type of artifacts for each scenario was documented and clarified in Table 12. 

Finally, the expert witness report should be documented which includes all phases according to the MAoIDFF – IoT 

framework. 

Table 12. Scenarios are conducted on the smart camera at the mobile level. 

Scenarios User Role 

(actions over the Camera) 

Investigator Role Type of Extracted Artifacts based on A/D matrix 

(AoI, MA, UA, NA) 

 

 

Scenarios on 

Smart Tapo 
Camera 

First, the camera is ON once 
connected 

The output at the mobile App via 
manual acquisition: camera status is 

ON 

All actions conducted on the camera were proved by 
the investigator via the mobile app logs page, thus 

they are all artifacts of Interest (AoI). 

All captured images and videos were found via 
manual and logical acquisitions, thus they are all 

artifacts of Interest (AoI). 

Additional information about the app and the mobile 
was extracted  from the logical acquisitions, this is 

considered useful artifacts (UA) 

2 images were captured  The captured images were found in 
the mobile App via manual and 

logical acquisitions 

2 min. of video were 
captured 

The captured video was found in the 
mobile App via manual and logical 

acquisitions 

Then the camera was 
plugged off 

The output at the mobile App via 
manual acquisition: camera status is 

OFF 
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4.3.  Smart Environment Case Study (3
rd

 Case Study) 

In this case, seven smart IoT devices were involved in the IoT environment, the smart devices include Wi-Fi smart 

plug, Wi-Fi temperature & humidity sensor, Wi-Fi smart motion sensor, Wi-Fi remote control, Wi-Fi smart gas detector, 

Wi-Fi smart smoke detector, and Wi-Fi smart led bulb. The following sub-sections clarify the investigation experiment 

according to the MAoIDFF-IoT framework. 

1) Phase 1: Define the Potential Artifact of Interest (AoI) Locations Based on the Chosen Level/ Documentation. 

The IoT application level was chosen to be investigated in this case. The examiner focused on a mobile device as a 

potential AoI because the mobile app controls all the IoT devices via Wi-Fi. Cloud investigation was excluded because 

the cloud is not connected to these devices. The network investigation level was excluded because none of the IoT 

devices are sending streaming data via the network. The investigation excluded the device level because none of these 

IoT devices had any internal or external memory or operating system. Therefore, this experiment investigated IoT 

devices at the application level, specifically focusing on the investigation of mobile apps as a potential AoI location. 

2) Phase 2: Exploring the IoT environment/ Documentation 

The next phase is exploring the IoT environment by defining the components (C), the expected artifacts (EA), the 

expected threats (ET) for each component, and the consequences of the expected threats to understand the IoT 

environment. Fig.16 clarifies the general architecture of the IoT environment case study. Table 13 concludes this phase. 

 

 

Fig.16. The general architecture of IoT smart environment (3rd case study) 

Table 13. Explore the IoT devices of the smart environment according to the MAoIDFF-IoT framework. 

Component (C) Expected Artifact (EA) Expected Threat (ET) Consequences of the Expected Threats 

C1: Mobile Device/ Mobile 
IoT App 

EA1: Screenshots from 
mobile apps, logs files 

information from the IoT app 

ET1: Unauthorized 
access to the IoT App  

Tampering with the IoT devices via the 
mobile app also, extracting personal 

information, and editing the mobile app 
configuration. 

C2: Smart plug  

EA2: Logs files indicating 
device operating time and 

other relevant information. 

 

ET2: Unauthorized 
access to the App and 

control of the IoT 

device 

 

Tampering with the IoT device via 
mobile app, and extracting valuable and 

personal information 

This breaches confidentiality, integrity, 

availability & privacy. 

C3: Temperature & humidity 

sensor 

C4: Smart motion sensor 

C5: Remote control 

C6: Smart gas detector 

C7: Smart smoke detector 

C8: Smart led bulb 

 

In this case, the main components are the mobile App and the seven smart devices. According to the MAoIDFF-

IoT framework, these components should be explored via the internet to find any related or valuable information that 

may help in the investigation process. The following Table 14 concludes the information and features of the IoT devices 

collected from the internet. 
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Table 14. Information about the IoT devices 

IoT device Brand Application Devices Features 

Smart plug Elivco  

 

 
 

Tuya Mobile App 
 

Wi-Fi connection, App control, energy monitoring, voice control 

Smart T&H 

Sensor 

Unknown Wi-Fi connection, App control, message notifications, alarm 

Smart motion 
sensor 

Unknown Wi-Fi connection, App control, message notifications, log events page 

Remote control Unknown Support multiple home appliances, Wi-Fi connection, App control, 
voice control 

Smart gas 

detector 

Unknown Wi-Fi connection, App control, On-Site alarm, fault self-checking, log 

events page 

Smart smoke 
detector 

Unknown Wi-Fi connection, App control, On-Site alarm, easy installation, log 
events page 

Smart led Bulb Unknown Magic Home App Wi-Fi connection, timer, bright control 

3) Phase 3: Preparation/ Documentation 

In this phase, the investigator should prepare the investigation workstation and the appropriate tools based on the 

chosen level (the application level in this case). The tools used in this experiment are stated in Table 15. A USB cable 

was needed to connect the mobile to the workstation. Fig. 17 clarifies the IoT devices used in the investigation 

experiment, the mobile app related to each IoT device was downloaded on the mobile. The connection between the 

mobile app and the IoT devices was checked. 

 

 

Fig. 17. The IoT devices used in the investigation experiment (3rd case study) 

Table 15. Tools used in the investigation experiment at the application level 

Tool Name Description 

Belkasoft Evidence Center Digital forensic tool 

MAGNET AXIOM Digital forensic tool 

Investigation Workstation  PC – Windows 10, CPU - AMD with Radeon Graphics 2.9 GHz, 8 Cores 

Smart IoT devices Seven IoT devices, including Wi-Fi smart plug, a Wi-Fi temperature & humidity sensor, Wi-Fi 

smart motion sensor, Wi-Fi remote control, Wi-Fi smart gas detector, Wi-Fi smart smoke 
detector, and a Wi-Fi smart led bulb. 

Mobile Device  IoT App is downloaded on “Xiaomi Redmi Note 8” mobile  

Mobile App Tuya App and Magic Home App which connected to IoT devices 

USB cable This is used to connect the mobile with the workstation 

4) Phase 4: Acquisition & Preservation/ Documentation 

Several scenarios that might be happened were conducted by the researcher. The researcher used the manual 

acquisition method in addition to the logical acquisition method to investigate IoT devices. Both Belkasoft and AXIOM 

tools were used in the data acquisition. The scenarios conducted on the IoT devices were clarified in Table 16.  

5) Phase 5: Examining & Analyzing/ Documentation 

In this phase, the researcher examined and analyzed the mobile apps that were connected to IoT devices. The IoT apps, 

Tuya app, and Magic Home app were navigated manually to investigate the IoT devices. Fig. 18 clarifies artifacts 

extracted by the manual acquisition method, including IoT devices connected with the Tuya App in Fig. 18 (a), and the 

smart bulb connected with the Magic home app in Fig. 18 (b,c). The status of the switch with the timestamp is clarified 

in Fig. 18 (d). Motion detection records are clarified in Fig. 18 (e). The temperature and humidity with the timestamp 

are  stated in Fig. 18 (f).  
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Fig. 18. Artifacts of Interest extracted; (a) IoT devices connected with the Tuya App, (b,c) Smart bulb connected with the Magic home app, (d) The 

smart switch log page, (e) Motion detection records, (f) T & H sensor log page 

The logical acquisition was conducted and analyzed using the Belkasoft Evidence Center tool. Data about the Tuya 

and Magic Home applications were found from the path: Filesystem/Andriod/data/com.tuya.smart, 

Filesystem/Andriod/data/com.magichome.smart. Moreover, the MAGNET AXIOM tool was used in conducting mobile 

logical acquisition and analyzing the IoT apps. Artifacts of interest were found including the alarm timestamp generated 

from the IoT apps as shown in Fig. 19. In addition, the logs files for Tuya and magic home apps. 

 

 

Fig. 19. The alarm timestamp generated from the IoT apps from the AXIOM tool 
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6) Phase 6: Reporting the Results/ Documentation  

All IoT devices in this case were connected to the related mobile App, and then a set of scenarios were conducted 

over the devices. Thus, all previous phases were recorded and explained. In the reporting phase, the types of extracted 

artifacts according to the “Action/Detection matrix” for each scenario were documented and clarified in Table 16. All 

actions performed by the user and verified by the investigator were considered (AoI). 

Table 16. Type of artifacts according to the scenarios conducted on the IoT devices. 

Scenarios User Role 

(actions over IoT devices) 

Investigator Role Type of Extracted Artifacts based 

on A/D matrix (AoI, MA, UA, NA) 

 

 

Scenarios on 

Smart plug 

First, the switch is ON once connected The output at the mobile App Switch 
log: 16:24 Switch ON 

 
 

 

 
All actions were proved by the 

investigator via the mobile app switch 
log, thus they are all artifacts of 

Interest (AoI). 

 

The switch is off after 3 min schedule 

automatically 

The output at the mobile App Switch 

log: 16:27 Switch OFF 

The switch is on after 2 min schedule 

automatically 

The output at the mobile App Switch 

log: 16:29 Switch ON 

The switch is off manually from the 
App 

The output at the mobile App Switch 
log: 16:29 Switch OFF 

The switch is on manually from the 

App 

The output at the mobile App Switch 

log: 16:29 Switch ON 

The countdown is set to be switched 
off after 8 min 

The output at the mobile App Switch 
log: 16:37 Switch ON 

 

Scenarios on 
Smart 

Temperature & 
Humidity 

Sensor 

First, the sensor is ON once connected The output at the mobile App log: The 

temperature is 27 
The humidity is 58%, and the sensor 

status is ON 

 

All actions were proved by the 
investigator via the mobile app log, 

thus they are all artifacts of Interest 
(AoI). 

 
The sensor is off A message from the app clarifies that 

a notification will be sent after 30 min 

of the offline status 

 

Scenarios on 

Smart Motion 
Sensor 

First, the sensor is ON once connected The sensor status is ON via Mobile 

App 

 

All actions were proved by the 

investigator via the mobile app, thus 
they are all artifacts of Interest (AoI). 

 

A motion is conducted near the sensor A message from the app clarifies that 
a motion is conducted. 

The sensor is off The sensor status is OFF via Mobile 

App 

 

Scenarios on 

Smart IR 

control 

First, the device is ON once connected The sensor status is ON via Mobile 
App 

 
All actions were proved by the 

investigator via the mobile app, thus 

they are all artifacts of Interest (AoI). 

 

An Air condition is connected, and it 

was turned ON by the IR controller 

The Air condition status is ON via 

Mobile App 

An Air condition was turned OFF by 

the IR controller 

The Air condition status is OFF via 

Mobile App 

 

Scenarios on 

Smart gas 
detector 

First, the device is ON once connected The gas detector status is ON/normal 
via Mobile App 

 
 

All actions were proved by the 
investigator via the mobile app, thus 

they are all artifacts of Interest (AoI). 

 

A gas was released near the device A notification gas alarm with a 

timestamp is logged via the mobile 
app clarifying that gas was detected 

The detector is OFF The gas detector status is OFF via the 

mobile App 

Scenarios on 

Smart smoke 

detector 

First, the device is ON once connected The smoke detector status is 

ON/normal via the mobile App 

 

 

All actions were proved by the 
investigator via the mobile app, thus 

they are all artifacts of Interest (AoI). 
 

Smoke was released near the device A notification smoke alarm with a 
timestamp is logged via the mobile 

app clarifying that smoke was 

detected 

The detector is OFF The smoke detector status is OFF via 

the mobile App 

Scenarios on 

Smart led light 

bulb 

First, the bulb is ON once connected The smart bulb status is ON via the 

mobile App 

All actions were proved by the 

investigator via the mobile app, thus 

they are all artifacts of Interest (AoI). The bulb is OFF  The smart bulb status is OFF via the 

mobile App 

General 

activities from 

IoT Apps 

-- -- Notifications, alarms, and other 

activities from Tuya and the Magic 

Home app were found in the log files, 
obtained from the AXIOM tool which 

are considered (AoI) 

No actions were 
conducted 

-- -- Additional info. about the app and the 
mobile was extracted  from the logical 

acquisitions via AXIOM and 
Belkasoft, this is considered useful 

artifacts (UA) 
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4.4  Key Challenges in the Experiments  

The following challenges were faced while conducting the experiments: 

 

 Extracting artifacts at each level of the IoT device is a big challenge as there are different types of brands, 

standards, protocols, FS, and OS related to the IoT devices. Thus, the investigator should be closely informed 

of the latest developments in the Internet of Things. 

 The researcher didn't find any investigation tool specialized for the IoT devices that encompasses the multi-

level structure of the IoT devices. Computer forensics tools such as Autopsy, Belkasoft, and AXIOM did a 

satisfactory job. However, it would be better to have a tool for IoT investigation that considers the structure of 

the IoT devices. 

 Technical issues were faced while experimenting, such as device connection and other technical problems, and 

they were overcome. 

4.5.  Recommendations  

The 2
nd

 case study proved the effectiveness of the MAoIDFF-IoT framework's multilevel investigation approach, 

which helped to identify more valuable (AoI) that were missed in the 1
st
 case study. For example, the pictures recorded 

via the camera were not found in the external memory at the device investigation level in (1
st
 case study - section 4.1), 

but they were found via manual and logical acquisition at the mobile investigation level in (2
nd

 case study - section 4.2). 

In addition, at the mobile level investigation, the investigator found more information about the camera app via log files. 

Therefore, it is recommended to investigate multilevel to avoid missing artifacts and find additional (AoI). 

In the 3
rd

 case, (section 4.3) the researcher noted that each app has its own features and behavior over the mobile 

device. It is easy to extract IoT-related artifacts from some IoT devices, while others require more examination and 

search. Therefore, it is recommended to conduct reverse engineering for IoT apps in case the investigator doesn't find 

apparent artifacts, to know where the app stores the related data on the mobile. The extracted artifacts from each 

forensic tool may differ. For example, the log files for the Tuya app were found via the AXIOM tool, while the 

javascript files for the IoT app were obtained from the Belkasoft tool. Therefore, it is recommended to use various tools 

to achieve optimal results. It is advisable to search online for helpful information about IoT devices. Moreover, the 

well-organized phases in the MAoIDFF-IoT framework facilitated the investigation process and can be beneficial to 

other investigators in the future. It guided the researcher when the experiment was repeated with other different IoT 

devices. 

5.  Results and Discussion 

The proposed framework (MAoIDFF-IoT) was evaluated and tested by three case studies. The 1
st
 case was 

performed on a smart camera at the device level. In this case, the researcher focused on investigating the operating 

system (OS) and the external memory file system, FAT32. The FAT32 in-depth was analyzed through four main steps 

mentioned in the proposed framework. The 2
nd

 case was conducted on a smart camera at the application level. The 

researcher made the logical and manual acquisition to extract artifacts from the mobile camera app. The 3
rd

 case was 

conducted on a smart environment that contained seven IoT devices. The researcher focused on extracting artifacts from 

the mobile apps that control these IoT devices. Table 17 summarizes the three case studies with related chosen 

investigation levels. 

Table 17. The IoT devices used in case studies with related chosen investigation level 

IoT device Device level 

investigation 

Network level 

investigation 

Application level investigation  

Smart Camera  ✓ (1st case study) -- ✓ (2nd case study) 

Wifi smart plug -- -- ✓ (Tuya Mobile App) 

 

 

( 3rd 

case 
study) 

Wifi Temperature & 
Humidity Sensor 

-- -- ✓ (Tuya Mobile App) 

Motion Sensor -- -- ✓ (Tuya Mobile App) 

Wi-Fi Universal Remote 

control 

-- -- ✓ (Tuya Mobile App) 

Gas detector -- -- ✓ (Tuya Mobile App) 

Smoke detector -- -- ✓ (Tuya Mobile App) 

Smart led Bulb -- -- ✓ (magic home – smart home Mobile App) 
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5.1.  Features and Novel Aspects of MAoIDFF-IoT Proposed Framework  

The proposed framework was adapted to suit the unique characteristics of IoT devices. The experimental analysis 

and results demonstrate the effectiveness and advantages of the proposed framework throughout its phases, which are 

clarified in the following. 

1) Focusing on AoI to save time and efforts 

The MAoIDFF-IoT framework introduces (AoI) investigation in a manner not previously presented. In the first 

phase, the targeted investigation level should be selected based on the structure and case of the IoT. Thus, MAoIDFF-

IoT focuses on analyzing and examining the potential locations of AoI, not all the data generated by IoT devices to 

accelerate the investigation process and make it more efficient. 

2) The importance of exploring at several phases 

The proposed framework explores the IoT environment at various phases. In the first phase, the initial exploration 

aimed to define the potential AoI at the targeted level of investigation. In the second phase, the exploration aims to 

define Expected Artifacts (EA) at the targeted/chosen level. Also, by searching online for IoT devices, relevant 

information can be gathered to assist in the investigation process. Exploration at several phases is essential for defining 

the scope of the investigation. Thus, defining AoI precisely.  

3) The organized structure with a standardized framework 

The traditional phases of digital forensics, including preservation, collection, examination, analysis, and reporting, 

are commonly used in most previous digital forensics frameworks [23,70,72,75–80]. These traditional phases have been 

proven to be successful and inclusive in digital investigations. However, in MAoIDFF-IoT, these traditional phases 

include additional new sub-phases that have been added to fit the heterogeneous nature of IoT environments. 

4) Maintains the integrity  

Documentation is considered essential during all phases of IoT digital forensics to prevent the loss of any (AoI)  

during the investigation [70]. What sets this framework apart from previous frameworks is that it suggests a well-

organized structure for the expert witness report containing the proposed MAoIDFF-IoT phases. Also. It emphasizes the 

importance of documentation across all phases. This is important for court submissions. 

5) Inclusive, covering all the IoT levels, to avoid missing any critical artifact. 

The MAoIDFF-IoT framework considers multi-level investigation because if any artifact from one level is missed, 

it can be detected at another level. Moreover, it explores all potential (AoI) locations based on the targeted investigation 

level which is a good practice supported in the proposed framework. This practice adds value when developing an 

inclusive IoT digital forensics framework. The potential (AoI) might be extracted from three main levels, including (1) 

device level (AoI locations: physical device, memory, filesystem, OS), (2) network level (AoI locations: network 

devices, protocols, traffic), and (3) application level (AoI locations: web interface, mobile app, cloud). Further, in phase 

five, analyzing & examining, the framework emphasizes the use of appropriate tools and methods to decrypt and 

analyze the encrypted data. In addition, reverse engineering is considered for extracting critical artifacts. 

6) Define types of extracted artifacts based on the Action/ Detection Matrix. 

The experimental approach employed in this research differs from previous studies. In the acquisition & 

preservation phase, the researcher played the role of both user and investigator by conducting several actions on the IoT 

devices. In the examining & analyzing phase, the researcher verified these actions by analyzing the data obtained after 

each scenario and classifying extracted artifacts according to the conducted actions. The MAoIDFF-IoT framework 

introduces an (A/D) matrix and four types of extracted artifacts: missed artifact (MA), no artifact (NA), useful artifact 

(UA), or artifact of interest (AoI). The matrix utilized is novel and has not been addressed in prior literature. 

7) Usability 

The MAoIDFF-IoT framework has the potential to be utilized for all current and future digital crimes. Phase six of 

the framework includes guidelines, recommendations, and notes to assist and support future investigators. The 

framework is well-organized, and flexible, and can be modified to include additional sub-phases and activities needed 

for each specific case. Table 18 provides a comparison between the MAoIDFF-IoT and other existing frameworks. This 

comparison emphasizes the distinctive characteristics of the proposed framework in contrast to its predecessors. 
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Table 18. MAoIDFF-IoT framework in comparison with previous frameworks 

5.2.  Limitations in this Research 

While our research provides a valuable addition to the field of IoT digital forensics, several limitations should be 

acknowledged. Firstly, the MAoIDFF-IoT framework was evaluated and applied, and its effectiveness was 

demonstrated through three case studies. However, it is an excellent step to conduct more real scenario experiments and 

test the proposed framework on different types of IoT devices. This emphasizes the applicability and usability of this 

framework. Any digital investigator can benefit from and enjoy the advantages of the well-organized phases and 

structure of the MAoIDFF-IoT framework. Additionally, IoT devices could have various operating systems and file 

systems, which poses a challenge for digital investigators. Therefore, it would be beneficial to prioritize investigating 

and exploring different types of operating systems and file systems associated with IoT devices. Moreover, the 

MAoIDFF-IoT framework proposes that if any encrypted data is found, it is suggested to use the appropriate tool or 

method to decrypt and analyze the encrypted data. However, it would be a valuable addition if researchers delve deeper 

to uncover details about decrypting the encryption and investigate volatile data generated by IoT devices. 

6.  Conclusion and FutureWork 

The focus of this research was on IoT digital forensics. A novel framework named "Multilevel Artifact of Interest 

Digital Forensics Framework for IoT (MAoIDFF-IoT)" was proposed. This framework consists of six main phases, 

each accompanied by enhanced sub-phases, to ensure a thorough and effective investigation. The documentation phase 

is critical across all six phases for maintaining integrity and submitting a report to the court. MAoIDFF-IoT covers all 

levels of IoT (device, network, application) and focuses on Artifacts of Interest (AoI) for each level, aiming to save time 

and effort. The framework was evaluated through case studies and found to be effective in extracting artifacts and 

accelerating the investigation process. The proposed action/detection matrix and the artifact types (MA, NA, UA, and 

AoI) were considered additions to the framework. The experimental results indicate that the MAoIDFF-IoT framework 

has attractive features. Future work should involve applying the MAoIDFF-IoT framework to more realistic scenarios 

to demonstrate its applicability and usability. Other types of IoT filesystems, as well as volatile and encrypted data from 

IoT devices, should also be analyzed. In addition, for future work, it would be valuable to develop an investigative IoT 

tool and merge artificial intelligence techniques considering the multilevel structure of the MAoIDFF-IoT framework, 

along with the proposed reporting structure. This paper presents three case studies investigating various IoT devices at 

both the device and application levels. However, the network level was not investigated or included in the case studies. 

Therefore, it is recommended to conduct several scenarios and apply the proposed framework to the IoT device that 

sends streaming traffic via the network in future research. 

 

 

Framework 

Advantage 

The 

proposed 

framework  

MAoIDFF-

IoT 

Quick et 

al., 2014 

[71] 

Carrier 

and  

Spafford, 

2004 [70] 

Kebande 

et al., 

2018 [63]  

Li et al., 

2019 [65] 

Kebande 

and Ray, 

2016 

[67] 

Babun et 

al., 2021 

[55] 

 

Bouchau

d et al., 

2018 

[57] 

Focus on the 

Artifact of 
Interest (AoI) 

✔ ✔       

Identification 

phase to explore 
the environment   

✔   ✔ ✔ ✔ ✔ ✔ 

Cover the 
traditional digital 

forensics process 

✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 

Maintain the 
integrity 

✔  ✔ ✔ ✔ ✔ ✔ ✔ 

Consider the 

analysis of 
encrypted data 

✔    ✔  ✔  

The distinctive characteristics of the MAoIDFF that have not been addressed by others: 

 It covers all levels of IoT and selects a specific level for investigation based on the case. 

 It is advisable to conduct a multi-level investigation to avoid missing any artifacts. This approach ensures that if any 

artifact is missed at one level, it may be discovered at another level. 

 It proposes investigating the potential AoI locations based on the chosen level. 

 It considers the exploration process at several phases to determine AoI precisely by defining the potential AoI locations, 
the components (C), and the expected artifacts (EA). 

 It defines the types of extracted artifacts (Artifact of Interest - AoI, Useful Artifact - UA, Missed Artifact -MA, No 
Artifact - NA) based on the proposed (A/D) matrix. 

 It suggests a well-organized structure for the expert witness report. 
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