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Abstract: The modern communication networks have evolved from simple-static systems to highly flexible and 

adaptive systems facilitating dynamic programmability and reconfiguration. This network evolution has influenced the 

lowest level of packet processing in data plane to highest level of network control and management functions. It has 

also influenced the overall network design and architecture which is clearly evident from the emergence of SDN and 

NFV. With the wide-spread acceptance of SDN, a novel networking paradigm, the network programmability has re-

appeared as a top research area in networking and numerous programming languages have been proposed. In this paper, 

we present a systematic review of various state-of-the-art SDN programming languages used to program different 

network planes. We follow a top-down approach, starting with the high-level or top-tier programming languages 

followed by the data plane or bottom-tier programming languages. We have provided an in-depth analysis of various 

top-tier and bottom-tier programming languages and compared them in terms of most prominent features and supported 

abstractions. In addition to it, we have elaborated various programming models used in different bottom-tier 

programming languages which provide necessary abstractions for mapping diverse functionalities of data plane 

algorithms splendidly onto the specialized hardware like ASICs. Lastly, we have highlighted the research challenges in 

SDN programming languages like cross platform programming, necessary language libraries, support for network 

verification, NFV, stateful and inline packet processing, which need to be incorporated into existing programming 

languages to support diverse functions required in next generation networks.  

 
Index Terms: Programmability in SDN, Domain Specific Languages, Programmable Networks, Network 

Programming Languages, OpenFlow, P4  
 

 

1.  Introduction 

The two initiatives of mid-90s with primary objective to make networks programmable were programmable 

networks [1] and active networking [2]. The former promoted separation of control and data plane whereas the later 

investigated insertion of code into data packets termed as capsules to achieve intelligent networking. Afterwards, with 

the advent of the large-scale data centers, 5G mobile standards, ubiquitous IoE, and massive big data and machine 

learning applications, the network operators had to embrace new novel techniques to architect next generation networks. 

As a result, the edge computing, network virtualization, Software Defined Networking, and service chaining find their 

way into modern communication networks.  

In communication networks, the dynamic traffic flows, link/device status change or congestion in the network 

modifies the overall network state. The network control plane monitors and verifies the network state and modifies the 

forwarding behaviour as per the state change. However, conventional devices supported limited approaches or protocols 

in the control plane and require numerous middle-boxes to monitor and regulate the traffic flows. In next generation 

networks, such limited approaches fail to provide desired Quality of Service (QoS) and necessitates use of advanced 

approaches for efficient network monitoring, verfication and debugging. Moreover, the impending application 

requirements force the device vendors to support ever-evolving heterogenous protocols and at the same time provide 
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basic functions like L4/L3/L2 packet processing, tunneling and more advanced features like QoS, congestion control, 

intrusion detection, etc., in the network devices. Providing all these features at a desired level of flexibility, efficiency 

and performance requires extensive and careful engineering effort which often results in complex and costly designs, 

and manufacturing of a dedicated hardware [3]. Such a dedicated hardware results into two major problems: (i) 

inhibiting innovation: adding novel features involves rapid device upgrade cycles and cost-effective development 

process, hence forces vendors to roll-out new features only when it becomes most widely desired feature; (ii)  inefficient 

resource utilitzation: supporting every single protocol or feature may lead to wastage of resources like CPU cycles, 

memory space and silicon chips as most of these features may never be used. 

To address these challenges, the traditional SDN [4] initially emerged with the idea of control plane 

programmability and limited flexibility in data plane by allowing network operators to define flow rules using well 

defined APIs like OpenFlow [5]. The complex and compute-intensive algorithms are defined in software and were 

commonly executed on a SDN Controller, having bird-eye view of the entire network. Therefore, the intricate control 

plane algorithms which were designed for distributed legacy devices are replaced by centralized, simpler algorithms. 

Such a centralized control environment is beneficial for high demand use cases like 5G networks or multi-tenant data 

centers to achieve flexibility, scalability and efficiency in network control. However, this traditional approach of SDN 

offers programmability in top-tier (control and management plane) and data plane devices are still irreplaceable and 

under the control of device vendors. This constraint was resolved with programmable data planes wherein the users can 

define their own algorithms and can build customized network equipment without compromising the overall network 

performance, speed, or scalability. Numerous top-tier and bottom-tier programming languages and frameworks have 

been proposed and in this manuscript our goal is to analyze these programming languages and frameworks with stress 

on potential future trends that may promote further research in SDN programming. 

1.1 Related Work and Contributions 

With the introduction of OpenFlow [5] and advances in SDN paradigm, the network programming has re-emerged 

as a buzzword in computer networking. Till now, numerous surveys have addressed different facets of SDN, including 

design challenges and research issues [6-8], SDN controllers [9, 10], fault management [11], traffic engineering [12], 

security [13, 14], and applications of this radical paradigm in diverse domains [15-18]. However, SDN programming 

frameworks and languages which enable network programmers to dynamically control and manage the network control 

logic with extraordinary efficiency and define the packet processing pipeline have been least surveyed by the research 

community. 

The authors in [19] have laid the foundation of basic programming concepts and programming contructs required 

in top-tier programming or high-level SDN programming languages. Further, they have classified the SDN 

programming languages on the basis of Feature Oriented Domain Analysis (FODA). However, they have only focused 

on top-tier programming languages and over the last few years these programming languages have been extensively 

extended to address various limitations which necessitates a fresh analysis of all such languages.  On the other hand, 

authors in [20, 21] have addressed the data plane programmability. In [20], the authors have presented anatomy of a 

programmable SDN switch and have surveyed the architectures and abstractions proposed for a programmable switch. 

The authors in [20] have discussed data plane programming languages as a subsection with primary focus on data plane 

flexibility and programmability. They have highlighted the limitations of OpenFlow and ForCES architectures and 

based on such limitations, they have provided a summary of approaches used to address these problems. In [21], the 

authors have only focused on P4 [22] and have provided a comprehensive overview and introduction of P4 with 

applications of P4 in diverse domains. 

In the last one decade, there has been tremendous development with respect to network programming which 

initially began with top-tier programming languages followed by bottom-tier programming frameworks in the last few 

years. We have explained network programmability and how SDN simplifies network programming with separation of 

network control logic from packet processing functionality. In this manuscript, we have attempted to cover all the 

advancements and innovations related to network programming. We have provided a systematic and elaborate analysis 

of various top-tier and bottom-tier programming languages. The programming languages discussed in this manuscript 

are shown in Fig. 1 along with the year of inception. The contributions made are as follows: 

 

 Network programmability: We have explained the network programmability and elaborated how SDN 

simplifies network programming in next generation networks. 

 Top-tier programming language features: We have presented the various SDN programming language features 

and have discussed each feature in detail. 

Top-tier programming languages: We have analyzed more than twenty top-tier programming languages in 

terms of following features: network policy definition, flow installation, programming paradigm and supported 

abstractions. We have highlighted the necessary extensions made to these programming languages to address 

various programming issues.  
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 Bottom-tier programming models: To map packet processing algorithms onto specialized hardware, different 

programming languages use specific programming models to express packet processing logic in an abstract 

way. We have presented three such models and mapped various bottom-tier programming languages to these 

models. 

 Bottom-tier programming languages: We have analyzed more than ten bottom-tier programming languages 

with emphasis on their objectives, supported models, mechanisms employed and problems addressed. 

 Future research perspectives: We have highlighted various future research challenges in terms of necessary 

abstractions, features and programming constructs to be incorporated into existing programming languages to 

support diverse functionalities in next generation networks. 

 

 

Fig. 1. Top-tier and bottom-tier programming languages analyzed in this manuscript 

1.2 Paper Outline 

The rest of this manuscript is organised as follows: section 2 introduces network programmability along with 

programmability in SDN. In section 3, we have first presented top-tier programming language features and then various 

such languages are analyzed in detail. Section 4 begins with the introduction of data plane programming models 

followed by in-depth survey of various bottom-tier programming languages. Section 5 highlights the future research 

perspectives in network programming and finally the paper is concluded in section 6. 

2.  Network Programmability 

The term programmability in general refers to the ability of hardware or software to accomplish processing of an 

externally-defined procedure. Therefore, programmable entities are distinct from re-configurable ones, as the former 

allows to carry-out externally defined tasks whereas the latter allows to change certain parameters of a well defined 

internal algorithm. Likewise, network programmability refers to the ability of execution of externally defined procedure 

on packet processing nodes such as routers, switches, or load balancers. In this section, we have illustrated how SDN 

enables flexible, efficient and programmable network control. In addition to it, we have elaborated how the latest trends 

change the conventional OpenFlow based packet processing in data plane to more flexible, programmable and 

dynamically defined packet processing pipeline. 

2.1  Programmability in SDN 

SDN is a scalable, programmable, agile and centrally controlled network architecture which promotes flexible and 

automated network control. The three layer architecture of SDN as proposed by ONF [23] is shown in Fig. 2. The 

bottom layer or forwarding plane includes network devices managed and controlled by a remote disjoint control plane. 

The central layer or control plane consists of logically centralized controllers which monitor and manage the entire 

network. The controllers provide bird-eye view of entire network at a single central point, hence simplifies network 

programming by hiding intricate control logic. The control and data plane communicate over a standard open interface 

termed as southbound interface. The logically centralized controllers use east/westbound SDN interfaces to share 

network state information with each other or legacy distributed control [24]. The top layer or management plane 

comprises of various applications which are designed to implement specific functions like load balancing, routing, 

firewalls, etc. These management applications communicate with the control plane over the northbound interface as 

shown in Fig. 2.  
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Fig. 2. SDN Architecture 

Unlike conventional devices wherein device functionality is defined by the device vendor, the algorithms for 

different SDN planes can be defined by the users or network operators. This novel concept of requirement based 

algorithm implementation in both control and data plane is basically the true network programmability. Therefore, SDN 

fosters innovation by allowing both the end users and the equipment vendors to build networks as per their needs. SDN 

traditionally evolved with the control plane programmability (referred to as top-tier programmability in this manuscript), 

however, immediately afterwards the researchers realized the need of data plane programmability (referred to as 

bottom-tier programmability in this manuscript). The SDN controller may implement high-level complex control 

programs, but without data plane performance optimization, the per-packet processing may result in low performance. 

In the following two sub-sections, we have elucidated both top and bottom-tier SDN programmability along with their 

benefits. 

2.1.1  Top-tier Programmability in SDN  

The SDN control plane includes one or more SDN controllers which implement basic control logic necessary to 

manage and operate the network. Most of the SDN controllers [25-28] allow network operators to define their own 

customized control programs or to bypass in-built procedures, making the network control highly programmable and 

extensible. Such user defined algorithms could directly communicate with the data plane devices using standard APIs 

like OpenFlow [5]. Traditionally, SDN involved vendor specific data plane devices which were remotely controlled by 

the SDN controllers by installing flow rules into flow tables using standard APIs as shown in Fig. 3(a). This 

programmable, centralized, network-wide control has proved very productive in use cases like multi-tenant data centers.  

 

 
Fig. 3. Programmability in: a) Control Plane; and b) Control and Data plane  

The major challenge here is to translate the high-level policy directives into flow rules. Handling complex policy 

directives with low-level languages may result in conflicting flow rules and in the worst-case inconsistent network state. 

Numerous programming languages have been proposed to address this issue and these top-tier programming languages 

provide better, flexible and less error prone alternative to program SDNs.  

Initially, the standardization efforts for southbound API resulted in the development of most widely used SDN 

protocol OpenFlow. At that time it was realized that the flexible and effective API will be enough to manage the data  
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plane devices or regulate their behaviour. However, very soon it became evident that the OpenFlow based data plane 

devices have resulted in a specific, pre-defined packet processing structure which could not be altered. This realization 

led to the beginning of bottom-tier programmability or data plane programming which is discussed in the next sub-

section. 

2.1.2  Bottom-tier Programmability in SDN 

In traditional SDN, the data plane devices perform limited number of operations on the received packets. The 

packet processing begins with the packet parsing, in which the data plane devices determine certain packet bytes to 

obtain the control information. This control information defines the series of packet processing operations to be 

performed on the packet. Such operations can be some computation (like evaluation of header checksum), updating 

certain bytes of packet (e.g., updating the checksum into the suitable packet fields), or saving state or monitoring 

information (e.g., writing certain counters). Finally, the packet may be forwarded on specific port(s) or may be dropped.  

The data plane or bottom-tier programmability means that the end user can define the forwarding functionality or 

packet processing logic as per the requirement using reconfigurable ASICs. Therefore, a programmable switch exposes 

the low-level interface by which the progression and semantics of packet processing operations are defined, modified or 

reconfigured systematically and rapidly. Unlike the traditional fixed function network devices, the programmable 

switch allows to modify packet parsing logic, to provide arbitrary header field matching or introduction of new 

forwarding constructs or novel protocols for experimentation or innovation. Such a programmable switch can be 

realized with the help of re-configurable hardware and programming languages [29]. Initially, hardware based 

architectures were mainly used to implement packet processing nodes, however, with the advances in processing 

capability of conventional computer systems, software based switches are also used.  

In a fully programmable network architecture, the user can define new control plane algorithms and can 

accordingly design the data plane processing logic to build a custom network as shown in Fig. 3 (b). Thus, 

programmability in control and data plane offers flexible, network customization which is having high implications in 

commercial appliances, e.g., data centers or 5G networks or can be utilized for rapid prototyping in production and 

academic research.  

3.  Top-Tier Programming 

In SDN control plane, the programmers have to ensure seamless network operations and separation of various tasks 

concurrently like forwarding, access control, mirroring, etc. Programming such intricate tasks with low-level languages 

may result in conflicting flow rules and in the worst-case inconsistent network state. To address this issue, numerous 

top-tier programming languages have been proposed which provide diverse set of functionalities. These programming 

languages raise level of abstraction by specifying the network policies in a flexible application development 

environment. The majority of these languages have primarily focused on translation of high-level network policy 

requirements into flow table rules. In this section, we have first introduced top-tier programming language features and 

then various programming languages and frameworks are analyzed in detail. 

3.1 Programming Language Features 

The features of top-tier SDN programming language are depicted in Fig. 4. An overview of all these features is 

provided in this sub-section and in the subsequent section various programming languages are compared with respect to 

these features. 

 

i. Network Policy Definition: A network policy is formally defined as a collection of policy rules [30]. Each rule is 

a set of conditions and a related set of actions. The conditions express which policy rule is applicable and accordingly 

corresponding set of actions are initiated. The network policies can be triggered either statically or dynamically. Static 

policies apply actions in a predetermined way, according to predefined set of rules like firewall filters. On the other 

hand, dynamic policies change as per the network state. Majority of languages have dynamic capability except few 

which work statically.  

ii. Flow Installation: It refers to the way flow rules are installed on the forwarding devices. The controller installs 

and manages flows on the forwarding devices either proactively or reactively. In proactive approach, flow rules are 

communicated in advance by the controller to the switches as per the topology information whereas in reactive 

approach, whenever a new flow packet arrives at a switch, it is forwarded to the controller. Another possibility is a 

hybrid approach which combines benefits of both these approaches. In the hybrid approach, some specific rules are 

installed proactively whereas rest of the flow rules are installed reactively. Proactive approach being more agile and 

reduces delay in processing packets at the cost of inefficient use of switch memory whereas reactive approach being 

more flexible and applicable in dynamic environments, but may overwhelm a controller if the flow setup requests are 

very rapid. 

iii. Programming Paradigm: It refers to the way of building elements and overall structure of a computer program. 

There are two general approaches: imperative and declarative. The former can be viewed as a conventional 

programming model in which programmer specifies all the steps to solve a particular problem. The later just specifies  
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what a program must do, without specifying how to do it [31, 32]. For instance, in SQL we specify the query without 

bothering about how it will be executed on the database engine. The sub-paradigms of declarative are logic 

programming, event-driven, functional and functional reactive.   

 

 
Fig. 4. Top-tier SDN Programming Language Features 

In logic programming, a language compiler employs an algorithm which scans all probable patterns in a set of 

stated inference rules to postulate and resolve query. In event driven programming, the program responds to events. 

Whenever an event is received, an action is triggered automatically. The actions can be some computation or initiation 

of another event. In functional programming, some mathematical functions are evaluated and state changes are avoided. 

Such programming languages are stateless and provide referential transparency which means the output of a function 

will remain same for given parameters irrespective of when and where it is evaluated. The reactive programming 

provides abstractions that facilitate programs to respond to external events. The amalgamation of functional and 

reactive programming results in functional reactive programming that models reactive behavior in functional 

programming languages. 

iv. Support for Abstractions: Abstraction means simplified description of a system, suppressing unwanted details 

while emphasizing some system required details. Abstractions help in handling complexity by emphasizing user 

required details and suppressing immaterial or diversionary details. Different languages provide different abstractions, 

and in this manuscript, we have analyzed top-tier SDN programming languages in terms of following four abstractions: 

consistency, modular composition, flow matching and traffic engineering.  

Consistency ensures a packet is managed either with an old configuration or with a new configuration but not by a 

mix of two [33]. Hence, this abstraction ensures that a packet never traverse a path during the transition of network state 

from old to new. Modular composition is beneficial in handling complexity of programs. In modular composition, a 

program is decomposed into distinct modules with accurately identified boundaries and strictly controlled interactions. 

These modules have packet processing roles; they consume a packet history and produce a new packet history [34]. In 

order to group these modules, there are following three compositors: sequential, parallel and iteration. In sequential, one 

module operates on a packet produced by another module. Parallel enables multiple copies of same packet being 

operated concurrently by multiple policies. Iterative composition enables recursive or repeated processing of packets. 

In SDN, forwarding devices have flow tables populated with flow entries, with each entry comprising of match, 

action and counters. A match occurs if the received packet header fields match a predefined flow table entry. For 

matching, two abstractions are provided by SDN programming languages: basic and arbitrary matching. If a language 

supports standard matching operations specified by the OpenFlow, it is termed as basic matching. On the other hand, in 

arbitrary matching, a match field may be wildcarded wherein bitmasks are defined as follows: 0 indicates a don’t care 

condition and 1 indicates an accurate match. OpenFlow 1.0 supports exact match and prefix wildcards, whereas 

OpenFlow 1.1+ supports arbitrary wildcards using bitmasks. 

On the other hand, the basic aim of traffic engineering is to optimize performance of networks or simplify reliable 

network operations.  The common traffic engineering abstractions provided by programming languages are link failure, 

QoS and path selection. Link failure abstraction ensures reliable network operation in case of link failure by changing 

the forwarding behavior. QoS refers to a set of service requirements (e.g., bandwidth, delay, etc.) to be met by the 

network while transporting data flows. Path selection abstraction specifies which path a particular flow must or must 

not traverse within a network.  
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3.2 Top-tier Programming Languages 

In this subsection, more than twenty top-tier SDN programming languages have been described. Some languages 

have been extended to achieve a particular goal or address certain limitation. We have presented all such extensions 

along with the features introduced. 

Frenetic [35] is a declarative, high-level language with modular design for programming distributed collection of 

network devices. Frenetic is based on the following two key abstractions: first, a set of operators for construction and 

manipulation of network traffic streams and second, a run-time environment that handles all minutiae of installing and 

uninstalling low-level rules on switches. Most of the existing SDN programming languages are derived from Frenetic. It 

is based on following key principles: single-tier programming, race-free semantics and cost control. It is a functional 

reactive language, providing arbitrary wildcard matching and using combinatory library for defining high-level packet 

forwarding policies. 

Flow-based Management Language (FML) [36] is a high level, declarative, reactive, policy description language 

for data flows using non-recursive datalog with negation [37]. It is the first SDN programming language and was 

initially termed as Flow-based Security Language (FSL) [38]. FML policy statements comprise of if-then relationships 

that specifies constraints for matching flows. This language statically defines which flow to allow or deny and has 

provisions for specifying performance parameters like latency, bandwidth and jitter.  

Likewise, NetCore [39] is also a declarative language that eases process of expressing packet-forwarding policies. 

It enables efficient processing of majority of packets inside switches instead of controller by installing flow rules 

proactively rather than reactively. Using NetCore, the controller with new compilation algorithms and a new run-time 

system issues rule installation commands and traffic-statistics queries to switches. It is considered as a replacement of 

Frenetic [35] for defining forwarding policies. The authors in [40] have extended NetCore, termed as NetCore-M to 

implement multi-policy combination and packet drop action. Further, the authors have extended multi-policy 

combination algorithm to detect policy conflicts using pyretic [41] project. 

Pyretic [41] is an imperative, domain-specific language embedded in Python which defines: (i) composition 

operators and a library of policies for forwarding and querying network traffic; (ii) a policy to operate on an abstract 

topology that implicitly constrains what a module can visualize and perform; and, (iii) a new abstract packet model that 

allows the programmers to extend packets with virtual fields which may be used to associate packets with high-level 

meta-data. Unlike Frenetic, which only supports sequential composition, Pyretic supports both sequential and parallel 

composition. Further, Pyretic provides topology abstraction which can represent a single underlying switch as multiple 

virtual switches or vice-versa.  

Procera [42] is a policy layer on top of the SDN controller, which is event-driven, reactive and extensible. It 

provides flow constraint output functions that simplify the role of the network controller by enabling separation of high-

level control from low level networking issues. It applies the principles of functional reactive programming (FRP) [43] 

and provides a declarative, expressive and compositional framework for describing reactive and temporal behaviors. It 

is customizable with a collection of primitive event streams and does not have default access to OpenFlow events, such 

as flow request events which may lead to functional division. It permits scalable implementations wherein OpenFlow 

events are processed in parallel while as non-OpenFlow events are processed sequentially.  

Nettle [44] is a domain-specific language, embedded in Haskell which enables programming of OpenFlow 

networks in an elegant and declarative style. It is based on the principles of functional reactive programming (FRP), 

with both continuous (time-varying) and discrete (event-based) abstractions leveraged in the design. The discrete events 

may arise from the OpenFlow switches and continuous behavior enables creation of dynamic policies like load 

balancing, traffic engineering, etc. It provides both sequential and parallel composition.  

NetKAT [45] is a network programming language which is based on canonical and mathematical structure known 

as Kleene algebra with tests (KAT). NetKAT supports primitives for filtering, modifying, and transmitting packets. It 

also includes union, sequential composition operator and an operator termed as Kleene star operator that iterates 

programs. It enables programmers to create compositional and expressive network programs and reason effectively 

about their semantics. It was the first SDN programming language to use regular expressions for defining end-to-end 

forwarding routes. Authors in [46] have extended NetKAT, termed as Probabilistic NetKAT which introduced functions 

to determine probability distribution on collections of packet histories. This enhanced version of NetKAT handles 

scenarios like faults, congestion and randomized forwarding. Likewise, authors in [47] have proposed Temporal 

NetKAT which is based on the semantics of NetKAT and offers an interesting blend of linear temporal logic and 

Kleene (network) algebra with tests. The Temporal NetKAT is a network programming language which supports 

network verification, runtime monitoring, and debugging. 

 
 



Programming SDNs: A Compass for SDN Programmer 

Volume 14 (2024), Issue 1                                                                                                                                                                       59 

[48] is another declarative language for computing network forwarding state. It separates logic specification from 

the state machine that implements the logic. The logic is defined in a declarative manner with a function mapping. The 

controller input to output and state transitions are handled by the language compiler that handles the event processing 

code and provides a runtime environment responsible for consuming the input events and re-computing of all affected 

outputs. On the other hand, FatTire [49] is also a declarative, regular expression-based language for writing fault 

tolerant network programs. It uses natural and orthogonal programming constructs to provide fast-failover mechanisms 

in OpenFlow networks. The distinguishing feature of this language is that it allows programmers to specify both 

forwarding paths and backup paths that the packets may take while traversing through the network.  
Maple [50] simplifies SDN programming by using high level declarative constructs to define network policies. It 

involves two important components: (i) optimizer that offloads work to switches and invalidates cached policy 

executions due to environmental changes and; (ii) run-time scheduler which provides Maple scalable execution of 

policy “misses” generated by many switches in a large network on multi-core hardware. Authors in [51] have extended 

Maple called as Maple++, to implement a reactive programming paradigm which supports heterogeneous data plane 

devices with flow table pipeline. Maple++ provides a data structure (forwarding tree) maintained by the SDN controller 

to manage forwarding rules of switches in an integrated and centralized way. The forwarding tree is compressed and 

divided into multiple sub-trees based on the configuration. Afterwards, the sub-trees are mapped to multiple flow table 

pipelines.  

Likewise, Merlin [52] simplifies network management by allowing network operators to specify network policies 

using declarative language, comprising of logical predicates and regular expressions. Like NetKAT, it uses regular 

expressions to specify forwarding routes and uses partitioning approach to convert global policies into smaller sub-

policies for sub-domains of the network which are later on assigned to different tenants. It uses high-level abstractions, 

constraint solver and parameterizable heuristics to distribute resources such as paths and bandwidth (specifying max. 

bandwidth and assured min. bandwidth). Further, it proposes mechanism for verifying delegated sub-policies of tenants 

so that they do not violate global constraints. 

PonderFlow [53] is an extension of Ponder language to specify security and management policies in distributed 

systems. It is a declarative language with its own grammar and uses ANother Tool for Language Recognition (ANTLR) 

[54] framework for lexical analysis, parsing and for defining Abstract Syntax Trees. It also provides constructs to define 

access control and authorization. On the other hand, Kinetics [55] is a structured language for defining network policies 

in the form of finite state machines (FSMs), which capture dynamics and are verifiable. States of FSMs define distinct 

forwarding behavior and event trigger causes transition between states. It also incorporates an event handler that listens 

to events and on occurrence of an event, triggers transition in policy which in turn updates the devices in data plane. 

Frenetic-OCaml [56] is a new form of Frenetic [35] to define queries for reading information about the traffic 

statistics and topology changes. It maintains a consistent network state with a run-time system which polls switch 

counters, respond to events and get aggregated flow statistics. It supports proactive rule installation and is the only 

language which ensures that packets of a flow are forwarded either with a new policy or with an old policy but never 

with an amalgam of both. Further, it supports both parallel and sequential composition. 

Network Overlay Framework (NOF) [57] language provides services and set of operations to define network 

behavior as per the application requirements. It provides assured bandwidth to traffic flows, creates and manages virtual 

overlays and specifies flows to redirect traffic to these virtual overlays. The operations supported by NOF language can 

be classified into three categories. First, matching operations done on packet header fields. Second, timing operations 

which specifies which service to be installed and how long it will last in the network. Finally, query operations allow 

reading network statistics like bandwidth usage, link states and transmission issues. Likewise, Software Defined 

Constrained Programming (SCOR) [58] provides QoS in SDN traffic management. It defines two layers at the 

northbound interface in which the top layer uses constrained programming language and the bottom layer provides QoS 

and traffic engineering services. SCOR is a declarative, constrained programming language, implemented in Minizinc 

[59].  

In [60], authors have proposed a high-level rule-based language (HLRL) for defining network policy using XML. 

This XML based policy description is converted into java program with the help of XML translator which comprises of 

two phases: lexical analyzer and syntax analyzer. The former tokenizes the input and matches the tags, identifiers, 

attributes, constant values, etc, using regular grammar. On the other hand, syntax analyzer performs syntactic analysis 

of the input and if everything works well it generates java source code. This java program is forwarded to floodlight 

controller, which in turn define low-level instructions for forwarding devices.  

Summary: All the SDN programming languages discussed in this sub-section are summarized in table 1 along with 

their prominent features and key highlights. The top-tier programming languages simplify programming in SDNs by 

providing different set of capabilities, functionalities and restrictions. There is significant intersection among the 

features of these languages and only few languages take advantage from new OpenFlow versions. It is clear from table 

1 that most of these programming languages lack consistency measures and traffic engineering abstractions. Such 

features play a critical role in seamless network operations and automated network management. 
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Table 1. Summary of Top-tier SDN Programming Languages 
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Frenetic 

[35] 

python - Dynamic Reactive FR No S B+ 

AW 

- Provides SQL like constructs 

to query network 

FML [36] C++,  

Python 

- Static Reactive L No  B QoS (L) 

- 
Using LC 

Expresses and enforces static 

policies, supports bandwidth 
limits and path selection in 

enterprise networks. 

NetCore 

[39] 

Haskell NetCore-M 

[40] 

Dynamic Both FR No S B + 

AW 

- Declarative language that 

allows network slicing. 

Pyretic 

[41] 

Python - Dynamic Both I No S/P B + 

AW 

- It is an imperative, domain-

specific language which 
supports virtualization. 

Procera 

[42] 

Haskell - Dynamic Reactive FR No S/P B - Event-driven, reactive and 

extensible policy layer on 

top of a SDN controller 

Nettle [44] Haskell - Dynamic Reactive FR No S/P B - Using FRP for specifying 

dynamic policies and 

supports sequential and 
parallel composition. 

NetKAT 

[45] 

OCaml Probabilistic 

[46] and 

Temporal  
[47] NetKAT 

Dynamic Both F No S/P/I B + 

AW 

- 

- 

Using RE 

Uses KAT operators for 

filtering, modifying, and 

transmitting packets. 
Supports iterative 

composition 

nlog [48] C++ - Dynamic Both E No S/P B + 

AW 

QoS, 

Link Failure, 

Using FHA  

Used to log queries over 

multiple tables resulting in 

immutable tuples for 

detection and propagation of 
updates. 

FatTire 

[49] 

OCaml - Dynamic Reactive F No S/P B - 

Link Failure, 

Using RE 

Regular expression based 

declarative language for 

defining fault tolerant 
network paths. 

Maple [50] - Maple ++ 

[51] 

Dynamic Both  No S/P B + 

AW 

- Provides high level 

declarative constructs to 
define network policies. 

Merlin [52] OCaml - Dynamic Reactive F No - B QoS (L/G) Provides access control and 

QoS with guaranteed 
bandwidth. 

Ponderflow 

[53] 

Java - Dynamic Reactive E No - B - Extension of Ponder 

language for OpenFlow to 

provide access control. 

Kinetics 

[55] 

Python - Dynamic Both E No S/P B + 

AW 

QoS (L) 

- 

Structured language using 

FSMs to define network 

policies. 

Frenetic-

OCaml 

[56] 

OCaml - Dynamic Both FR Yes S/P B + 
AW 

- Provides consistent updates. 

NOF [57] Python - Dynamic Reactive E No - B - Provides abstractions to 
application developers. 

SCOR [58] MiniZinc 

[59] 

- Dynamic Reactive E - - -   QoS (L/G) 

- 

Using LC 

Provides QoS and traffic 

engineering interface for 

assured bandwidth, path 
selection etc. 

Programming Paradigm: F: Functional, FR: Functional Reactive, E: Event-driven, I: Imperative, L: Logic; QoS: L: limit, G: Guarantee; 

Modular Composition: I: Iterative, P: Parallel, S: Sequential; Flow Matching: B: Basic, AW: Arbitrary Wildcard ; Path Selection: LC: 
Language Construct, RE: Regular Expression, FHA: Flow Hash Algorithm 

4.  Bottom-Tier Programming 

Majority of the top-tier SDN programming languages are designed for network policy management and have 

predominantly considered OpenFlow-based data plane devices. Such programming languages do not support protocol-

oblivious forwarding, multi-table pipeline processing and per-packet stateful processing. Moreover, the first-generation 

network programming was divided into following two parts: (i) stateless packet processing which could be examined 

statically, compiled and finally installed on OpenFlow devices, and (ii) stateful component managed by the controller. 
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However, this two-step programming model cannot support efficient stateful tasks like detection of DNS amplification, 

SYN flood attacks, etc., as packets must go back and forth to the controller.  

Traditional SDN data plane lacks programmability and flexibility. As per the authors in [61], flexibility in data 

plane refers to: (i) flow steering: forwarding element is flexible if it supports both forwarding and copying of elements; 

(ii) function placement: ability to dynamically alter the position of network functions during operation; (iii) function 

scaling: regulating scalable resources as per the requirement; and; (iv) function operation: ensures seamless operation 

during configuration of programming devices. On the other hand, the data plane programmability depends on its depth 

and implementation [62]. The depth reflects the management activities like reserving, transcoding, provision for new 

protocols, etc., beyond packet forwarding. Implementation of a data plane determines degree of programmability like 

data plane device implemented completely in software is considered fully programmable whereas the one implemented 

in hardware offers limited programmability. In contrast to it, the researchers in [63] are of the opinion that the data 

plane programmability can be achieved with re-configurable hardware along with the programming languages. Hence, 

flexibility to regulate flows, functions and resources in data plane can be achieved with the help of programmability. 

In the last few years numerous bottom-tier programming languages have been proposed which follow different 

programming models to map specific algorithms splendidly onto specialized hardware like ASICs. The bottom-tier 

programming models provide necessary abstractions for mapping diverse functionalities of data plane algorithms. In 

this section, we have first introduced the bottom-tier programming models and afterwards various programming 

languages are examined in detail. 

4.1  Bottom-tier Programming Models 

The user-defined packet processing logic/algorithms are expressed by using bottom-tier programming languages. 

To map such algorithms onto specialized hardware, different programming languages use specific programming models 

to express packet processing logic in an abstract way.  In this subsection, we have discussed the three commonly used 

packet processing models in bottom-tier programming.  

 

i) Data-Flow Graph Abstraction: The Data Flow Graph (DFG) expresses the packet processing logic in terms of 

a graph, in which vertices represent computation phases and edges represent the data flow from one phase to 

another. This abstraction allows the programmer to express the well-defined processing phases into 

meaningful programming constructs following graph-oriented base model. These programming constructs are 

defined only once and can be re-used as per the requirement, hence provides rapid development and modular 

functionality. Therefore, this abstraction simplifies the design of expressing packet processing logic, however 

with increased heterogeneity it becomes complex to generate overall abstractions and hinders network-wide 

performance optimizations [64]. 

 

The programmable switches that follow this programming model are click [65], Berkeley Extensible Software 

Switch (BESS) [66], Vector Packet Processing (VPP) [67], and NetBricks [68]. 

 

ii) Match-Action Abstraction: The match-action abstraction or Protocol Independent Switching Architecture 

(PISA) uses a sequence of tables arranged into a hierarchical organization [5, 69]. More precisely, it is based 

on re-configurable match-action tables (RMTs) [70] and disaggregated re-configurable match-action tables 

(DRMTs) [71]. The multi-table pipeline processing begins with packet parser followed by match-action 

pipeline and ends with deparser. These programmable components perform the following functions: 

 

 The parser helps programmers to declare different header fields along with a finite state machine which 

specifies the order of such fields within a data packet. Further, it transforms serialized packet header fields into 

well-organized form. 

 The multi-table match-action pipeline involve multiple match-action tables to perform packet field matching 

and corresponding actions are initiated on the matching packet. Intrinsically, it uses SRAM or TCAM to store 

key values and the related action data. The action may be an arithmetic operation or a field modification which 

is implemented with the help of an arithmetic logic unit. Further, the stateful operations within the 

programmable switch are implemented using counters, registers or meters which are stored in SRAM. The 

control plane controls the runtime switch behavior by defining entries in the match-action pipeline. 

 The deparser allows programmer to control packet serialization. 

 

A data packet usually involves packet payload and metadata. The metadata consists of packet headers, intrinsic and 

user-defined metadata. The intrinsic metadata involves the packet related fixed function component whereas the user-

defined metadata is developer friendly information which may be used in the entire packet processing pipeline. The 

metadata is transient which means it is discarded when a packet departs from the processing pipeline. All the aforesaid 

three programmable components process the metadata and not the payload which travels separately. 
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The widely used OpenvSwitch implements match-action pipeline with comprehensive flow-caching founded data 

path. However, to achieve line-rate software switching specialized template-based data-path compilation is introduced 

in ESwitch. 

 

iii) Hybrid Abstractions: Over the last few years, the difference between the match-action abstraction and data-

flow graph has become blurry. The software/hardware switches have emerged that involve the combination of 

these two abstractions. Such hybrid architectures combine the concepts from multi-processor design and 

distributed systems. Nowadays, the packet processing logic is implemented using graphics processing units 

(multi-threaded hardware) or extends the RMT towards a more adaptable architecture [71].   

4.2  Bottom-tier Programming Languages 

The network programs which manage data packets in forwarding plane need to operate at line-rate and are 

typically implemented in low-level or assembly language to control vendor-specific network processors. The authors in 

[72] attempted to simplify and streamline this software development process and free network programmers from 

managing low level hardware details.  They used packetC [73], a high-level language and applied it on general parallel 

packet processing model. This model implements SPMD parallelism to relieve programmer from process thread 

management. The packetC language supports new data types and operators to abstract and encapsulate the well-known 

packet processing operations and data sets. The model comprises of global/private memories, data stores and host 

system to store packet programs, application domain information (like protocol, session, search data, etc.) and 

calculates layer offset, respectively. The packetC language is based on following imperatives: (i) uses operators, 

conditional statements of C99 variant of C language; (ii) removes address operators, pointers and dynamic memory 

allocation to evade runtime crashes; and (iii) uses strict typing rules (avoids promotions or implicit type conversions) to 

increase reliability. 

The authors in [74] argue that the traditional SDN using OpenFlow does not sufficiently decouple the control and 

data plane as the forwarding elements require protocol-specific knowledge and innovations/extensions by user-defined 

protocols still require tunneling or overlay models. More specifically, the OpenFlow lacks stateful packet processing 

and offers limited expressivity which hampers the forwarding plane programmability. They have proposed Protocol 

Oblivious Forwarding (POF) in which data plane devices extricate search keys from the packet headers as per the 

controller’s instructions and such keys are searched inside the table to execute the pre-installed instructions. These 

instructions are defined in Flow Instruction Set (FIS) language which allows to define keys in terms of packet headers, 

contents of flow tables and counters for statistics. Therefore, this FIS based definition of fields/protocols for processing 

data flow packets using search key tuples in the data plane enables programmability and flexibility in the data plane. 

However, with such key tuples it is difficult to handle variable header length, variable header sequence and 

consequently dynamic multi-table pipeline for packet processing [75].    

One of the most popular and widely used data plane programming language is P4 [21, 22, 76]. It was introduced to 

achieve protocol independence, switch reconfigurability and independence from underlying forwarding hardware. It 

revolutionized the data plane programmability by enabling programmers to define data plane operations like parsing, 

field matching and actions flexibly using programming constructs. Till now, the Language Design Working Group 

(LDWG) of P4 has standardized two distinct standards of P4: P414 and P416. The timeline of these two standards is 

shown in Fig. 5 and the major differences can be observed in Fig. 6.  

 

 

Fig. 5. Chronological history of P414 and P416 

The P414 language allows programmers to use combination of both imperative and declarative constructs to define 

data plane functions like meters, counters, header checksum, etc. It provides in excess of 70 keywords and follows a 

specific packet processing model based on PISA. However, it fails to provide mechanisms to handle various 

architectures, involves loose semantics and weak typing. It provides limited support for modularity and supports 

relatively low-level constructs. To address these limitations, P416 separates core language constructs from the essentials 

of a specific architecture, as shown in Fig. 6. It introduces architecture-specific features in a library usually provided by 

the target vendor to define interface, structure and capabilities of a specific data plane packet processing pipeline. The 

core language components are also refined into a core language library and small set of constructs. In contrast with P414, 

P416 provides enhanced data structures, better modularity, removed declarative constructs, hence making it flexible and 

effective to better reason about the data plane programs. Consequent to such advantages of P416, P416 is mainly used 

and P414 has become obsolete. 
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Fig. 6. Comparison of P414 and P416 

The overall elaboration and implementation of P4 programs can be expressed as shown in Fig. 7 [77].  P4 targets 

or nodes can be either software based or specialized hardware which implements packet processing pipelines with the 

help of fixed function or programmable components. The pipeline structure is target specific described by a specific 

architecture model. The user-defined P4 programs are implemented as per the architecture model and are compiled as 

per the target specification. Both the architecture model and P4 compiler is provided by the node manufacturer. The 

compiler also defines the southbound API which will be used by the control plane to control and manage the run-time 

behavior of the target. Stratum [78] is an open-source NOS which includes implementation of P4 runtime and 

OpenConfig interface. Currently, the most prominent P4 targets are: (i) software-based: T4P4S [79] (uses Data Plane 

Development Kit (DPDK) [80] or Open Data Plane (ODP) [81]), PISCES [82] (converts Open vSwitch (OVS) [83] into 

software P4 target), Ripple [84] (based on DPDK) and P4rt-OVS [85]; (ii) FPGA-based: Netcope P4 [86], P4FPGA 

[87]; (iii) ASIC-based:  Intel Tofino, Pensando Capri [88].  

 

 

Fig. 7. Implementation of P4 as per [77] 

More specifically, P4 is a programming language for unrestrained packet processors. The primary focus of P4 is 

programmable data plane and basic motivation is to make data plane switches reconfigurable, protocol oblivious and 

hardware independent. The P4 program consists of following constructs: i) Headers: which specify the series of fields 

with constraints on values and widths, ii) Parsers: which ensure how to determine valid header sequence within a 

packet, iii) Tables: to define match and action fields, and iv) Control Programs: to specify order of match-action tables.  

Stateful Network-Wide Abstractions for Packet Processing (SNAP) [89] is a network programming language with 

two novel features stateful network programs and switch virtualization. It enables programmers to write programs for 

virtualized switches which follow an algebraic pattern as observed in top-tier NetKAT/NetCore languages. In SNAP, 

each program comprises of one or more policies and predicates. Its semantics are defined with the help of an evaluation 

function “eval” which determines how a packet should be processed by SNAP program. The input to eval function is a 

packet and a starting state and it yields a packet or set of packets and an output state. It uses extended forwarding 

decision diagrams (xFDD) to detect program errors like race conditions and generates mixed integer linear program 

from xFDD to decide state array placement and network routing to reduce network traffic congestion and at the same 

time satisfying constraints essential for network transactions. It supports both sequential and parallel composition. 

The authors in [90] have proposed Domino, a C like language with numerous constraints for deterministic 

performance. It is an imperative programming language which allows programmers to write programs in terms of 

packet transactions. Such packet transactions are indivisible successive code blocks which specify how to process state 

and packet headers. The packet transactions are executed on a new machine architecture termed as Banzai to achieve 

line-rate packet switching. The Banzai system comprises of an ingress and egress pipeline. Packet parsing takes place 

before entering the pipeline for processing and is out-of-scope of the Banzai system. The packet processing pipeline 

involves many stages which contain atoms (programmable units for packet processing). The Domino compiler consists 

of three phases: (i) pre-processing: converts packet transactions into three address code; (ii) pipelining: transforms three 

address code into an intermediate representation which has no resource or computational limits; and (iii) code 

generation: converts the intermediate code into Banzai machine configuration.  
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The researchers in [91] have presented an intermediate bottom-tier programming language to implement intricate 

programming constructs of languages like P4 on different hardware platforms. The primary goal of researchers was to 

have an intermediate language which must be expressive enough to support high-level, front-end programming 

constructs and at the same time must be functional enough to support various hardware targets. The intermediate 

language termed as NetASM in [91] provides instructions which are executed concurrently or sequentially on varied 

level of persistent packet states at the packet processing pipeline level. These instructions are 25 in number and enables 

to perform: (i) data storing, (ii) data loading, (iii) calculation, (iv) branching, (v) packet header related operations, and 

(vi) distinct operations like checksum and hash. With the help of packet related state, the NetASM language can 

parallelize the packet processing pipeline. 

The authors in [92] present a high-level declarative language PX to program FPGA-based computing platform. PX 

follows object-oriented semantics like C++ which allows programmers to define packet processing logic with 

component objects and communication among such objects. The component objects are of two types: engine and 

system. The engine performs functions like parsing, lookup, editing and specialized computations whereas the system 

acts as communication engines or/and subsystems. The communication takes place with two well defined interface 

objects packets and tuples. The former carries packets between components whereas the later transports data tuples 

between components. Engine objects operate upon tuples and packets which are transferred over engine APIs.  

In brief, the forwarding systems can include numerous engines with intricate communication patterns. The PX 

compiler guarantees flow and timing control for the information exchange among components. The compiler generates 

RTL based customized reconfigurable architecture in VHDL or Verilog which satisfies both operational and functional 

necessities. To update functions dynamically at runtime, the reconfigurable architecture supports custom firmware. 

Another community driven data plane programming language is NPL (Network Programming Language) [93]. 

NPL is a specialized language which effectively addresses the different requirements of programming forwarding 

planes. It involves necessary programming constructs to implement robust networking behavior which can take 

advantage of advanced programmable hardware. The basic building blocks include data types which allow the design of 

distinct control signals to high-level constructs that allow interfacing with intricate hardware blocks [94]. It is not 

innately bound to a particular hardware architecture and can be used to program FPGAs, ASICs, programmable NICs 

and software switches. It involves two step compilation and associated tools in which the front-end compiler transforms 

NPL program into intermediate representation (IR) and the back-end compiler maps IR to individual hardware objects. 

The back-end compiler also specifies the API which the SDN controller uses to control the run-time switch behavior.  

With the help of NPL, the users can specify flow table details and other necessary objects in data plane to realize 

the required behavior. The core abstractions in NPL include data types, parser, logical bus, logical table, header editor, 

strength resolution, control functions and metadata for match-action table. With these abstractions and other 

sophisticated features, a programmer can define customized flow-table pipelines, advanced logical table capabilities, 

parallelism, intelligent actions to achieve simple and instinctive control flow. It also provides constructs to include 

component libraries which implement static task hardware blocks. Such feature enables programmers to define simple 

table-based architectures to more complex and advanced architectures which involve well-organized and effective 

building blocks. 

Lyra [95] proposes high-level abstractions for data center networks to achieve extensibility, portability and 

composition in data plane programming. It provides one-big pipeline abstraction to programmers to express the packet 

processing logic in a target-agnostic and chip-neutral way. This programming abstraction provides simple and 

expressive mechanism to define how traffic flow packets involving different fields will be managed along a chain of 

algorithms. Every algorithm follows a tree-like structure to express packet processing logic (read/write/arithmetic 

operations) with simple if-else statements. With Lyra language, the programmers can explicitly specify the scope of an 

algorithm on target candidate switches which is a useful feature to direct final compilation/deployment through high-

level intents. Lyra compiler combines lyra program, low-level ASIC details and algorithm scopes to generate target 

specific code as per the topology information.  

Unlike other approaches [89, 96] which use Integer Linear Programming (ILP) for resource allocation, the authors 

in Lyra compiler encode all packet processing logic and flow constraints into satisfiability modulo theories (SMT) and 

use SMT resolver to determine the best implementation and deployment scheme for a high-level program in a target 

network. This process involves following three steps: (i) translation of lyra program into context-aware Intermediate 

Representation (IR); (ii) transforms context-aware IR into conditional language specific implementation onto 

corresponding target switches and; (iii) uses SMT formula to encode all resource and placement restraints in order to 

determine the target-specific implementation and algorithm placement, simultaneously. The authors have evaluated it 

and have observed that it generates less lines of code and requires less hardware resources.  
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Summary: All the bottom-tier SDN programming languages discussed in this section are summarized in table 2. 

The bottom-tier programming languages simplifies packet processing logic design with new and advanced features, 

constructs and abstractions. PacketC [72] and POF [74] mainly focused on simplifying packet processing programming 

and protocol oblivious forwarding respectively, however these approaches lack measures to handle complex packet 

parsing required in DPI, variable header length, variable header sequence and consequently dynamic multi-table 

pipeline. Likewise, SNAP [89], Domino [90], NetASM [91], PX [92] have addressed a particular issue of packet 

processing programming. On the other hand, P4 provides a complete design and architecture to express headers, packet 

parsers, tables and control programs to achieve reconfigurable, protocol oblivious and hardware independent data plane 

forwarding. However, P4 mainly focuses on simplifying programming of FPGA-based devices and lacks features to 

define complex network functions which require to maintain per-flow state. Although approaches like NPL [93], P4 [21, 

22] and Lyra [95] have introduced advanced features and have addressed numerous issues but we believe that the 

bottom-tier programming is still in early stage of development which requires further research contribution to address 

various open issues which we have highlighted in the next section. 

5.  Future Research Perspectives in SDN Programming 

With the advancements in SDNs, several programming languages have been proposed to simplify design, 

operation and management of resources in diverse network planes. Initially, the researchers addressed the network 

management issues of conventional networks with centralized SDN control plane. Subsequently, first generation 

programming languages were proposed with the aim to express policy directives using simple programming constructs 

and then compile such programs statically to generate flow table rules effectively for each data plane device. However, 

subsequently the network operators realized the need of flexible solutions which can adapt to changing network 

requirements like telemetry features and novel protocols. This forced the network designers to introduce 

programmability in SDN data plane as well. Consequently, numerous bottom-tier programming languages were 

proposed to define packet processing logic and control functions which can flexibly and dynamically regulate resources 

in SDN data plane. Although few top-tier and bottom-tier programming languages introduced new abstractions, novel 

programming constructs and advanced features, however there are still many open issues and research challenges in 

SDN programming which we have highlighted in this section.  

5.1  Adaptable cross-platform programming 

The logically centralized network control in SDN has simplified intricate global routing by flexible and advanced 

traffic engineering and fast re-routing. The success of SDN is commonly attributed to control plane innovations; 

however, with new reconfigurable switch designs and rich data plane programmability along with their APIs can 

provide promising ways to define packet processing logic in data plane and management of resources in 

control/management plane. The current trends in data plane programmability involve hardware description languages 

(like P4, NPL, etc.) and programming languages which implement packet-processing algorithms directly on specialized 

hardware. The former involves complicated compilation and arduous development process whereas the later achieves 

function operation flexibility but at the cost of destination platform dependency.  The two open problems in bottom-tier 

programming are:  

 

i. the existing data plane programming languages are not fully proficient to abstract the details of majority of 

destination platform that would ensure freedom from the destination hardware platform and enables defining 

intricate forwarding processes with granularity, and 

ii. the lack of sophisticated and adequate constructs in current data plane languages which would allow 

comprehensive programmability of every data plane process. 

 

In brief, to achieve high-level, portable and cross-platform programmability in data plane we believe an integrated 

approach of P4 [21, 22] and ODP [81] is required. P4’s capability of defining packet processing pipelines along with 

ODP’s APIs can provide standard features across diverse platforms like ARM, Power PC, and x86. P4 can hide 

complexity of data plane programming where as ODP can provide scalable and portable data plane with hardware 

acceleration features. Therefore, merging ODP APIs with P4 primitives and abstractions is one promising future 

research direction which can simplify data plane programmability.  

On the other hand, the top-tier programming languages (like Frenetic, Pyretic, Procera, etc.) have mainly focused 

on a specific data plane device (mainly OpenFlow complaint devices) and the programs written in such languages can 

hardly handle diverse data plane devices. The main problem with such languages is monolithic compilation and lack of 

modularity [97]. To address this issue the high-level programs should be either translated into an intermediate code and 

then the device specific code should be generated from that intermediate code [97] or an intermediate abstraction layer 

should be introduced between the control and data plane [98]. However, both these solutions may increase the control 

latency in dense networks. 
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5.2  Programming language libraries 

Table 2. Summary of Bottom-tier SDN Programming Languages 

Language/ 

Versions 

Programming 

Model 

Programming 

constructs 

Prominent Features Main Highlights  

PacketC 

[72] 

SPMD C99 variant of C 

language 

uses strict typing rules and dynamic 

memory allocation 

It relieves programmer from process thread 

management and supports new data types and 
operators to abstract and encapsulate the 

packet processing 

POF [74] DFG Generic Flow 
Instruction Set 

- Search keys = {offset, length} tuples 
- Dynamic multi-table pipeline  

The controller defines instructions in Flow 
Instruction Set (FIS) language which allows to 

define keys for packet processing 

P4 [21,22] 

/ 

P414, P416 

 

 

PISA Headers, parsers, 

match-action 

controls, match 

action tables and 

deparser 

-flexible and extensible architecture 

agnostic programming language 

- translates P4 programs to target-specific 

code using the corresponding architecture 

model. 

Enables programmers to define data plane 

operations like parsing, field matching and 

actions using simple programming constructs 

SNAP 

[89] 

OBS 
One Big Switch 

eval function - Persistent global arrays 
- network virtualization  

- consistent network transaction 

Provides stateful network programs written for 
one-big-switch using abstract topology 

Domino 

[90] 

DFG C like constructs 

with restrictions 

Constrained programming with three stages 

for line-rate switching 
-pre-processing 

-pipelining 

-code generation 

Enable programmers to express packet 

processing logic in terms of packet 
transactions which are indivisible, isolated and 

sequential code blocks. 

NetASM 

[91] 

 Twenty-five 

specialized 

instructions 

-Introduces packet level state to parallelize 

the pipeline processing 

An intermediate language to support high-

level programming constructs and functional 

enough to support various hardware targets. 

PX [92] PISA Object-Oriented 
semantics 

-component objects (engines and system) 
and 

-communication among them 

The forwarding device includes numerous 
engines with intricate communication patterns 

NPL [93]  data types, 
parsers, logical 

bus, logical table, 

header editor, 
strength 

resolution, etc. 

-basic constructs and advanced constructs  
-Special functions 

-intelligent actions 

-Instrumentation and 
-Runtime programmability 

 

NPL is a construct rich programming language 
which provides sophisticated features like 

parallelism and special functions to design 

highly efficient forwarding pipeline 
architectures. 

 

Lyra [95] One Big 

Pipeline 

High level 

constructs 

-IR instructions 

-Instruction dependency and 
-Deployment constraints 

Lyra provides a one-big pipeline abstraction to 

data plane programmers to express the packet 
processing logic in a target-agnostic and chip-

neutral way. 

 

Majority of the top-tier programming languages support OpenFlow 1.0 with limited code reusability and 

modularization, and need to be extended to provide support for latest OpenFlow versions. Likewise, most of the 

bottom-tier programming languages are in early stage of development and provide elementary constructs and negligible 

code reusability. Many high-level programming languages like java, python, etc., have received widespread acceptance 

due to the standard library support and community-driven extensions. Inclusion of new features in such programming 

languages is very simple and is usually achieved by importing modules into repositories. However, the existing SDN 

programming languages lack such features and have been designed to address a particular network problem like fault 

tolerance in FatTire [49], access control and QoS in Merlin [52], end-to-end stateful monitoring function in SNAP [89], 

etc.  The SDN programming languages do not provide a well-supported and feature rich interface to simplify network 

programming wherein new modules can be developed and integrated with the existing code. Further, we believe that 

SDN programming language libraries need to developed and existing libraries need to be extended and updated 

regularly.  

5.3  Stateful and in-line packet processing 

The transition from rigid OpenFlow based data plane programming model to more flexible and programmable 

packet processing architectures (like P4, NPL, etc.) have not only revolutionized the packet processing functionality but 

is envisioned to open new dimensions in critical packet processing operations like dynamic load balancing, multipath 

routing, traffic flow isolation, etc. To scale network systems for dynamic operations like fluctuating traffic demands or 

congestion avoidance and massive workloads, forces network designers to push network state information into data 

plane devices. However, these in-line network computations open doors for novel distributed consensus protocols [99], 

consistent updates [100], network accelerated key-value stores [101], automated traffic regulation with neural networks 

[102], etc. The existing bottom tier programming languages like P4 provide limited constructs for stateful functions 

[103]. The stateful abstractions are in early stage of development and the major challenge here is tradeoff between 

consistency and performance. The primary performance issue in state-of-the-art computing systems is reading and 

writing to the memory [104]. Currently, following three approaches are used for memory abstraction: application-based, 

executor-based and consistency-based. 



Programming SDNs: A Compass for SDN Programmer 

Volume 14 (2024), Issue 1                                                                                                                                                                       67 

The application-based state abstraction exposes state to common abstractions found in network applications. 

OpenState [105] follows application-based approach in which flow state is defined in addition to global state. The 

executor-based abstraction exposes a simplified view of underlying architecture to programmer. The packetC [72] uses 

this approach by partitioning memory into global and processor-local. On the other hand, the consistency-based 

memory abstraction organizes memory as per the consistency requirement which provide either strong, eventual or no 

consistency. For instance, Domino [90] offers only strong consistency at the cost of restraining supported procedures at 

line rate. All the three approaches follow different trade-offs. For instance, the application-based memory abstraction 

simplifies program development by providing access to most of the applications at the cost of limited support for 

experimentation with novel solutions whereas the executor-based provides most flexibility to programmer at the cost of 

reducing portability and increased programming complexity. 

Another possibility is to keep data plane stateless and store the switch-state into an external data-store [106]. The 

data-store maintains the data plane state and a forwarding device can fetch state information dynamically from it. This 

external data-store architecture enables scale-out state migration, replication and restoration. However, for line-rate 

operations some state information is still required to be stored locally into a local cache and programming abstractions 

are required to handle this cache. Apart from state management, another interesting research direction is the integration 

of network functions with high-level SDN programming to achieve efficient and adaptive resource utilization and real-

time performance aware routing (like contra [107]). However, to realize unified programming (combining top-tier 

programming with network function state), the following open issues/research challenges need to be addressed by the 

research community: 

 

 How to integrate SDN programming with network function state. 

 How to achieve efficient and accurate dependency tracking in unified SDN programming. 

 How to construct correlated and consistent routes using network state information flexibly. 

5.4  Network verification 

The network verification is a critical issue in network management. Network verifications ensures automatic 

network correctness both in data plane [108-112] and control plane [113-117]. The control plane verification 

mechanisms mainly focus on protocol misconfiguration detection whereas the data plane verification checks the actual 

packet forwarding behavior, therefore detects a broad range of bugs in software and hardware.  

Numerous data plane verification mechanisms allow network operators to verify the forwarding accuracy in real-

time [109, 111, 112]. For real-time analysis, the data plane verification process very often divides packets into different 

equivalence classes and maintains forwarding behavior models for each such class. When a forwarding behavior update 

takes place, the verifier updates the model and verifies the updated model for correctness. Some verification 

frameworks [109, 112] take sub-millisecond time for network verification but assume simple network models 

considering only forwarding function of data plane devices. However, real data plane devices perform number of 

functions, simultaneously. On the other hand, some verification models [110, 111] consider many network functions but 

are very difficult to extend. In brief, in a dynamically programmable network architecture wherein we can define on-

demand packet processing logic and control logic, we require new scalable models and verification algorithms which 

can handle various real data plane devices. 

5.5  Abstractions for IBN (Intent-Based Networking) 

The IBN is an important development towards shaping and managing networks in terms of high-level business 

objectives, and let the network handle low-level concerns in a flexible, automated, secure and agile way.  The IBN 

involves translation of high-level business policies, implementation of these policies, awareness of network state and 

assurance of desired state [118].  

Although the advances in top-tier programming languages is envisioned to realize the vision of IBN by introducing 

well-organized, effective language constructs and modular composition [41, 50, 55], however, it is still unclear how to 

expose forwarding functionalities to the network operator offering highest programming liberty while hiding the 

underlying intricacies effectively. The need of the hour is to have an intent based bottom-tier compiler which would 

abstract the data plane details to provide effective and efficient resource utilization, built with the vision of optimizing 

forwarding programs and overall network performance [119]. On the other hand, there should be upward mapping 

which will enable real-time monitoring in control plane and verify the operations of the data plane. For this closed 

control-data plane loop, new abstractions and special programming constructs are required in both bottom and top-tier 

programming which permit the intent layer to determine the operational context including overall network load/state, to 

validate operations precisely, to discover performance anomalies which may originate from malicious actions.  

5.6  Abstractions for Network Function Virtualization 

SDN and Network Function Virtualization (NFV) greatly complement each other, as the former takes away 

network control logic from forwarding functions whereas the latter advocates network functions (intrusion detection, 

firewall, network address translation, etc.) on commodity servers instead of specialized hardware. Numerous studies 

[120-126] have proved how SDN’s dynamic implementation of packet processing logic in data plane and 
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programmability in control plane can improve fault tolerance and elasticity in NFV systems. Integration of network 

functions like extraction of application layer header information with SDN programming can make adaptive and cross-

layer SDN control plausible [127]. However, to fully realize the benefits of SDN programmability in NFV systems new 

programming constructs and novel abstractions are required in SDN programming languages [128]. 

5.7  Programming support for hybrid networks  

The hybrid networks or transitional networks comprise of amalgamation of programmable and legacy devices 

[129]. These networks are envisioned to pave-way for deployment of open programmable forwarding devices into 

traditional networks or progressively changing from legacy distributed control to logically centralized SDN control [9]. 

However, to the best of our knowledge, neither a single top-tier programming language nor a bottom-tier programming 

language has been proposed for hybrid networks. We believe that such programming languages can greatly simplify 

policy definition, packet processing and efficient resource management in hybrid networks. 

6.  Conclusion 

Modern network systems have advanced to incorporate immense agility, reconfiguration and programmability. 

Numerous approaches, techniques and implementations over the years have resulted into SDN paradigm which provides 

strong isolation of different network planes along with centralized network control and high-level of programmability. 

The programmability in SDN offers flexibility in defining various functions and procedures in diverse network planes 

without modifying the other layers. Numerous top-tier and bottom-tier programming languages have been proposed in 

the last one decade which offer different features, properties and capabilities. In the first portion of this manuscript, we 

have introduced the top-tier programming language features and have analyzed various such programming languages. 

Afterwards, in the second half of this manuscript, we have evaluated the data plane programming languages in terms of 

supported programming models, programming constructs and features. 

The top-tier SDN programming languages have mainly focused on network policy management. We have 

observed that these languages provide better and less error prone alternative to specify high-level network policy 

directives in a flexible application development environment. However, most of these languages have only considered 

OpenFlow based data plane devices and have taken limited advantage from latest versions of OpenFlow. We observed 

that these languages lack community and library support, hence provide only basic constructs to developers, who often 

have to develop an application from scratch. Further, majority of top-tier programming languages lack consistency 

measures and traffic engineering abstractions. On the other hand, bottom-tier or data plane programming languages 

involve hardware description languages (like P4, NPL, etc.) and programming languages which implement packet-

processing algorithms directly on specialized hardware. The former involves complicated compilation and arduous 

development process whereas the later achieves function operation flexibility but at the cost of destination platform 

dependency. We believe that the bottom-tier programming languages are still in early stage of development and face 

numerous challenges in terms of cross platform support, dynamicity, stateful packet processing and efficiency. 
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