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Abstract: The expansion of the Internet and shared networks aids to the growth of records generated by nodes
connected to the Internet. With the development of network attack technology, all Internet hosts have become targets of
attack. When dealing with new attacks (such as smart ongoing threats) in a complex network environment, existing
security strategies are powerless. Compared to existing security detection techniques, honeypot systems (10T research)
can analyze network packets or log files being attacked, and automatically monitor potential attack. Researchers can use
this data to accurately capture the tactics, strategies, and techniques of threat actors to create defense strategies.
However, for general security researchers, the immediate topic is how to improve the honeypot mechanism that
attackers do not recognize and quietly capture their actions. Honeypot technology can be used not only as a passive
information system, but also to combat zero-day and future attacks. In response to the rapid development of honeypot
recognition with machine-learning technology, this paper proposes a new model of machine learning based on a linear
regression algorithm with application and network layer characteristics. As a result of the experiment, we found that the
proposed model was 97% more accurate than other machine learning algorithms.

Index Terms: Honeypots, Linear Regression, application-layer feature, network-layer feature

1. Introduction

Based on to GDATA [1], the new thereat and attacks is growing rapidly, while traditional tools are being used for
a lot of information or new types of attacks. The main disadvantage of intelligent based learning is that it takes time,
and it is difficult to classify attacks [2].

Understanding the motivations, goals, and techniques used by others to access the system without permission will
not only prevent and protect the system from attacks, but also affect our own systems. This is the key to analyzing and
predicting different attacks. Honeypots technology is a powerful information system configured to monitor, detect and
analyze malicious activities [3], as ineffective intrusion-detection-systems and log files, as it does not detect much
information, emissions and new cyber-attacks [4].

A honeypot is a source of safety used for investigations, attacks or destruction [5]. The cyber-attack automatically
detected interactions as malicious action, the supervisor's network uses statements produced by spiteful resources to
understand the individuality, motivation, and practices used by the attacker to access the system.
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Honeypot used to improve the level of attack detection of the company, defined by the new fraud technology for
network security defense [6]. In other words, the honeypot is used to guide the attacker in contact with it and collect
information for analysis and research on the attacker's attack pattern [7 - 9].

Depending on the level of interaction of honey, it can be divided into three categories: low-interaction honeypot,
medium-interaction honeypot, and high-interaction honeypot [10-12] .

The honeypot detection technique should also be improved based on the widespread use of deceptive technology,
but it makes the honeypot more realistic than researchers who are difficult to identify to deceive potential attackers.
Therefore, many researchers began to pay attention to intelligent detection of honeypot and honeypot framework [13 -
17].

The main contribution of this paper as follows,

1. Intelligent honeypot detection technology proposed two groups of attributes that can accurately distinguish
between general servers and honeypot servers. These attributes can be summarized at the application and the
network layer features.

2. This paper suggests an automated detection model that uses machine learning functions and algorithms to
identify cyber attack in honeypot. In order to improve finding the attackers, Linear Regression machine
learning algorithm is proposed.

3. To emphasize the honeypot detection, this paper compares the Accuracy, Recall and F1 score of the 4
different machine learning algorithms and validated by 10-fold cross-validation.

The structure of the article is as follows: Section-2 is the concerned article presenting current developments in
honeypot-detection research. Section-3 is the anticipated framework that describes the details of the proposed machine
learning algorithm. Section 4 is the result of experiment. Section-5 is the conclusion and future-work.

2. Related Work

The anomalous characteristics aroused a lot of interest. Everyone tries to protect themselves from unauthorized use
of their data and harmful access to computer systems. Over the past ten years, many security solutions have been
proposed, but the results are still limited [18]. The latest work rarely uses data collected by information technology
(such as honeypots), but instead relies on machine learning algorithms.

The authors of [19] have proposed a smart honeypot that can improve the security of 10T devices based on
machine learning. Research 10T devices that can access the Internet to remember each device's response, provide loT
scanners to detect malicious Internet interactions, and use a model called optimization model of an loT student to
respond to attackers.

The author of [20] proposed an automated classification method based on the analysis of social spam machines
(SVM), which uses social honeypots to collect information related to malicious profiles to classify community networks
such as Facebook and Myspace.

The author of [21-22] proposed a honeypot-based link defense system to overcome the limitations of existing tools.

The attacker can easily determine if the server has implemented the honeypot service. Research to address these
threats will make honeypot services realistic and internal structure and external connected interfaces of the honeypot
framework [23-25].

The characteristics of network monitoring and perceive the virtual environment to identify honeypots. Many
interactive honeypots are always distributed across firewalls and 1DS [26].

The proposed method to focus on activities and services at honeypot implementation and designed an experiment
to demonstrate the effectiveness of this method by adding another feature set, TCP / IP printing [27].

The honeypot feedback extracted data from Linux in user mode and VMWare and proposed a honeypot detection
framework [28]. For UML, one can use the information from the fingerprint "dmesg" command or view the / etc / fstab
file.

For VMWare recommended as getting the physical address and Media Access Control address. According to IEEE
standard, , VMWare is assigned to the same MAC address as "00-0E-23-xx-xx-xX". Send-Safe Honeypot Hunter is the
world’s first anti-honeypot technology [29].

3. Approach

3.1 Honeypot

The purpose of information security policies is generally to establish mechanisms that assurance services in
relations of integrity, confidentiality, authentication, and access control. The attack is constructed on cross-network
scanning tools of susceptible systems [23]. Therefore, the novelty of the honeypot is that the approach presents itself as
a weak resource and can automatically attract the attention of the attacker.

The usual persistence of honeypots is to convince them that they can control the actual running machine. This
allows managers to see how the attackers have been compromised, protect themselves from new attacks and provide
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more response time. Honeypots have very flexible and diverse forms. Most work is divided into honeypots into two
methods. The first category classifies honeypots based on the interactions that the honeypot allows, and the second
category classifies honeypots based on their practicality.

3.2 Framework

To identify honeypots more effectively, this document provides an automated identity framework shown in Figure
1. The framework contains three important components: feature acquisition, labeling methods and discovery models.
Main acquisition function is to collect functions on the target server. The functions are divided into two categories:
application layer, network layer. The values of the obtained attributes are calculated in the definition of strings or
integers.

The succeeding important portion is the scoring method. As the name indicates, the aim of the Intrusion system is
to collect tag information, including the IP addresses of common songs and hosts. Cyberspace search engines like
Shodan, FOFA and other common platforms have been deployed to collect honeypot servers. After scanning the actual
data on these platforms through the application interface, manual control methods will be used.

After retrieving function data and label data, they are sent through two methods of measuring educational data. At
the study stage, each data has a data label. More specifically, the record of each training data is explained in feature data
and label data. Use machine learning algorithm to train machine learning model data. The algorithm includes the next
Random Forest, SVM, kNN and naive Bayes, where the discovery phase training data is first loaded.
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Fig. 1. The proposed work flow of Honeypot Detection

3.3 Feature Extraction

Good functionality is the foundation of a well-trained machineOlearning prototype. In this article, features are split
into 2 parties: application-level features, network-layer features.

3.4 K-means clustering

Clustering technology is used to group data into similar classes to create user profiles. Profiles are classified as
attack or non-attack profiles based on other classification algorithms. The K-means clustering algorithm, the data is
grouped into identical classes to create an configuration file. Linear regression is used to model each class and provide a
more meaningful and consistent representation of the data.

The qualitative data and the proposed volumetric model form a controversial contour. Crystal (crystalline phase)
uses the measurement of the distance between the training model (training phase) and the suspicious patterns of the
attacker by placing the suspicious path on the path.

The research stage (Algorithm 1) requires three constraints: the number of groups, the average start, and the
constraints of the linear function. The accurate calculation of these parameters, the more accurately the model is fitted.

The algorithm returns information about profile creation and classification based on the attacker model (algorithm
2). In the Euclidean sense, HCL;[m] is the closest vector to a solution based on the release of a new hacker profile.

3.5 Learning Algorithm
3.5.1 Input

k// no. of clusters
Vpn = (Uy, U, U,) // hack information

3.5.2 Algorithm

Start
Qab = Q1(Vpn) // qualitative adpation
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Qcd = Q2(Vpn) /Il quantitative adpation
m = space dimension(d) — 1;
fori=1i<d;i++
(Ci(k),Ri(k) = kmeans (Nid, k) // cluster creation
CLi(m) = LR (Ci(k),Ri(k),Nid) //LR
End

3.5.3 Output

Qab
CLd(m) /I LR coefficients

3.6 Decision Algorithm
3.6.1 Input

k/ no. of clusters
Vpn = (Uy, U, Up) /] user information
HMab, HCLd[m]

3.6.2 Algorithm

Start
HMab = Q1(Vpn) /I qualitative adpation
Ncd = Q2(Vpn) //quantitative adpation
m = space dimension(d) — 1;
fori=1i<d;i++
(Ci(k),Ri(k) = k means (Nid, k) // cluster creation
HCLi(m) = LR (Ci(k), Ri(k), Nid) //LR
End

3.6.3 Output
Distance (HCLd(m), UCLj(m)
Euqal (HMab, UMab)

4. Results and Discussions

4.1 Experiment

To manage the expected results more reliable plus accurate, the research will focus on real decoy servers plus
conventional servers built on remote inspecting technology. In the experiment, the scikit — learn library was used to
train ML models. The system configuration is i3 CPU,32 GB of memory.

4.2 Dataset

Shodan and Fofa are famous search-engines cast-off to discover network-devices in cyberspace. The honeypot
servers can be found in the following ways: First, display multiple IPs in the decoy and then randomly select multiple
IPs on the internet. Second, manually check all IP addresses to determine if they are honeypot. Then scan all IP
addresses with socket expertise and to finalize the data set which is used for experiment analysis. Finally, 2,407 IP
records were collected in the experimental dataset. The number of IP addresses in the honeypot is 805. The actual
number of systems IP addresses is 1602, shown in the Table 1.

Table 1. Honeypot Dataset

Data Set Tpe Length
Honeypot Rcords 805
Real System Records 1602

4.3 Experiment Design

To improve model accuracy, this paper introduces three steps in detailed experimentation: size integration,
parameter adjustment and cross-validation.

4.4 Size Integration

When training the model, certain key functions will affect the result. For example, Table 2has three records.
Feature? size is larger than Featurel size. Therefore, when modeling the model, large factors can dominate the expected
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results. Therefore, the fourth record company can expect 0. But the truth is one. This is why the dimensions must be
constant.

Table 2. Records for example

Feature 1 Feature 2 Feature 3 Label
0.02 3100 14 1
0.061 46000 60 0
0.001 13685 18 1
0.03 8200 24 0

4.5 Parameters Adjusting

By model training have chosen the best parameters of the model. The Linear Regression algorithm has two
important parameters, which are used to find out the accuracy. The parameters are "n_estimators" and "max_depth".
"N_estimators" is the number-of-decision trees and "max_depth" is the largest depth allowed for each tree. If
n_estimators is too large, the outcome may be redundant. However, if "n_estimators" are too small, the findings may
not be sufficient. Therefore, an appropriate value for “n_estimates” is very important.

{110, 140, 210, 320, 600, 900, 1300} assumed for “n_estimators,” and {6, 9, 16, 27, 32, 90} was prepared for
“max_depth.” These two sets were tested separately, and the best values were selected.

4.6 Cross Validation

In verifying this article, 10 cross-validation methods are used to overcharge and avoid problems. Cross —
validation is a evaluation and verification method [26] of honeypot detection. The structure of cross — validation is
shown in the Figure 2. The framework of cross-validation consists of three parts. First, D data is divided into 10
identical subsets. These subsets come together exclusively when data is broken down, so split data can be passed on to
training and testing. In the training and testing stages, 9 subsets are used for training, and the preceding subset is
used for verification. Therefore, after validated, there are 10 results found and each classifier provides the expected
results. Calculate the result from 10 results.

4.7 Comparing Experiment

This comparison experiment emphasizes the advantages of this method on white paper. Several machine learning
studies, SVM, kNN, Naive bayes, J48 with the proposed Random Forest algorithm. Then, it uses the five algorithms of
this machine to train four models, each of which is derived from the same set of data.
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Fig. 2. Verification by 10-fold cross validation

4.8 Experiment Outcome

This portion shows the experimental results. First, tested each value of "n_estimators" and "max_depth". Figure-3
shows the effect of the other values of "n_estimators” on accuracy. The effect of the other "max_depth" values on
accuracy is shown in Figure 3 and Figure 4. The testing data and training data are shown in different color. In the
simulation result shown that when "n_estimators" are 210, the testing accuracy is very high as 0.91. When "max_depth"
is 32, highest accuracy of 0.90.
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The accuracy of the linear regression algorithm proposed in Table 3 is 97%, the real positive rate is 84%, the F1
score is 79, and the recall rate is 82. Indicators show that the final model is high discovery rate and efficient technology
in generalization.

Figure 5 shows the simulation performance metrics of various conventional algorithms such as J48, Naive Bayes,
SVM, kNN, and Random Forest with the proposed Linear Regression (LR) decision algorithm. The proposed LR
algorithm, based on linear shrinkage decision making can achieve up to 97% accuracy. The proposed algorithm is more
effective by reducing the calculation cost and calculation time, and overcharging and avoiding this problem.

Table 3. Performance metrics of Existing and Proposed Machine learningmodel

Machine Learning Accuracy TPR Recall F-Measure
Algorithm/ Performance
metrics
SVM 86 84 82 79
Naive Bayes (NB) 90 87 83 82
kNN 91 90 88 86
J48 92 91 90 89
Random Forest (RF) 94 93 92 92
Linear Regression (LR) 97 96 96 95
(Proposed)
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5. Conclusions

In this paper, the proposed Linear Regression learning techniques provided the honeypot security network security
solutions. The emergence of honeypot as an active strategy in defense of network security has further reduced the
business space of attackers. Based on the research made on security attacker by honeypot detection, proposed a novel
intelligent honeypot detection using different machine learning algorithm. This technology uses machine learning
technology to retrieve and collect the various characteristics of honeypot to achieve accurate honeypot detection. The
proposed algorithm can restore two important information that are used to create an configuration file, and the other is
used to sort the configuration file. In fact, the combination of several honeypot-based solutions constitutes a robust
modeling system and prediction for the identification and classification of suspicious profiles. Experimental results
promoted the development of honeypot technology by providing reference materials for enhanced honeypot.
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