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Abstract: In this study, we suggest an interpretable fuzzy system for the classification of malicious domains. The
proposed system is integration of Sugeno type fuzzy system and projection neural network, the main advantage of
interpretable fuzzy system is to classify the patterns and self-explainable capability. Whereas the projection network is
used to exact mapped fuzzy inference rules to the network'’s projection layer. On the other hands, the system is able to
deal with large amount of real-time data. The proposed model is tested malicious URL datasets collected from Alexa.
The experimental results show that the system is able to classify malicious domain with high accuracy and
interpretability as compared to existing methods. The proposed model is usefull to classify malicious attacks and
explain the couses behind the decision. The evaluation of model based on confusion matrices, ROC and the nauck
index is used for the interpretability assessments.

Index Terms: DGA domain classification, interpretable neuro-fuzzy system, malicious domain, projection network

1. Introduction

As a result of the COVID-19 epidemic, the global growth of the internet has enhanced the network's complexity.
On the other hand, hackers take advantage of this position by targeting websites, compromising company privacy, or
manipulating individuals through phishing websites [1]. According to a recent International Data Corporation (IDC) [2]
study for 2021, 87% of firms were subjected to DNS assaults. Botnets are the principal source of malicious domains;
they are a network of personal computers infected with malware and controlled by a command and control server
[3].Botnet configurations include peer-to-peer, client-server or combination of both. Generally, the peer-to-peer
topology is used to transmit messages from botnet devices to victim machines. According to the existing literature [4 -
14], a botnet will not directly contact the C&C server, but will instead listen for connections and orders from a specific
server. Many static and dynamic analysis-based classification techniques are reported for the development of efficient
malware classification system

In this paper, we propose a method of malicious domain classification using a neuro-fuzzy network that is based on
Sugeno-type fuzzy inference rules and a projection neural network. First, we extract all essential features of the sample
domain name dataset using various types of statistical analysis, after that using correlation map to select the most
relevant features of the newly created dataset. Next, we develop a fuzzy rule-base and calculate the membership
functions of each feature. Finally, we applied fuzzified dataset into proposed model for the classification of malicious
domains.

The main contributions in this article as:

i We suggest a novel interpretable neuro fuzzy-model for classification of malicious domain.
ii. Successfully integration of Sugeno fuzzy model into projection neural network.
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The research work is mainly focused on the classification of malicious domains. The sections are arranged in the
following order: Section 2 presents some recent related works, Section 3 presents the approch of calculating features,
Section 4 presents the proposed model for malicious domain classification; Section 5 simulation results section 6
covered performance evaluation, and Section 7 present the conclusion and future research directions.

2. Related Work

The ability to detect malicious use of DNS is important in the context of security[15-16]. Several articles have
been written on DGA domains in recent years, including Manasrah et al. [17] discussed exploiting botnet activity via
DNS characteristics. This method removes the requirement to keep spam filters or modify bot lists. The approach takes
advantage of features of DNS traffic like server name records, IP addresses, domain name life spans, and characters in
the domain name. The Naive Bayes method is used to perform classification. The reliability of this strategy is poor
because it depends on a mix of data sets and hence cannot be used for detection with merely subjective analysis.
Rajalakshmi et al. [18] suggested a hybrid methodology for DGA domain classification. The approach employed visual
signals such as letters, solid, and numerals characters to assist humans in recognizing entities. Based on a unique n-gram
feature, Nagunwa T et al. [19] proposed a technique for identifying suspicious domain names. Nguyen Quoc K et. al [20]
discovered a novel method for identifying domain names based on SVM and n-gram distributions of data sets. The
latent semantic features of the domain name are extracted, filtered by a threshold, and saved in an external database for
later use in identification procedures. Schiavoni et al. [21] offer a Phoenix technique based on domain name semantics
and IP-based attributes to recognize domains produced by DGA. Botnet detection models are designed to detect botnets
at the network level. More particularly, we offer a new approach to detecting botnets that involves a domain generation
algorithm (DGA). During this step, the system uses the Mahalanobis distance algorithm to analyze compatibility and IP
addresses to cluster DGA domains. Antonakakis et al. [22] proposed a malware detection model based on semantic and
syntactic characteristics, structural domain characteristics, and the X-means algorithm. The proposed models are
compared for both their classification efficiency and accuracy based on detection performance compared with other
models in literature. These methods have several advantages and disadvantages, such as the feature selection method,
which can solve many problems. However, the authors are using the data on a small scale to solve the problem[23].
designed an algorithm to detect domains in a certain manner. However, It only uses one data set and lacks key
important DGA identification features, such as truncated domain names. Data clustering has numerous uses in data
mining, including detection and segmentation, knowledge discovery, and machine learning. It is an essential part of the
DGA problem. In practice, data sets contain missing, ambiguous, or uncertain values.

Zadeh invented fuzzy set theory to overcome this problem by modeling uncertain information in terms of element
membership in a set. It is now used in different fields to solve real-world problems. The foundation of the traditional
fuzzy set theory is to provide a framework for capturing a particular set of concepts and relationships. Zadeh’s
theoretical approach is based on the notion that humans use such fuzzy sets to understand, represent, and communicate
information. Unfortunately, there are some serious limitations regarding the representation of “non-affinity” and
“hesitation” in addition to the inability to capture non-binary values such as “yes” or “no”. While the malicious domains
are designed to elicit an alert response from the control server, they may still be able to connect to it with a DGA
Domain. In [24], the authors presented a base set of features based on current segmentation models and enhanced the
results by aggregating processes, but numerous issues remain unresolved, including the tagging of domain names with
confusing phrases and the time necessary to calculate characteristic values. Based on the shortcomings of the preceding
literature, we chose two models to improve their flaws. We reduced calculation time and saved storage space by
deleting several features without affecting their clustering results. Correlation matrices are used to select relevant
information and save computation time. Part 3 of this article goes over this method.

3. Approach

3.1 Feature extraction from domains

In this section we explain the suggested model and datasets used for the experiments. The suggested model divided
in to five steps, each step has specific task as described below:

Structural features is a static behaviours of the domain name such as ‘Domain length’, ‘Numbers of sub-domins’,
‘Mean of sub-domin’ , ‘Has www Prefix’, ‘Contains top level domain as sub-domain’, ‘Underscore Ratio’, ‘Contain IP
Address’, and ‘Having a valid top level domain’.

structural characteristics of valid and invalid domain are depicted in tablel in details and computing procedure of
each feacture are described as follows:

Let, “aifoundation.in”, “apps.apple.com”, “aifoundation.net” are valid domain name and “rpkbbuutirajan.tw” is a
DGA generated domain name.
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Table 1.Structural-based charcteristics

Feature Meaning aifoundation.in rpkbbuutirajan.tw
(Normal Domain) (DGA Domain)

Nos Number of Subdomains 1 1

DNL Domain Name Length 15 17

HwP Has www Prefix 0 0

CTS Contains Top Level Domain as Sub-Domain 0 0

UR Underscore Ratio 0 0
HVTLD Has a valid Top Level Domain 1 0

SLM Sub-Domain Length Mean 12 14

VRLD: A valid root level domain and CTS: Contains Top Level Domain as subdomain that has been authenticated
from the root-zone database; if the domain is not registered in the root-zone database, its bit value is zero; if it has been
registered, its bit value is one.

Uunder score ratio (UR) can be calculated by using the Eq.(1)

_ XYcount()
UR = len(domain) (1)
Grammar-based characteristics include containing a digit, a vowel, and a digit ratio, which may be written as:

If the domain "xaronet.edu.in™ has no digits and the domain "6rppd.ru™ has digits, we shall label the relevant values
as false and true, respectively. Similarily, Vowel ratio and digit ratio can be calculated using Eq.(2) and (3) respectively.
Table 3. Shows the grammer-based parameters of two different domain names.

Y, count(Vowel(domain))

Vowel_ratio = 2

len(domain)

.. Y, count(Digit(domain))
Digit,ati0 =

®)

len(domain)

Semantic based features includes repeted charcters ratio in sub-domian,consecutive consonant ratio,consecutive
vowels ratio, and entropy of subdomain. These values can be obtains by using the following manners.

Y. count(repeated(domain))

Repeatedratio = len(domain) (4)
. , t ts (d i
consecutive_consonants_ratio = Z count (consonen _S( omain)) (5)
len(domain)
Table 2. Grammer based chacteristics
Feature Meaning aifoundation.in rpkbbuutirajan.tw
(Normal Domain) (DGA Domain)
CD Contains Digit 0 0
VR Vowel ratio 0.2222222 0.166668
DR Digit ratio 0 0
Table 3. Semantic statistic charcteristics
Feacture Meaning aifoundation.in rpkbbuutirajan.tw
(Normal Domain) (DGA Domain)
RRC The proportion of repeated characters in a subdomain 0.285714 0.428571
RCC The proportion of consonants that come after each 0.555558 0.583333
other
RCD The number of consecutive digits ratio 0 0
Entropy The subdomain's entropy 2.725482 2.584963
. .. . t(cdigits(d i
consecutive_digit_ratio = Z count(Caigt S(, cil0) (6)
len(domain)
the entropy of subdomain: the formula determines using Eq.(7).
_ count(t) ( count(t) )
E(d) - Zt"‘:p len(domain) lOg len(domain) (7)
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In this case, t is a domain character and p is a group of characters.

In addition to the previously stated lexical properties, each domain name's Shannon's entropy is calculated.
Obfuscation is used by cybercriminals to fool and entice visitors by replicating acceptable URLs or masking
problematic ones. As a consequence, the randomization component of each URL was included in our analysis. which
revealed that fraudulent URLs had greater entropy calculations on average than valid URLs. The following equation is
used to compute Shannon's entropy[25].

H(x) = = X p(x) logp p(x;) (8)

where H(x) is the Shannon entropy and x is the string under consideration. A higher H(x) value suggests that string X is
more random. similarily, we can compute Bigram[15] by using the Eq.(8)

Pwr) = [Tk=1 PWic|wi-1) 9)

Table 3. Represent the calculated features values of two different domains.
3.2 Characteristic selection

The process of picking a subset of properties with a high associated value is known as feature selection. Using Eq,
we use the pearson technique to compute the value of the correlation coefficient by using Eq. (10). The Pearson
technique looks like this: We have the following for two components x and y:

Y (-0 i—y)

Ty = (10)
[T, [T, 05
Here, n is the number of elements, x; ,y; element x; and y;
X=X (11)

y the average value of y
3.3 Pattern classification

The classification method may be described broadly as the assignment of items to classes in such a way that
components within one group are as similar as feasible to one another while being as distinct from objects in other
groups as possible. The more previous knowledge about the issue area that is accessible, the better the classification
algorithm may be modified to fit the real circumstances. For example, if the a priori probability and dependent density
of all classes in a given set are known, Bayes decision theory provides optimal solutions by reducing the expected
classification error [26]. In many pattern recognition scenarios, however, an input pattern's categorization is dependent
on data with small sample sizes for each class, which may not be indicative of the underlying probability distributions,
even if they are known. Many techniques, such as grouping and analysis of variance, which rely on some concept of
similarity [27], have been used in this situation.

3.3 Fuzzy Sets

Zadeh first introduced the concept of fuzzy sets in 1965 [28,29]. Since then, researchers have discovered several
methods to apply this theory to expand current approaches and develop new theory,tools and techniques for dicision
making as well as pattern recognitions [30]. Bezdek believes [31] that applying fuzzy logic concepts to input vector
may results more interesting and useful. Bezdek's research focuses on integrating fuzzy set techniques into classic k-
NN decision-making algorithms. In fuzzy k-NN algorithm uses fuzzy memberships for pattern classification. Moreover,
there are several classification algorithms are availables in literature that are based on fuzzy logic concepts. In this study,
we applied fuzzy logic concept in neural network with projection layer to make it more powerfull and accurate.

3.4 Interpretable fuzzy systems

This section describes the fuzzy system, which is intended to demonstrate features of developing interpretable
fuzzy systems[32-38]. This system could have several inputs and outputs and the mapping of the system is projected by
the Eq.(12)

X-Y (12)
Here, X = x4, X5, ..,Xy € R® Y = y4,V,, ..., yn € R™ denotes the set of relation of input and output vectors

The structures of fuzzy system consists of four blocks: First,fuzzification provides a conversion of crisp sets X c
R™ to fuzzy sets specified in X; as a result of fuzzification, numeric values can be given at system inputs. Singleton
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fuzzification operation maps X = [X;,X,, ..., X,] € X to fuzzy set A’ € X by using Eq.(13) Boths singleton and non-
singleton fuzzification act as filter in fuzzy system.

_ (1 ifx=X
we 0 ={g iy 7% 3

A fuzzy rule base is a collection of n numbers of fuzzy rules and these rules are represented in the form of fuzzy
relation in the set X x Y. As demonstrated in Eq.(14)

RE. <if (x4 is AX) AND..AND (xq is A‘ﬁ)) (14)
"\ then(y, is BY),...(ym is BX))

Here, , m indicates number of system inputs, outputs respectively, x = [X;,X5, ..., Xyl € X,y = [V, V2, 0»Vm] €Y
represents the vector of linguistic value of inputs and outputs.

A% AL, ..., Ak (k =1,..,n), BX,BX,..,BK(k = 1,..,m) are representing the input and output fuzzy linguistic
variables, where as, HAlf(Ai), H.Blf(Bi) are indicates membership functions of input and output fuzzy sets. These groups
are denoted by phrases such as "low," "medium," and "high," among others. Artificial neural networks are incapable of
handling certain verbal terms.

Second,the inference block uses fuzzy input values to produce fuzzy output. Initially, fuzzy results have been
obtained from the fuzzy inference block denoted as fuzzy sets Ejk independently.

The fUZZy set B]k can be represented as.
k — A’ k k
B] =Ao (A — B] )

Here, A* — B} indicates the fuzzy relation in fuzzy rule R* and A¥ = A% x A% x ... x A is a Cartesian product of
fuzzy sets A¥, ..., AX. the membership values of the Bj* is calculated by Eq.(15)

hgk (Vi) = SUPxex {T {MA' X), uAqu]k(X, Yj)}} (15)

Here, t-norm T{-} is a conjuction operator.
Singleton defuzzification and a t-norm boundary condition can be used to minimize the dependency, as shown by
Eqg. (16).

hgk ) = ik = B (R y;) = I(uAk(i), UB]k(Yj)) (16)

Here, I(+) is a type of reasoning operator. For Improving the accuracy of the inference operator employed in eq.dd
play key role for influencing interpretability.
Notation A¥ is known as an activity level of rule RX and computed as follows:

n
paeX) = T 1{uAk(>'<i)} = (X) (17)
1=

The investigation of rule activity with the precision of the aggregate operator has a substantial impact on
interpretability.

Third, the fuzzy results from the inferences block's fuzzy rules §]-k are aggregated to provide the entire rules base's
fuzzy result.

The function of the defuzzification block is to transform fuzzy values to crisp values. In fact, several
defuzzification operators exist, and new ones are continually being developed. For the purpose of clarity, we've
assumed that the inference will be performed using centre of area method. It is shown in Eq.(18)

_ 211:1:1 yfr'usj’ (y]Br) 18
BT R ()

Here, y,-‘?r represent descretization points of fuzzy set Bj, It should be emphasised, therefore, the majority of

defuzzification approaches are dependent on the number N of system ruleslt represents an inverse correlation between
defuzzification operators and the total number of fuzzy rules. An examination of this dilemma is a crucial component
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of affecting interpretability.
3.5 Projection neural network

The classic backpropagation training approach [39] suffers from long training periods, the risk of being stranded at
local minima, and the need for a large number of hidden nodes to tackle challenging problems. It provides the added
benefit of guaranteed mistake reduction. When a classification job is performed on a statistically significant training
dataset, the network output will resemble the Bayian distribution.

In contrast, fast-training classification algorithms do not guarantee a reduction in classification errors. Some
examples are restricted Coulomb energy networks (RCE) [40], adaptive resonance theory (ART) models [41], and
Kohonen-type networks [42]. As a result, we used a projection network in our study that combines the advantages of
RCE with the backpropagation technique. Classification algorithms that allow for quick training do so by creating
prototypes with a variety of data points. On the other hand, radial basis functions can also be used to train the model,
and the benefits of the radial basis function are that they quickly reduce the losses during training [43].

In comparison, the projection network [44] implements radial basis functions and employs a consistent method for
training such hyper-parameters: backpropagation learning of feed-forward neural connection weights and threshold [45].
This successfully leads to model improvement. As a result, after building a neural network using this method,
customized back-propagation algorithm training is used to alter connection weights and thresholds to reduce errors.
Because the network starts close to a suitable solution, the lengthy training period required by traditional
backpropagation is avoided, as is the possibility of being caught in local minima that prevent one from reaching this
point. This method enables rapid prototype generation through initialization and subsequent optimization through
backpropagation training. A typical projection network structure is depicted in Fig.1.

Output layer

Backpropagation
Nodes

Hidden layer

Projected layer

Input layer

Fig.1. Architecture of a projection neural network using a fusion of RCE nodes and a backpropagation network

4. Proposed Model

In this section, we describe the archicture of suggested model (see fig.3) module by module. Thinking about the
inherent benefits of neural networks against statistical approaches. The major goal of this research is to empirically
determine how well this strategy works as a classifier for harmful domain categorization. We have used three criteria to
extract the featurs from dataset. First structure based, second grammar based, and semantics based (see section 3). By
using fuzzy logic concept in to projection neural network, As shown in Fig. 5, we suggest a homogenous architecture in
which fuzzy ideas are generated simply by turning input attribute values into fuzzified data, which is then fed into the
projection neural network. In the projection layer, we utilized a Sugeno fuzzy inference rule that is relatively basic,
fuzzy functionality as inputs, and the network'’s performance increased. The simulation results indicate that the proposed
model outperformed as compaired to the current techniques. The recommended model is as follows:

4.1 Input and fuzzy module

After applying the extraction and feature selection methods, the fuzzy data are used as inputs to the neural network
in the proposed neuro-fuzzy model. When feature values vary widely, it might be challenging to categorize things
appropriately.
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To overcome this problem, we first transform each domain into three linguistic terms [46], and then we use the
projection network to train with these linguistic terms. Finally, we employ the developed neuro-fuzzy method to
classify malicious domains.

As illustrated in Fig. 4, we have used the trapezoidal, triangular, and gaussian membership functions to express
fuzzy phenomena. We used the MAX-MIN technique to transform normalized characteristics into fuzzy data [47]. As
shown in Fig. 3, we modeled three membership functions, denoted by the linguistic terms "small," "medium," and
"large." The high values of linguistic phrases represent the harmful domain.

4.2 Neural network module

This module consists of four layers: input, projection, hidden, and output. as depicted in Fig. 4. A standard
feedforward artificial neural network is used in the neural network module. In this study, a basic projection network is
used. The main objective of the projection layer is to map the fuzzy inference rule (see table 3) from the input to the
projection layer. We used Reduced Coulomb Energy (RCE) nodes in this process to ensure that the network adopts
modifications and maps premise and consequence values. The inaccuracy is employed to figure out the number of
neurons in the input, output, and hidden layers. A log-sigmoid transfer function is used by the output neuron. For faster
convergence, updated backpropagation training rules are used.

4.2 Linguistic description of the output class

A neural network undergoes two steps in general: training and testing. The supervised learning approach is used to
train the model during the training phase. Instead of picking the node with the greatest activation value, every network
output might be allocated a membership that is higher than zero. It enables the modelling of fuzzy data when the feature
space contains spanning pattern classes. by allowing a pattern point to correspond to more than one class with non-zero
membership. Each inaccuracy in membership assignment is recycled instantly during training, and the network’s
connection weights are adjusted accordingly. The backpropagated error, which is a membership value indicating how
much the input vector belongs to a certain class, is calculated for each intended output. The testing phase of a fuzzy
network is comparable to that of a regular neural network.

Assume, My; and w;, Specify the mean and standard deviation for the jth input of the kth training data sample. In
the case of an m-class problem with an n-dimensional feature set. The weighted distance of the it" training sequence
vector F; from the k" class is given by Z;.

Hkj

7. = n [Fi—Mg)? _ C_
" = /A fork=1,.,mandj=1,..,n (19)

The weight 1/u,; compensates for class variance, thus a trait with a greater variance has less relevance.

3 z olai naits 181 N 2 it rei: 181
er function plots akoidieib it ks e 81 Membership function plots
Low Medium High Lidigh Medium
1 Low Medium High 1
a)Length b) Digits c) Entropy
I oo 87 -
—— 7 Membership function plots Membership function plots ol it 181
Membership function plots 5
T T R Low Medium High Low Medium High
Low Medium High 1 i
1 16 401
d) Vowel-cons e) FirstDigitIndex f) Ngrams

Fig. 2. Modeling of input six input variables into fuzzy membership functions

Defining a class.The membership of the it" pattern to class Cy is defined in Eq.(2)
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we(F) = ( Zix—ming (Zjy) ) fork=1,...m (20)

maxy (Zj)—ming (Zik)

ug (F;) is obviously in the interval [0,1].The training process and network structure are identical to those of the artificial
neural network classifier, except for the fuzzy membership values in the output layer.

’ Malicious / Non-Malicious l hﬁu

Trange ‘naﬁnw TaUss.

0 5 0 05 W 20 5 0 5 1 0 5 0 5 W

Feature vectors Eu

Fig. 3. The structure of a neuro-fuzzy neural network using fuzzy inputs.

Table 3. Sugeno type fuzzy rules generated by the proposed model

1 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitIndex is Low) and (ngrams is Low)
then (ISDGA is outlmfl) (1)

2 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitindex is Low) and (ngrams is
Medium) then (ISDGA is outlmf2) (1)

3 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitindex is Low) and (ngrams is High)
then (ISDGA is outlmf3) (1)

4 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitIndex is Medium) and (ngrams is
Low) then (ISDGA is outlmf4) (0)

5 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitindex is Medium) and (ngrams is
Medium) then (ISDGA is outlmf5) (0)

6 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitIndex is Medium) and (ngrams is
High) then (ISDGA is outlmf6) (0)

7 If (length is Low) and (digits is Low) and (entropy is Low) and (vowel-cons is Low) and (firstDigitindex is High) and (ngrams is Low)

then (ISDGA is outlmf7) (0)

467 | If (length is Medium) and (digits is High) and (entropy is High) and (vowel-cons is Low) and (firstDigitIndex is High) and (ngrams is
Medium) then (ISDGA is outlmf467) (1)

468 | If (length is Medium) and (digits is High) and (entropy is High) and (vowel-cons is Medium) and (firstDigitindex is Low) and (ngrams
is Low) then (ISDGA is outlmf469) (1)

469 | If (length is Medium) and (digits is High) and (entropy is High) and (vowel-cons is Medium) and (firstDigitindex is Low) and (ngrams
is Medium) then (ISDGA is outlmf470) (1)

470 | If (length is High) and (digits is High) and (entropy is High) and (vowel-cons is High) and (firstDigitIndex is Medium) and (ngrams is
Medium) then (ISDGA is outlmf725) (1)

5. Experiments

In this section, we demostrats the simulation outcomes of the suggested model, for the experimental purpose we
collect the alexa domain ranking dataset. It is malicious activities tracking websites The dataset contains 1000 sample
domains. In this study, we applied six methods to calculate the features such as domain length, domain digits, domain
entropy, domain contains vowel-cons, domain firstdigitindex and domain Ngrams values as described in section 2, next,
we applied feactue engineering principle to obtained highly correlated features. Following that, we separated the
selected dataset into two parts: 70% of the data was used for training the classifiers, and the remaining 30% was utilised
to test the classifiers. A training set of 70% samples is chosen at random from each class (benign and malicious).
Furthermore, we obtains fuzzy value by using the six diffrents memberships functions as depicted in fig.2. the linguistic
terms are applied to the inputs values of the model. The neural module of the model(see fig. 5) allowed to maps of input
linguistic terms to projection network. in this step we used RCE nodes to projection mapping of the fuzzy rules.
Backpropagation algorithms is used to optimization of fuzzy rule. Finally, in the output module we obtained the
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classification outcomes. For the implementation of the model we used python programming language(version 2.7).
Fig.6 depict the simulation of results generated by the system. The performance of the model is depicted in fig.7. As
seen the ROC is cover value is 0.91 area of the whole area, it means the model achived accuracy is 88%. The study's
findings on four classification algorithms demonstrate the size of the classification accuracy difference when compared
to expert classification. The total classification accuracy of the proposed neuro-fuzzy projection neural network with
Gaussian membership function is determined by constructing a confusion matrix, as shown in table 5.

f(u)
"1 jeomi

ISDGA

Fig. 4. Simulation of proposed neuro-fuzzy system

The classification results results of the fuzzy approach with three membership functions are shown in table 5. A
fuzzy network with Gaussian membership functions has better classification rates than other classifiers, so we used it as
a basis for comparison.

Neuro-fuzzy projection neural network

(0.13,0.86)

Positive class: 1
AUC =0.91

ROC curve
ks Area under curve (AUC)
®  Current classifier

L L L
0 0.2 0.4 0.6 0.8 1
False positive rate

Fig. 5. ROC curve of neuro-fuzzy system

Table 4. Accuracy of neuro-fuzzy projection neural network

Classifier Membership function Fuzzy output Classification Accuracy
benign  malicious
1 Triangular_Membership Function no 91 81
2 yes 92 82
3 Trapezoidal _Membership Function no 92 83
4 yes 93 84
5 Gaussian_Membership Function no 92 87
6 yes 94 84

The interpretability of a fuzzy system reflects how easily it can be perceived by individuals[47]. Several scholars
have expressed an interest in developing highly interpretable fuzzy models in recent years[48]. However, due to its
subjectivity and the tremendous number of components involved, the choice of a suitable interpretability measure is still
unknown. Significant research on interpretability metrics has provided interpretability indices for fuzzy systems[49-50].
The Nauck index and the Fuzzy index are the most commonly used interpretability indices.

Nauck et al. introduced a numerical index called the "Nauck Index." It is employed in order to assess the
interpretability of the fuzzy system. In this work, we use it to assess the interpretability of the suggested model.
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It is a multification of three terms as shown in Eq.(21)
Nauck index = comp X cov X part (21)

Where, comp represent the complexity of the fuzzy system. It is computed as the following equation(22)

m
comp = 5——,
i=1 T

(22)

Here, m indicates total number of MFs in consequences, and r and ni represents the total number of rules and
number of input variables used in the ith rule.
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Fig. 6. Membership function showing the full membership values

cov : is a fuzzy partition coverage degree. Suppose that if Z; is represent the domain of Ith input variable which is
partitioned by d; membership function {ull, . u{il}, the coverage degree can be computed as:

f Ei(z)d
cov, = ZIN—lx 23)
~ h(z) if0<h(z)>1
hi(2) = - otherwise (24)
d—-1
hi(z) = Ty, 1k (2) (25)

Where h,(z) is the total MFs of Ith input variable with N; = |X|, and the coverage cov = ¥, — indicates the

i=1 n; ’
normalized value of all input variables. fig.6 shown the coverage of input membership functions.

Part: indicates the index partition, it can be computed ( see eq.(26)) by taking the inverse of Membership functions
and substracted by one for each input variable;

part; = 1/(p; — 1) (26)
Where p, indicates number of Membership Functions in the 1™ input variable.

A fuzzy model is less interpretable if the Nauck index is closer to zero; when the Nauck index value is closer to 1,
the fuzzy system is more interpretable. Fig. 7 shows the Nauck indicator.

0 !

Low interpretable High interpretable

Fig. 7. nauck indicator

Using the above nauck components, we computed the nauck index of the proposed model.similarily we can
calculate the nauck indix of fuzzy-knn model that is uased for the classification of malicious domains. The nature of
non-fuzzy models are block-box, so that the nauck index values is 0. The final results based on accuracy and
interpretability are presents in the table 5
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6. Performance Evaluation and Comparison

In this section, we demonstrate the results of other five classifiers and compared our proposed model in term of
accuracy.

6.1 k-NN algorithm

K-nearest neighbor (k-NN) is a nonparametric classification method. It is a multivariate normality assumption that
offers support to the widely used maximum likelihood estimation method[51-52]. This strategy generates a new input
vector y by assigning it the label that appears the most frequently in the K-nearest of all training data. The majority
class is determined by analyzing the labels of each of a pattern's k-nearest neighbors.

In practice, one chooses K = $/n where c is an appropriate constant and n is the size of training set. In the present
study, ¢ = 1 isused. In this experiments we got 82.32% accuracy.

6.2 Fuzzy k-NN algorithm

The fuzzy k-NN approach[53] is one of the most accurate pattern recognition algorithms. The standard K-NN
method classification rule assigns an uncertain input sample vector y to the class represented by the majority of its k-
nearest neighbours. To find the k-nearest neighbours, a labelled data sample is used. The fuzzy k-nn technique gives
class membership to a sample observation based on its distance from its k-nearest neighbours as well as their
memberships. Fig. 8 depicts the classification error of the fuzzy k-NN. In this experiment, we used the Mahalanobis
distance function between point p and the distribution, and the fuzzy-known model had an accuracy of 84.67%. It
outperforms the KNN methods.
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Fig. 8. Classification error of fuzzy k-nn

6.3 Backpropagation neural network

Various machine learning models, including neural networks (both supervised and unsupervised), use different
learning strategies for classification tasks. In this experiment, we used an artificial neural network (ANN) based on a
supervised learning approach and a backpropagation algorithm[54]. Three equations define the backpropagation method.
First, weight connections are adjusted in each learning step (k) using Eq. (27).

Awi[fgk) = n(t)t‘)"l[fj]xj[s_” + maw (27)

ij(k-1)

Here, xj[s] represent the actual output of node j** node in st* layer , and ws! represents the synaptic weight

ij
between I** node in (s — 1)*" layer and j** node in st layer
Second, the values of output nodes are calculated using Eq.(28)

s = (d; - Of)f/(lj[s]) (28)

Here, 82[751.] represents the measure of the actual error of j** node and Ij[s] represent the weighted sum of jt* node

at st" layer.
And third, the rest of nodes calculated as difine in Eq.(29)
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o) = (1)l e

Here, n(t) represent the learning rate that varies throughout time, f( ) represents the transfer function, and
d;, o;= represents the desired and actual activity of jt" node

True Class

0 1
Predicted Class

Fig. 9. Classification matrix of the Conventional Backpropagation network

Where value of 7n(t), m, and h; are chosen empirically to be those with the highest classification accuracy. both

input and output nodes are chosen based on the feature vectors and classification class of the objects to be classified.
The classification matrix depicted in Fig. 9 is the result of the Training algorithm network.

Table 5. Performance comparison based on Accuracy and interpretibility

Classifier Classification methods Accuracy Interpretibility
1 k-NN 82.32 0
2 Fuzzy k-NN 84.67 0.40
3 Conventional Backpropagation network 87.50 0
4 Neuro fuzzy projection neural network 91.00 0.37

7. Conclusions and Future Suggestions

In this article, we proposed a neuro-fuzzy classifier that by using the notation of interpretable fuzzy system and
projection neural network. The proposed model is used to classify malicious domains. Fuzzy sets are used in the input
module as well as in the output module. With this technique, the proposed network can be trained with greater
efficiency. In the feature extraction step, we may select six features of the domains based on the grammer and semantics.
These feature values are subsequently fuzzified and employed in the classification stage of the neuro-fuzzy network.
We compared the findings of proposed model with k-NN, fuzzy k-NN, and conventional neural network based on the
accuracy and interpretability parameters. According to simulation findings, the proposed approach, which combines
gaussian membership functions with projection neural networks, outperforms previous statistical and neural network
methods in classification. The comparison findings demonstrate that the proposed model is a better in accuracy and self-
explainble (having ability to explain the outcome) tool for harmful domain categorization. In future we, can apply
intuitionistic fuzzy set or neutrosophic set theory and different types of membership functions to improve the
performance of the model based on accuracy and interpretability.
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