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Abstract: Mobile agent is a piece of computer code that organically goes from one host to the another in a consistent or
inconsistent environment to distribute data among users. An autonomous mobile agent is an operational programme that
may migrate from one computer to machine in different networks under its own direction. Numerous health care
procedures use the mobile agent concept. An agent can choose to either follow a predetermined course on the network
or determine its own path using information gathered from the network. Security concerns are the main issue with
mobile agents. Agent servers that provide the agents with a setting for prosecution are vulnerable to attack by cunning
agents. In the same way agent could be carrying sensitive information like credit card details, national level security
message, passwords and attackers can access these files by acting as a middle man. In this paper, optimized approach is
provided to encrypt the data carried by mobile agent with Advanced Encryption Standard (AES) algorithm and secure
key to be utilized by the AES Encryption algorithm is generated with the help of Hopfield Neural Network (HNN). To
validate our approach, the comparison is done and found that the time taken to generate the key using HNN is 1101ms
for 1000 iterations which is lesser than the existing models that are Recurrent Neural Networks and Multilayer
Perceptron Network models. To add an additional level of security, data is encoded using hash maps which make the
data not easily readable even after decrypting the information. In this way it is ensured that, when the confidential data
is transmitted between the sender and the receiver, no one can regenerate the message as there is no exchange of key
involved in the process.

Index Terms: Hopfield Neural Network (HNN), Mobile Agent Security, Advanced Encryption Standard (AES),
Secret-key, Encryption, Decryption.

1. Introduction

A mobile agent [1] can be compared to a program that can migrate from one platform to another. Overall working
of mobile agent shown in Figure 1. The destination machine runs instructions in the agent's software. It is the only
system in the network that can migrate itself among various systems.
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Fig. 1. Mobile Agent System

When travelling, a mobile agent can migrate to plateform that contains the resources they wish to interact with and
benefit from lying over the same host or network. Common errors in agent-oriented provide a good assessment of the
mobile agent design paradigm, several agent frameworks, and possible applications [2]. If the host is not connected to
the network, a mobile agent can execute process on behalf of host after completing a predefine mobile agent life cycle
[3] present in Figure 2.
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Fig. 2. Mobile Agent execution life cycle

The mobile agent delivers all the outcomes to the host after it has rejoined to the network. Deploying mobile
agents[4] has many benefits, including reduced network bandwidth needs, reduced network latency, automatic and
dynamic behaviour, and robustness. Mobile agents are useful for a variety of things, including e-commerce, banking,
and security.

1.1. Threats to Mobile Agent

The mobile agent's dynamic nature resulted in a complex design and security risks. According to the threat's
creator and victim, these [5] are divided into four groups shown in Figure 3. The following are the categories:

1. Agent to Platform: This topic refers to the dangers that a mobile agent poses to a specific platform.

2. Platform to Agent: This topic is about platform threats to a specific mobile agent.

3. Agent to Agent: This topic is concerned with dangers which might arise as a result of mobile agents interacting.
4. Platform to Platform: This topic deals with dangers posed by mobile agent platforms.

1.2. Requirement of Security of Mobile Agent

Security of mobile agents [6] has become a crucial issue to settle when mobile agents are expected to be used
across highly distributed heterogenous networks. Figure 3 illustrates how security is organized in MAS [7] more
generally. Mobile agent automatically migrating in malicious vulnerable environment. During the life cycle of mobile
agent carrying confidential results after the execution of assigned task. So, there is a requirement of optimal mechanism
for the security of mobile agents.

1.3. Encoding and Decoding

The process of conversion of characters (letters, numbers, symbols, etc.) into a specific format for increasing the
efficiency of transmission and storage is known as encoding. The process of conversion of encoded data back into the
original characters is known as the process of decoding. It is possible to encode a message into a non-readable message
that can only be decoded if the HashMap of the original characters is present.
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Fig. 3. Classification of Security in MAS

1.4. Advanced Encryption Standard (AES)

AES is a symmetric cipher [8], which means that, like our previous lock, one key is required for the encoding and
decoding of secure data. It means that there is no faster way to decrypt AES-encrypted data without knowing the key
than brute forcing it: testing all potential keys until you identify the one that was used for encryption. AES is a block
cipher, which means it will take 128 bits of text and change it into another 128 bits of encrypted data. If the message is
more than 128 bits, it is divided into blocks of 128 bits and encrypted one by one. If the block size is not entirely
divisible by 128 bytes, it appends O to the end of the previous block and performs the same encryption.

1.5. Hopfield Neural Network (HNN)

A HNN [9] is a single layered and recurrent network [10] that has entirely connected neurons i.e., each neuron has
an association with other neurons. If there are two neurons named as i and j, then the connectivity weight wy; lies
between them and is symmetric in nature w;; = w;, HNN shows great potential in the applications of life science and
engineering, such as association of memory, medical imaging and supervised learning[10]. Hopfield neural network
model present in Figure 4.

X3

Fig. 4. Hopfield Neural Network representation

2. Related Work

Zhong et al. [11] discussed the issue of exchanging anonymous secret keys. The threshold value in this framework
is unbounded. Secure interaction are not necessary for this strategy. Gupta et al. [12] Shamir's method and the tree
parity machine were used to offer a secure image sharing algorithm. The plan operates in two stages. Shamir's secret
technique is used in the first section to produce secret shares, and the tree parity machine is used in the second section to
encrypt shares. Wang et al.[13] suggested a Hopfield neural network-based authentication technique for computer
security. Mandal et al. [14] suggested a one-layer Hopfield neural network-based secret sharing key distribution.
Hopfield networks create an output-input loop. When the randomly generated input string equals the output, the
intermediate iteration key is selected. This cycle makes the proposed method less susceptible to threats because of
hopfieldneural network.

Narad et al. [15] offered a security plan for routine activities including secure money transfers and secure message
transmission through unreliable channels. Shamir secret share and backpropagation neural networks are the foundations
of the proposed technique (n, n) for secret sharing and group authentication. Dorokhin et al. [16] suggested a tree parity
machine-based safe 512-bit key distribution mechanism between two authorised parties. The suggested method
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conducts a more thorough security examination using a tree parity machine. Santhanalakshmi et al. [17] a neural
cryptography-based efficient safe group key distribution technique. There is no requirement for intermediary
trustworthy parties in this strategy. This plan is reliable, safe, and adaptable. The revealing of secret keys does not
require encoding or decoding.

Deng et al. [18] developed a probabilistic signature-based visual cryptography access technique for structures
utilising ANN. Kishimoto et al. [19] suggested a method for recreate the secret key without knowing the identity of
secret shares, an anonymous secret sharing technique was presented. Consider a more stringent lower bound in this
article, k = 2. Midaguillermo et al. [9] fundamental rebuilding for a cryptographic anonymity-offering secret key
sharing mechanism was addressed.

Priyanka et al.[20] recommended secret sharing plans to maintain the secret's secrecy. In the reconstruction phase,
the satisfiability module theory (SMT) solver needs 't-1' shares. Here, satisfability is checked using the SMT solver.
Kumar et al.[21] a threshold polynomial equation was used to create a secret sharing system. Shares are created and
transmitted immediately on the channel during the initialization phase. to increase the effectiveness and security of the
two-level encryption used. The decryption level employs a multilayer feedforward (MLFF) backpropagation neural
network to offer security and effectiveness. Use MATLAB's 'train rp' function for faster neural network training.

Lake et al.[22] proposed a method based on the threshold based secret sharing for the security of 10T
devices.Secret sharing based on the threshold value whicgh decides the regeneration processs of secret share at the time
of execution. Security of this method based on the threshold value. Balasubramanian Prabhu et al. [23] suggested a
new Chinese remainder theorem based highly secure strategy for the protection of data at sever and also data accesed
by autthentcated users. For accessing the secure server’s data, a new key management method based on CRT is
suggested. Singhal et al. [24] show established centralised and decentralised crawling strategies using relocating mobile
agents. The suggested plan offers suggestions for lowering additional network overhead.

Stefania Caputo et al. [25] presented a broad access framework for CRT-based secret sharing. In order for higher
levels secret key generation utilize the lower-level secret share. Secret key divided in a hierarchical structures in such a
way only one secret is used in each level of a multilayer secret sharing (MTSS) scheme. Verma et al. [26] When a
shareholder is dishonest and employs several secret shares in the multilevel organisation, the concept of protection
employing CRT is beneficial. Every participant is divided into different set of stage, and each stage has a dynamic
threshold prameter. Reconstruction of key is carried out only sufficient number of shares are available based on the
threshold value.

Hong Zhong et al. [27] discussed the major issue of secret key sharing that is anonymized.Author present a new
anonymously strategies focused on BP Artificial Neural Network because the pre-existing limits and ineffective
creation of ideas of all kinds are shortcomings. The concept is simple to put altogether, and the restoration works well.
It has no boundaries for the cut-off variable t and is an ideal (t, n) threshold technique. Additionally, our system has
verified characteristics and doesn't require a secure communication. for upcoming plans, design for more powerful BP
Artificial Neural Networks [28] to boost the efficiency of system and create new innovative techniques for creating
effective anonymity secrets techniques.

Marcin Niemiec et al.[29] A novel and prospective method based on neural networks is proposed for error
correction in quantum cryptography. The author gives the results of multiple computations with varied input variables
and analyses the security validation of this approach. Neural networks with just limited coordination, which is usual for
quantum cryptography error margins, were used in the testing phase. The effectiveness of passive attacks was
demonstrated by contrasting the results with situations produced by neural networks using arbitrarily given variables.

Mayank Gupta et al. [30] Secret sharing's goal is to transmit sensitive information without making it available to
the general public. In this study, the author proposed a trustworthy neural cryptographic mechanism for exchanging
private portions of an image made using Shamir's method between two or more people. Neural encryption is a new
source of public key encryption techniques that are not dependent on pure mathematics and also have less
computational and storage complexity. Using neural encryption, a shared secret key can be established between two or
more participants. Our main goal is to transmit private data across a public network while utilising the least amount of
computing resources possible. When using neural encryption, both parties receive the same input and output sequence.

Smita Jhajharia et al.[31] suggested combining machine learning with a Genetic Algorithm (GA) to generate keys. It
was demonstrated that GA in PRNGs for startup of input variables in ANN successfully handled the problem of identifying
the random number produced by traditional PRNGs, which left it vulnerable to intrusions following the detection of patterns
in these random variables. In order to ensure security and high key unpredictability, the GA PRNG is "released" once per
cycle. According to analysis, a subsequent random variable created could be predicted from the previous random value.
Furthermore, it is impossible for all values to have an equal weight. The key is made by constantly combining the first phrase.

3. Problem Statement

Mobile agent migration [32] has been one of the major concerns in major organizations that transfer sensitive
information from sender to the receiver. There can be attacks on confidential data by the attackers which might result in
data breach and loss. Leak of confidential data can be a very big loss to organizations, users as well as third parties. To
ensure secure transfer of mobile agents, multiple techniques have been developed. Secure information is encrypted with
symmetric key cryptography and receiver retrieve the secure information using decryption with same key.There are
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several advantages as well as disadvantages. There are many cryptographic method that generate privtae key from both
the sender’s and the receiver’s end. Some of these techniques used are, private key cryptography [33] and public key
cryptography [16]. Private key cryptography utilize only one key for the encoding and the decoding purpose. The
primary problem with private key encryption algorithm is that, the both sender, receiver share private key over some
transmission media. If the medium of transmission has vulnerabilities, interceptors can now easily compromise the key
and decode the encrypted text. But as the method of public key cryptography utilize two difftent keys for both the
encoding and the decoding purpose, this technique becomes quite slow as compared to other processes and complex to
implement practically. Thus, this technique is not fruitful for the decryption of heavy and bulk messages as speed is a
crucial factor when it comes to communication between two channels. So, through this research paper, the aim to use
Hopfield neural network to generate secret key and encrypt the data. One of the biggest advantages of using HNN is
that there is no transmission of secret key from sender to receiver. Using one HNN [13] (used for sender’s end) output
vector crete a secret key for encoding and decoding. For creation of identical output vector, the additional network (used
at the receiver's end) is synchronised with the sender side network. To create the secret key among users, output may be
helpful. Private key cryptography is used in this manner, however there is a caveat: the secret key is not transmitted.

4. Proposing Modeling

Proposed security model of mobile agent security shown in Figure 5. According to this model, first messages is
encoded into encoded text after that our encoded text is encrypted with AES [8]. We use Hopfield Neural Network to
generate secret keys for both the sender’s end as well as the receiver’s end. We pass the same input vector and the
weight vector from both the ends to HNN, which, as a result, generates the identical output’s vector. This vector is used
to generate the same secret key from both the ends. This key is passed through the Advanced Encryption Standard (AES)
algorithm.

Mobile Mobile
agent A agent B
Encrypted Decrypted
data data
Advanced Advanced
Encryption Encryption
Standard Standard
I key key J

Encoding Decoding

] Hopfield Neural l
Platform A Network Platform B

Sender Receiver

Fig. 5. Secure Mobile Agent Transfer Model

AES keys come in three types of sizes: 128, 192, and 256 bits, and the longer the key, the more secure the process
of encoding . Byte Substitute operation, Shifting Rows operation, Mixing Columns operation, and Addition Round
secret Key operation are the four operations that make up this algorithm. Our 128-bit input text block will be
represented visually on a 4 by 4 matrix, with each location representing 8 bits from our input block. Figure 6 represents
the Encruyption of advanced encryption algorithm. 128 bit input is consider for encryption process. Number of rounfd
depend on the choice either 10,12 or 14. Output is also 128 bit. Same as decryption process 128 bit of cipher applied on
the input of Decryption algorithm. All the steps will execute in reverse order of encryption process.

4.1 Algorithm for Training-

Moving ahead to second level of security, here is the working of HNN to generate the output vector on both the
ends: Here, we use Discrete Hopfield Network which gives output in two ways:
1. Binary (in form of 0/1)
2. Bipolar (in form of -1/1)
These weights are symmetrical in nature and have the following characteristics:
Wij = Wji @

w; =0 2

[ X1 to x,] - The n neurons' input is given
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[ y1to y,] - n neurons' output is produced.
W;; - weight corresponding to the ith and jth neuron connections that were made..

In order to save the input set, S(p) [p = 1 to P], where S(p) = S1(p) ... Si(p) ... Sn(p), the weight matrix can be
expressed as:

wi; = Xb_1[2s:(p) — 11[2s;(p) — 1](wy; for all i # j)(For binary patterns) (3)
wij = 2b_1[si()sj(p)] (where wy; = 0 for all i = j ) (For bipolar patterns) (4)

Steps:

Step I - Initialize the weights (w;;) so as to store patterns.

Step 11 - For every such input vector y;, perform the steps 111 to VII.
Step 111 - Create a network with activators equal to the input vector x.

y; =xi:(fori=1ton) (5)

Step 1V - For every vector y;,, perform the steps V to VII.
Step V - Find the input of the network y,, using the following equation-

Yin = X; + X7 yjwj; (6)
Step VI — The output is computed with the help of activation function given below over the input (total).

1 lf Ytotal > Q)
Vi = Vi iffytotal = Q) (7)
0 if YVtotal < @
(Here @i (threshold) is usually 0)
Step VII — This output obtained in step vi is given as feedback to other units in the network to update the
activation vectors.
Step VIII — In this step the convergence of the network is tested by satisfying the condition of threshold limit.

5. Result and Analysis

Implementation of proposed model for secure key generation and regeneration done using Java. The reason for
using Java is that it is platform independent, and thus the system can be run across multiple platforms. Moreover, Java
is an object-oriented programming language, which makes the code structured and well formatted to understand. Java
uses multithreading, hence there can be multiple threads that can be run simultaneously in the program. As the mobile
agent system involves key transfer that contains sensitive information, Java provides security to data by following
principles of OOPs like abstraction and encapsulation. Hopfield neural network trained as desired value of key. After
learning of Hopfield neural network code saved and communicate to different platform on which particular mobile
agent execute assigned activity after successful authentication of agent.

5.1 Case Study

The following are the implementation's steps: -

Step 1 — Input to the system is taken as original message and receiver user id as given: original message = “Secret
message for receiver” receiver_user id =5

Step 2 — In this step key is provided through an interface. Assume key = “1100” (input).

Step 3 — Encryption is done using AES algorithm by taking the original message and receiver_user_id. The
encryption takes place as follows: encrypted key = AES_FUNCTION (original message + “*” + receiver user id)=
“pr90beU70XUJsU6K86JL/DHHUO9kkGRqxFetZISQDFE="This generates the encrypted key.

Step 4 — Bipolar array is calculated using the formula: if(input[i]==0) bipolar[i]=-1 else bipolar[i]=1

Step 5 — The weight matrix is calculated using:

weight[row][col]=bi[row]*b[col], wight[row][row]-=1

Step 6 — The training matrix is calculated using weight matrix.

training matrix[row][col] +=weight[row][col]

Step 7 — In this step the HNN model is implemented to find out the two arrays i.e. pattern [], wt[] in the next two
steps.

Step 8 - The w, matrix is the same as the training matrix that we have calculated earlier. w;, [row][col]=training
matrix[row][col]

Step 9 — The pattern array is calculated using the formula given below:
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If (input[i]==0) pattern[i]=false else pattern[i]=true

As input = “1100”, pattern= [true, true, false, false]

Step 10 — After this step of calculating pattern array, the activation function is implemented using w, matrix.
Square matrix w, matrix uytilizing for input of single layer neural Network. The neurons are initialised using these
values for weights.

Step 11 - The threshold Function is utilized for bounding the outcome of neuron. Hyperbolic tangent (tanh)
function utilize as threshold function.

Step 12 — Save the results obtained following the implementation of HNN in the key_in_final variable.

Step 13 - The variable value key_in_final is then passed to the AES function, which thereby checks if the
request_user_id is correct or not.

Step 14 - If the user_id is correct, authentication is success, and hence the decrypted message is shown. If incorrect,
authentication is failed and the message is not shown.

128 Bit Encrypfed Block

INV ADDITION of
Round Kev

INVERESE SHIFT ROW
INVERSE BYTE SUB

TINVERSE ADD Round
Key

Key of Round 1

INVERSE MIX
COLUMNS

INVERSE SHIFT ROW
INVERSE BYTE SUB

INVERSE ADD Round
Key

10,12 and 14 Round

Key of Round 1

128 Bit Plain fext

Fig. 6. Encryption in AES

128 Bit Input tezt

ADDITION of Round
Key

Key of Round 1

BYTE SUM

MIX COLUMNS

ADDITION OF
ROUNDKEY

Round Key 10,12 and 14 Round

BYTE SUM

Key of Round 1

128 Bit Encrypted Text

Fig. 7. Decryption in AES
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Figure 8 depicts the execution of the suggested system in which successful authentication has been achieved. Prior
to execution or resource access, authentication is a step that must be completed in order for any fake mobile agent to
access any platform's resources. In Figure 9 authentication is not successful for mobile agent.

VQ Hopfield Neural Network |
Weight Matrix for the Hopfield Neural Network
0 7 -7 -7
7 0 -7 -7

-7 -7 0 7

-7 -7 7 0
Click "Train" to train the following pattern:

1 o ® o 0
Click "Run" to see output pattern:
1 HElo o
Clear Train Run

Fig. 8. HNN Implementation (Authentication successful)

' ® Hopfield Neural Network
Weight Matrix for the Hopfield Neural Network:
0 -7 7 -7
-7 0 -7 7
7 -7 0 -7
-7 7 -7 0

Click "Train" to train the following pattern:
1 18 18 o
Click "Run" to see output pattern:

Clear Train Run

Fig. 9. HNN Implementation (Authentication failure)

In proposed methodology the key generation is done by using machine learning approach (Hopfield neural
network). In symmetric key cryptography three is a requirement of secure key sharing among n number of mobile agent.
But sharing of secret key in open environment is not secure. One major advantage of using machine learning (Hopfield
neural Network) no need to sharing secret key in malicious environment. Each and every mobile agent generate the
secret key on particular platform for authentication. After the implementation of proposed methodology, it was
observed that the tuun arornd time for generation of key taken using HNN is optimal as compared to existing models
as present in Table 1.

Table 1. Comparison of time regiured by Hopfield neural network, Multilayer perceptron network and Recurrent neural network

Number of iterations
Models 1 10 100 1000
HNN 3ms 217 ms 470 ms 1101 ms
Multilayer Perceptron 50 ms 486 ms 603 ms 1440 ms
Recurrent neural Network 357 ms 362 ms 439 ms 1235 ms

In Figure 10 shown the graphically presentation of Comparison of time taken by Hopfield neural network,
Multilayer perceptron network and Recurrent neural network. It was observed that Hopfield neural network if optimal
approach.
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ANALYSIS OF PROPOSED APPROACH

—o— HNN Multilayer Perceptron Recurrent neural Network

4000
3500
3000
2500
2000
1500
1000 /
500 " o
0 ’ &
1 10 100 1000
NUMBER OF ITERATION

TIME IN MILI SECOND

Fig. 10. Comparison between Hopfield neural network (blue line), Multilayer perceptron network (red line) and Recurrent neural network (green line)

6. Conclusion and Future Scope

The HNN, a type of single layer perceptron network, is utilized for generation of secret key at the time execution
of mobile agents on host. The outcome from any intermediate channel can be use as the private key because HNN has
the ability to generate cycles of the inputs and the outputs, and encoding and decoding function share only sender and
receiver. So the chances of attack on mobile agent and platform vesry less and the key generated from HNN is then
used with AES to encrypt all the information which makes our data super secure and third level of security is then
provided by encoding which makes data non readable without know the correct mapping of characters. Due to this
reason the probability of attack and decryption of sensitive information becomes quite low. In future researcher can
develop higher optimal technology for key generation better than HNN methodology, and also design another
encryption and decryption methodology which better than AES.
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