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Abstract: Steganography attempts to conceal messages in plain sight while steganalysis seeks to identify them or, more 

importantly, to extract the embedded data. Low-payload and spatially localized steganographic embedding is 

increasingly used to evade detection by classical steganalysis methods. While such strategies preserve global image 

statistics and remain visually imperceptible, they can disrupt natural pixel-level behavior. This work proposes a 

behavioral steganalysis framework inspired by process mining that detects image steganography by analyzing localized 

behavioral deviation using regional behavioral contrast and behavioral amplification. Experiments on lossless grayscale 
PNG images from the USC SIPI database and 10,000 images from the BOWS2 dataset using 1-bit LSB embedding 

show that the proposed framework reliably identifies steganographic embedding. On the USC SIPI dataset, 

conventional statistical detectors, including chi-square analysis and the StegExpose tool, showed limited detection 

capability under the evaluated localized embedding settings. Despite high perceptual quality of stego images (PSNR > 

55 dB), significant behavioral deviation is consistently observed within embedded regions. These results demonstrate 

that the proposed process mining-inspired framework provides an interpretable and complementary direction for image 

steganalysis, particularly under low-payload and localized embedding scenarios. 

 

Index Terms: Steganalysis, Process Mining, Behavioral Modeling, LSB Embedding, Digital Image Forensics, 

Localized Steganography. 

 
 

1. Introduction 

Digital images have become a dominant medium for communication in modern information systems. At the same 

time, images have increasingly been exploited as covert carriers for hidden communication through steganography [1]. 
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Cryptographic techniques focus on making the content of a hidden message unreadable while steganography seeks to 

conceal the very existence of hidden message, thereby posing a significant challenge for digital forensics and 

multimedia security [2,3]. As steganographic techniques continue to evolve toward utilizing lower payloads in carrier 

images and localized embedding strategies for hiding messages, the development of interpretable steganalysis methods 

remains an open research problem [4,5]. 

The early methods of steganalysis were based on visual analysis and global statistical analysis. Histogram 

comparison, Chi-square analysis, Regular-Singular (RS) analysis, and sample pair analysis were developed to detect the 

statistical anomalies caused by embedding procedures, especially in LSB-based steganography [6]. Although useful 

under certain conditions, these methods tend to be inefficient in low payload cases and in their reliance on global 

statistics of the image [7].  

The current state of steganalysis has been pushed forward by machine learning and deep learning methods, which 
identify characteristic features in labeled samples to provide high detection rates [3,8]. Although effective, these 

methods also introduce new issues in the forensic analysis process. These methods are highly sensitive to the 

availability of representative training samples, embedding models, and payload assumptions. Additionally, the decision-

making process of these models is not transparent, providing little information on why an image is identified as 

steganographic. 

Concurrently, a useful paradigm for analyzing behavioral phenomena in event-driven systems is process mining. 

Process mining is a data-driven technique that analyzes event logs to reconstruct and visualize the actual behavior of 

processes [9]. It has been successfully applied in areas such as business process analysis, healthcare, and security 

monitoring, including anomaly detection using behavioral deviation [10,11]. However, process mining has not been 

investigated in the context of image steganalysis. 

The motivation of this research lies in visualizing the pixel-level activity in digital images, particularly at the LSB 
level, as a behavioral process. Steganographic embedding introduces transition pattern changes and artificial regularity, 

which disrupts the natural behavior of pixel groups. Based on this observation, this research work proposes a framework 

for steganalysis that models, compares, and measures pixel-level behavior in clean and stego images based on process 

mining principles. 

The main contributions of this work are summarized as follows: 

 

 A new approach to image steganalysis is proposed in this research, where the LSB activity at the pixel level is 

modeled as a behavioral process. A systematic approach is developed to transform images into event logs. The 

approach uses behavioral analysis to detect the anomalies caused by steganographic embedding. 

 The approach clearly identifies the differences in behavioral patterns between the embedded area and the non-

embedded background of the same image. Unlike supervised learning approaches, the proposed framework 
does not require labeled training data or pretrained models. Clean images are used solely for experimental 

validation. 

 The idea of behavioral amplification is developed to quantify the impact of embedding relative to the natural 

variability in images. This approach eliminates the need for fixed thresholds or general statistical models. 

 Experiments were carried out on lossless grayscale PNG images from the USC SIPI Image Database and an 

additional set of 10,000 images from the BOWS2 dataset with localized 1-bit LSB embedding.   

2. Background 

In this section, we review existing literature on image steganalysis and place the proposed framework within the 

broader research landscape. 

2.1. Image Steganalysis 

Early research in image steganalysis was based on visual inspection, histogram analysis, and statistical tests in 

order to detect the anomalies introduced due to embedding. A seminal contribution by Westfeld and Pfitzmann [12] 

introduced the chi-square attack, which detects irregularities in the distribution of LSBs. Shortly thereafter, Fridrich et 

al. [13] proposed RS analysis, which evaluates changes in pixel smoothness under controlled LSB flipping to estimate 

both the presence and approximate payload of hidden data. Related techniques, including sample pair analysis and 

optimization-based strategies, further exploited inter-pixel dependencies to enhance detection reliability [14]. These 

statistical methods established the foundation of image steganalysis by exploiting changes in global image statistics. 

However, their effectiveness decreases for low-payload, localized, or adaptive embedding schemes, where embedding 

introduces only subtle changes to the overall statistical characteristics of the image [3,7]. 

To better capture dependencies between neighboring pixels, researchers explored Markov-based steganalysis, 
where transitions between neighboring pixel values or image residuals are modeled using Markov chains. Sullivan et al. 

[15] demonstrated that Markov transition statistics provide a richer representation of image structure than global 

statistical measures, while later studies further extended these ideas for image steganalysis [16]. Although these 

methods improved detection performance, they primarily rely on transition probabilities as statistical features and do 
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not explicitly model or interpret pixel behavior at the regional level. 

To address these limitations, machine learning-based steganalysis emerged. Rather than relying on single statistical 

tests, these methods extract high-dimensional representations that capture subtle spatial dependencies within images. 

The Subtractive Pixel Adjacency Matrix (SPAM) and the Spatial Rich Model (SRM) represent notable milestones in 

this direction, which are often combined with SVMs or ensemble classifiers [17,18]. By modeling richer spatial 

relationships, these approaches significantly improved detection performance, particularly for moderate embedding 

payloads. However, their effectiveness depends on the extracted features, whose discriminative capability may vary 

across embedding algorithms and payload settings. 

The success of machine learning-based methods subsequently motivated the adoption of deep learning techniques, 

which automatically learn discriminative representations directly from image data. Convolutional neural networks 

(CNNs), introduced to this domain by Qian et al. [19], demonstrated the feasibility of learning discriminative 
representations directly from image data without handcrafted features. Subsequent architectures, including SRNet and 

residual-based CNN variants, have achieved state-of-the-art performance across diverse embedding algorithms and 

payload settings [20,21]. More recently, deep learning-based steganalysis has continued to evolve through entropy-

guided feature learning, multi-scale residual networks, and dual-path feature enhancement, enabling improved feature 

extraction and robustness against increasingly sophisticated embedding schemes [22]. These methods have further 

advanced detection accuracy, particularly for adaptive steganographic techniques. 

Recent studies explore hybrid models that incorporate attention mechanisms and graph-based representations to 

understand complex pixel relationships [25,26]. Although these approaches continue to improve detection accuracy, 

they generally rely on large labeled datasets and considerable computational resources, while offering limited 

interpretability of the learned decision process.  

2.2. Behavioral Perspectives and Process Mining 

Natural images are characterized by strong spatial dependencies due to spatial correlation, texture, and image 

acquisition methods. However, embedding information through steganography disrupts these dependencies.  

Consequently, this disruption leads to steganalysis techniques that examine relationships between pixels rather than 

focusing on isolated statistics [13,14]. However, most of the steganalysis methods still consider images as fixed objects 

defined by global distributions or feature vectors. They primarily summarize statistical properties without explicitly 

modeling how pixel-level behavior evolves across spatial positions. At the same time, process mining has become an 

effective approach for discovering, analyzing, and monitoring behavioral patterns in event-driven systems. By modeling 

systems as sequences of events organized as cases and activities, process mining helps to identify structural patterns, 

deviations, and anomalies [9]. It has been successfully applied in business process analysis, healthcare workflows, and 

security monitoring, including identifying anomalies based on behavioral changes [10,11]. These use cases demonstrate 

how process mining can reveal subtle behavioral shifts that static statistical summaries might overlook. 

2.3. Positioning of the Present Work 

The present study introduces a behavioral steganalysis framework based on process mining principles. Unlike 

classical statistical methods that rely on global distributional assumptions, and unlike learning-based approaches that 

depend on training data and black-box decision models, the proposed method models pixel-level LSB activity as an 

event-driven process. It quantifies the behavioral changes caused by steganographic embedding through a comparative 

regional analysis. This leads to the idea of behavioral amplification compared to natural image variability. By offering 

an understandable, region-aware, and training-free perspective, the proposed method enhances existing steganalysis 

techniques and addresses key limitations of prior work. Although the proposed framework is based on LSB transition 

information, it is fundamentally different from conventional Markov-based steganalysis. Markov-based methods 

directly model transition probabilities as statistical features for detection, whereas the proposed framework uses 

transition information only as an intermediate representation for behavioral modeling. By organizing pixel transitions 

into event traces and deriving interpretable behavioral measures, the proposed approach provides a process mining-
inspired perspective for analyzing localized steganographic embedding. 

3. Methodology 

This section presents the proposed process mining-inspired steganalysis framework for detecting steganographic 

embedding through the analysis of behavioral deviations in image regions. 

3.1. Overview of the Proposed Framework 

The core idea behind the present study is to compare regional behavioral patterns between clean and stego images 

and quantify how embedding amplifies behavioral deviation beyond what naturally occurs in an image. The architecture 

of the proposed steganalysis framework is illustrated in Fig. 1.  
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Fig. 1. Proposed Steganalysis Framework. 

3.2. Image Model and Preprocessing 

Let an input grayscale image    of size     be denoted using (1) as follows: 

 

                  (1) 

 

Each pixel intensity        is represented using 8-bit binary encoding. The LSB plane is extracted using (2). The 

binary plane obtained forms the basis for behavioral analysis. 
 

                        (2) 

 

For controlled evaluation, steganographic embedding is performed by replacing the LSBs within a localized region 

of interest (ROI) with the most significant bits of a secret image. Outside the ROI, in the region referred as background, 

the pixel values remain unmodified. 

Event Log Construction 

In order to map process mining to steganalysis, the input image is transformed into an event log by interpreting 

pixel-level behavior as event-driven activity as discussed below: 

 

CaseID 

In process mining, a case corresponds to an individual process instance. In the proposed framework, pixels are 

grouped into cases based on their intensity proximity in order to capture consistent behavioral patterns. Thus, the case 

identifier c for a pixel at position       is defined using (3) as provided.     

 

 
   

      

 
  

(3) 

 

This equation groups together the pixels that differ only in their least significant bit, thereby ensuring that each 

case represents a stable pixel intensity baseline while allowing LSB variations to be observed as behavioral changes. 
Thus, the pixels that differ only in LSB get the same case ID. Therefore, the case definition isolates the bit-level 

behavior from visual content behavior. 

Activity 

Every pixel generates an activity defined by its LSB. The activity space consists of two activities, LSB0 and LSB1, 

corresponding to LSB values of 0 and 1, respectively, as defined in (4). This binary activity encoding captures the 

fundamental unit of behavior induced by LSB-based steganographic embedding. Different pixel values can produce the 

same activity.  

 

                (4) 

Trace Construction 

A trace in process mining shows a sequence of activities linked to one case. In the proposed model, traces are 
formed by arranging pixel activities based on a set path through the image, such as scanning row by row or column by 

column. Unless otherwise specified, traces are constructed using a row-wise raster scan (left-to-right and top-to-bottom), 

ensuring a consistent traversal order for all images throughout the experiments. For a given case  , the trace is defined 
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by (5), where each                corresponds to the LSB activity of a pixel assigned to case c encountered during 

traversal. 

 

                 (5) 

 

Each pixel thus contributes an event        , and the complete image is represented as a collection of traces      
forming a structured event log. This representation allows the use of process mining techniques to analyze LSB 

behavior in terms of persistence, alternation, and transition dynamics, as described in subsequent sections. This enables 
the detection of deviations introduced by steganographic embedding. 

Fig. 2 illustrates the construction of event traces from a 2×2 grayscale image, showing the mapping from pixel 

intensities to cases, activities, and traces. 

 

 

Fig. 2. Illustration of an Event-Log Construction from a 2×2 Grayscale Image. 

3.3. Behavioral Modeling 

Following the construction of event log, the next step is to model the behavioral structure of LSB activities across 

traces. In process mining, behavioral modeling focuses on the order and frequency of activities within traces. It captures 

how execution behavior changes rather than relying on static summaries [9]. 

Every trace    as defined in (5) represents the ordered sequence of LSB activities observed for pixels grouped 

under the same intensity-based case  . Since the activity space is binary consisting of            , only four possible 

relations can occur between consecutive activities as shown in (6). 

                                         (6) 

These relations correspond to two basic behavioral patterns: persistence, which reflects the stability in LSB values, 

and alternation which reflects the switching behavior between LSB values. These relations form the basis of behavioral 

modeling in process mining and help characterize regularity and deviation in execution behavior [27]. 

To obtain a global behavioral representation of the image, transition frequencies are aggregated across all traces, 

resulting in the transition matrix as given by (7), where     denotes the number of occurrences of the transition      

    . This matrix is similar to the graph representation often used in process mining [9]. 

 
   [

      

      
 ] 

(7) 

While the matrix captures complete behavioral information, raw frequencies depend on image size and pixel 

distribution. For meaningful comparison across images, normalized behavioral metrics are derived from this matrix. 
These metrics are calculated to quantify LSB dynamics in a clear and interpretable manner. Similar normalization 

strategies are commonly used in process mining–based anomaly detection to compare behavioral patterns across logs of 

different sizes [10]. 

The persistence ratio, which measures the tendency of LSB values to remain unchanged, is defined using (8) 

given below.: 

 
  

       

∑       

 
(8) 

The alternation ratio, which measures the degree of switching between LSB values, is computed using (9) given 

below. 
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∑       

 
(9) 

 

These metrics summarize the behavioral characteristics of LSB evolution without relying on absolute pixel counts. 

Natural images exhibit strong local dependencies, which leads to higher persistence and lower alternation. In contrast, 

LSB-based steganographic embedding disrupts these dependencies and exhibits increasing alternation while preserving 

a statistically balanced global LSB distribution. 

3.4. Regional Behavioral Contrast 

While the behavioral metrics defined in Section 3.3 summarize global LSB dynamics, natural images are complex. 

They are inherently heterogeneous and exhibit local variations due to texture, edges, and illumination. Such variability 

can hide effects introduced due to embedding if only global measures are considered. To address this, we use a regional 

behavioral comparison strategy. This approach is consistent with localized steganalysis approaches reported in the 
literature [13]. 

The image is partitioned into two disjoint regions: 

 

● Region of Interest (ROI): the embedded or suspected region, 

● Background (BG): the remaining non-embedded region. 

 
Behavioral metrics are computed independently for each region. Regional behavioral contrast is defined as the 

absolute difference between corresponding metrics as given in (10), where   denotes the persistence ratio and   denotes 

the alternation ratio. 

 

                       (10) 

 

This contrast indicates the deviation in behavior within an image, capturing how LSB dynamics in the ROI differ 

from the natural baseline as seen in the background. In clean images, these contrasts are expected to be small because 

both regions tend to have similar pixel dependency structures. However, localized LSB steganographic embedding 

disrupts these dependencies, causing an increase in the behavioral contrast between ROI and BG. Previous studies have 
shown that similar region-based comparative methods can enhance sensitivity in steganalysis, especially for localized or 

low-payload embedding [28]. 

3.5. Behavioral Amplification 

Although regional behavioral contrast highlights localized deviations, its absolute magnitude may still depend on 

image content and texture complexity.  To separate embedding effects from inherent natural variability, a behavioral 

amplification measure is introduced. 

Let         and         represent the regional behavioral contrasts calculated for stego and clean images, 

respectively. Behavioral amplification    is calculated using (11), where   is a small constant added to for numerical 

stability. In the present study, ε was empirically set to 10−9, which is sufficiently small to avoid division-by-zero and 

numerical instability. 
 

 
   

         

         
         

(11) 

 

In this study, the clean image is used solely to establish a controlled baseline for quantifying embedding-induced 

behavioral deviation and validating the proposed framework. 

The behavioral amplification    measures the relative rise in behavioral deviation caused by embedding, adjusted 

for natural variability within images. Similar normalization methods are often used in process mining-based anomaly 
detection to separate abnormal behavior from background noise [9,10]. 

3.6. Detection Rule 

Presence of steganography in an image is detected by evaluating absolute regional contrast and relative behavioral 

amplification together. An image is identified as stego when it meets these conditions:  

 

1. The stego contrast is much higher than the clean contrast. This shows that embedding has changed the LSB 

transition behavior more than natural variation does. 

2. The behavioral amplification must be greater than what is normally expected from the image's inherent 

variability.  
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4. Implementation Details 

All experiments have been implemented in Python 3.x using the following Python libraries: NumPy and Pillow for 

image processing, SciPy for statistical analysis, and Matplotlib for visualization. All images are processed in 8-bit 

grayscale format. 

4.1. Dataset and Preprocessing 

Experiments were conducted on two publicly available benchmark datasets: the USC SIPI Image Database 

(http://sipi.usc.edu/database/) and the BOWS2 dataset [29,30]. The USC SIPI dataset consists of grayscale PNG images 

of size 512 × 512 and includes widely used standard test images such as Aerial, Airplane, Boat.512, Car and APCs, 
Couple, Gray21.512, Stream and Bridge, Tank, Truck, and Truck and APCs, which exhibit varied texture, structural 

complexity, and intensity distributions and are commonly employed in image processing research. To further evaluate 

the generalizability of the proposed framework, additional experiments were conducted on the BOWS2 dataset, 

comprising 10,000 grayscale images resized to 512 × 512 pixels. The secret image, used for embedding, is also obtained 

from the same SIPI database, a grayscale PNG image (the Moon image) of size         pixels. Prior to processing, 

all images are converted to unsigned 8-bit integer format.  

4.2. Steganographic Embedding and Payload Control 

Steganographic embedding has been performed using 1-bit LSB replacement within a square region of interest 

(ROI) located at the top-left corner of the image. Only pixels inside the ROI are modified, while pixels outside in the 

background region remained unchanged. The payload size is controlled by varying the ROI dimensions. Specifically, 

three ROI sizes are used: 
 

● (64 x 64) pixels (4096 embedded pixels), 

● (128 x128) pixels (16384 embedded pixels), 

● (256 x 256) pixels (65536 embedded pixels). 
 

For a given ROI size        embedding is performed as given in (12): 

 

                                                              (12) 

 

where the most significant bit (MSB) of the secret image has been embedded into the least significant bit (LSB) of the 

cover image. This approach simulates low-payload, localized embedding, which is known to be difficult to detect. 

5. Results and Discussion 

This section presents the experimental evaluation of the proposed framework. The USC SIPI image database is 

first used for detailed qualitative and quantitative analysis of the proposed behavioral measures. Subsequently, large-

scale validation is performed on the BOWS2 dataset comprising 10,000 grayscale images to evaluate the robustness and 

generalizability of the framework. For each cover image, localized steganographic embedding is performed using 1-bit 

LSB replacement within a square region of interest (ROI), while pixels outside the ROI remained unmodified. All 

experiments have been conducted under identical conditions across the dataset to ensure fair and consistent evaluation. 

The results obtained are discussed next. 

5.1. Visual Analysis and Embedding Verification 

Visual analysis of images verifies the perceptually indistinguishable behavior obtained between the stego images 

and their corresponding cover images. No visible artifacts or structural distortions have been observed in any of the 
stego images, even under close examination. The cover and stego images are shown in Table 1.  

This qualitative observation is supported by Peak Signal-to-Noise Ratio (PSNR) which measures the quality of 

stego image S compared to its original or cover image C. It is calculated using (14), where MSE, the mean squared error 

between images has been computed using (13), and MAX refers to the highest possible pixel value in Image I, such as 

255 for 8-bit images.  

 

 

    
 

   
∑ ∑                

   

   

   

   

 

(13) 

 

 
              

    

   
 

(14) 

 

http://sipi.usc.edu/database/
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Our analysis showed high PSNR values that consistently exceeded 55 dB across the dataset. This finding indicates 

that the embedding process caused very little visual distortion. Table 1 shows the results. The results confirm that the 

proposed embedding strategy keeps perceptual quality intact, and any detected anomalies are not due to visible image 

degradation. 

Table 1. Cover and Stego Images and the Corresponding PSNR Values. 

Image Cover Image Stego Image PSNR (dB) 

Aerial 

  

57.16 

Airplane 

  

57.30 

Boat.512 

  

57.20 

Car and 
APCs 

  

57.15 

Couple 

  

57.18 
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Gray21.512 

  

56.10 

Stream and 
Bridge 

  

57.00 

Tank 

  

57.28 

Truck 

  

57.09 

Truck and 
APCs 

  

57.15 

 

To further check the location of embedding, the LSB maps and LSB difference maps were examined. While the 

stego images looked visually the same as the cover images, the LSB maps showed slight changes at the bit level. The 

LSB difference maps clearly pinpointed these changes to the predefined ROI. This confirms that pixel changes were 

limited to the intended embedding area and that no unintended changes happened elsewhere in the image. 
Representative examples of the clean and stego LSB maps, and the LSB difference map are illustrated in Fig. 3. 

These visualizations demonstrate that, although embedding remains imperceptible at the image level, it introduces 

structured changes at the LSB level that are later captured by the proposed behavioral analysis. 
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Fig. 3. LSB Difference Map for the Aerial Image. 

5.2. Regional Behavioral Contrast 

Table 2 reports the regional behavioral contrast for clean and stego images in terms of persistence P and alternation 

A metrics. These metrics are calculated using (8) and (9) respectively. 

Table 2. Regional Behavioral Contrast on SIPI PNG Images. 

Image Clean Contrast (P/A) Stego Contrast (P/A) 

Aerial 0.0011 0.1822 

Airplane 0.0007 0.1721 

Boat.512 0.0007 0.2222 

Car and APCs 0.1376 0.1668 

Couple 0.0011 0.2187 

Gray21.512 0.0000 0.1334 

Stream and Bridge 0.0000 0.2678 

Tank 0.0513 0.1267 

Truck 0.1682 0.0967 

Truck and APCs 0.0545 0.0458 

 

Across the dataset, images such as Couple, Aerial, Airplane, and Boat.512 exhibit very low clean contrast (≈ 

0.0007–0.0011), indicating stable baseline LSB transition behavior. After embedding, contrast increases substantially (≈ 

0.17–0.22), reflecting measurable deviation in transition structure. This suggests that embedding introduces systematic 

changes in local LSB dynamics in images with stable natural behavior. Tank also shows higher stego contrast as 
compared to clean contrast. 

Similarly, Gray21.512 and Stream and Bridge show nearly zero clean contrast and non-zero stego contrast (0.133-

0.268). This further confirms that embedding disrupts consistent LSB transition patterns. In contrast, Truck, Truck and 

APCs, and Car and APCs have relatively higher clean contrast (approximately 0.05 to 0.16). This suggests greater 

intrinsic LSB variability, likely due to texture complexity. In these cases, the absolute difference between clean and 

stego contrast is smaller. This indicates that the changes caused by embedding compete with natural random variation. 

These results show that behavioral contrast effectively captures the changes caused by embedding, especially in images 

with stable baseline LSB dynamics. 

5.3. Behavioral Amplification 

To normalize the differences caused by embeddings compared to natural image variability, we calculated 

behavioral amplification using (11). The results are shown in Table 3. 

Table 3. Behavioral Amplification on SIPI Images. 

Image Behavioral Amplification      

Aerial 163.26 

Airplane 238.85 

Boat.512 322.13 

Car and APCs 1.21 

Couple 205.96 

Gray21.512 1.33×10⁸ 

Stream and Bridge 2.68×10⁸ 

Tank 2.47 

Truck 0.6 

Truck and APCs 0.84 
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As shown in Table 3, structurally stable images show strong behavioral amplification. Images like Couple, Aerial, 

Airplane, and Boat.512 demonstrate behavioral amplification ranging from 163× to 322×. This indicates that embedding 

substantially increases behavioral deviation compared to the baseline. 

Extremely large behavioral amplification values are observed for Gray21.512 and Stream and Bridge (10⁸ order of 

magnitude). These high values result from near-zero clean contrast combined with measurable stego deviation. This 

reflects high sensitivity of the proposed framework under stable baseline conditions. 

Moderate behavioral amplification is observed for Tank and Cars and APCs which suggests that deviation is 

detectable but less pronounced. 

Conversely, Truck and Truck and APCs yield behavioral amplification values below unity. In these images, natural 

LSB variability is already substantial, and embedding does not produce proportionally larger behavioral deviation. This 

indicates that texture-driven intrinsic variability can reduce relative behavioral amplification, though not necessarily 
eliminate embedding-induced effects. 

5.4. Detection 

The detection criteria in the framework were applied to all test images by evaluating regional contrast and 

behavioral amplification together. Structurally stable images, which have low baseline contrast, consistently met both 

detection conditions. In these cases, stego contrast was much higher than clean contrast, and behavioral amplification 

values were large, often exceeding 150×. The deviation caused by embedding was clearly dominant over the natural 

LSB behavior, allowing for confident identification of stego images. 

For structurally unstable images, intrinsic LSB variability was much higher. In these images, natural fluctuations 

reduced the impact of the deviation caused by embedding. As a result, the behavioral amplification values were smaller 

and sometimes close to one, indicating that the deviation did not significantly exceed the baseline variability. 

To address this behavior, the detection rule is adjusted by including structural stability into the decision-making 
process. In images with higher baseline contrast, a larger behavioral amplification is needed before classifying the 

image as stego. If the embedding deviation does not clearly exceed intrinsic variability, the image is seen as 

behaviorally inconclusive rather than stego. 

This refinement, which considers stability, keeps detection reliable in stable images while preventing 

overconfident classifications in unstable ones. By grounding detection confidence in measurable baseline behavior, the 

framework naturally fits the specific characteristics of each image instead of depending on a single global threshold. 

5.5. Payload Sensitivity 

To evaluate the robustness of the proposed behavioral framework under varying embedding strengths, behavioral 

amplification was measured at three payload levels: 4096, 16384, and 65,536 pixels and the results are presented in 

Table 4. 

Table 4. Payload Sensitivity Analysis. 

Image Embedded Pixels 

 4,096 pixels 16,384 pixels 65,536 pixels 

Aerial 251.55 157.86 163.26 

Airplane 198.15 303.91 238.85 

Boat.512 454.79 309.25 322.13 

Car and APCs 0.26 1.13 1.21 

Couple 315.54 207.78 205.96 

Gray21.512 8.84×10⁷ 1.74×10⁸ 1.33×10⁸ 

Stream and Bridge 1.76×10⁸ 3.06×10⁸ 2.68×10⁸ 

Tank 1.48 2.80 2.47 

Truck 0.08 0.61 0.60 

Truck and APCs 1.37 0.41 0.84 

 

Structurally stable images such as Couple, Aerial, Airplane, and Boat.512 show high behavioral amplification 

across all payload levels. There is a noticeable strong deviation even with the smallest payload. Tank shows low 

behavioral amplification across all payload levels. Images with near-zero baseline contrast like Gray21.512, Stream, 

and Bridge show extremely large behavioral amplification, indicating high sensitivity under stable LSB dynamics. On 

the other hand, texture-dominated images like Car and APCs, Truck, and Truck and APCs show weak and inconsistent 
behavioral amplification, which indicates that the intrinsic LSB variability affects detection strength. Overall, 

behavioral amplification is influenced more by baseline stability than by payload size alone. 

5.6. Comparison with Classical Steganalysis Tools 

5.6.1. Chi-Square Analysis 

The chi-square attack, introduced by Westfeld and Pfitzmann [12], detects LSB steganography by measuring 

deviations in pair-of-values distributions. In our experiments, the global chi-square steganalysis has produced extremely 
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small or numerically zero p-values for both clean and stego images across the USC SIPI dataset. This behavior indicates 

sensitivity to global LSB imbalance rather than localized embedding and confirms the known limitations of chi-square 

analysis under spatially confined payloads. 

5.6.2. StegExpose 

For comparative evaluation, StegExpose [31], an open-source steganalysis tool that integrates chi-square testing, 

RS analysis, sample pair analysis, and related statistical detectors, was applied to all images in the dataset. Across the 

full set of experiments, StegExpose did not flag any stego image as suspicious. The internal decision indicator (―Above 

stego threshold?‖) remained false in every instance, despite the presence of embedded payloads ranging from 6 bytes to 

3870 bytes. Chi-square p-values were frequently reported zero or extremely small for stego images, offering no 

meaningful discrimination under localized embedding. Similarly, RS analysis and sample pair statistics produced low to 

moderate values that did not exceed StegExpose’s predefined detection thresholds. As a result, the final fusion scores 
remained consistently low—typically below 0.08—leading to negative detection decisions across all stego samples. 

These findings indicate that the classical statistical detectors implemented within StegExpose are primarily sensitive to 

global LSB distribution distortions. When embedding is spatially confined and payload is limited, global statistics may 

remain largely unchanged, thereby reducing the effectiveness of such methods. In contrast, the proposed behavioral 

framework evaluates intra-image deviation by explicitly comparing regional LSB dynamics within the same image. 

This localized comparison allows embedding-induced disturbances to be interpreted as behavioral anomalies relative to 

the image’s own baseline structure. 

An additional advantage of the framework lies in its interpretability. Detection strength can be directly associated 

with measurable behavioral stability in the cover image, making it possible to understand why certain images yield 

stronger separability than others. This advantage over black-box learning-based methods highlights the suitability of the 

proposed approach for forensic and investigative settings. 

5.7. Validation on the BOWS2 Dataset 

To further evaluate the generalizability of the proposed framework, additional experiments were conducted on the 

BOWS2 dataset [29,30], which comprises 10,000 grayscale images. The same preprocessing, localized 1-bit LSB 

embedding strategy, and behavioral analysis procedure used for the USC SIPI dataset were applied. Owing to the large 

size of the dataset, presenting image-wise results is impractical. Therefore, the results are summarized using 

representative statistics. 

The perceptual quality of the stego images was first evaluated using the Peak Signal-to-Noise Ratio (PSNR). 

Similar to the observations on the USC SIPI dataset, the embedding process introduced negligible visual distortion. All 

10,000 stego images exhibited PSNR values greater than 55 dB, with values ranging from 56.23 dB to 58.65 dB. These 

results confirm that the localized 1-bit LSB embedding remained visually imperceptible across the entire dataset, 

ensuring that the behavioral analysis is not influenced by visible image degradation. 
The regional behavioral contrast was then compared between the clean and stego images. For 88.77% (8,877 out of 

10,000) of the images, the stego images exhibited a higher regional behavioral contrast than its corresponding clean 

image, indicating that localized LSB embedding generally increased behavioral deviation. In the remaining 11.23% 

(1,123 images), the clean image showed equal or higher regional behavioral contrast, suggesting that the natural 

variability of the image was comparable to or greater than the changes introduced by embedding. These observations 

are consistent with the results obtained on the USC SIPI dataset and demonstrate that regional behavioral contrast 

effectively captures embedding-induced behavioral changes across a large and diverse image collection. 

Table 5 summarizes the distribution of behavioral amplification across the BOWS2 dataset. A total of 1,123 

images (11.23%) exhibited behavioral amplification values below 1, indicating that the behavioral deviation introduced 

by embedding did not exceed the natural variability of these images. The majority of the images (6,359 images; 63.59%) 

showed amplification values between 1 and 5, suggesting that embedding produced noticeable behavioral changes while 

remaining influenced by the underlying image characteristics. In contrast, 2,518 images (25.18%) exhibited behavioral 
amplification values of 5 or greater, demonstrating substantially stronger embedding-induced behavioral deviation 

relative to the natural baseline. Among these, 284 images (2.84%) produced amplification values exceeding 100. These 

exceptionally high values occurred in images with very low clean regional behavioral contrast, where even modest 

embedding-induced changes resulted in a large relative increase in behavioral deviation. Overall, these findings are 

consistent with the observations on the USC SIPI dataset and further demonstrate that the proposed behavioral 

framework effectively distinguishes embedding-induced changes across a large and diverse collection of images. 

Table 5. Distribution of Behavioral Amplification on the BOWS2 Dataset. 

Behavioral Amplification       Number of Images Percentage 

   < 1 1,123 11.23% 

1 ≤     < 5 6,359 63.59% 

    ≥ 5 2,518
*
 25.18% 

*
Among the 2,518 images with    ≥5, 284 images (2.84%) exhibited amplification greater than 100. 
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To evaluate the influence of embedding payload on the proposed behavioral framework, experiments were 

conducted using three region-of-interest (ROI) sizes corresponding to payloads of 4,096, 16,384, and 65,536 embedded 

pixels. The summary results are presented in Table 6. As expected, increasing the embedding payload resulted in a 

gradual reduction in PSNR, reflecting the larger number of modified pixels. Nevertheless, all stego images maintained 

PSNR values above 55 dB, confirming that the embedding remained visually imperceptible across all payload levels. 

Behavioral amplification was observed at all payload levels, indicating that the proposed framework consistently 

captured embedding-induced behavioral changes. While the average amplification varied across payloads, the 

differences were relatively small compared to the influence of the intrinsic characteristics of individual images. These 

findings suggest that baseline LSB behavior has a greater impact on behavioral amplification than payload size alone, 

consistent with the observations reported for the USC SIPI dataset. 

Table 6. Summary of Results for Different Embedding Payloads on the BOWS2 Dataset. 

Embedded Pixels Mean PSNR (dB) Images with PSNR > 55 

dB 

Mean Behavioral 

Amplification 

Median Behavioral 

Amplification 

4,096 69.30 100% 48.70 2.64 

16,384 63.23 100% 31.34 1.79 

65,536 57.18 100% 32.65 1.90 

 

Overall, the results obtained on the BOWS2 dataset are consistent with those observed on the USC SIPI dataset. 

These findings further support the use of behavioral modeling as a practical and interpretable approach for localized 

image steganalysis.  

6. Conclusion 

This study presents a behavioral framework for image steganalysis inspired by process mining. It models pixel-

level LSB activity as structured behavior instead of depending on global statistical tests or learned features. By 

modeling intra-image deviations through regional contrast and behavioral amplification, the approach offers a 

mechanism for detecting localized and low-payload embedding. The experimental evaluation was conducted on 

grayscale PNG images from the USC SIPI image database and the BOWS2 dataset. The results show that localized LSB 

embedding creates measurable behavioral disruption while remaining visually imperceptible (PSNR > 55 dB). The 

proposed method shows strong separability in structurally stable images, but detection strength decreases in images 

with high intrinsic LSB variability. The additional evaluation on the BOWS2 dataset, comprising 10,000 images 

demonstrated similar behavioral trends, indicating that the proposed framework generalizes well across different image 
collections. The findings suggest that behavioral amplification is closely linked to baseline structural stability. Images 

with stable LSB dynamics display noticeable embedding-induced deviation, while texture-dominated images show 

reduced relative improvement. These observations clarify the operational range of the framework and highlight the role 

of baseline structural stability in behavioral separability. For the experimental settings used in this study, conventional 

detectors such as chi-square analysis and StegExpose showed limited detection capability for the evaluated localized 

LSB embeddings on the USC SIPI dataset. Future work will extend the proposed framework to color and JPEG images, 

evaluate adaptive steganographic techniques, and explore reference-free behavioral analysis for practical applications. 

In summary, these results position behavioral modeling as a practical and useful direction for steganalysis in localized 

embedding scenarios. It offers clarity while identifying important boundary conditions. 
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