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Abstract: Detecting property insurance fraud is critical for reducing financial losses and ensuring fair claim processing. 

Traditional methods of detecting insurance fraud had several drawbacks, including no feature selection process, no 

hyper parameter tuning, lower accuracy, and class imbalance problems. To address the aforementioned shortcomings, 

this paper examines advanced ML (machine learning) techniques for accurately detecting property insurance fraud. To 

determine the best model for predicting fraudulent activities, this paper tested several machine learning models, 

including Gradient Boosting, classical ML classifiers, and Stacking Ensemble methods. To address class imbalance and 

improve model performance, the selected model incorporates proper feature selection, hyper parameter tuning, and 

SMOTE techniques (synthetic minority over-sampling). The Stacking Ensemble method outperformed the other ML 

models, achieving an accuracy of 96% and a recall of 94%. The experimental results show that the proposed stacking 

ensemble-based prediction scheme improves accuracy by 3.4% and recall by 2.7% over previous works. This article 

also includes a web application for assisting with property insurance fraud, which includes ML-based fraud prediction, 

question submission, answer checking, and blog post access. According to the findings, more than 54% of users 

expressed satisfaction with the web application's usefulness for detecting property fraud. 

 

Index Terms: Insurance fraud, machine learning, web application, Ensemble technique, Stacking, SMOTE. 

 

 

1.  Introduction 

Property insurance fraud can be defined as any act that attempts to defraud a property insurance process by 

providing false information. Early detection of insurance fraud can help companies and customers avoid serious losses. 

Currently, insurance fraud costs consumers hundreds of billions of dollars. According to [1], the global rate of claims 

fraud is nearly 4%, with the Asia Pacific region having the highest incidence. In 2021, the United States reported 

suspected fraud in 20% [2] of insurance claims, an increase over the previous year. This fraudulent activity cost 

American consumers USD 308.6 billion [3] per year, affecting both insurance companies and ordinary policyholders 

who lost money. Insurance fraud in the property and business sectors receives little media and prosecutorial attention. 

For many years, the insurance industry has been plagued by fraudulent claims. These frauds result in significant losses 

for all parties involved. Fraud can result in significant financial loss, increased premium costs, increased inefficiencies 

during process execution, and a loss of trust. Despite fraud detection systems, insurance companies continue to face 

inefficient and time-consuming processes. Traditional methods were unable to adapt to dynamic situations due to the 

presence of human workers and manual processes. Prolonged investigations delay payouts and reduce customer 

satisfaction. 

Fraudulent claims can lower profits and encourage similar behavior among policyholders [4, 5]. By 2024, the gross 

written premium market for property insurance in Bangladesh is expected to reach USD1.89 billion. This means that 

people in Bangladesh are willing to invest in insurance for protection and peace of mind. The gross written premium is 

expected to rise by 4.80% annually between 2024 and 2028, reaching USD 2.28 billion in 2028. Bangladesh's 

increasing demand for property insurance suggests that the sector has room for further growth [6]. Bangladesh's 
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property insurance market is expected to expand significantly due to increased awareness, economic development, and 

demand for protection against property-related risks. That is why creating an automated system can help protect against 

financial fraud. Insurance fraud has a significant financial impact on the insurance industry.  

Fraudulent claims cause significant losses in the property insurance industry. To reduce economic losses in the 

insurance industry, a machine learning-based property insurance fraud prediction system with high accuracy is required. 

Traditional fraud detection methods, while somewhat effective, frequently rely on manual processes and static rule-

based systems, which are limited in their ability to adapt to changing fraudulent behaviors [7, 8, 9, and 10]. This 

emphasizes the importance of automated methods that can adapt and learn. 

Currently, there are some literary works [11, 12, 13, 14, 15, 16, 17, and 18] on the development of property 

insurance fraud prediction systems. Existing works on the property insurance fraud prediction had several limitations, 

including a lack of an important feature selection process, a lack of a reliable dataset, increased false positives, a lack of 

proper hyper parameter tuning technique usage, a lack of normalization and data cleaning processes, a failure to use 

ensemble models such as stacking and bagging. The existing works suffered from issues like lower prediction accuracy 

and imbalanced dataset issues. They did not optimize the machine learning algorithm parameters to achieve the best 

prediction results. The existing works did not examine several necessary features for the property insurance fraud 

prediction system, including claim type, claim date, claim severity, discrepancies, suspicious circumstances, delayed 

reporting, witness statements, and surveillance evidence. Insurance fraud datasets are often skewed, with far fewer 

fraudulent claims than legitimate ones. Machine learning approaches that deal with unbalanced data can increase 

property insurance fraud detection rates while decreasing false positives.  

The existing research did not investigate the ideal balance of model complexity and interpretability. The existing 

research did not investigate data imbalance issues. They did not offer an automated system for property insurance fraud 

prediction assistance using any mobile or web application. To address these limitations, the goal of this paper is to 

create an automated system for detecting property insurance fraud with high accuracy by utilizing machine learning 

techniques. The system has three major components: data collection, preprocessing, and machine learning model 

implementation. By incorporating machine learning models into insurance operations, the system aims to improve fraud 

detection capabilities, operational efficiency, and the interests of both insurers and policyholders. This work aims to 

solve the data imbalance issues by using SMOTE techniques (synthetic minority over-sampling). This paper tries to 

increase the property insurance fraud prediction accuracy result by using the Stacking Ensemble method with proper 

feature selection and the hyper parameter tuning method. Our second goal is to develop a web application that includes 

property insurance fraud prediction, question assistance, and suggestion features for general users. The key 

contributions of this article are depicted as follows: 

 

(i) This paper employs several ML algorithms like SVM, XGBoost, naïve bayes, MLP, stacking ensemble, 

classical ML classifiers, boosting, and decision trees to accurately predict property insurance fraud incidents. 

(ii) This article creates a valid dataset of property insurance claims and applies advanced preprocessing techniques 

to address data imbalances and improve model training activities. The proposed property insurance fraud prediction 

model also incorporates appropriate feature selection, adaptive hyper parameter tuning, and proper normalization 

methods. 

(iii) This paper determines the best property insurance fraud prediction model by comparing the accuracy value, 

recall value, RMSE, MSE, and MAE values for different machine learning models. This paper also compares the 

proposed property insurance fraud prediction model to previous research. 

(iv) This article develops a web application with features like property insurance fraud prediction, question 

submission, answer assistance, home page, suggestions, and blog post submission, among others. This article also 

evaluates the web application's suitability by requesting user feedback on its features. 

 

Section two summarizes previous research on property insurance fraud prediction. Section three presents the main 

methodology of our proposed machine learning-based property insurance fraud prediction model, including evaluation 

results. Section four illustrates the web application's features. Section five reports on the web application's customer 

survey results. Section six summarizes the paper's findings and discusses research challenges. 

2.  Related Works 

The advancement of machine learning technologies has enabled novel solutions in a variety of industries, including 

property insurance. This section summarizes some related works on machine learning-based fraud prediction systems. 

In [11], the author predicted healthcare insurance fraud using the Random Forest (RF) and XGBoost classifiers and 

a Medicare dataset. They discovered that when combined with random undersampling to address class imbalance, the 

XGBoost algorithm outperformed the Random Forest method in terms of recall (87%) and overall accuracy (86%). The 

authors also identified key fraud prediction features, such as the average insurance claim amount reimbursed, mean 

duration, and specific claims. The authors' contribution is to apply the XGBoost algorithm to healthcare insurance fraud 

detection and show that it outperforms the widely used Random Forest method. However, they acknowledged that the 
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results could be influenced by the training data and suggested looking into additional provider-specific features to 

improve performance. They did not work on property insurance fraud detection and data unbalancing issue. 

In [12], the authors employed nine predictive models for detecting fraud in a Brazilian insurance company. In their 

study, the random forest model outperformed other classical methods, achieving an accuracy of 84.56%. However, their 

work had some limitations, including data credibility and potential bias. The data from a major Brazilian insurance 

company may not be completely generalizable to other regions or insurance companies, compromising the external 

validity of the findings. Other machine learning algorithms or ensemble techniques may also be able to deliver 

competitive or superior results. They did not use under sampling to correct the data imbalance. Their dataset is small, 

and they did not look into many important features for property fraud prediction. 
The authors of [13] present a study on using machine learning techniques, specifically the Naive Bayes Classifier 

and the Gradient Boosting Classifier, to detect auto insurance fraud, a major issue that costs insurance companies 

billions of dollars each year. To validate their findings, the author applied a variety of machine learning models. 

Gradient boosting outperformed other techniques, achieving 90% accuracy, 92% precision, and 89% recall. This work 

is limited to automobile fraud and does not include other types of property fraud. The accuracy of their proposed model 

is also reduced. 

In [14], the authors used a decision tree algorithm to detect insurance fraud. Their evaluation results indicated that 

the decision tree classifier has a maximum accuracy of 79%. Adaboost, a boosting algorithm, also performed well, with 

an accuracy of 78%, trailing only the DT algorithm. The authors concluded that DT and Adaboost are promising 

approaches for detecting insurance fraud because they can handle complex data while producing interpretable results. 

The study used a small dataset of only 110 customer records with a limited number of attributes. The models' 

performance may vary when applied to larger and more diverse datasets. 

The authors of [15] presented a system for predicting auto insurance fraud based on the random forest algorithm. 

The proposed methodology involved data collection, preprocessing, feature selection, and classification using ten 

different machine learning algorithms. The algorithms' performance was evaluated using the F-measure, K-measure, 

and Root Mean Squared Log Error (RMSE). Their simulation results showed that the classical random forest method 

had the highest accuracy of 89.57%, outperforming other machine learning models. They did not look into several key 

aspects of insurance fraud prediction, such as claim type, claim date, claim severity, discrepancies, suspicious 

circumstances, delayed reporting, witness statements, and surveillance data. They did not use any appropriate hyper 

parameter tuning techniques. 
In [16], the authors used a random forest classifier to identify fraudulent vehicle insurance claims. Their work is 

limited to the automotive industry. The data imbalance problem was investigated using the oversampling technique [17]. 

They did not investigate several aspects of fraud prediction, including suspicious circumstances, delayed reporting, 

witness statements, and surveillance footage. The authors used the Random Forests classification algorithm to predict 

insurance fraud and achieved an overall accuracy of 94.33%. In [18], the author used not only a genetic algorithm (GA), 

but also a fuzzy c-means clustering (FCM) scheme combined with some classical classifiers to predict vehicle insurance 

fraud. The GAFCM clustering algorithm is used to under sample the class samples, resulting in a balanced training 

dataset. 

In their work, the SVM classifier performs the best, with a recall value of 83.21% and a precision value of 88.45%.  

However, the fraud prediction accuracy result of their work is insufficient and they did not investigate the various 

factors associated with property insurance fraud prediction. 

The authors of [19] tested multiple classical ML classifiers for predicting Egyptian vehicle insurance fraud. The 

dataset had an extremely unbalanced class distribution. Their results showed that the stochastic gradient boosting model 

performed best, with an accuracy of 87.15% and an AUC of 88.4%. The study emphasized the importance of managing 

class imbalance and using appropriate evaluation metrics in addition to accuracy, especially for imbalanced datasets like 

insurance fraud detection problems. The study did not investigate the impact of feature selection or dimensionality 

reduction techniques, which could improve model performance even more. 

The authors of [20] proposed a machine learning-based automated prediction system for detecting insurance fraud. 

In their work, the stacking model achieved 91% accuracy. Stacking, which combines the outputs of multiple base 

classifiers, can frequently improve overall predictive performance when compared to a single classifier. Despite the fact 

that the stacking ensemble model employs a limited set of base classifiers, including more diverse classifiers may 

improve the ensemble's performance even further. Advanced data preprocessing techniques, such as feature engineering 

and dealing with imbalanced data through various sampling/weighting methods, could be tested. The comparison with 

other ensemble models, such as gradient boosting, bagging, or deep learning methods, is lacking. The authors of [24] 

used a decision tree-based classifier to forecast health insurance fraud. They did not, however, address the issues of data 

imbalance, feature engineering, or hyper parameter tuning. They also did not consider various property and insurance 

factors when predicting fraud. The article in [25] used the quantum SVM technique to predict housing insurance fraud. 

Their work has limitations, including a low accuracy rate (92.67 percent) and a small dataset. They also failed to 

investigate the various required property insurance factors for fraud prediction. Several of the studies mentioned above 

did not look into data imbalance, normalization, and encoding, scaling, or important feature selection issues. The 

majority of studies employed a small dataset and a limited number of features. They also had lower accuracy results. 

Some works did not employ hyper parameter tuning techniques.
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There is also a lack of an efficient prediction model selection method that uses classical ML classifiers, stacking, 

and bagging techniques. They also did not assess the model's performance across multiple metrics, including accuracy, 

MAPE and MSE error values, precision, recall, and ROC-AUC. 

Differ from existing works, this article introduces a suitable ML model selection-based property insurance fraud 

prediction system that achieves high accuracy by addressing data imbalance, hyper parameter tuning, scaling, and 

dataset cleaning issues. This work compares several classifiers and selects the best one with a high accuracy value. This 

article also includes a web application for predicting property insurance fraud, complete with fraud detection, question 

submission, answer checking, and suggestions. 

3.  Proposed Scheme 

This section presents our proposed machine learning-based property insurance fraud prediction system, along with 

evaluation results and a step-by-step discussion. 

3.1.  Overview of proposed machine learning based property insurance fraud prediction system 

Figure 1 delivers a high-level overview of the steps involved in predicting fraudulent claims in property insurance. 

The process begins with providing the data pipeline with the necessary datasets. We began by gathering pertinent 

insurance claim information from various sources. The following stage involved cleaning and preparing this data for 

analysis, ensuring its accuracy and suitability for machine learning applications. Following preprocessing, we used 

feature extraction algorithms to identify and select the most significant features that could indicate fraudulent behavior. 

We then used the processed data to create and train a variety of machine learning models. We evaluated 12 machine 

learning classifiers, including classical ML classifiers such as RF, stacking ensemble model, XGBoost, and naïve bayes, 

to determine the most effective model selection. The stacking ensemble method is used in this study because it reduces 

bias and variation, increases model variety, and improves the interpretability of the final forecast by combining 

predictions from multiple base models. We also used other classical ML classifiers to see how our proposed stacking 

ensemble model outperformed existing fraud prediction models. Our dataset includes both numerical and categorical 

values. Due to nature of the dataset, the proposed 12 machine learning classifiers would be effective in predicting 

insurance fraud from such a dataset. These models were then evaluated against common benchmarks to determine their 

effectiveness and utility in detecting fraud. We evaluated the performance of the compared ML classifiers using a 

variety of metrics, including accuracy, confusion matrix, precision, recall, and some error metrics. Then, based on the 

highest accuracy, we chose the best property insurance fraud prediction model for deployment. This paper also includes 

the initiation of a web application for detecting property insurance fraud in Bangladesh. Figure 2 depicts a flowchart of 

the web application's working steps. The front-end user interface is created using the Streamlit platform [21], while the 

back-end functionality is written in Python. The application stores and retrieves data using the MongoDB platform, a 

NoSQL database [22]. This design facilitates efficient data management and seamless integration of the user interface 

and machine learning model for fraud detection. Data is saved and retrieved from the MongoDB database using 

Python's PyMongo package [23], ensuring that the application and database communicate seamlessly. The web 

application includes features such as registration, property insurance fraud prediction using machine learning, question 

submission, home page, answer checking, suggestion checking, and blog post creation, among others. The developed 

web application allows the user to check for fraudulent insurance fraud activity. The user can also post questions about 

insurance fraud and receive responses. 

 

 
Fig. 1. Proposed Machine Learning Model Framework for Property Insurance Fraud Prediction 
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Fig. 2. Flowchart Model for the Proposed Property Insurance Fraud Assistance Web Application 

 
Fig. 3. Sample dataset for property insurance fraud prediction 

3.2.  Data collection and data set preparation 

The first step in developing our prediction model is to collect data on property insurance claims. The dataset was 

obtained from Crystal Insurance Company Limited, a well-known insurance company in Bangladesh. We conducted an 

online interview with Crystal Insurance Company Limited officials about data entries, dataset validity, and important 

factors related to fraudulent claims, and property insurance fraud patterns. Figure 3 depicts a portion of the property 

insurance fraud prediction dataset. The dataset has 420 data entries. The dataset includes some additional features that 

correspond to the patterns provided for potential fraud, such as exaggerated damages, financial difficulties, and 

suspicious circumstances. The dataset includes 23 columns (features). Figure 4 displays the features associated with the 

insurance fraud prediction dataset. Our dataset has the following features: coverage type, coverage amount, previous 

claims, claim amount, claim severity, geographic location, delayed reporting, witness statements, surveillance evidence, 

and financial difficulties, among others. The dataset is validated by two insurance company specialists and a university 

based scientist. We want to mention that the small dataset (420 data entries) may limit the generalizability of the 

findings. We attempted to contact several insurance companies and authorities about the large number of verified 

dataset. Only one insurance company wanted to provide the dataset. However, other insurance authorities refuse to 

provide insurance data due to a lack of records and customer data protection issues. Ensemble learning techniques like 

stacking, bagging, and boosting combine multiple weak models to improve generalization performance. Stacking 

ensemble combines predictions from multiple base models to reduce bias and variation, increase model variety, and 

improve forecast interpretability. Stacking ensemble models reduces variance and bias, prevents over fitting. 

Furthermore, the differences between training and testing errors are small, indicating that our work would not suffer 

from this over fitting problem.



An Automated System for Detecting Property Insurance Fraud Using Machine Learning 

Volume 10 (2024), Issue 3                                                                                                                                                                       13 

 

Fig. 4. Dataset features visualization 

 

Fig. 5. Checking for null values in the dataset 

3.3.  Data Cleaning, Data Preprocessing, and Visualization 

Data cleaning and preprocessing are critical components of our machine learning-based prediction system. 

Handling missing and null values is a vital component of data preparation. In this step of our system, we checked for 

missing and null values associated with the prepared insurance fraud prediction dataset. Figure 5 shows that the null 

values in each column are zero. This indicates that the dataset has no null values. The dataset contains date values. 

Dates sometimes need to be correctly formatted. Figure 6 shows how date entries are handled and formatted correctly. 

In this step, we also removed any unnecessary columns from the dataset. 
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Fig. 6. Formatting date values of our dataset 

 
                                                               (a)                                                                                                                       (b) 

Fig. 7. Claim amount and policy age data visualization of our dataset 

 
                                                               (a)                                                                                                                       (b) 

Fig. 8. Claim frequency and claim type data visualization of our dataset 
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Fig. 9. Correlation Heat map 

 
Fig. 10. Applying SMOTE to solve class imbalance 

Visualizing data distributions can help detect feature importance. We used Exploratory Data Analysis (EDA) for 

key property analysis. Figure 7 depicts the claim amount and policy age feature value plots from our dataset. The policy 

age histogram (figure 7(b)) is right-skewed, indicating a higher prevalence of policies with younger policy ages. This 

could indicate a large number of recently issued policies or a tendency for policyholders to renew or update their 

coverage frequently. The claim amount histogram (figure 7(a)) shows a unimodal distribution, with the highest 

frequency of claims falling between 20,000 and 30,000. This range may correspond to common claim amounts or 

coverage limits for the types of policies offered. Figure 8 depicts the claim frequency and claim type feature value plots 

from our dataset. The claim frequency histogram also has a strongly right-skewed distribution, with a high proportion of 

low claim frequencies (around 0). This indicates that the majority of policyholders have a low claim frequency, which 

may be advantageous from an insurance standpoint. Figure 8(b) shows that the most fraudulent claims are for theft, fire 

incidents, water issues, storms, and riots. Figure 9 depicts the correlation coefficients between pairs of features. It 

allows you to visually analyze the relationships and patterns between multiple features at the same time. Darker and 

lighter colors in the map depict stronger and weaker correlations, respectively.
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Fig. 11. Encoding Categorical Values using Label Encoding 

Unbalanced datasets include more than half of the items from a single class. Most ML algorithms perform well 

with a balanced datasets because they aim to improve overall classification accuracy or other metrics. To solve the 

problem of imbalanced target features, we used the SMOTE data balancing technique. Figure 10 depicts the process of 

using smote to address class imbalance issues. While SMOTE is extremely effective at mitigating class imbalance 

issues, it does have some drawbacks and limitations. One disadvantage of SMOTE is that it does not account for the 

majority class when creating synthetic samples. It can also create synthetic samples in between samples to represent 

noise. 

3.4.  Feature selection and normalization 

Data encoding and feature selection is a critical step in preparing data for ML model. Conversion of a categorical 

variable to machine learning-friendly formats improves model accuracy. We used Label encoding to handle categorical 

values, as depicted in Figure 11. The figure depicts the application of data encoding to categorical features in the dataset, 

as well as the resulting feature values. Scaling Data scaling is an important preprocessing step in machine learning, 

especially when using algorithms that depend on the magnitude of feature values. The Standard Scaler is a popular 

technique for scaling features. Figure 12 shows how we normalized the data using Standard Scaler. Using the Standard 

Scalar helps to normalize feature values, this improves the performance and reliability of ML models. Feature selection 

can be termed as the selection of relevant characteristics from a dataset based on specific criteria. Figure 13 depicts the 

key feature extraction process using a machine learning classifier model (e.g., random forest model). Figure 14 shows 

the feature's importance in descending order. The graph aids in understanding which features contribute higher to the 

prediction model's decision-making process, providing insights into the factors that predict the target variable.  

This visualization is critical for feature selection and understanding model behavior, particularly in fields such as 

fraud detection, where identifying key indicators is essential. Then we chose the top ten features based on their feature 

importance. The most prominent characteristics are financial difficulties, exaggerated damages, suspicious 

circumstances, claim frequency, discrepancies, claim amount, address, coverage amount, age, and policy age. Figure 15 

depicts the results of selecting the top ten features from our dataset. 
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Fig. 12. Applying scalar function to the dataset 

 
Fig. 13. Extracting Feature Importance Values 

 

Fig. 14. Feature Importance Results in Descending Order
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Fig. 15. Dataset with Only Selected Features 

3.5.  Model selection, hyper parameter tuning, training, testing, and cross validation 

The next step is to select the most beneficial model for predicting property insurance fraud. To do so, we compared 

the performance of twelve machine learning classifiers. We have used scikit-learn's train-test-split function for the 

dataset training and testing split up, as illustrated in figure 16. This split is critical for determining the model's 

performance. The test-size parameter determines how much data is given for testing (20%). After splitting, the resulting 

array shapes are as follows: X_train has 499 samples with 10 features each, X_test has 125 samples with the same 10 

features, and y_train and y_test have 499 and 125 target values, respectively. Tuning hyperparameters is critical for 

achieving the best machine learning parameters. Choosing the best hyper-parameters can be time-consuming, especially 

when the goal functions are expensive or many parameters must be adjusted. In Figure 17, we used the GridSearchCV 

hyper parameter optimization technique. We also performed tenfold cross validation. After hyper parameter tuning, we 

determined the optimal parameters for each ML model. Following the selection of a suitable ML model, these optimal 

parameters will be used to predict property insurance fraud incidents. Figure 18 shows the best parameter selection for 

random forest classifier using GridSearchCV. We have used 20 percent data for testing. The split criteria we used in this 

work is gini impurity. Note that the best ML model for prediction will be chosen based on its accuracy, precision, f1 

score, and error value.  We tested various classifiers for prediction model selection, including random forest, bagging 

model, gradient boosting, stacking, XGBoost, decision tree, SVM, MLP, logistic regression, naïve bayes, and adaboost. 

 

 
Fig. 16. Dataset splitting during model training and testing 

Figure 19 depicts the confusion matrix values for all of the models we used to predict insurance fraud claims. The 

confusion matrix hints the classification performance of a model by indicating some values such as true positives or TP 

value, true negatives or TN value, false positives or FP value, and false negatives or FN value. Figure 19 shows that the 

stacking method has the highest true positive value and the lowest false positive value when compared to the other 

methods. The Stacking Model has the highest accuracy score (95%). The accuracy value of logistic regression is the 

lowest due to its lower true positive value (58) and higher false positive value (8).  

Figure 20 depicts an evaluation of 12 machine learning models, including popular methods such as Random Forest, 

Gradient Boosting, Support Vector Machine, and Multilayer Perception in terms of accuracy value, precision value, 

recall value, MAE value (Mean Absolute Error), RMSE value (Root Mean Square Error), log loss, and ROC-AUC 

(Receiver Operating Characteristic - Area Under Curve). The Stacking model's success may be attributed to its ability to 

combine the characteristics of multiple base models, resulting in more robust and accurate forecasts. This method 

appears to have effectively addressed the flaws in individual models, resulting in improved overall performance across 

the analyzed criteria. 
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Fig. 17. Applying GridSearchCV for Hyper-parameter Tuning 

 

Fig. 18. Best parameter selection (hyper parameter tuning for random forest classifier) 

 
Fig. 19. TP, FP, FN, and TN entries of Confusion matrix for different ML models 
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Fig. 20. Performance evaluation results of different ML models for property insurance fraud prediction 

Accuracy is defined as the ratio of true values (TP+TN) to total sum of observations (TP+TN+FP+FN). Figure 20 

shows that the stacking model has higher accuracy value, precision value, recall values, and f1 score values than the 

other ML methods tested. The Stacking Model has the highest accuracy score due to its preprocessing and hyper 

parameter tuning techniques. Precision value can be determined by taking the ratio of true positives (TP) and all 

positive instances (TP+FP). A high precision value indicates that the model consistently predicts positive outcomes.  

A low precision value suggests that the model is likely to misclassify negative instances as positive, leading to many 

false positives. Figure 20 shows that the Stacking Model has the highest precision score of 0.99, with the XGBoost 

classifier coming in second with 0.98. The recall measures the model's ability to correctly identify positive events 

(TP/TP+FN). The figure shows that the stacking model has the highest recall value (.94), while the logistic regression 

model has the lowest (.83). The F1-score is a performance statistic that combines precision and recall to give a proper 

evaluation of a binary classification model. Accuracy, recall, precision, and F1 score can be computed as follows: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                                                        (1) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                                               (2) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                                                  (3) 

 

𝐹1 𝑠𝑐𝑜𝑟𝑒 = 2 ∗
(𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛∗𝑟𝑒𝑐𝑎𝑙𝑙)

(𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙)
                                                                    (4) 

 

A high F1-score indicates that the model excels in both precision and recall, while a low F1-score indicates poor 

performance in one or both areas. Figure 20 shows that the Stacking Model has the highest F1 score (0.964), while the 

logistic regression model has the lowest F1 score (.85). The Random Forest Model has the highest ROC-AUC value 

(0.988), followed by the Stacking Model with 0.982. 

Log Loss assesses the model's uncertainty by comparing projected probabilities p to actual binary results y. The 

Stacking Ensemble model has the lowest Log Loss Score (1.442), indicating that it is the best of the models we tested. 

RMSE (root mean squared error) calculates the average magnitude of errors between predicted probabilities (or scores) 

and actual binary outcomes (0 or 1). Figure 20 shows that the RMSE Score of the Stacking Ensemble model is 0.20, the 

lowest of all compared methods. Thus, the stacking ensemble model offers best RMSE value than the other ML models.  

Figure 20 shows that the MAE score of the Stacking Ensemble model is the lowest (0.04), while that of logistic 

regression is the highest (.16). Thus, based on the evaluation results, we can conclude that the stacking ensemble model 

is superior for property insurance fraud prediction due to its higher accuracy and lower error values. Thus, in this work, 

the stacking ensemble model is used to predict property insurance fraud. 

Table 1. Comparison with existing works  

Classifier Accuracy Recall Method Year 

N. Akbar et al., [11] 86% 87% Extreme gradient boosting 2020 

M. Severino et al., [12] 84.56% 82.77% Random forest 2021 

M. Hanafy et al., [19] 87% 
91.3% Stochastic gradient 

boosting 

2021 

S. Pushpak et al., [25] 92.6% 91% Quantum SVM  2022 

Our proposed scheme  96% 94% Stacking ensemble 2024 
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                                                           (a)                                                                                                               (b) 

Fig. 21. Sign up and sign in feature of our web app 

 
                                                           (a)                                                                                                               (b) 

Fig. 22. Home page and add new blog feature of our web app 

 
                                                           (a)                                                                                                               (b) 

Fig. 23. Property insurance fraud prediction questions response screen 
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                                                           (a)                                                                                                               (b) 

Fig. 24. Property insurance fraud prediction questions response screen (cont.) 

 
Fig. 25. ML based property insurance fraud prediction output screen using web app 

 
                                                           (a)                                                                                                               (b) 

Fig. 26. Question and answer checking feature screen of our web app
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Fig. 27. Web app features evaluation results 

3.6.  Comparison with existing works 

To demonstrate the efficiency of our proposed system, we compared its accuracy and recall performance to some 

notable existing works (e.g., N. Akbar et al., [11], M. Severino et al., [12], and M. Hanafy et al., [19], S. Pushpak et al., 

[25]). Table 1 illustrates the comparison results. Table 1 hints that the proposed work has an accuracy and precision 

value of 96% and 94%, respectively. Table 1 depicts that the proposed stacking ensemble technique improves accuracy 

by 3.4% and recall by 2.7% compared to previous works. The existing works [25] secured the second best results; with 

92.6 percent accuracy value and 91 percent recall value. The existing work [19] has the third best results, with 87 

percent accuracy value and 91.3 percent recall value. The proposed stacking-based ensemble technique outperforms 

existing methods in terms of data imbalance handling, data preprocessing, hyper parameter tuning, and important 

feature selection techniques. 

4.  Web Application Development for Property Insurance Fraud Assistance 

This paper presents a web application with features such as a machine learning-based insurance fraud prediction 

screen, a home page, a question submission and answer checking screen, a suggestion screen, blog post creation, and a 

login screen to assist customers and investors in detecting insurance fraud. The online or web application is created 

using Streamlit, a Python-based framework for developing interactive web apps. The front-end user interface is built 

with Streamlit, and the back-end functionality is written in Python. The application stores and retrieves data using 

MongoDB, a NoSQL database. We used the MongoDB platform's security features to address our data security 

concerns. This design facilitates efficient data management and seamless integration of the user interface and machine 

learning model for fraud detection. The MongoDB database is divided into four sections: users (which store user 

credentials), qa (which collects questions and answers), data (which stores claim data and predictions), and blogs. Data 

is saved and retrieved from the MongoDB database using Python's PyMongo package, ensuring that the application and 

database communicate seamlessly. 
To sign up, the person must provide their username value and password value (see Figure 21(a)). After 

successfully creating an account, the user can sign in by following the steps outlined in Figure 21(b).  

Now, verified users can navigate to the Home/News page to learn about current events in the insurance industry. 

Figure 22(a) depicts the home page, where users can access recent news about insurance fraud. If the person is 

authorized, they can use the figure 22(b) screen to add news or new blog posts. Users can also access the insurance 

fraud prediction page from the login page. Figures 23(a), 23(b), 24(a), 24(b), and 25(a) depict the input fields needed to 

predict potential fraud using client information. Figure 24 depicts the insurance fraud prediction outcome screen. The 

prediction result will be displayed in Figure 25 based on the answers provided by the user in figures 23 and 24.  

The user can interact with the Q/A section and ask questions (refer to Figure 26(a)). Only authorized individuals or 

experts with access privileges can respond to the questions posed. Figure 26(b) shows how users can ask a question 

through the Q/A page. Authorized users can submit answers to questions using the figure 26(a) screen.  
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5.  Evaluation Results 

We evaluated the suitability of our property insurance fraud assistance web application based on user feedback and 

comments. Figure 27 depicts the recommender response results after testing various web app features. The survey asked 

participants to rate five key features of our web application: the Home Page, the Sign In Page, the Model Prediction 

Result Checker, the Sign Up Page, the Q/A Page, and the News Page. Ratings were based on a scale of Good, Bad, No 

Comment, and Excellent. This paper collected user responses through a Google questionnaire-based online response 

submission process. The figure shows that the proportion of recommenders with excellent, good, bad, or no comment 

for all features ranged from 54-64 percent, 25-28 percent, 1-4 percent, and 5-8 percent. According to the figures, up to 

89 percent of users supported our web application features by providing good and excellent feedback. 

6.  Conclusion and Future Works 

This article discussed a machine learning-based property insurance fraud prediction system using twelve machine 

learning classifiers and 23 features. This paper collected a real-time property insurance fraud incident dataset from an 

insurance company, then performed data preprocessing, cleaning, scaling, data imbalance reduction, hyper parameter 

tuning, and model selection using appropriate metrics. The stacking ensemble model is chosen as the best model for 

predicting property insurance fraud because it has a higher accuracy value of 96 percent, a higher recall value of 94 

percent, a higher precision value of 99 percent, a higher f1 score value of 96 percent, a lower RMSE value of.20, and a 

lower MAE value of.04. Comparative results show that the proposed stacking ensemble technique improves accuracy 

and recall by 3.4% and 2.7%, respectively, over existing research. This article also contains a web application for users 

and investors that includes features such as machine learning-based property insurance fraud prediction, question 

submission, answer checking, login screen, suggestions and news checking, and new blog post submission. The web 

application evaluation results confirmed that at least 54 percent and up to 89 percent of users supported the web app's 

features with appropriate remarks. 

In the future, some research challenges need to be addressed properly for the benefit of users and investors, such as 

the integration of large datasets from various sources (social media activity and financial transactions), different types 

of fraud activity prediction, and the use of adaptive learning methods for fraud trend and location detection. Future 

works also include the incorporation of AI and block chain-based systems for user data security and privacy 

preservation, further investigation of model over fitting issues, explainable AI-based fraud prediction reason 

explanation, insurance cost prediction using machine learning, and insurance churn prediction using generative AI and 

machine learning. 
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