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Abstract: In this rapidly progressing technological age, the likelihood of transmitting inadequately secured data in the
cloud is high. Over the past several decades, experts in data and information security have tested and experimented with
numerous hashing combinations. However, these have proven to be insufficient in preventing the interception and
decoding of confidential text during transmission. Therefore, methodologically, in this current research, cryptography and
steganography is diversified into using three different encryption algorithms of RSA, AES and LSB with further
compressing of the to-be-communicated data, to enable the use of limited space in the cloud, as well as permit fast and
quick embedded message transmission. The proposed architecture, EdSri has been implemented and tested against few
existing models and found to show improved performance in terms of measured security metrics such as password
strength, time between login attempts, login attempt rate, failed login attempt rate, device and browser fingerprinting, and
also, measuring compression parameters like structural similar index, compression time, compression ratio, compression
speed, bit per pixel, saving percentage, mean squared error, and peak to noise signal ratio, EdSri would hopefully become
viable platform for exchanging secured information among the cloud communicators when hosted.

Index Terms: Huffman Coding, Compression, Cloud, Cryptography, Stego, Image.

1. Introduction

The search for a much more enhanced trustworthy secured means of communicating information from a particular
source to another destination is an increasing concern for all users of sensitive data including organizations. Amidst
plethora of such already existing means of exchanging information across networks such as emails, instant messaging
apps (WhatsApp), file sharing services (Dropbox) is the pre-dominant challenge of the emergence of intercepting and
deciphering technologies, which make it mostly easy because of non-implementation of sophisticated and complex
techniques to sway the intruder. It is in regard of this perspective that the motivation for the conduct of this study is
conceptualize, employing the use of RSA, AES, LSB steganography and Huffman compression encoding in a novel and
optimized fashion to fuel a maximum, subtle, secured, private transfer of information between users, but at the same time
being able to cut down on the quantity of data in storage. Therefore, the primary objective of this research is to optimize
the security of data, improve its privacy, and to maximize the cloud storage space of data on servers.

Cloud computing has over a decade since its outset provided useful services such as platform as a service, software
as a service and infrastructure as a service among others to the users of its systems. Contingent on pay per used grounds,
the users are capable to access the data instantly on-demand services ubiquitously over internet connectivity irrespective
of the user location. Cloud computing, associated with numerous advantages, is very significant in scalability of resources,
flexibility of its services, resource pooling, and etcetera [1].
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With the advent and continuous development of cloud structures, both processed and unprocessed data is consistently
being transferred from one node to another. The communication channels as well as the kind of data under transfer may
change: videos, texts, images, etc., and could be conveyed among different cloud networks The necessity to send
information on the internet calls for a healthy well-protected scheme and secure data protection. Otherwise, data that is
not well-secured can be seriously conceded when being sent [2]. The practice of transmitting information on the internet
is increasingly becoming unsafe. This is largely due to the growing dependence on the internet by firms and people to
transfer data or information from one place to other places [3]. While data stored on a computer’s desktop may be
considered relatively protected, the file or data is still susceptible to viruses and malware, which can result in data loss.
Therefore, the importance of security for both the data and systems cannot be overstated in order to guard against hacking
attempts [4]

1.1. Overview of Cloud Computing Issues

The prevalent cloud computing issues, as far as the multi-cloud system is concerned, include data security, data
privacy, data storage, the efficiency of services performance, cloud and its data reliability, real-time data tracking,
allocation of resources, data storage location, protocol supports and among others. These issues unfortunately remain
unsolved by both public and private stakeholder sectors. However, this current research will focus on finding an improved
solution to three (3) crucial cloud computing issues, namely, cloud data security, managing allocated storage space, and
the privacy of communicated data among the many cloud computing concerns [5].

A. Cloud Data Security — AES and RSA Encryption

Data Security is the protection of digital data through its cycle of life to safeguard it from getting corrupt, damaged
or into illicit access. Data security pivots around the integrity, confidentiality and availability of data. The effectiveness
of data security requires that whether data is in storage or transit, it should be insulated enough from being accessed and
compromised by an un-supposed user, hence, made available only to the legitimate user [6]. As widely as there may be
several means of ensuring the security of data in the cloud, it starts first of all with data cryptography [7].

Cryptography involves the study and application of methods to protect private messages, information, or data from
unauthorized third-party access by using secure communication techniques. This process encompasses aspects of
information security disciplines such as integrity, authentication, availability (CIA), and non-repudiation, which are
fundamental to modern cryptography [8]. The encryption of data in a cloud environment is a primary concern for
researchers. This is due to the fact that data or information in the space of the cloud can be accessed by users who have
authorized permission from any point that internet is available. Cryptography aids to secure data which is being
transmitted. There are a number of existing algorithms that have been engaged to encrypt text ever since the concept to
encrypt and decrypt files begun. Some of these are DES - Data Encryption Standard, AES — Advanced Encryption
Standard, IBE — Identity Based Encryption, and RSA — Rivest Sharmir Adleman [9] The figure 1 below further buttresses
the argument of encryption and decryption of a sender’s message whose plaintext is encrypted before transmitted through
a channel to the receiver. The cipher message upon reaching the recipient is decrypted into a plaintext again for the
ingesting of the receiver.

Ciphertext
A

B

(S

Encryption and decryption
works with different keys
Plaintext Plaintext

Fig.1. Data encryption and decryption

Data encryption primarily exists in two forms: symmetric and asymmetric. Symmetric encryption performs it’s both
encryption and decryption of files by employing the usage of one particular key. This method, which has a long history
of use, is often chosen when large amount of data needs to be transferred. In symmetric encryption, both the one who
sends and the one who receives share that one key to encrypt and to decrypt a file. However, the use of the same key for
both processes is a drawback of symmetric encryption compared to asymmetric encryption. Examples of symmetric
encryption include DES, Blowfish, MD5, and AES [10].

Asymmetric encryption, on the other hand, is generally regarded as a more secure form of encryption than symmetric
encryption [11]. This type of encryption uses two different keys: one for encryption on the sender’s side and another for
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decryption on the recipient’s side. As a result, asymmetric encryption can keep the intended message as the recipient’s
secret, until it reaches its end point for decryption. Unlike symmetric encryption, which uses only a private key and can
lead to the message being tampered with if revealed, asymmetric encryption is more secure because its makes use of two
different keys: public key (for encryption) and a private key (for decryption). Commonly used types of asymmetric
encryption include RSA, Diffie-Hellman, Elliptic curve techniques, and PKCS algorithm [12].

The Advanced Encryption Standard (AES) operates as a symmetric block cipher capable of encryption. AES uses
plaintext in blocks of 128 bits, with keys of 128, 192, and 256, converting it into cipher text. AES is able to insist on the
aggregation of plaintexts that are converted into cipher text, as indicated by the key size involved in the AES cipher
process. The totality of rounds involved in changing AES blocks are multiplicative processes of stages, dependent on the
specific key used during encryption. After a number of reverse rounds, the cipher text is then converted back into plaintext.
A drawback, by means of the AES encoding is that its numerical assembly is fundamentally basic, making it challenging
in implementation [13].

The Rivest-Shamir-Adleman (RSA) is a widely used file encoding formula which is very often utilized in
combination with one other encryption type, which frequently works alongside digitally added signatures to verify the
legitimacy and validity of a message. RSA is not entirely reliable on its own and requires fewer resources to operationalize
when juxtaposed with symmetric encoding methods like AES. It is infrequent to have RSA applied all alone for data
encryption. In the case that security of application will be optimized, RSA is most of the time fused with some other
encoding method(s). To decode RSA encoded message, there is always the requirement of private key, while public key
is applied to encode the envisioned text [14].

B. Cloud Data Storage - Lossless Text Compression Using Huffman Algorithm

Data Storage is the state of saving both processed and unprocessed data in a digital environment on a server that is
out of site location. The offsite servers are usually hosted and manned by providers who are known to be third parties. It
is therefore, a mandatory requisite to access, retrieve and use the same stored data only by the medium of internet
connectivity. This aspect of cloud technology allows companies to purchase and own their storage space, and maximize
it to their advantage [15] . Saving data storage space in the cloud, is often mainly attained either through the medium of
lossless or lossy compression or both.

Data compression, is as well referred to as data compaction, a technique that is applied for the purposes of cutting
down to the minimum amount of size as possible the totality of the quantity of the data that will be stored and transferred
from a source to a destination [16]. In general, the technique in compressing data can be realized through either the means
of lossless or lossy compression. Lossless method of compression aims at retaining every necessary integrity features of
the data. This way, when the same data is decompressed, it is able to return the compressed data to its initial state of
originality. The technique involves in applying lossless data compression is such that the redundancy of text in data to be
communicated is cut-off, but added back when undertaking decompressing process. This technique is useful in
compression when the ultimate intent is to as much as possible avoid data compromising and loss. However, in the case
of lossy compression, the technique scans through the entire text and finds pieces of data to remove completely. Although,
this algorithm offers the benefit of providing a smarter and faster compression ratio in comparison to lossless compression
model, it definitely as always result in some degree of loss of data from the original text [17]

The fundamental recommended framework coding procedure depicts how data/text can be processed from source
(sender) to its destination (recipient). It defines by diagram the stages of compressing a file. Firstly, an RSA private key
is generated and shared with the recipient via email. The plaintext to be communicated with its intended recipient is
encrypted, by the use of AES algorithm. Then, by applying Huffman lossless data algorithm, the data is compressed. LSB
is finally employed to embed the encrypted compressed data from cover image, which is now stego image, and stored on
the cloud application platform. The stored message with the stego image is now accessible to the receiver on the cloud
platform.

Huffman coding also referred to as Huffman encoding is explained to be a technique that is applied to compress data
without losing the value of the message [18] It produces the length of characters as illustrated in table 1 below. It functions
such that it is able to generate the lowermost likely significance of typical dimension of code of a specific text. For
example, if three (3) different text (txtl, txt2 & txt3) are sent as being the most regular occurred texts, and have the
possibility frequency order of 0.3, 0.25 and 0.15 in character measurement coding, text is coded using the number of
characters of bit contingent on the extent of occurrence of the text in a specific data. The data is coded by the use of bit
of k; where the k is in length, and number [l, n]. It is argued by researchers that using the Huffman coding technique
produces a lot of upsides as against the downsides: It produces the highest accuracy and optimized code performance.
Nonetheless, the point of decoding in tantrum with the original text is acute [19].

Numerous benefits are associated with the use of the Huffman algorithm when it is likened with other data
mechanisms for compressing. Every bit of data element is included in the data compression implementation process from
the order of the least to the highest. The Huffman algorithm model is efficient in restoring the compressed data back to
its original state while producing an implementation tree. The Huffman algorithm cuts down data duplication to a very
large extent even though file quality is retained [20]. For instance, the mechanism involved in producing the Huffman
codes is illustrated in figure 2. The probable numbers are written in the order of the highest to the lowest. Then a pair of
probabilities are added and written over the next probability that corresponds in value with the addition of the last two
numbers. The rest of the probable numbers are then written below, as the cycle continues in that order. The underdrawn
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structure is representative of the length of the Huffman code word.

Message Probability. Reduction 1 Reduction 2 Reduction 3

M1 0.3 0.3 0.45 0.55 [0
A

M2 0.25 0.25 403 |0 hE

M3 0.25 0250 ™ 025 1

M4 015 ¢ {02 (1]

M5 0.05

Fig.2. Huffman value reduction process

Table 1. Huffman variable length coding

Message Probability Code Length
M1 0.3 00 2
M2 0.25 01 2
M3 0.25 10 2
M4 0.15 110 3
M5 0.05 111 3

And, following is the length of the password by averages:

Lavg=)(i=1):[Pixli)
=(nxp)+Hnxp)+(nxp)+Hnxp)+Hnxp)
=(2x0.3)+(2x0.25)+(2x0.25)+(3x0.15)+(3x0.05)
Lavg=0.6+0.5+0.5+0.45+0.5
Lavg=2.2messages

Where, Lavg is the length of the average code.

Definition 1: N denotes distinct symbol number in the source alphabets.

Definition 2: Pi is the probability of frequency of the i-th symbol.

Definition 3: li  signifies length of the code-word for the i-th symbol.
Definition 4: > is the sum of all contribution symbols in the formula.

(1
2
3)
4)
®)

Entropy measures the quantity of loss or gained data in the compression process. In the given example, it is evident
that the mean figure of bits reduces to 2.2 bits when coding the variable by their length. The set of codes then achieve its
peak performance if the probability distribution of the source is identified beforehand, and individual bits from the

foundation figure bits is encrypted as an integer.
Hence, the entropy;

H(x)=

p(xi)log2i0ilp(xi)]]
=(3/5log210}[3/5+2/5l0g210}(2/5]])
=—(3/5(-0.737)+2/5(1.322))
=—((—0.442)+(-0.529))

=(—(0.971))H(x)
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=0.971 (11)
Where, H (x)is the entropy of the random variable X.

Definition 1: ) is the summation of the overall probable outcomes of x.
Definition 2: p(x;)is the probability of frequency value of x;
Definition 3: log, denotes the logarithm to base 2

C. Cloud Data Privacy - Image Embedding Using Least Significant Bit

Data privacy involves safeguarding the identities of individuals whose data is being handled across various levels.
It encompasses the collection, storage, utilization, disclosure, and disposal of data, ensuring it remains relevant and secure
[21]. In cloud computing, indemnities and liabilities often revolve around breaches of privacy and security, leading to
data loss, misuse, regulatory penalties, as well as service interruptions or failures to meet agreed service levels. However,
the privacy of data in the cloud can be achieved through the adoption of several mechanism such as using robust
authentication, implementing encryption, enforcing access control, steganography, and among others [22].

Steganography is an ancient discipline and an art form that involves concealing a secret message or data within
another message. This technique is particularly useful for embedding information or data within images, videos, and so
on. The act of hiding data within files is a crucial aspect of steganography, seeking to protect data from unauthorized
users [23]. In contrast, with cryptography, a scrambled text sent to an intermediary can be easily decoded and potentially
destroyed. Nevertheless, steganography hides undisclosed note inside fagade files, which can largely prevent unwanted
access during communication. This practice of hiding files inside an image is known as image steganography. In this
method, a text or data is concealed within an image, which is then sent from the sender to the recipient through a
communication channel. Consequently, even when the steganography image is intercepted, one is often unaware of the
hidden data that is inserted. Upon receipt of the stego message, stego tools are used to decode the image for access to the
hidden data or information. Such tools are available in various formats, including text, videos, audios, images, and others
[24]

The underneath figure 3 demonstrates the concept of the least significant bit (LSB). The LSB file concealing method,
involves eight bits, and the least significant number eight (8) is transformed into a data bit of eight as well. This refers to
the rightmost bit in a binary number. The value of the LSB is 2”0, which is 1. Thus, LSB=BinaryNumbermod 2. For
example, the result of this formula will be 0 or 1 representing the value of the least significant bit. Hence, the LSB value
of the binary number 1101 is depicted as LSB =1101mod 2=1. So, the least significant bit is 1 [25]. The choice of Least
Significant Bit (LSB) over other data embedding techniques includes its ability to incorporate huge quantity of data within
an image, it is applicable to varied data formats, and it easily retains the quality of the original image [26,27].

) o
f{_ | ‘\‘

Implanted Image |

Function Function

Y
{ Extracted Image

Stego

11010101 11010101
10011001 10011001
Concealed: =-10100101 Decrypted - 10100101
message 11001010 message 11001010
10101011 10101011

Fig.3. Steganography image and functional process

The approach of the LSB steganography algorithm is deemed to be quicker, computationally less complex, and easier
to implement, with superior reliability value likened to certain other steganography algorithm methods. Given the
advantages of LSB over other steganography techniques, this current research work opts to utilize its algorithmic methods
to conceal text for secure and safe messaging to the intended receiver [28].

1.2. Organization of the Paper

Section 1 provides background information that puts the whole study into its context and relevance. It also helps to
from broad perspective zero down the study to specific objective scope. The following sections of the EdSri Model
research are organized in the order of section two, thus, the organization of related work which reviews the research work
of other authors that have significant bearing on the EdSri architectural study. Section 2 also further provides the analysis
of few related works taken from the literature. The proposed EdSri architecture and its constituents are thoroughly explain
under section 3, and the analysis of the results which describes, interrogates, and adds meaning to the relevance of the
findings in this research work has been covered under section 4. Lastly, the conclusion section 5, sums up the totality of
the model; the limitations, the strength, and the future work prospect of the undertaken work.
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2. Related Works

The volume and frequency of data transmission over the cloud by users have more than doubled in recent times.
Given this increase, issues related to user authentication and the integrity of data that is under transport in the cloud space
have garnered significant attention from security experts in research.

The authors, Abdelwahab et al., [29] introduce a model that combines compression and security, demonstrating its
effectiveness in specific domains. Notably, the incorporation of Huffman coding is highlighted as influential, particularly
in sensitive areas such as genome and DNA sequences. The proposed enhancement involves addressing the overhead
associated with sharing keys and eliminating the tree. This could be achieved through the adoption of adaptive and
dynamic coding techniques. However, their research work acknowledges its limitations, indicating room for improvement
in the algorithm: The paper does not mention the measuring parameters of PSNR, and MSE as the current paper does. It
also does not seek to improve on a particular algorithm like this current paper seeks to do to Huffman, even as it bolsters
security.

The paper of Wahab et al,. [30] present an integrated approach combining RSA, Huffman Coding, and Least
Significant Bit in one example, and RSA, Huffman Coding, DWT, and Least Significant Bit in another example to achieve
secure image compression and steganography. It explores in separate mode both lossy and lossless compression methods
and evaluates them using metrics such as PSNR, SSIM, MSE, and compression ratio etcetera. The use of RSA enhances
security, while Huffman compresses text, and DWT contributes to reducing image size without compromising quality.
LSB is then used to implant both examples offered in one work. The method reportedly reduces message bits by up to
25%, with strong stego-image quality, averaging about 38dB PSNR. The approach aims to balance data security,
compression efficiency, and image quality. Overall, it proposes a compact and secure solution for image data transfer.
However, this current EdSri proposed work focusing on their example of using RSA for security, Huffman coding for
text compression and LSB for privacy and as well as security to some extent, improved on their overall result while also
further bolstering security by combining RSA and AES. In addition even though the research of Wahab et al,. [30] does
not mention explicitly any compared reference work, our work compares our results to theirs, and also implemented five
(5) other additional security metrics which are absent in the reference research.

"A Hybrid Data Security Technique Using Chaos Encryption, RC4 Encryption, Huffman Data Compression and
LSB Steganography" by Negi et al., [31] introduces a multi-layered method of securing data. With the use of chaos theory,
RC4 encryption, and combining Huffman compression with LSB steganography, the authors seek to improve both
confidentiality and imperceptibility of data transmission. The hybrid model is promising in terms of increasing complexity
for the attackers and decreasing data size. Yet, two major weaknesses are found in their research: first, the application of
RC4, a vulnerable and outdated cipher, undermines the overall cryptographic security of the system. Second, the use of
Chaos Encryption, even though may be a promising algorithm, it is not yet widely tested to standardized acceptability.
Also, the results of the metrics measured in their work is still lower in comparison to this current EdSri project.

The study of Lateef & Shakir, [32] presents a hybrid approach that combines RSA encryption and Huffman encoding
with LSB image steganography to enhance data security and payload capacity. The secret data is first encrypted using
RSA and then compressed with Huffman coding before being embedded into the least significant bits of a 24-bit RGB
image. The system achieved strong performance metrics with high PSNR values indicating minimal perceptible difference
between cover and stego images, and low MSE confirming reduced distortion. However, the work suffers from two main
weaknesses. First, RSA encryption, while secure, it is not combined with another securing algorithm to foster higher
security. In addition, the paper lacks a comprehensive steganalysis evaluation to test the robustness of the stego-images
against detection techniques, since only two parameters, MSE and PSNR are the only tested metrics.

Rahman et al, [33] present a steganography technique that works on the achromatic (grayscale) part of an image
using multi-level encryption and Huffman coding to ensure maximum data security and file size reduction. The
compressed and encrypted data is embedded using the LSB technique without destroying the color channels to ensure
imperceptibility. The proposed technique demonstrated high PSNR and SSIM values, showing that image quality and
structure remains largely intact post-embedding, just as the current EdSri work. Nevertheless, the study presents two
shortcomings. Thus, by focusing solely on the achromatic channel, it limits the overall payload capacity compared to full-
color embedding. Also, the authors implemented three out of the current work’s eight image metrics, SSIM, MSE, and
PNSR, yet two of the parameters, thus SSIM, and MSE record similar performances in comparison to EdSri, this current
work,

The work proposed by Elgaier et al., [34] is concerned with hiding secret information in edge areas of an image to
improve imperceptibility, employing Huffman coding for compression and a hybrid edge detection technique to identify
embedding regions. The compressed secret information is embedded in the LSBs of the detected edge regions with the
goal of achieving capacity and visual distortion balance. The method shows good PSNR and capacity metrics, implying
a successful trade-off between data hiding and image quality. Despite its strengths, the study has two significant
limitations. First, the accuracy of the hybrid edge detection directly influences the embedding quality; unreliable edge
maps could increase detectability. Second, the absence of a variety of test images, limits generalization of results, an issue
concerning performance consistency across different image types. The research also has limited parameter measurement
of just SSIM, MSE and PNSR compared to eight in the case of EdSri.
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The work of Awadh et al., [35] introduces a hybrid model of information security that integrates Discrete Wavelet
Transform (DWT) for image compression, AES for encryption, and LSB for steganography. The secret image is
compressed with DWT, followed by encryption with AES, and embedded in a cover image by the application of LSB
approach. The proposed model has PSNR of 51.967.8 dB and SSIM of 0.93148, which provides superior visual quality
and structural maintenance of the stego-image. But, several issues come to light in implementation. One, though DWT
works, it does not compress text data as effectively as Huffman coding, potentially minimizing payload optimization.
Two, the system measures two metrics — SSIM and PNSR only in their whole research work creating vacuum for a lot
more of such metrics for consideration. EdSri, the current work obtains 0.999 approximately 1 as the highest SSIM, and
51.142 for PNSR,

The research paper authored by Agrawal, [36] presents a new Compressed Sensing Image Steganography (CSIS)
scheme towards improving the performance of image steganography. In this approach, the cover image is sparsified in a
block wise manner to generate linear measurements. Later, certain permissible measurements are selected to embed the
secret encrypted data, in which 2 bits of the encrypted data are inserted into each permissible measurement. The
reconstruction of the stego-image uses optimization techniques in the form of ADMM and LASSO. The presented
experimental results demonstrate the performance of the scheme that shows an impressive embedding capacity, which is
a 1.53-fold increase. Apart from that, it achieves mean PSNR of 37.92 dB and SSIM and NCC coefficients close to 1,
indicating satisfactory image quality. But the use of ADMM and LASSO for reconstruction in the paper introduces
computational complexity, which may pose challenges for real-time or resource-constrained applications. Also, all the
parameters of EdSri, the current paper still outperform the metrics measured in the paper

In the research paper of Amenu et al., [37], the algorithms of AES, RSA and LSB were engaged to encrypt secret
information , and as well as to embed the information within cover image. The authors used RSA to encrypt the user
registration and authentication process, hence bolstering the security of the user at the login gateway of the system. The
authors also engaged AES to encrypt the transmitted data. This highly safeguard the data from plaintext state, thereby
enhancing information security, Finally, LSB is applied to hide the intended encrypted secret message within a deceptive
original QR code cover image before communicating it over the cloud. Even though, this work employs enough security
mechanism of AES, RSA and LSB, it does not offer any parameters/metrics to measure the performance of the data and
or the image in the cloud hence, the need for the extended version which is the current paper.

The authors Raiyan, [38] propose a hybrid approach that significantly enhances image steganography by merging
LSB embedding with Fernet symmetric encryption and Reed-Solomon error correction. The authors achieve a data
payload of 3 bits per pixel (BPP) with a Peak Signal-to-Noise Ratio (PSNR) of up to 48 dB, implying zero distortion in
images. Robustness is also confirmed by Bit Error Rate (BER) analysis, showing nearly zero data loss with simulated
transmission errors. Structural similarity index (SSIM) measures also touch 0.996, confirming high visual similarity. Two
glaring shortfalls are the lack of RSA or AES encryption support integration, restricting its versatility in public-key
environments; constrained performance testing with real-world image manipulation quality using data processing capacity.
In addition the current research, EdSri performance is comparatively better in most of the measured parameters’ results.

Table 2. Tabulated related works

Author(s)
Abdelwahab et al., [29] (2021)

Algorithm(s)

Huffman Encoding (compression focus)

Parameters

Compression metrics only, no PSNR, MSE. etc.

PSNR, SSIM, MSE, CR, CS, CT, SP, BPP: all lower
than EdSri, Current Work

Overall Improvement on [30] eight (8) image and data
performance metrics , plus five ( 5) additional EdSri
security metrics: password strength, Time between

login attempts, login attempt rate, Failed login attempt

rate, device and browser fingerprinting
PSNR, SSIM: lower, weaknesses: RC4: vulnerability,

Wahab et al,. [30] (2021) RSA, LSB, Huffman Coding

EdSri (proposed work, 2025) RSA, LSB, Huffman Coding, AES

Negi et al., [31] (2024)

RC4, Chaos Encryption, Huffman, LSB

Chaos: unstandardized

Lateef & Shakir, [32] (2023)

RSA, Huffman, LSB

PSNR: higher, MSE: lower, limited evaluation: Only
PSNR & MSE

Rahman et al, [33] (2023)

Multilevel Encryption, Huffman, LSB

PSNR, SSIM: higher, MSE, similar, limited payload &

(grayscale) Metric capacity
Elgaier et al., [34] (2024) Huffman Coding, LSB, Hybrid Edge PSNR: higher, SSIM, MS:. Balanced, but limited
Detection metrics & images

Awadh et al., [35] (2022)

AES, LSB, DWT

PSNR: higer, SSIM: lower, limited to only the two
metrics

Agrawal, [36] (2021)

CSIS, ADMM, LASSO

PSNR: lower, SSIM: higher, dissadvantage in higher
computational complexity

Amenu et al., [37] (2024)

AES, RSA, LSB

Focus: security (user authentication, cloud transfer), no
metrics

Raiyan, [38] (2025)

Fernet Encryption, LSB Reed-Solomon Error
Correction

Payload 3BPP, PSNR, SSIM: lower, Limited metrics

Ghrare et al., [39] (2024)

AES,LSB

PSNR, MSE: lower; Payload: 1.5 BPP; lacks CR, CS,
SP, etc.

20

Volume 18 (2026), Issue 1




EdSri: An Enhanced Approach Towards Optimizing Cloud Communication by Hybridizing Cryptography and
Steganography with Huffman Compression Method

The research conducted by Ghrare et al., [39] works on securing data in double layer mode. The text for
communication in the research is encrypted with AES algorithm, and then embedded in a cover image. This hybrid model
significantly increases imperceptibility and confidentiality with a Peak Signal-to-Noise Ratio (PSNR) of up to 54.3dB, a
very high visual quality, and a Mean Square Error (MSE) as low as 0.13, which demonstrates minimal distortion. The
system further supports high payload capacity of 1.5 bits per pixel, exhibiting effective embedding of data. Nonetheless,
the project has some main limitations: Thus, the system does not have any compression (e.g., Huffman coding)
incorporated, which might further increase capacity and performance. Also, since the research measured limited metrics,
it cannot guarantee the performance of other parameters like Saving Percentage, SSIM among others if they were
incorporated, which are all measured in EdSri.

3. Proposed EdSri Architecture

Crypto-Steganography is a method that merges the principles of cryptography and steganography to obscure and
encode data within an image, making it invisible to the naked eye [40,41]. This presents a challenge to attackers, who
must consider the potential existence of concealed data. In the event that the used keys are however obtained by the wrong
person, a variety of encryption and decryption techniques and tools can be employed to retrieve and decipher the
embedded and encrypted data [42]. The combined use of cryptography and steganography significantly enhances data
security. In our research, we introduce EdSri, a system that provides strong security features, making it extremely difficult
for the human eye to differentiate that of the original image from the stego. The authors utilize both AES, and RSA -
public and private keys in encrypting and decrypting the data for onwards transmission. The encrypted message is
however, first of all compressed using the Huffman encoding algorithm, and ultimately concealed within the image noise,
as depicted in figure 4. This current EdSri proposed work security scheme is an upgraded version of the related
comparative work of Wahab et al,. [30] model, which uses only RSA for text security purposes. The current EdSri work
is therefore compared with the outcome of Wahab et al,. [30] model (the best performing results among the literature
reviewed from 2021 to 2025) which, uses RSA, Huffman Coding and Least Significant Bit (LSB).

Secret Text Text
Message Compression Encryption
Y
Cover ./ Embedding
Image d Technique

Deompression

Secret Text Stego
Message Decrypti H J
ecryption Image

Fig.4. EdSri architecture

3.1. Algorithms Employed

The EdSri architecture employs the usage of mainly four (4) different algorithms in total. These include Rivest
Sharmir Adleman (RSA), Advanced Encryption Standard (AES), Huffman encoding and Least Significant Bit (LSB).
RSA is engaged in the development of the application to encrypt the user account registration and login section. This
provides a resilient security entryway rendering its login portal possibly impossible for system attackers to bruteforce
through it. The communicated information from sender to recipient is encoded using AES 128 key to foster a faster data
transmission, and to deliver more proficient security, making it extremely difficult to crack. Huffman coding algorithm
helps to process text into smaller size which affords the cloud data storage space to be managed more economically and
efficiently. Finally, the EdSri architecture applies Least Significant Bit algorithm to privately and confidentially
successfully implant the compressed and ciphered exchanged data into an image.

A. RSA Algorithm

RSA is used to encrypt the user's password, such that even if the user's password is detected, the account cannot be
logged in, without the RSA private key. RSA is used to encrypt the shared AES key for messaging between two users.
So, neither the sender nor receiver knows the AES key used for encrypting and decrypting the shared messages. Instead,
the generated AES key is encrypted with the sender’s and receiver's public RSA key. The message sender is responsible
for providing their private key during message sharing to decrypt the encrypted AES.
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B. Measured Security Metrics

In order to verify the security performance of the RSA login from the application programming interface, and also
as a way of improving on the security of the base paper, Wahab et al., [30], the following five (5) monitoring security
metrics are introduced into the EdSri model.

a. Password Strength

This security metric determines the intensity of resistance to a guessed and attempted cracking password by a
malicious user. It is contingent on several variables including password length, complexities, exclusivity, and irregularity.
The harder the password the more difficult it is to brute-force, or harder it is to use dictionary attack to crack, thereby,
diminishing the tendency of unauthorized access. This measure allows for the assessment of user password strength and
the enforcement of policies for constructing strong credentials [43].

b. Time Between Login Attempts

This measure counts the interval between successive login attempts by an individual or system. Exceptionally quick
successful login effort may symbolize system automated bruteforce, and or stuffing of credentials, whist a longer
successfully login attempt may represent a frantic human login effort. By monitoring this measure, security controls like
rate limiting, account lockout, or CAPTCHA challenges can be enforced to prevent attackers [44].

c. Login Attempt Rate

The rate of failed login attempts is the rate at which a user or system makes login attempts within a particular
timeframe. An abnormally high rate usually indicates malicious behavior, i.e., bots attempting multiple credentials in
quick succession. If this parameter is monitored, systems easily recognize login irregularities and trigger alerts, or as well,
enforce controls to safeguard against excessive attacks [45].

d. Failed Login Attempt Rate

This parameter shows the expanse of unsuccessful login attempts. The higher the failed login attempts, the higher
the rate of a forgotten password possibility. This therefore, means that there is an efficient password verification or
authentication requirements, and that password cracking or guessing attempts are highly unsuccessful [46]

e. Device and Browser Fingerprinting

Device and browser fingerprinting is the collection of specific attributes from a user's device, operating system, and
browser to form a unique identifier. The measurement helps identify abnormal or suspicious login patterns, such as the
same account accessed from other or unknown devices. It secures authentication systems by enhancing password-based
security and assists in identifying account takeover attempts or fraudulent access [47]

C. Method and Modules
Python’s rsa framework is utilized for:
« RSA key generation using its newkeys function.
« RSA key loading using its load pkes1 function.

«  RSA encryption using its encrypted function.
« RSA decryption using its decrypt function.

import rsa, base64, os

from cryptography.exceptions import Unsupported Algorithm

Fig.5. Evidence of the RSA modules employed in the programming

3.2. AES Algorithm
AES is used to encrypt the to-be-communicated message before applying it to steganographic function.
A. Method and Modules
Python’s cryptography framework is used for:
«  AES key generation, using the derive method of the PBKDF2HMAC class generated from a SHAS512 hashes

« AES encryption using the padder method of padding and the encryptor of the Cipher class.
. AES decryption using the decryptor of the Cipher class and unpadder of padding.
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port Cipher, algorithms, modes

Fig.6. Evidence of the AES modules employed in the programming

3.3. Huffman Encoding Algorithm

Huffman encoding is employed to compress the text to be shared between users into bits before image
steganography was performed after encryption. Huffman decoding converts the extracted compressed message from the
image into an encrypted format before decrypting it with AES key.

Method and Modules

Python’s heapq framework is used for:

. Python's heapq package is utilized to create a priority queue for managing the nodes of the Huffman tree.
. The pickle package is used to save the frequency dictionary of characters to a file later used for decoding

1mport heapq

from heapq import heappop, heappush

import pickle
Fig.7. Evidence of the Huffman modules employed in the programming

3.4. LSB Algorithm

LSB is used to hide messages in images after the message has been compressed with Huffman encoding, and

encrypted with AES. LSB is applied for message retrieval during decryption before the retrieved message is decompressed
and decrypted for viewing by the user.

A. Method and Module

Python’s Isb framework from the stegano package is engaged for:

. Hiding messages in images using the Isb module hide method.
« Retrieving the hidden message in images using the 1sb module reveals the method.

10 import Isb

Fig.8. Evidence of the LSB module employed in the programming

START

Embedding Process

Cover RSA Login Gateway
Image

Lossless Huffman
Secret Message
Compression

AES Secret Message
Encryption

Apply LSB Embedding
Technique

‘ Stego Image ]

——

[ Calculate CR, BPP, MSE & PSNR J

Fig.9. The process of embedding text
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B. Embedding Algorithm

The embedding process starts by a user who logs into the system via RSA encoded entryway with sharing of keys.
The user then compresses a secret message using Huffman encoding. The compressed message is then encrypted using
AES, the encrypted secret text is then embedded using LSB function resulting into a stego image with the application of
the compression metrics

Pseudocode 1: Text Embedding Process

compressed_data, huffman_codes = compress_text huffman(text)
encrypted _data = encrypt_aes_128(compressed data, aes key)
stego_image = embed_in_image(image path, encrypted data)
save metadata(huffman_codes)
return stego _image
def compress_text huffman(text):
freq dict = calculate character frequencies(text)
huffman_tree = build_huffman_tree(freq_dict)
huffman_codes = generate_codes(huffman_tree)
10. compressed data = encode_text(text, huffman_codes)
11. return compressed data, huffman_codes
12. defencrypt_aes 128(compressed data, key):
13. cipher = initialize _aes_cipher(key)
14. padded data = add padding(compressed data)
15. encrypted data = cipher.encrypt(padded data)
16. return encrypted data
17. defembed in_image(image path, encrypted data):
18. image = load image(image path)
19. binary data = convert_to_binary(encrypted data)
20. fory in range(image.height):
21. for x in range(image.width):

a. pixel = get pixel(image, X, y)

b. for color channel in range(3): # RGB

i. if more_data to_embed():
ii. new_value = modify_lsb(pixel[color_channel],

22. next_bit())
: a. set_pixel channel(image, x, y, color_channel,
23. new_value)
: a. return modified image
24. def main_process(text, image path, aes_key):

WA R W=

C. Extracting Algorithm

With the extracting process, the user logs in through the RSA encoded gateway. The text embedded image is then
selected. LSB extract is then performed on the image for output of image binary to reveal the encoded message. The
message is then decoded into Huffman compressed text. The compressed secret text is then finally decompressed and
decrypted into plaintext

RSA Encoded - User Login
Gateway

[ View Stego-Image ]

Perform LSB Extraction

Decrypt AES Encrypted
Message

A,
Lossless Huffman Data
Decompression Codin

Hi

I

i

Fig.10. The process of extracting text
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Pseudocode 2: Text Extraction Process

1. encrypted data = extract from_image(stego image)
2. compressed_data = decrypt aes 128(encrypted_data, aes_key)
3. Load saved Huffman codes
4. huffman_codes = load_metadata()
5. original text = decompress_huffman(compressed data, 6:huffman_codes)
6. return original text
7. def extract from image(stego image):
8. Dbinary data=""
9. fory in range(stego_image.height):
10. for x in range(stego_image.width):
a. pixel = get pixel(stego_image, X, y)
b. for color_channel in range(3):
i. ifnotend of data():
ii. bit = extract Isb(pixel[color channel])
iil. binary data += str(bit)
11. extracted data = convert _to_bytes(binary data)
12. return extracted data
13. def decrypt_aes 128(encrypted data, key):
14. decipher = initialize aes_decipher(key)
15. decrypted data = decipher.decrypt(encrypted data)
16. unpadded_data = remove padding(decrypted data)
17. return unpadded data
18. def decompress_huffman(compressed data, huffman_codes):
19. reverse codes = reverse_huffman_codes(huffman_codes)
20. decompressed text=""
21. current code=""
22. for bit in compressed_data:
a. current_code += bit
b. if current code in reverse_codes:
i. character = reverse_codes[current_code]
ii. decompressed_text += character
iii. current code =""
23. return decompressed_text
24. def main_extraction_process(stego_image, aes_key):

D. Image Comparison

The pictures showing below in figure 11, are the inputted images into the application system before applying them
to the embedding process.
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Fig.12. Outputted images /stego images

Figure 12 above demonstrates the high quality exhibition of the back-end stego images with the evidence of the app
modules captured along with the outputted images. Thus, how the various images look after they are used to conceal the
encrypted and compressed text. It is undoubtedly evident that if natural eye is used to view both inputted and outputted
images in comparison, one can strongly affirms that there is no detection of distorted/noisy characteristics in the stego
image(s) when juxtaposed vis-a-vis the original cover image.

Step 1: Users’ Registration and Login Interfaces

In this research work, the authors develop a cloud-based application that allows only the duly registered valid users
of the application to interact and exchange messages with a shared key among themselves. This access is granted only to
those who are authorized.

Register
Username:
\ |
Email:
\ |
Password:

X At least 11 characters
X At least 3 uppercase letters
X At least 2 lowercase letters
X At least 3 digits

X At least 3 special characters

Register

Already have an account? Login here.

Fig.13. Registration interface

Login
Username:
\ |

Password:

X At least 11 characters
X At least 3 uppercase letters

X Atleast 2 lowercase letters
X Atleast 3 digits
X Atleast 3 special charactecs

Private Key:
| Browse... | No file selected.
Login

Don't have an account? Register here.

Fig.14. Login interface

Step 2: Users’ Key Sharing Interfaces

At this point of the application, user ‘A’ shares a public key with user ‘B’ who are both already registered with/in
system.
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CryptoStego

ﬁ Edwin Xorsenyo Amenu
o 4
r R —

No images have been shared with you!

Share Key:
Receiver:

£

Fig.15. Key sharing interface

Step 3: Users’ Messaging and Image Selection Interfaces

Registered users are able to share data/information between each other’s account, by typing the to-be-shared message
in the box, and select a picture of their choice and then click share

Share Image
Skare an encrypted message behind an image with an ally through CryptoStego’s

Receiver:

Recelver

Message:

Message

Image:

o
LN

Select Image:
Apple
Bear
Boy
Girl
Lena
Man

Sender Private Key:

[Cracae Fia] No e chosan

Fig.16. Messaging and image selection interface

Step 4: Users’ Message Embedded Interface

The interface below, indicates that a particular user successfully embeds into a particular chosen image a compressed
and encrypted text by applying an LSB technique.
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Sender:

Edwin Xorsenyo Amenu

Receiver:
" Edwin X Amenu
Time Sent:
06/26/2024, 01:33 PM

Stego Image:

Fig.17. Compressed, encrypted text, and LSB embedded interface

Step 5: Users’ Message Compressed Interface

The figure 18 below, reveals the Huffman compressed text

Seader

Edwin Norsenyo Amesa
Receiver:

Edwin X Amam:
Tiaia Seat:

06262024, 0031 PAL
Stego Image:

Compressed Meszage

00100001111010100010111111000010010101001001011111011010000011111101001000001111010010010111000010101 101101101 1000001001110110101110001101101001

nloonuom1luolmnmuolaoononlououonamnommuomwxwounmol1nmxmouwm1noomomwomowolumoomumumomoox

11011101111011010; 000100101101 11011 11111110010; 0010001000100110101 1101110011101
mmmloolloo{ggxlollllnol%%y&mlwomlmonooomm llNlOﬂIWlIOIOllwlm mmolooo 0 000]0 100001000101 1101100010000100000) 01 l
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111010000101110100000111000101010000001 10011011001 10010011011 11000010101 111101 1100001 111010100010001 1010010010111000010101 1100000101101 1010001

10010000C0001011000110100]
llllllOIlOlOlWllllOlO 10011

EdSri: An Enhanced Approach Towards Optimizing Cloud Communication by Hybridizing Cryptography and

Fig.18. Huffman compressed text interface

Step 6: Users’ Message Encrypted Interface

28

The figure 19 below, displays the AES encrypted text.
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ANIYUSVIVUWUIVIIHALEYRUT ULOMUPL I VIIZEEUAL TOTICT VI 1Y MU VIRV DOV IPUINVIYT YUV LVELUIVL LTG0 S
LtgrPC16CURtamAsa6LxqdybKK4FGt3DcFRT{BypZtOOkeqXPX 3k Vewlg+gdkWg\2Gul2qStqSL5 YeCmr3hF3 T+e3rqw00
GTTO+PISOIXvXjBaWQN T45yVOT2sIrxqxXibBIKSR8+Nq1jr29030+qy3XCo3504pXEV/JCPcCIYipKOIDZSLIbK +VKs
MWT6dyTuQKTWqGV8SXFISRDILRely atrMSp3U3utji0eTXIFWOSEOMDY d4020hMpdCND920bTuASnG6PAI2yoUXDHo
Qi4hg8mGSqq07VMEeSXhbpdxhhwp TWRmMFBOOoh6f1SDaPulWbspBDDf+Di89xafzvERFoSIVBNVNBQcAMVYL+NI1
oFfguXgeisAPQuCA4SFPShHIFWQFOL p7ap7v4zONIQF 1sVAfABNPuHdSywrr YMITiAu3RqgN9bQDxnysAZm1 8N4muqlu
Cd18467OHRHC3whCPjaeBjhdMzBuhTyxOQMRIY {1 2f+Rw806XI+ YujAl+4L3cuQ0A4id2HY hmOeLQqKFXiRneBPwS64b
gohPf 1SBTYbSRIRAJONTBzw2W31{YB4CduFnzX3URpxjz1 BQAEIs6SDeuEGtgKousjrVQjVi3PEoswDzKuQqSerrlyLdY3
NbhUITg/WOyhiMjApXqg0GHC39;ILPy YLFmep0JVauj1dUpQX2IXXnvqo7Ve VX +d8pBMBRAILVASZwsScp3d TFLmgsU6
YOavpjC7TP0gQKXmZF qQurelBgOMIt7fdt8 TINGZ /ehLyoKLif8CGDgdolub8ROJI40mVBb71ZpDGxI0k YC1SqVdsFdola
11jds8RgbS AW Ti6INGGeZpNRmPPM+cowr3AZjfqtk UtdesLONuTbsOU TwbP3 AkGhHZo 1divsbydxLo nvjqWiuigL3bN Y6
hosRPcQPKbegu0NIS8AINMzu7L2TjoYIhXwqQtS8huACYwn9Yz8VjiVAOQ3 1 glu34qNROeEu07n0SEVECYSRvSLaYzC32
kOhzNCyKeNvpON2XNIgrtMWMxV 7BfjIwX6F Ddy6d2zxbuK 3nMec31A4md 5 YhGozy lulxurwl76c VSySKSItdZ2qT)MqGHF
RBBzarloBM4wuK4p2Cm2GrlypvecdQC65USDK YscAi2JuYOMDa/EosNeBAy 8 TEYFGM67q XL 8Uvz y+PsWzhSZCeow
wx+1g0pmsL+wi8Dawp14/owPr3MbY62r5bhrZqAKAEcd49TKqTQMBQLih4MOe¢jmjFusr APxmEanhiyk XKV 82960QR2zKnay
Z5V)XIOMyXj TMK c5nGg | PSuurrhlAS+dUteSZK+6kssE12NZSKU+2G2AWSJoNyoe MTOX ThpgxgGVblnjPégriSBw7Bkz
cIxuHKK cQzUKRevtbV Tgi4XGshOy wUSiS4W/M25G19C6GuvHFij 9QISCLIomUA 1 XRZQGmPiHgCGS0XYISXWFVZuHh
ZAzX9iUruHUmH6jq82W7qinVMAOBRMT7D8V++PIM+rXJkY/ILEMrFNAE314Q88tYxhzcoyuR Sar6e YPksdcN{FnqslupM
FSWHRIVOj0BJtWbOs2WsZcKACM7/pw3sY04DIWyaP50geeyzZrpA/AQSnqYyG3 TS itwU82Kvdpi/elzIZ YksuJF G4 E6ZG
+KBp14twVUIMFADSASctd7RIIPwICX3U+7dwYv2XGzbPlara2 TigSeowPzVs4DZK565sIMiGgbz un8 XONGDPPAPFIHQ
bRRDVSsLI7BNfiyt3 AlzSHwvObPFSLmOIh1 WISh045xdp1 MrXDAoBzpSGWGMPISUIOHL gnhpkoT0taWjj36FRJyaQkgp
uémalwwuBMBaYJA//ih TauRMDO+7AZ9JhYL 7PulF CgBt5xIQsoH zpACR/SINzUzDIY 4uNGfirjF zkr6bdQK CeRrP4OpH
blsLevhbIlsZ811ZFXUpLyy/+Ds+sbxaY VXssOM6UTIQNRBFStZuL 2F 51xxr2LsF Kywsxal-f4C4rNILA6YVZTUol YXZyY)
e9EaZYqr1 VA+/Zn5Sp+Y0idJrG1x9Zh YO 8HVoSwBwX TBzf3SUX 0JgMrk2litAujxbQ ynWzX 7SPCmXka8vyHOkst5Aqg
YK +UlexwqTOKNuRWBWdvDIW VVH3ZwiG5vYLGKwUMDG64s9CWVeN0oz33Ixc4ndOKNtQonPqzOBUWSNO+nLEUaz0
ePCxuQMAI8IpI MOGNDIbj106g4e0dBjwqU1QASkoWAY20yR Turxpm XwtQ2MCmsaqRI5t+a+ypncsAIYCZQMzZ3h4Q1
usTfapulK3Fkqe4fUOraUNqWpjUe8sJoJ7DABROLZAIYPO60amIPUiVRZ CafH2Q6bpK dcUHChInpnckxXkWggQOIG6Z3
0pTOZrONxksa6q)VXshuNbfidoCGIP6ZAEXXUqoJszk4420TB;IBglddX6YQnybHObmNKLSHPS09x1GfZR Ffy AJFIFj TheX
hixdoc0Y J9xUyzU0DawNJBY+T2raHOJhB+dGOGX Y ciGtQrIVC+FTNIpeZ8zpc 70avIKszhU+Go 72HabvX VodlgeheLzBSU
4G4kUzCIUDGZJjV+QkBaEOQ25f64EOSIKrSIB1/ VPAjmL6 A4 Ar9r9ki8 D608 wOUWbIPRIL SWXHLvr4RkOY3ANXAOBeyz
QHOEYwpT770fKXHGE)TSVamxTI6mCqsDDvIkOuCs/6tYjScDj TNAaWRbEWHGPOWK S0dCAHOIMGC6KgBRMEK1Zn
RHOP4AGQFbO73U+yTzI DI1bwiBHHSWVYKW2T1ZRZls=

Private Key:

| Choose File | No file chosen

Fig.19. Encrypted text interface

Step 7: Users’ Message Decrypted Interface

This interface underneath displays the decrypted and decompressed message when a user clicks on the “reveal”

button.

Time Sent:
06262024, 01:08 PM
Stego Image:

Decrypted Message:

AL the staff of Marwads University aze berein advased that they should stop using otber means of Information Exchange, mehuding both private and
institutional information. As per the directive from shove all menshers are infiornsed that the EdSri CrypeoLibrary is designad and developed exclusively for
the institution. The primary purpose of the spplication that is hosted cn the URL alresdy know to all of us is fot the sharing of our private, confidential,
secured, All the staf¥ of Marwadi Usiversity are herem advised that they should stop usine other means of Information Exchange; mcluding both private
and mstitutional information. As per the directive from sbove all members are informed that the EdSri CryptoLibeary is designed and developed
exclusively for the institution. The primary purpose of the application that is hosted on the URL alveady knmow to all of us is for the sharing of our private,
confidential, secured, and smartly generated data and information. This application is the most security.flavored tool 30 far as per the test simulations
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Fig.20. Decrypted/decoded text interface

Step 8. Users’ Result Analysis Interfaces

This figures 21 to 26 below, show the proof outcome of the implementations, alongside the corresponding graphs.
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Fig.22. Proof of implementation results of bear
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Fig.26. Proof of implementation results of man

Step 9: Users’ Stego Images Interface

The interface in the figure 27, captures in display, all the six LSB steganography images employed in the
implementation stages.
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Fig.27. Evidence of all six steganography images interface
4. Result Analysis and Discussion

The first step for users to be able to use the application requires that they both register in the system. A user is then
required to share a public key with the other registered user. At this stage the sender populates the information intended
for communication, and selects a photo to embed the information. The sender now clicks on the “share button” This then
triggers the application to compress, encrypt the file, and embed the information before finally duplicating the same
information into the registered account of the second user, thus, the receiver. Once, the recipient of the information logs
into the system with their accurate credentials, they are required to use their private key to access the communicated
information. The receiver, at this point clicks on “decrypt button” to reveal both the encrypted and compressed data as a
plaintext. And, a click on the “analyze button” displays the results that are generated alongside the information transferred.

Table 3. Value obtained: EdSri proposed-model

Huffman Coding (Lossless) Measuring Parameters
Number ﬁ,‘f:;: sz:: & ssim CR CT [ . . MSE PSNR
(unit=s} | (unit=2%) | (unit=s} | (unit=s) |SF (uMit=%)| BPP (uni=mm) | ves | (unit=dB)
1 Man 38278 0.995 38.88 0.221 172467.5 39.86 0.83 1.117 44.64
2 Boy 25000 0.998 38.88 0.221 141896.68 39.86 0.31 1.497 48.153
3 Girl 30178 0.997 38.88 0.106 171158.38 39.85 0.59 0.817 45.996
4 Apple | 33145 0.999 38.88 0.238 187694.22 39.86 0.26 0.25 51.142
5 Bear 43123 0.997 38.89 0.254 161467.97 40.0 1.0 1.066 44.842
6 Lena 22652 0.998 38.88 0.146 153591.36 39.86 0.46 0.606 47.293
7 Average | 32062.7 | 0.99733 38.88 0.19767 164713 39.8817 0.575 0.89217 | 47.011
8 Interpretation THTB THTB TLTB THTB THTB TLTB TLTB THTB
Interpretation: THTB = The Higher the Better, & TLTB = The Lower the Better

Table 3 shows the performance analysis of the proposed EdSri model over a range of cover images under Huffman
coding (lossless) constraints. The model was evaluated over eight quantitative measures: Structural Similarity Index
(SSIM), Compression Ratio (CR), Compression Time (CT), Compression Speed (CS), Saving Percentage (SP), Bits Per
Pixel (BPP), Mean Squared Error (MSE), and Peak Signal-to-Noise Ratio (PSNR). The interpretation rules categorize
metrics as either The Higher the Better (THTB) or The Lower the Better (TLTB).

The SSIM values are high and constant for all test images, ranging from 0.995 to 0.999, with an average of 0.99733,
reflecting outstanding structural fidelity between the reconstructed and original images. Analogously, CR values are close
to being constant at 38.88%, reflecting the model's excellent compression performance.

The average figure of the Compression Time is 0.19767 which suggest a light load of compression. The various
compression times range from 0.1606 to 0.254. The corresponding Compression Speed (CS), calculated in the units of
processing throughput offers an average figure of 164713, thereby confirming the efficiency of EdSri for successful
hosting.
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The Saving Percentage is continuously high for images, thus, 39.86 — 40.0%, averaging to 39.8817%,. This implies
a good characteristics of signal compression and picture quality. The mean value of Bit Per Pixel (BPP) IS 0.575 ranging
from 0.26 to 1.0. These figures represent a good balance existing between the quality of an image and the efficiency of
their compression.

The MSE values are between 0.25 and 1.497 with a fairly low average 0of 0.89217, confirming the low reconstruction
error of the model. Additionally, the PSNR values are between 44.64 and 51.142 dB with an average of 47.011 dB, which
reflects high visual quality and minimal noise in the reconstructed images.

In summary the outcomes of the EdSri model attains excellent similarity index, high compression presentation, slight
unnoticed distortion and effectual compression. The negligible differences realized with the various images present the
robustness and generalizability of the model’s strength. It is worth-noting that all the THTB parameters constantly perform
very well, and the TLTB parameters like BPP, CT, MSE also maintain high levels, hence, reinforcing the effectiveness
of EdSri in lossless compression capacity.

Table 4. Wahab et al,. [30] model average results vs EdSri model average results

Measurement Parameters SSIM CR CT CS SP BPP MSE PSNR
Wahab etal,. [30] |, o5, 35.02 0236 118428 17.2 1.58 1.56 37.18
Average Model
EdSri Model 0.99733 38.88 | 0.19767 | 164713 | 39.882 | 0575 | 0.89217 | 47.011
(Proposed Model)
([30] - EdSri) Significance 0.15233 386 | 003833 | -46285 | -22.682 | 1.005 | 0.66783 | -9.831
Significance Acronym NVBR NVBR | PVBR | NVBR | NVBR | PVBR| PVBR | NVBR

Significance Interpretation: NVBR = Negative Value Better Result, & PVBR = Positive Value Better Result

Table 4 outlines a comparative study between the suggested EdSri model and the baseline method Wahab et al,. [30],
based on average performance for eight key measurement parameters. The measures are Structural Similarity Index
(SSIM), Compression Ratio (CR), Computation Time (CT), Compression Speed (CS), Saving Percentage (SP), Bits Per
Pixel (BPP), Mean Squared Error (MSE), and Peak Signal-to-Noise Ratio (PSNR).

SSIM of the EdSri model (0.99733) is significantly better than the baseline (0.8450), indicating improved structural
content preservation in reconstructed images. CR also does from 35.02% to 38.88%, which portrays better compaction
strength. But as better CR is desirable (THTB), -3.86 negative difference is a Negative Value Better Result (NVBR).

EdSri proves to be much more computationally efficient, with CT being decreased from 0.236 s to 0.19767 seconds,
and CS increasing from 118,428 to 164,713. Both increases are tagged as NVBR, since smaller CT and larger CS represent
improved performance. The increase in CS by more than 46,000 units indicates heavily improved throughput.

There is a tangible improvement in saving percentage (SP) results. Thus, 17.2% to 39.882%. This 22.682% optimal
performance pinpoints the effectiveness of EdSri in creating sparser outcome situation that is appreciable for efficient
data compaction. The reduction in BPP from 1.58 to 0.575 (PVBR) also highlight the optimized coding efficacy.

50 47.01
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40 37.1
35
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le 20
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15
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5 158 1.56
0.850.99 02402 290,58 -290.89
0 — — — |- I —
S5IM CR cT SP BPP MSE PSNR

Name of parameters

W Wahab etal,. [30] B EdSri

Fig.28. Bar chart comparing the performance of Wahab et al,. [30] model and EdSri model
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MSE is decreased by 0.66783, from 1.56 to 0.89217, corresponding to improved reconstruction quality. This
improvement is read as a Positive Value Better Result (PVBR). Concurrently, PSNR also increases drastically from 37.18
dB to 47.011dB corresponding to the improved visual quality and noise resistance. The difference is obtained as -9.831,
the metric is defined as NVBR since greater PSNR is better.

In summary, the comparative analysis also attests that the envisioned EdSri model universally performs better than
the baseline model in all primary performance indexes. Enhancement is particularly evident in SSIM, PSNR, SP, BPP,
and CS, testifying to the superiority of EdSri in structural fidelity, coding sparsity, and computational complexity. The
overall classification of the variations in NVBR and PVBR emphasizes the strength and power of these optimizations.
The outputs reaffirm EdSri as a fully superior solution for lossless compression of data and reconstruction of signals,
providing quantifiable advantages both in quality and efficiency over the 2021 benchmark.

Figure 28 displays comparative presentation parameters analysis existing between the recommended EdSri model
and method defined by Wahab et al,. [30]. Evaluation involves seven (7) crucial parameters except Compression Speed,
because of its high numbers, out of the eight (8) metrics (as mentioned in table 4).

As shown in the graph above, the EdSri model shows graphically a significant improvement on all the parameters.
The SSIM value achieved by EdSri (0.99) far exceeds that of Wahab et al. (0.85), reflecting better maintenance of
structural content and image fidelity. The model also gets a better Compression Ratio (38.88) compared to 35 for the
baseline, which reflects its better compression efficiency. Moreover, Compression Time decreases from 0.24s to 0.20s,
indicating that the EdSri algorithm achieves higher convergence speed and better computational efficiency.

A significant improvement is seen in the Saving Percentage (SP), where EdSri measures 39.88 compared to 17.2 for
the reference model, as it indicates its optimal use of space and data. Likewise, both Bits Per Pixel (BPP) and Mean
Squared Error (MSE) exhibit considerable decreases — 0.58 vs. 1.58 and 0.89 vs. 1.56, respectively—as these reflect
improved compression at the cost of minimal image information loss. The Peak Signal-to-Noise Ratio (PSNR) obtained
by EdSri (47.01 dB) also supports its supremacy, symbolizing a better reconstruction quality and reduced distortion than
37.18 dB of Wahab et al,. [30].

Overall, these results confirm that the suggested EdSri method provides a more effective and efficient image
compression model. It not only minimizes redundancy and computational cost but also maximizes visual quality,
performing better than the existing benchmark in all key performance metrics.

12

9.831
10

SSIM CR cT SP BPP MSE PSNR

—EdSri
Fig.29. Line graph of improvement made (in positive values) by current proposed EdSri model

Figure 29 shows the improvement in performance obtained by the proposed EdSri method for seven most important
evaluation metrics: SSIM, CR, CT, SP, BPP, MSE, and PSNR. The results show a mixed level of improvement, reflecting
the strengths of the method as well as relative effectiveness over different areas of performance.

Interestingly, much larger improvements are seen in Saving Percentage (SP) and Peak Signal-to-Noise Ratio (PSNR),
by 22.682 and 9.831, respectively. All the already mentioned figures show that EdSri algorithm outperforms the existing
model in improving clarity of signal and the compression metrics proving higher performance of image quality and signal
reconstruction application in the aspects of image genuineness and sparsity.

Regarding Compression Ratio (CR), a modest improvement of 3.86 was realized, which serves to indicate the
efficacy of the approach to minimizing data size without unacceptable loss of quality. Increases in Mean Squared Error
(MSE) and Bit Per Pixel (BPP), (0.66783) and (1.005) respectively are low, and less significant improvement in the
efficiency of the application encoding. Hence, even though EdSri gains obviously high improvements in the majority of
metrics, it only insignificantly enhances the aspects of similarity index, compression time and mean squared error.

Structural Similarity Index (SSIM) and Compression Time (CT) improvements are negligible, increasing by 0.15233
and 0.03833, respectively. This therefore, shows that even as the EdSri model made conspicuous enhancements in many
aspects, the effectiveness of EdSri in the areas of similarity index and compression time is somewhat minor.

However, the totality of high improvement gains made by EdSri far exceeds the low gains only in the aspects of only
similarity index, compression time and mean squared error.
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4.1. Performance of the Added Security Metrics

The following parameters are the performance of the five (5) additional security metrics implemented against the
RSA login system/interface to monitor and verify the system’s both lawful and unlawful login attempts. The captures
below are the exact snapshots from the registered user(s) email and the software interface of a user login effort(s), and
browser/device details, which are missing elements in Wahab et al., [30] model paper of this research.

Password Strength : As per the system’s access control/restriction displayed in figure 30, the minimum password
length is eleven (11) which is made up of three (3) minimum uppercases, two (2) minimum lowercases, three (3) minimum
numbers, and three (3) minimum special characters respectively. This strong password validation functionality helps to
highly mitigate dictionary attacks, password cracking or hacking and bruteforce activities.

Edwin XK Amenu

arcus edwinx@gmail com

Already have an account? Login

Fig.30. Evidence of user login interface validating authentication controls

Login Attempt Rate: For the purposes of sufficient and efficient regular system monitoring, the EdSri model app is
configured to tract the number of logins attempts within every 30 minutes timeframe. The user is also limited to make
only five (5) login attempts within the thirty (30) minutes window period. The figure 31 below portrays three (3)
successful login attempts out of the five (5) times system limit.

A login attempt was made for username: Edwin
Xorsenyo Amenu

« Time: Oct. 12,2025, 11:57 a.m
IP: 127.0.0.1
Device: Desktop

Operating System: Win32

Browser: Mozilla/5.0 (Windows NT 10.0;
Win64; x64; rv:143.0) Gecko/20100101
Firefox/143.0

Result: Successful

Reason: Authentication with private key
successful

Login Attempts in the Last 30 Minutes:
Failed Attempts: None
Successful Attempts: 3in 5

Fig.31. Evidence of login attempt rate details transported to registered user’s email.
Failed Login Attempt Rate: The system has proven by evidence of figure 32 below that it tracks the

number/percentage of failed login attempts, indicative of possible password guessing/credential stuffing/phishing attacks.
It is also able to send emails of any attempted failed login to registered user, even as it is shown on the interface.
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A login attempt was made for username: Edwin XK
Amenu

Time: Oct. 12, 2025, 12:12 p.m.
IP: 127.0.0.1
Device: Desktop

Operating System: Win32

Browser: Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/141.0.0.0 Safari/537.36
Edg/141.0.0.0

Result: Successful

Reason: Authentication with private key
successful

Login Attempts in the Last 30 Minutes:
Failed Attempts: 2in 5
Successful Attempts: 1in 5

If this wasn't you, please rotate your password and

check your account’s security settings.

Fig.32. Evidence of failed login attempt details sent to registered user’s email

Device and Browser Fingerprinting: The EdSri system model, as per the screenshot below proves to collect device
and browser details such as device types, OS, browser version so as to identify trusted device sources. It therefore helps
to detect suspicious login attempts from unknown untrusted sources. Such details are displayed on the interface, and also
sent to the legitimate user’s email.

o C QO D hitp://127.0.0.1:5500/Frontend/Account/login_attempts.htm| B oox ¥ L @ O =
(‘l'V[)[OS(egO & Edwin Xorsenyo Amenu v
e .
| Images ‘ | Login Attempts ‘ ‘ Devices I
Login Attempts
Date IP Address Status Username Device Type os Browser
R0 Mozilla/5.0 (Windows NT 10.0;
ossopn. 127001 Success Edvwin Xorsenyo Amenu desktop Win32 Win64; x64; 1v:143.0)

. Gecko/20100101 Firefox/143.0
10122025 Mozilla/s 0 (Windows NT 10.0;
05‘50‘1’M ° 127001 Failure Edwin Xorsenyo Amenu desktop Win32 Win64; x64; rv:143.0)

7 Gecko/20100101 Firefox/143.0
W0s Mozilla/5.0 (Windows NT 10.0;
OSZSOPM * 127001 Failure Edwin Xorsenyo Amenu desktop Win32 Win64; x64; rv:143.0)

Gecko/20100101 Firefox/143.0

Mozilla/5.0 (Windows NT 10.0;
127.00.1 Success Edwin Xorsenyo Amenu desktop Win32 Win64; x64; r:143.0)
Gecko/20100101 Firefox/143.0

1011212025,
05:27PM

1011272025 Mozilla/5.0 (Windows NT 10.0;
os2epM 127001 Success Edwin Xorsenyo Amenu desktop Win32 Win64; x64; rv:143.0)
= Gecko/20100101 Firefox/143.0

Mozilla/’5.0 (Windows NT 10.0;
127.00.1 Success Edwin Xorsenyo Amenu desktop Win32 Win64; x64; rv:143.0)
Gecko/20100101 Firefox/143.0

10/122025,
05:20 PM

Fig.33. Device and browser fingerprinting, and time between login attempts interface

Time Between Login Attempts: The analyses between the login attempts show, it takes averagely two (2) minutes
between two different successful login attempts, but less than a minute in between two (2) different unsuccessful login
attempts as shown in the figure 33 above. This less-than-a-minute interval between the unsuccessful login attempts highly
depicts the immediate next login attempt of a frustrated user who might be guessing their forgotten password, whilst the
two minutes average successful interval is indicative of a normal registered user login, logout and login scenario. In
addition, from the capture proof above in figure 32, every registered user login attempt is also sent into the registered
user’s email, even as it is displayed on the system’s interface. This therefore helps the user to take action if hacking
attempt is suspected on their registered account.

4.2. Measuring Compression Performances

A number of conditions can be used to measure the efficacy of the compression algorithm. The following parameters
are used in this research for the evaluation of the compressed data.
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A. Compression Ratio (CR)

The Compression Ratio (CR) is critical to measuring the pressure of the efficiency. It defines the ratio of the original
message as against the compressed message. The data/image quality improves with increasing compression ratio. It
therefore, means that the higher the CR, the better the compression. The CR is expressed mathematically as (CR = Original
Image OR Data Size/Compressed Image or Data Size [48]

B. Compression Time (CT)

The Compression Time explains the amount of time taken by the technology to compress the original image or data
into a more efficient non-redundant data image. CT is known as the smaller the compressed value the better efficient the
data/image [49]

C. Compression Speed (CS)

This is observed by the percentage of the size of the compressed output file per unit time required to compress the
file in seconds (CS = Compressed File Size/Compressed Time). The higher the value, the better the speed of compression
[50]

D. Saving Percentage (SP)

SP is the reduced value size of the compressed text or image as against the uncompressed file value. The bigger the
compressed percentage, the better the result is considered. SP = (Uncompressed File Size — Compressed File
Size)/Original * File Size [51].

E. Bits Per Pixel (BPP)

This is the data saved or stored by the bits of each pixel in a specific file. It is the overall number of bit recorded in
a given reduced file by the original file. BPP = Number of bits in a compressed file/Total Number of pixels in the File.
The larger the Bits Per Pixel, the bigger the Memory Storage Space needed to save the file, and vice versa. However, the
closer the BPP amount is to zero, the better efficiency [52]

F. Mean Squared Error (MSE)

MSE is calculated by determining the changes made to the compressed file as against the state of the original
uncompressed file. It helps to evaluate the quality of the compressed file in comparison to the uncompressed file. The
closer the MSE percentage is to zero (0), the better, the quality of the result. Therefore, if the MSE assumes zero, it means
the compressed file and the uncompressed file are almost the same, and can therefore be termed as lossless data reduction
[53].

MSE =1/nY(yi+yi)2 (12)
i=1 (13)

Definition 1: n is the total number of data point

Definition 2: I is the actual value of the i-th data point,

Definition 3: yi is the estimated (predicted) value of the i-th data point,

Definition 4: > sumps up all the value of the § operations.

Definition 5: (yi—y1)2 is the squared difference between the actual and estimated values of the i-th data point.

G. Peak Signal to Noise Ratio (PSNR)

It is the differentia ratio between the strength of the signal and the noise which occurs in the signals. This formula is
contingent on the file quality after compression. The better the PSNR, the better the file quality, or the lesser the MSE,
the higher the PSNR = 10log10 (MAX2/MSE). Higher PSNR is indicative of better outcome. MAX2 is 2552 being the
highest strength of pixels in the perfect file. The quality of the file will be checked by the use of PSNR. The higher the
PSNR (more than 40Db) the better the file quality [54].

H. Structural Similarity Index (SSIM)

It is the perceived measurement difference that occurs between 2 alike files. It is challenging to figure out which of
the files/objects has undergone any kind of processing or compression [55]

SSIM=(2uxpy+C1)(2oxcy+C2))/((ux2+uy2+Cl)(cx2+0y2+C2)) 14)

Definition 1: p, and p,, are explained using illuminating each image/file in the x and y directions.
Definition 2: o, and g, stands for the standard deviations, as well as the estimated contrast between the signals.
Definition 3: C1 and C2 are negligible use in managing the instability for either of the files signaling its closeness to
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zero. Nevertheless, the constants are avoidable in the case of global quality indexes. The closer SSIM is to figure one (1),
the better its value to unifying the two files. Thus, the higher the performance of each image.

4.2. Experimental Setup

The current methodology is assisted by the use of python 3.11 flavor/version programming language. Python
Language as a choice for this project is engineered by the fact that it supports efficiently and effectively data analytics,
visualization, computation and simulation. It is also helpful in interacting with application development process for data
encryption, compression as well as decryption and decompression. The many libraries available for this language also
gives the functionality for outstanding graph integration capabilities. This program is run on windows 10 Pro, because it
accommodates the installation of all python libraries for application development and usage at all levels. The operating
system is installed on a hardware HP fifth generation personal computer consisting specifications of Intel(R) core i5
processor speed of 2.20GHz, RAM of 8:00GB, and 1TB of harddisk capacity. The sizes of all the six (6) varied black
and white, and color pictures used as original images which are processed into stego images range from 28.4 kilobytes as
the least, to 49.2 kilobytes, the biggest size. The windows 10 Pro system software, notepad is used as the measuring tool
to generate all the various dataset sizes.

5. Conclusions and Future Work

The use of Huffman encoding together with RSA, AES and LSB is suggested strongly by the authors of this research.
This is because it is useful in removing redundancy in the intended to-be-communicated text, along with embedding the
encrypted text into an original image, which serves as a cover image with the intent to communicate light weight text
within high quality stego image. The RSA technology is used in EdSri model for user registration and login to withstand
any form of bruteforce attack at the gateway. AES algorithm is employed for text encryption to enhance security of the
app. Again, in this EdSri architecture, the tool that can be used to compress the text in a lossless manner is discussed
extensively. The compressed text with the stego image for storage and transmission are measured on the parameters of
SSIM, CT, CR, BPP, SP, MSE, and PNSR, with higher percentage differences of 0.78%, 99.9%, 0.15%, 31%, 0.45%,
0.69% and 36.6% respectively in each case.

When the simulation outcome of this current work was compared to the already existing research, Wahab et al., [30]
model, it pointed out that the overall average of all the measured parameters outperformed the, existing model
significantly, which means the current implementation is comparatively a comprehensive overall improvement. As a
future enhancement to EdSri, it may be planned to further improve on the overall performance of all the parameters
involved in EdSri proposed work, especially, the compression time (CT) of apple and bear images by re-engineering the
algorithm, and to also measure more security metrics such as geographical login distribution, account lockout frequency,
login attempt patterns, among others. In addition, Discrete Wavelet Transform (DWT) algorithm will be reconstructed
to compress the cover image to get a lighter image with a lightweight text implanted in it so as to further maximize storage
space in the cloud environment.
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