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Abstract: Expansion of Internet of Things (IoT) technologies has greatly enhanced monitoring and management of
energy systems, especially in Hybrid Renewable Energy Systems (HRES). This paper presents an [oT-based HRES smart
grid framework with a modified Brain Storm Optimization (BSO) algorithm for routing optimization and an Improved
Quantum Key Management (IQKM) is a quantum inspired protocol for better data security. The enhanced BSO algorithm,
hosted in the cloud infrastructure, optimizes IoT sensor data routing paths, thus diminishing packet transmission latency
and improving the network throughput. In contrast to conventional BSO techniques, the enhancement is through dynamic
cluster refinement and adaptive node prioritization, designed specifically for real-time cloud-integrated energy systems.
In order to protect sensitive energy transmission information, the IQKM protocol includes strong quantum-aided
encryption processes and dynamic key creation. These enhancements directly counter the dangers of man-in-the-middle
and replay attacks, which exceed capabilities of standard encryption approaches by facilitating low-latency, quantum-
resistant communication between HRES nodes. Both Photovoltaic (PV) and wind-based energy sources are utilized by
the system to provide power consistently, with cloud-based analytics and IoT sensors ensuring real-time monitoring.
Experimental testing via the Adafruit platform reports a 23% Packet Delivery Ratio (PDR) enhancement and 17%
encryption/decryption delay reduction compared to baseline and traditional routing algorithms. Such findings ensure the
potential for stable, secure, and scalable grid performance by the proposed system.

Index Terms: IoT, HRES, Shortest Routing Path, BSO, Advanced Encryption and Improved Quantum Key Management
(IQKM).

1. Introduction

Smart grid system is designed for monitoring the flow of electricity and operational information over a robust and
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reliable communication network [1]. Smart grids incorporate information and digital communication approaches into
power grid systems [2]. At present, smart grid has drastically developed and created an uprising revolution in electric grid
system [3, 4]. IoT integrated smart grid systems enable improved capability for providing enhanced generation,
transmission and distribution of electricity [5]. Significantly, smart grid provides various benefits including real-time
monitoring of data for achieving optimized energy flow, process management, and production management in HRES
[6,7]. Hence, communication topologies play an essential role in smart grid advancement as they allow the transmission
of data and information among various components of system [8]. Thus, several topologies and techniques are innovated
for obtaining enhanced transmission of data with distributed energy monitoring [9].

These topologies are developed to attain energy-efficient and reliable smart grid operation, despite this, selecting
shortest or optimum routing path for data or information transmission in smart grid includes evaluating several attributes
such as reliability, scalability, bandwidth for data transmission and grid requirements [10]. Various approaches are
considered for achieving shortest routing path in smart grid systems such as, SMAx algorithm-based routing for smart
grid is introduced in [11] for attaining energy efficient routing. The utilization of SMAx enables to minimize the network
collisions by adjusting the routing paths on the basis of real time grid monitoring conditions. Nevertheless, SMAx
algorithm is prone to transmission overhead issues, thereby reducing the reliability of the model. Significantly, [12-15]
introduces a fault-tolerant routing algorithm for attaining efficient routing towards smart grid. The deployment of fault
fault-tolerant routing algorithms enables to eliminate crowding transmissions of information within the network, thus
reducing network latency with assured distribution balancing while choosing optimum routing path. Despite these benefits,
their implementation is quite expensive with higher complexity and scalability issues. The authors in [16] utilized
Reposition Particle Swarm Optimization (RA-RPSO) based algorithm to acquire an enhanced routing algorithm.
Integrating RA-RPSO for high-dimensional routing in large-scale networks provides effective path optimization with
energy-efficient routing, However, RA-RPSO is sensitive to network parameters and requires further parameter tuning.

Similarly, the authors in [17] innovated PSO with Grey Wolf Optimization (PSO-GWO) based energy efficient
optimal routing algorithm for selecting the optimum route which attains enhanced global search ability, thereby, achieving
real-time routing in dynamic networks. Nevertheless, they struggle with transmission overhead and overfitting issues.
Hence, achieving efficient path routing is considered as an essential part, in addition to selecting an optimum routing path,
it is equally crucial to achieve enhanced security and protected information transmission against cyber threats. Henceforth,
various conventional key management for improved data security while transmitting is listed below in Table 1 along with
its benefits and shortcomings.

Table 1. Conventional key management techniques

Key management Technique Benefits Shortcomings

Symmetric Key management [18] Fast and Efficient Complex key management

Easy to accomplish secure
transmission of data
Enhanced encryption with secure
key transmission

Asymmetric Key management [19] Slow processing time

Identity-based key management [20] Sensitive to quantum attack

Still not completely reliable as they require

Kerberos Key Management [21] Applicable for larger networks secure channel-based transmission

1.1. Research Problem

The existing smart grid routing protocols such as SMAX, fault-tolerant and hybrid-metaheuristic approaches struggle
from transmission overhead incur transmission overhead, network parameter sensitivity, and scalability issues. The smart
grid needs an adaptive, low-complexity routing mechanism that adjusts dynamically to real-time grid parameters while
reducing latency and guaranteeing smooth data propagation in HRES-based smart grids.

Henceforth, to overcome the above-discussed limitations associated with optimum shortest path routing and key
management, this paper proposes an loT-driven HRES smart grid with an advanced routing IQKM security mechanism.
The integration of BSO algorithm for routing with IQKM security approach provides improved transmission and
monitoring of HRES based smart grid system with highly secured and protected information transmission.

1.2. Contribution

. IoT Sensors constitute the data acquisition layer, allowing the real-time monitoring of PV, wind turbine, battery,
and grid conditions.

«  The sensory inputs are computed through a cloud-based infrastructure, which implements both the Modified
BSO algorithm for adaptive routing and implements the IQKM protocol for secure communication.

« The HRES is the physical energy foundation, dynamically providing power, and the loT—cloud integration
provides transparency of data, adaptive control, and low-latency encrypted transfer.

The tri-layer integration increases overall system robustness by dynamically adapting transmission routes according

to real-time grid metrics through cloud-hosted BSO, and facilitating smooth data exchange with end-to-end visibility for
predictive fault identification and energy efficiency.
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The major outline and objectives of the proposed work is listed below,

. To provide a stable and efficient power supply while allowing secure, intelligent data communication, a hybrid
renewable energy system-based smart grid structure is used.

«  For guaranteeing strong, delay-sensitive routing in dynamic energy networks, a modified BSA algorithm is used.
It chooses best paths with both transmission efficiency and cryptographic constraints in mind to provide secure
and reliable data flow.

«  To provide security and integrity of data, an improved quantum key management protocol is incorporated. It
co-evolves with the routing policy by dynamically adjusting key refresh rates and encryption strength according
to route stability, exposure risk, and network conditions

2. Proposed Modelling

The developed work represented in Fig.1, is innovated by combining [oT with HRES-based smart grid for optimized
energy distribution and secured information transmission. The process begins with HRES where, IoT based sensors are
utilized for real-time monitoring of PV, wind, Battery and grid outputs. This real-time HRES monitoring enables end user
to receive rapid information regarding grid fault or any other interferences, hence, to transmit these data to the end user
without delay, BSO based shortest routing path algorithm is utilized. After, selecting the optimum routing path for data
transmission, to ensure secure and protected information transmission IQKM security mechanism is deployed.
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Fig.1. Proposed system block diagram

IQKM enables secure data transmission by protecting it against cyber threats and attacks. Later, these data is fed to
IoT cloud server which processes and stores the data for easy management and accessibility. From the cloud server, the
data then given to end user, enabling real-time monitoring and management of HRES based smart grid. Therefore, the
system as a whole assures advanced routing utilizing BSO algorithm with highly secure transmission using IQKM security
mechanism.

2.1. Modelling of HRES Smart Grid

HRES comprises of PV array, Wind turbines and one battery as illustrated in Fig.2, for providing enhanced power
supply for the smart grid system. The modelling of each component of the HRES is discussed in detail below,

A. Modelling of Photovoltaic (PV) System

The PV system consists of PV cells, which is commonly known as solar cells, is utilized for converting sunlight
directly to electricity. The PV system is attached to the HRES DC-bus using the DC-DC converters. The deployment of
DC-DC converters enables, PV array to extract maximum power by controlling the PV terminal voltage. The nonlinear
relationship existing between power and voltage of the PV panels is called as P-V characteristics.

The PV system performance efficiency depends on the PV module parameters such as solar irradiation and ambient
temperature. The PV power generated is determined using,

Ppy(t) = He(6). PVA. M, (). M (1)
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Where, H; (t) represents the solar irradiation on PV array (PVA), n. (t) denotes the convergence efficiency, np¢
implies the converter efficiency respectively.
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Fig.2. Architecture of HRES based Smart grid system
ne () = ﬂcr[l = Be- (Tc (8) — T )] (2)
T, ® = Tq (t) + 3H,; (t) 3)

Where, T,, represents rated temperature, T, (t) implies current temperature of PV cells and 8, denotes temperature
coefficient.

B. Modelling of Wind Energy System

The wind turbine is utilized for generating electricity form wind speed. For attaining increased electricity production,
wind turbines are installed on higher altitudes where the wind speed is altered to elevation of wind turbine at the height
of wind turbine which is mathematically expressed as,

u(h) = u(hg)[hij 4)

4

Where, u(h) and u(hg) indicates wind speed at hub height (h) and anemometer height (hg). The output obtained
from wind turbine is termed as,

,u, fu<u 5)

Where, P,, is the wind turbine output power, p,. represent the rated output power, u. indicate the cut-in wind speed
and u; represent the cut-off wind speed respectively. Additionally, IoT sensors are utilized for monitoring the smart grid
performance and for sending these gathered data inside the HRES framework, routing algorithm plays an essential role,
thus BSO based routing algorithm is utilized for attaining optimum routing path.

2.2. Modelling of Modified BSO based Routing Algorithm

The brainstorming process, which is a swarm intelligent algorithm based on the human idea creation process,
provides the foundation for the development of modified BSO. Modified BSO is widely utilized in energy optimization
process of smart grid and further simplified to attain local and global search. Modified BSO is typically a search space
reduction-based algorithm in which solutions are divided into various clusters which are denoted as problem’s local
optima. Initially, Modified BSO, information area comprises of solutions with finest values which are procreated from
one cluster to another. Modified BSO at first, analyze the decision space and later examine and exploit state of equilibrium
after iterations and Fig. 3 represents the Modified BSO algorithm flowchart.
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Algorithm 1: Modified BSO operation procedure
1 Generate n candidate solutions randomly and assess their fitness based on predefined metrics.
2 Continue the optimization process up to a specified maximum number of iterations or until the optimal solution is
found.
3 Partition n solutions into m distinct clusters using a clustering algorithm (e.g., K-means) to facilitate localized
search.
4 Randomly select one or two clusters to synthesize new individuals based on intra- and inter-cluster attributes.
5 Evaluate the newly generated candidate against its index-matched counterpart in the population; retain the superior
individual for the next generation.
6 Reassess all n solutions in the updated population to prepare for the next iteration cycle.

START

[ INITIALIZE POPULATIONS, INDIVIDUALS, PROBABILITIES ]

CALCULATE THE FITNESS OF EACH INDIVIDUALIN THE
INITIALIZED POPULATION

NUMBER OF ITERATIONS<=
JAXIMUM NUMBER OF ITERATIONS;

K-CLUSTERING

[ FORMATION OF GROUPS ORDERED BY CLUSTERS ]

CALCULATION OF INDIVIDUAL ADAPTATION
VALUES STARTING FROM THE SORTED OVERALL

[ RECORD THE BEST INDIVIDUALS IN EACH CLUSTER ]

SELECTA CLUSTER
CENTERAND REPLACEIT
WITHA RANDOMLY
GENERATED CENTER

CALCULAYE THE CLUSTERING PROBABILITY BASED
ON THE NUMBER OF INDIVIDUALS IN EACH CLUSTER

[ GENERATE n_p NEW INDIVIDUALS BY ADDING GAUSSIAN RANDOM ]
VALUES

RESERVE THE BEST ADAPTATION VALUES FOREACH
CLUSTER

—[ RECORD THE BEST FIT IN EACH ITERATION ]

Fig.3. Modified BSO algorithm flow chart

Modified BSO comprises of clustering, generation, and selection which further discussed.
A. Clustering

Individuals for each objective are clustered in each iteration, and clusters are formed in objective space. Person who
does better in the majority of the goals is chosen for the following iterations.

Algorithm 2: Solution clustering Approach
1 Partition the n candidate solutions into m clusters using the K-means clustering algorithm.
2 Within each cluster, rank the individuals based on fitness and designate top-ranked individual as the cluster center.
3 Generate a random scalar ¢y grering € [0, 1);
4 If rustering < Peiustering (a pre-determined probability) then.
5 Randomly select a cluster center.
6 Stochastically generate a new candidate solution to replace chosen cluster center.

B. New Individual Generation

Newly synthesized solution originate from a single entity, multiple candidate individuals, or representative clusters
depending on the generation logic and optimization strategy. A probability value of Dgeneration is used for evaluating the
new individual. Generating clusters from one cluster eventually improves the search space and enhances the exploitation
capability. The new cluster is generated using,
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XKoo = Xbyg +E(t)x rand() (6)

E(t)= logsig(%jxrand() ™)

Where t is the maximum number of iterations, k is the coefficient to change the slope of the logsig () function of
the step size function & (t), which is used to adjust the algorithm's convergence speed, and x},,, and x},; are the ith
dimensions of x,.,, and X,;4 -

C. Selection

This stage is used for attaining finest solution for all individuals and better solutions is kept by chosen stage after
each cluster production. The clustering and individual approach introduces new solutions to the swarm intelligence
algorithm, thus enhancing the overall diversity of the algorithm. However, it is crucially important to transmit these data
safely by protecting it against cyber threats, due to this reason IQKM based security mechanism is implemented which is
discussed in the later section.

D. Modified BSO Adaptation for Smart Grid Routing

The modified BSO technique is improved specially for energy-focused smart grid settings through the addition of
dynamic cluster refinement and node priority adaptation mechanisms. These adaptations enable the routing framework to
effectively cope with real-time fluctuations in grid parameters like load demand, latency sensitivity, and transmission
reliability. Within the clustering stage, K-means is supplemented with grid-state-weighted rankings that rank nodes
according to their energy contribution and fault exposure levels. When generating individuals, the algorithm incorporates
time-sensitive convergence control by employing a logarithmic sigmoid function to trade off exploration and exploitation
so that routing paths that are energy efficient as well as topologically resilient are formed. These intelligent grid-related
enhancements make BSO a responsive and scalable routing solution for dynamic HRES-based IoT environments.

2.3. Modelling of IQKM Security Mechanism

Improved Quantum Key Distribution (IQKD) is a growing approach for attaining enhanced security, it extends the
working principles of Quantum Key Distribution (QKD) with two key enhancements specially designed for use in smart
grid environments: dynamic key refresh logic and routing-integrated encryption strength modulation. In contrast to
standard QKD systems, where fixed intervals of key generation and static cryptographic strength are supported, IQKM
co-evolves with the routing dynamics and fault exposure levels of the system. IQKD functions by generating and
distributing shared key among the sender and the receiver. The security key of IQKD is generally based on the
fundamental principles of quantum mechanism and the structure of basic IQKD is represented in Fig. 4.

SECRETKEY TIER: SMART GRID:
/QUBIT RATE PERFORMANCE\
[ DISTANCE LOSS )7/_' x‘ — ]
QUANTUM CLASSICAL
GALLOPINGLOSS J—— CHANNEL CHANNEL  [——{ DATA TRAFFIC

(coNNECTIONLOSS J—— [ EVALUATION OF POWER QKD ] |————{ENCRYPTION METHOD |

SMART (;'RID-
DATA

SECRET KEY _—

QUANTUM CLASSICAL QUANTUM |
PN VPN

ALz CHANNEL 1

1

|

1
1
QUANTUM :

CHANNEL 1
QUANTUM QUANTUM |
GATEWAY A GATEWAY B :

Fig.4. IQKD structure

Key distribution between two parties is accomplished using both quantum and classical channels and is expressed
as,
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_ Q -
log1 22
Q=2xA+—182,sQ ¢ ®)
log2 2

Where, Q refers to the original key, A represents the length of the final key, S refers to the percentage of the original
key and L denotes the number of bits leaked through the key reconciliation process.
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Fig.5. IQKD flow chart

However, Fig.5 certain QKD features assures that any unauthorized access on the key exchange process leads to
communication errors. Significantly, highly secure key transmission is achieved only if the errors contain threshold value
below the defined threshold or else, QKD drops the present process and restarts. Therefore, the system as a whole ensures
enhanced and reliable performance of [oT driven HRES based smart grid system.

IQKM Protocol for Smart Grid Security

The IQKM protocol self-adapts critical refresh rates according to variation in routing stability, latency dynamics,
and node trust levels obtained from the Modified BSO routing framework. This synthesis provides that secure
communication routes are secured in real-time, with stronger keys being used in risk-prone transmission areas and reduced
cryptographic tasks facilitated where high-speed data transfer is valued. Such synergy between key distribution and
routing metrics establishes a low-latency, quantum-resilient communication backbone uniquely suited for IoT-driven
HRES smart grids.

3. Results and Discussion

This section deals with performance analysis of proposed system which is implemented utilizing adafruit software.

PVSYSTEM &

F =
CONTROLLER Z=foay
. ™

DC-DC

Fig.6. Hardware components of the proposed system
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Fig. 6. showcases the real-world implementation of the proposed smart grid architecture, combining photovoltaic
systems with loT-based sensors and essential hardware for energy generation, control, and monitoring. This setup
facilitates optimized data transmission and secure communication by leveraging Adafruit’s platform, enabling seamless
interaction between renewable energy inputs and grid management components within the HRES framework.

Wacatrut  Owices  Fowin  Owbowss  Aciorw  Powerlpe

REAL TIME MONITORING OF SMART GRID PARAMETERS ‘ LA

PV voLTAGE CURRENT DFIG VOLTAGE DC LINK VOLTAGE

< 180 \ (10 ‘ 600 < 600
v A v v

Fig.7. Real-Time monitoring of smart grid parameters

Fig. 7. showcases the Real-Time monitoring of smart grid parameters which are displayed via the Adafruit webpage
comprises of proposed system metrices such as PV voltage of 180V, PV current of 10 A, DFIG voltage of 600V, DC link
voltage of 600 V respectively. In addition to this, grid parameters observed shows that grid voltage is at 415 V and grid
current is of 12 A respectively. Therefore, by consistent monitoring of smart grid parameters enables the system to adapt
to changes, thus improving the reliability and effectiveness of proposed system.
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0.45
. 0.4
_é' 0.35
g
= 03 SAES
£ o025 DERSA
E 0.2 L HHybrid encryption
,g 0.15 T Hproposed
£ 01
[5 0.05 |:|

o

Fig.8. Comparison of encryption time

Fig.8. represents encryption time comparison among various encryption algorithms, highlighting effectiveness of
proposed model integrated with improved quantum key management protocol. The proposed system demonstrates a
significantly reduced encryption time, showcasing its optimized quantum-aided encryption and dynamic key generation
capabilities. In comparison, prevailing algorithms such as Advanced Encryption Standard (AES) [24], Enhanced Rivest—
Shamir—-Adleman (ERSA) [23], and Hybrid Encryption [22] recorded higher encryption times of 0.4s, 0.187s, and 0.258s
respectively, indicating slower performance due to conventional static key structures and increased computational
overhead. The faster encryption achieved by the proposed IQKM model emphasizes its suitability for real-time, secure
communication within loT-based HRES environments.

Fig. 9. illustrates the decryption time comparison across multiple models, further validating the proposed system’s
performance. The proposed model achieved a notably reduced decryption time of 0.015s, enabled by IQKM's lightweight
cryptographic operations and adaptive key refresh mechanisms. This is substantially lower than the times recorded for
AES, ERSA, and Hybrid Encryption algorithms, which exhibited relatively higher decryption latencies due to
conventional decryption complexity. These results affirm that IQKM enhances both security and system responsiveness,
making it highly suitable for dynamic IoT energy grid applications that demand low-latency data.

Fig. 10. shows PDR comparison between Intersection-based Routing using Q-learning (IQR) [25], Adaptive
Equilibrium Optimizer (AEO) [26], Modified Grasshopper Optimization Algorithm (MGOA) [28] and proposed model,
attaining higher PDR ensures enhanced network reliability. This chart states the improved communication efficiency of
the proposed model which attained higher PDR of 92%, While, [25], [26] and [28] show reduced PDR of 84.10%, 86%
and 83% respectively, which is low when compared with the proposed model.
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Fig.10. Comparison of packet delivery ratio (PDR)
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Fig.12. Energy consumption comparison
The throughput comparison of proposed model with various conventional topologies such as AEO [26], SOA [27]

and RS PRSO [16] is depicted in Fig. 11. Where, increased throughput indicates the ability of the model to handle large
amount of data. This chart showcases the reliability of the proposed model in terms of throughput by acquring higher
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throughput of 1.5 mbps respectively. Conversly, [26], [27] and [16] attained mildly reduced thruoghput.

Fig. 12. demonstrates Energy consumption comparison between FPTA and proposed model, where proposed model
relatively consumed less energy of 1000 J than FPTA which consumed 2100 J, indicating that, proposed model attains
enhanced performance with optimum routing, thereby, reducing the amount of total energy consumed and increases the
overall system efficiency.
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Fig.13. Network lifetime comparison

Fig. 13. shows a comparative analysis of network lifetime for increasing node numbers with respect to three routing
protocols Energy-Aware Trust algorithm based on AODV protocol and Multi-path Routing strategy (EATMR) [29], Deep
Belief Network (DBN) routing protocol [30], and the Proposed Model. As network size increases from 200 to 1000 nodes,
the proposed model always exhibits the longest functioning lifetime, far outperforming both EATMR and DBN-based
methods. This enhanced longevity is attributed to the dynamic routing adaptation and energy-efficient transmission
control of the proposed protocol, providing optimized resource allocation throughout the HRES smart grid.
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Fig.14. Packet loss ratio comparison

Fig. 14. represents the comparative analysis of packet loss against number of nodes (100 to 500 nodes) for various
protocols such as Ad Hoc On-Demand Distance Vector—Packet Drop Battling Mechanism (AODV-PDBM) [31],
Multipath Multimedia Dynamic Source Routing (MMDSR) [32], and the proposed IQKM-modified BSO Model. As the
node density, all the protocols show increasing packet loss, but the proposed model shows consistently lower drop values.
Conversely, AODV-PDBM and MMDSR exhibit sharper packet loss rates, indicating lower flexibility and congestion
control. The outperformance of the proposed model indicates its solid packet processing and optimal route optimization
under scalability restrictions in the HRES communication scenario.

Fig. 15. displays the comparison between node density and average latency of the Proposed model and the ML-Fresh
protocol [33]. The x-axis measures node density in the range of 100 to 1000, and the y-axis measures average latency in
milliseconds. The ML-Fresh protocol [33] illustrates high initial latency in sparse node conditions, which then decreases
as node density rises. On the other hand, the Proposed model has uniformly low latency throughout the densities, reflecting
its high scalability and lower delay even in heavy network conditions.
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4. Conclusions

The proposed Iot based HRES smart grid system, integrated with Modified BSO algorithm and IQKM, ensures
improved energy management and secure information transmission. The implementation of modified BSO algorithm into
cloud environment effectively assures to find the optimum shortest routing path with minimized transmission losses.
Significantly, the deployment of IQKM ensures secured and protected system functioning against possible cyber threats
by allowing improved encryption process. The utilization IoT sensors and cloud platforms, enables real-time monitoring,
control and optimization of HRES parameters. Furthermore, the incorporation of PV and WES allows stable power supply,
thus improving the system reliability. In addition to this, Adafruit implementation results shows that, proposed system
achieved reduced encryption and decryption time with increased PDR of 92%, indicating highly reliable and sustainable
monitoring of HRES with protected and secured data transmisson within the smard grid architecture. Nonetheless, the
computational requirements of the Modified BSO method and IQKM protocol could be imposing in terms of deployment
on low-power IoT devices with limited memory and computational capabilities. Scaling the system to different
heterogeneous energy infrastructures might also face interoperability and cost limitations. Optimizing the algorithms to
run lightweight and testing them across wider deployment settings will be focus of future research.
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