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Abstract: This project addresses the growing issue of fake reviews by developing models capable of detecting them
across different platforms. By merging five distinct datasets, a comprehensive dataset was created, and various features
were added to improve accuracy. The study compared traditional supervised models like Logistic Regression and SVM
with deep learning models. Notably, simpler supervised models consistently outperformed deep learning approaches in
identifying fake reviews. The findings highlight the importance of choosing the right model and feature engineering
approach, with results showing that additional features don’t always improve model performance.

Index Terms: Fake Review Detection, Supervised Learning, Deep Learning, Feature Engineering, Cross-platform
Analysis

1. Introduction

The advent of e-commerce has revolutionized how consumers shop, offering convenience and a wide array of
choices. However, this transformation has been accompanied by the proliferation of fake reviews, posing significant
challenges to the integrity of online marketplaces [1, 2]. These fraudulent practices not only mislead consumers but also
tarnish the reputation of platforms and genuine sellers, undermine consumer trust and distort purchasing decisions.
Current literature demonstrates the effectiveness of various machine learning models, including Logistic Regression,
Random Forest, Support Vector Machine, and NaWe Bayes, in identifying fake reviews [3-6]. However, significant
challenges remain, such as the need for large-scale, diverse datasets and the limitations of current methods in handling
unbalanced data [7, 8].

A critical gap identified in the literature is the need for cross-platform detection capabilities. Many existing models
are trained on datasets from a single e-commerce platform, limiting their generalizability. Alsubari et al. [1] explored
the detection of fake hotel reviews using supervised machine learning techniques, finding that Random Forest
outperformed other models. However, the study noted the scarcity of large labeled datasets, highlighting a significant
limitation in current research. Similarly, Soldner et al. [9] found that detecting fake reviews is more challenging with
cross-platform datasets due to additional variability and complexity. Their findings suggest that product ownership and
data origin confound fake review detection, leading to overestimation of model performance when data is sourced from
different platforms.

Feature engineering plays a crucial role in enhancing the performance of fake review detection models. Nguyen [4]
proposed a machine learning framework for detecting fake reviews using text features and found that SVC was the most
reliable. However, the study suggested exploring other feature extraction methods, like Bag of Words and Word2Vec,
and considering deep learning approaches in future work.

Recently, deep learning methods have been increasingly adopted in fake review detection research, with studies
reporting their effectiveness [10, 11]. Vyas et al. [12] proposed a deep learning-based model using features such as
word count, sentence length, sentiments, and N-grams, achieving promising results. Their preliminary results indicated
that the LSTM-based approach has the potential to outperform existing machine learning methods.

This study aims to address the identified gaps by developing and evaluating both supervised and deep learning
models for fake review detection across multiple e-commerce platforms. The project specifically focuses on three key
objectives: (1) assessing the performance of the models on a cross-platform dataset to evaluate their generalizability, (2)
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analyzing the impact of feature engineering on model accuracy and reliability, and (3) comparing the efficacy of
traditional machine learning approaches with deep learning techniques. By addressing these goals, this study seeks to
contribute to the development of more robust and adaptable fake review detection systems, ultimately enhancing the
integrity and trustworthiness of online marketplaces.

2. Dataset Overview

Initially, around 20 user review datasets were sourced from platforms like GitHub and Kaggle. After careful
review, five datasets were selected for their compatibility in structure and essential features like labels, allowing them to
be merged seamlessly. The selected datasets include three Amazon review datasets, one Yelp dataset, and one hotel
review dataset.

The Amazon datasets contain reviews across different product categories, with approximately 21,000, 18,000, and
40,000 reviews respectively. The Yelp dataset includes around 360,000 reviews, primarily focused on restaurants. The
hotel dataset comprises 1,600 reviews from multiple platforms, such as TripAdvisor.

These datasets were chosen because they provided raw, unprocessed data that maintained the originality of the
analysis and allowed for cross-platform applicability. The diversity of review sources and product categories helps
ensure that the dataset is representative and suitable for developing models with broad applicability.

Subsequently, a distinctive dataset was created by merging the five chosen datasets to reflect a diverse array of
consumer feedback across various e-commerce platforms. The final dataset, post-merging, comprises 8 attributes with
7960 observations, evenly split with 1592 instances from each of the five datasets, containing 796 genuine and 796 fake
reviews per dataset. After feature engineering, the modified dataset expanded to 16 attributes, which were utilized for
the modeling phase.

A new test sample consisting of 800 reviews, evenly split between 400 fake and 400 real reviews, was used to
evaluate the performance of the supervised models. This dataset includes products from different categories than those
in the dataset used to create the models. The aim was to assess how well the models, developed using a cross-platform
dataset, perform with new and unseen data.

3. Methodology

3.1. Data Collection and Initial Exploration

Figure 1 presents a schematic flowchart of the research steps undertaken in this study. The initial step was
collecting relevant datasets through web scraping. Datasets were sourced from platforms including Amazon, Yelp, and
specific domains like hotel and restaurant reviews. The initial exploration involved assessing the structure, content, and
review authenticity indicators within these datasets. This step was critical in planning the data cleaning and integration
strategies to ensure the datasets' compatibility and relevance to the study's objectives.

Data Collection E— Data Selection —— Data Cleaning —
) E——
Exploratory_ Data Feature E_xtrac'tion
Analysis and Engineering
Deep Learning Supervised <
Models Learning Models
\
Performance )
Evaluation < Testing Data
Y
Comparative
Analysis

Fig.1. Framework for the proposed methodology
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3.2. Data Cleaning Process

The data cleaning phase streamlined the datasets by pruning irrelevant or redundant columns, renaming columns
for consistency, and standardizing review labels to ‘F’ for fake and ‘R’ for real. It also involved discarding rows without
review text, essential for authenticity analysis, and removing duplicates to ensure data uniqueness.

3.3. Data Sampling and Merging

A balanced approach was applied in sampling real and fake reviews from each dataset, ensuring diversity in the
final dataset. These sampled subsets were then merged, resulting in a dataset that represents various user-generated
content across e-commerce platforms.

3.4. Feature Engineering

The initial step involved calculating straightforward yet informative attributes such as review text length, sentiment
polarity, Flesch-Kincaid score, stopword, capitalization and punctuation count directly from the review texts. A custom
function as “Product Name Mention” also was developed to detect the presence of the product's name within the review
text. This aimed to assess the review's relevance and specificity towards the product.

The feature engineering process employed a Random Forest classifier with CountVectorizer to identify keywords
critical for predicting review authenticity. The top ten influential words were visualized for relevance, as shown in
Figure 2. From these, six words (great, good, like, love, really, quality) were chosen for their significant generic
relevance across different datasets, leading to the creation of the IMPORTANT_WORDS_COUNT feature. This feature
aggregates the frequency of these words within each review, providing a concise, predictive attribute.

chicago

great
good
like
love
location
just

really

Feature (Most Influential Terms)

product

quality

0.000 0.002 0.004 0.006 0.008
Feature Importance

Fig.2. Top 10 most influential terms identified using a random forest classifier

Another novel feature, RATIO_REPEATING_WORDS, was engineered to quantify redundancy within review
texts. This metric is calculated using the formula:

Count of repeating words
Total word count in a review

Ratio of Repeating Words =

This proportion of words repeated more than once provides insight into the originality and potential spamminess of
the content. By normalizing for the length of the review, this ratio offers a measure of repetitiveness that is unbiased by
review length.

3.5. Dataset Preparation

The preprocessing steps applied to the dataset were crucial to ensure uniformity and enhance the model's ability to
detect fake reviews effectively. These steps included removing non-word characters, converting the text to lowercase,
and applying lemmatization and stop-word filtering. Lemmatization was chosen to reduce words to their base or root
form, ensuring consistency across different variations of a word, which is essential for improving model learning. Stop-
word filtering was applied to eliminate common but insignificant words that do not contribute meaningful information
to the classification task. These choices were made based on standard practices in NLP, where they help reduce noise
and enhance the focus on critical words that can affect model performance.
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3.6. Model Training and Hyperparameter Tuning

For model training, a pipeline was established, incorporating preprocessing steps for numeric, categorical, and
textual features (Figure 3). Building on existing literature that explores various machine learning approaches for
detecting fake reviews, this study selected four models including KNN, SVM, Random Forest (RF), and Logistic
Regression (LR) based on their strengths in different aspects of classification tasks. KNN was chosen for its simplicity
and ability to classify based on proximity to known data points, while SVM was selected for its robust performance in
high-dimensional spaces, making it effective for complex text data. Random Forest was included for its ensemble
learning capability, which helps reduce overfitting by averaging multiple decision trees. Logistic Regression, a widely-
used and interpretable model, was chosen for its efficiency in binary classification problems. These models were
compared across a cross-platform dataset to determine which one offers the best balance between accuracy, adaptability,
and computational efficiency for detecting fake reviews. [4-6].

The study employed GridSearchCV along with 5-fold cross-validation for several key purposes including optimal
hyperparameter selection, model validation, performance stability, resource efficiency and model benchmarking.

Numeric * Median Imputation
Features + Standardization

(=11l (+= | + Constant Imputation
Features + One-hot Encoding

Text + TF-IDF vectorization

Fig.3. Preprocessing steps applied to different feature types in the pipeline

3.7. Performance Evaluation

After training, each model's performance was thoroughly evaluated using several key metrics: accuracy, precision,
recall, and F1 score. Confusion matrices were also generated to provide detailed insights into each model’s predictive
accuracy across different classes, highlighting their specific strengths and weaknesses in identifying fake reviews.

To further validate the models, a separate test set comprising 400 fake and 400 real reviews was utilized to verify
the models' performance on unseen data. This step ensured that the models could generalize well beyond the training
data.

Additionally, a version of the dataset without the engineered features was subjected to the same preprocessing and
modelling procedures. This allowed for a direct comparison of performance metrics to determine the efficacy of the
feature engineering process.

3.8. Deep Learning Model Development

As the final step of this project, three primary neural network architectures were developed and evaluated: Long
Short-Term Memory (LSTM), Convolutional Neural Network combined with LSTM (CNN-LSTM), and a hybrid
LSTM-Recurrent Neural Network (LSTM-RNN). The choice of these methods was based on recent literature, as
researchers have successfully employed these architectures for fake review detection [11, 12].

These deep learning methods were selected as basic approaches to compare their performance with the previously
developed supervised models. This comparison aims to evaluate the effectiveness of deep learning techniques in
detecting fake reviews and to determine if they offer significant advantages over traditional supervised learning
methods.

4, Results and Discussion

The histograms in Figure 4 show similar rating distributions for fake and real reviews, highlighting the challenge
of detecting fake reviews based solely on ratings, as fake reviews are crafted to closely mirror genuine ones.

Figure 5 presents word clouds for both fake and real reviews, illustrating the frequent use of similar terms in both
categories. This visual similarity highlights the challenge in distinguishing fake reviews based purely on word
frequency or common terms. The overlap suggests that fake reviews are crafted to resemble authentic ones closely,
further complicating detection efforts. This finding underscores the need for more advanced techniques beyond basic
term analysis, such as feature engineering and contextual evaluation, to improve the accuracy of fake review detection
models.
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Fig.4. Distribution of rating for fake (left) and real (right) reviews
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Fig.5. Word clouds for fake (left) and real (right) reviews

Figure 6 demonstrates the boxplots for stopwords, punctuation, and capitalization features, revealing higher
occurrences in real reviews compared to fake ones. This pattern indicates that real reviews tend to exhibit a more
conversational tone, characterized by a higher use of stopwords—common in natural speech—and greater punctuation
and capitalization, suggesting expressive and less structured language. These linguistic nuances, more prevalent in real
reviews, offer clues for distinguishing them from fake reviews, which tend to be more polished and formulaic. The
differences in these features underscore the value of analyzing multiple linguistic characteristics when detecting fake
reviews.
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Fig.6. Boxplots for the distribution of stopwords, punctuation, and capitalization counts in fake and real reviews

The boxplots in Figure 7 illustrate that fake reviews tend to show higher sentiment polarity and a greater ratio of
repeating words compared to real reviews. This trend suggests that fake reviews often exhibit exaggerated positivity to
enhance their perceived authenticity and appeal. The increased repetition of certain words or phrases in fake reviews
points to an intentional strategy to reinforce key terms, making the review appear more substantial. These tactics are
often employed to give fake reviews a sense of credibility, but they can serve as markers for detecting inauthentic
content.

Figure 8 depicts boxplots for review length and FK score (Flesch-Kincaid readability score), revealing that real
reviews are generally longer and have higher FK scores compared to fake reviews. This suggests that real reviews tend
to be more complex and varied in readability, often reflecting authentic experiences that require more detailed
expression. In contrast, fake reviews are typically shorter, with simpler language and less variety in sentence structure,
indicating a more formulaic or automated approach to review generation. The greater complexity and length of real
reviews can serve as important differentiators when identifying fake content.
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Fig.7. Boxplots for the distribution of sentiment polarity and the ratio of repeating words in fake and real reviews
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Fig.8. Boxplots for the distribution of text length and the FK score in fake and real reviews

The bar charts in Figure 9 reveal that fake reviews are more likely to mention the product name and use a higher
frequency of important words. The higher occurrence of product name mentions suggests a deliberate tactic in fake
reviews to mimic authentic review behavior by appearing more specific and detailed. Similarly, the increased count of
important words in fake reviews indicates an effort to make the reviews sound convincing and credible, likely by
strategically using persuasive or impactful terms. These features highlight how fake reviews often rely on specific
strategies to enhance their legitimacy, providing valuable indicators for detection.
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Fig.9. Bar charts for total product name mention and average important words count in fake and real reviews

The selection of the most appropriate models was conducted through GridSearchCV, employing a 5-fold cross-
validation strategy to optimize the models' hyperparameters and assess their effectiveness across multiple data partitions.
Table 1 shows the cross-validation accuracy and optimal hyperparameters for each of the supervised models.

Table 1. Cross-validation accuracy and optimal hyperparameters for supervised models

Model Cross-Validation Accuracy Optimal Hyperparameters
KNN 0.7637 7 Neighbors
SVM 0.7995 RBF Kernel,C =1
RF 0.7952 200 Estimators, No Maximum Depth
LR 0.7894 Regularization Strength C = 0.1

Table 2 presents the initial performance metrics of the four supervised models. The SVM model emerged as the
top performer, achieving the highest scores across all performance metrics. This highlights SVM's superior ability to
effectively balance the trade-offs between different types of errors, which is crucial in real-world applications.

Figure 10 shows the confusion matrix results. SVM not only showed fewer false positives compared to the other
models but also maintained a high number of true positives and true negatives, supporting its high-performance scores
in Table 2. This suggests that SVM is particularly effective at managing non-linear patterns, which likely contributed to
its superior performance on the test set. Logistic Regression (LR) also performed well, with a significant number of true
positives and the fewest false positives, reflecting its high recall and precision scores. Both RF and KNN were
competitive, though their performance was slightly below that of SVM and LR. RF excelled in identifying fake reviews
with the highest number of true positives but had a higher rate of false negatives compared to LR and SVM.
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Table 2. Initial model performance metrics

Model Accuracy Precision Recall F1 Score
KNN 0.7714 0.7724 0.7714 0.7714
SVM 0.8216 0.8235 0.8216 0.8216
RF 0.8122 0.8122 0.8122 0.8121
LR 0.8172 0.8179 0.8172 0.8173

KNN

True Pos Faise Neg True Pos

True Pos
679
42.65% 500

Faise Pos | e False Pos
15 154
7.22% 967%

Predicted label

Fig.10. Confusion matrix results for supervised models

SVM's superior performance can be attributed to its ability to handle high-dimensional feature spaces, which
makes it well-suited for text classification tasks where input data often involves numerous features derived from natural
language processing. The model’s use of kernel functions such as the radial basis function in this case allows it to find
non-linear decision boundaries, which may be particularly useful when the separation between fake and real reviews is
not easily defined in the input space.

Furthermore, SVM excels at balancing the trade-off between margin maximization and error minimization. By
adjusting its regularization parameters (C), SVM effectively controls overfitting and underfitting, resulting in better
generalization to unseen data. The other models may lack SVM's capacity to define complex decision boundaries or, in
the case of KNN, struggle with the curse of dimensionality, particularly when dealing with a large number of features.

While Random Forest (RF) performed well, its ensemble structure may not be as efficient in capturing subtle
distinctions between fake and real reviews as SVM. Logistic Regression (LR), while simpler and faster to train, relies
on linear decision boundaries, which may not always be appropriate for the non-linear characteristics of the dataset.
KNN, being sensitive to the choice of the number of neighbors (k) and distance metrics, may also struggle with noise
and sparsity in the dataset.

The analysis of model performance before and after feature engineering provides key insights into its varied
impact across different supervised models (Table 3). Feature engineering improved metrics for KNN, SVM, and
Logistic Regression, with SVM showing the most significant gains of around 3%, suggesting enhanced discriminative
power from the new features. However, the Random Forest model saw a slight decline in performance, likely due to
noise or redundancy introduced by the new features, highlighting that feature engineering's effectiveness depends on the
specific algorithm. These results underscore the importance of a tailored approach to feature engineering, as more
features do not necessarily improve model performance.

Table 3. Relative percentage change in model performance metrics after feature engineering

Model Accuracy (%) Precision (%) Recall (%) F1 Score (%)

KNN 0.4926 0.1813 0.4926 0.6871

SVM 3.0852 3.2829 3.0852 3.0635
RF -0.8426 -0.8426 -0.8426 -0.8426
LR 0.4672 0.4547 0.4672 0.4672

The supervised models were tested on a new dataset, with results showing a slight decline in performance
compared to initial metrics, as expected with the introduction of a new and unseen dataset featuring different product
types. However, Figure 11 illustrates the models' strong ability to generalize to new data, suggesting that they can be
effectively applied across different e-commerce platforms.
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Figure 12 shows that deep learning models (LSTM, CNN-LSTM, and LSTM-RNN) did not outperform the SVM
model in this application. The LSTM model achieved an F1 Score of 0.6589, the CNN-LSTM improved slightly to
0.6849, and the LSTM-RNN reached 0.6025. These scores fall short compared to SVM's superior performance.
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Fig.12. Comparison of performance metrics for SVM and deep learning models

The performance disparity between deep learning models and simpler supervised models can be attributed to
several key factors. While deep learning models have powerful feature extraction capabilities, they generally require
significantly larger and more diverse datasets to fully realize their potential, particularly when working with raw text
data without the aid of explicit feature engineering [11, 13]. In this study, the dataset, though diverse in its sources, was
relatively small and homogenous compared to the vast volumes typically required for deep learning to excel. This
limitation likely impacted the ability of the deep learning models to effectively learn complex patterns from the data.

Supervised models, by contrast, were better aligned with the dataset's size and characteristics. The feature
engineering process provided well-defined, relevant inputs that improved the performance of these models. Supervised
approaches excel in leveraging explicitly defined features tailored to the problem at hand, allowing them to generalize
more effectively on the test data compared to deep learning models. This advantage became evident in the context of
this project, where simpler models were able to strike a balance between performance and resource efficiency.

Additionally, deep learning models are prone to overfitting, particularly when extensive hyperparameter tuning and
regularization are not applied. Without sufficient tuning, these models can memorize patterns in the training data rather
than generalize to unseen data, leading to poorer test performance [14]. This contrasts with the supervised models,
which, benefiting from feature engineering, avoided overfitting and achieved better generalization on the test dataset.

These findings underscore the ongoing relevance and efficiency of supervised learning models in tasks such as
fake review detection. While deep learning models hold promise, particularly for large-scale and unstructured datasets,
their deployment in smaller, more focused datasets requires careful consideration of factors such as dataset size,
hyperparameter tuning, and computational costs. This study highlights the advantages of supervised models in terms of
both performance and interpretability, suggesting that for certain tasks, simpler approaches may offer a more effective
and efficient solution. Looking ahead, this research provides a foundation for future explorations aimed at optimizing
the balance between model complexity and real-world applicability in the fight against fake reviews.

5. Conclusions

This study highlights the strengths of machine learning models in detecting fake reviews, emphasizing the
importance of cross-platform datasets, feature engineering, and model adaptability. The SVM model consistently
outperformed others, showing superior precision and flexibility, particularly when combined with optimized kernel
functions and regularization parameters. While deep learning shows potential, simpler supervised models like SVM
demonstrated greater efficacy with smaller, more focused datasets. The role of feature engineering varied, offering
significant advantages for some models (e.g., SVM) but adding unnecessary complexity for others like RF.
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The findings from this study have practical implications for e-commerce platforms in their efforts to combat fake
reviews. The high accuracy of models like SVM suggests they could be effectively deployed for real-time review
monitoring, flagging suspicious reviews as they are posted. By integrating such models into existing moderation
systems, platforms could enhance their ability to detect fake reviews alongside human oversight.

User feedback could be incorporated to continuously retrain and refine the models, improving detection accuracy
over time. The deployment of these models not only helps maintain the credibility of product reviews but also mitigates
the economic impact of fake reviews, preserving consumer trust.

For future research, several opportunities exist to advance fake review detection. Expanding dataset diversity to
include various platforms and product categories can improve model generalizability. Incorporating metadata such as
reviewer history, product characteristics, and temporal review patterns could enhance accuracy. Additionally, exploring
hybrid models that combine supervised learning with deep learning may boost performance by leveraging the strengths
of both approaches.
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