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Abstract: Trust is a basic requirement for the acceptance and adoption of new services related to health care, and therefore, 

vital in ensuring that the integrity of shared patient information among multi-care providers is preserved and that no one 

has tampered with it. The cyber-health community in Nigeria is in its infant stage with health care systems and services 

being mostly fragmented, disjointed, and heterogeneous with strong local autonomy and distributed among several 

healthcare givers platforms. There is the need for a trust management structure for guaranteed privacy and confidentiality 

to mitigate vulnerabilities to privacy thefts. In this paper, we developed an efficient Trust Management System that 

hybridized Real-Time Integrity Check (RTIC) and Dynamic Trust Negotiation (DTN) premised on the Confidentiality, 

Integrity, and Availability (CIA) model of information security. This was achieved through the design and implementation 
of an indigenous and generic architectural framework and model for a secured Trust Management System with the use of 

the advanced encryption standard (AES-256) algorithm for securing health records during transmission. The developed 

system achieved Reliabity score, Accuracy and Availability of 0.97, 91.30% and 96.52% respectively.  

 

Index Terms: Cyber-health, Nigeria, Privacy, Reputation, Security, Trust Management. 

 

 

1.  Introduction 

Cyber Health is defined as “a condition of cyber systems and networks that are not only free from malware and 
botnets infection but also contributes more broadly to the overall trust and usability of the cyberspace for the well-being 

of all” [1]. In Nigeria, health care systems and services are mostly fragmented, disjointed, heterogeneous with strong local 

autonomy and distributed among several healthcare givers platforms which may be public or private [2,3]. The Cyber-

health and its community in Nigeria is still in its infant stage with more participants (healthcare workers, administrators, 

ICT workers and other stakeholders) joining every day.  This makes it pertinent for the community to interact, explore 

and share resources which is only possible if there is trust among them. Trust is considered an indicator of quality of care 

and is associated with patients’ satisfaction [4]. 

The awareness, adoption and acceptance rate is low with few healthcare centers having electronic health records. 

Even those that have e-records did not secure it, thereby making privacy breaches a concern. Healthcare centers are 

reluctant in releasing the e-records of their patients to other centers for fear of theft, misuse and loss of internal revenue. 

While healthcare technologies play key roles in our populations’ health, they are vulnerable to security threats due to 

interconnections, easily accessible access points, outdated systems and lack of emphasis on cyber security [5-7]. Although 
Information and Communication Technology (ICT) in health holds great promise to significantly improve the quality 

and delivery of healthcare service, the security, privacy and confidentiality of patients’ records across computer networks 
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remain a serious concern. 

Delivering e-health services across multiple cloud providers requires a trustworthy brokering framework [8]. Such 

framework should be capable of ensuring that the integrity of shared patient information among multi-care providers is 

preserved and that no one has tampered with it. Trust in e-Health is the quantified belief by a trustor with respect to the 

honesty, competence, security and dependability of a trustee within a specified context [9]. Although, several approaches 

(cryptographic and non-cryptographic) exist in literature for ensuring security and privacy of e-health data [10-12], the 

quest for an optimal solution remains unanswered.  

A leading approach to trust management is Reputation. Reputation is based on trust and on past behavioral record of 

an entity. However, reputation-based systems are limited in managing first time threats to the system because every 

criminal has a first time. Another method of ensuring trust is through performing Real-Time Integrity Check (RTIC) 
which involves an online or real-time check to ascertain the integrity of any requesting entity for access. This is a real-

time assessment of the reputation of the entity over the internet before requesting for access. This is based on the 

Confidentiality, Integrity, and Availability (CIA) model which are considered the three most crucial components of 

security. The Real-Time Integrity Check evaluates which criteria to know if any of the three elements has been 

compromised in the requesting entity.  

This study is aimed at developing a Trust Management System for guaranteed privacy and confidentiality within the 

networked community of patients, healthcare providers and health records across hospitals. Hence, the objectives are to 

first, design a model and architectural framework of the trust management system. The second objective is to implement 

the designed model and lastly, evaluate the performance of the developed system using both objective and subjective 

evaluation techniques. Therefore, the paper presents a framework that will go a long way to put the Nigeria cyber-health 

network in proper perspective and mitigate vulnerabilities to privacy thefts. This paper is organized as follows: Section 2 
discusses related works. Model design and framework architecting which constitute the Methodology are discussed in 

Section 3. The result, which is the developed system is presented in Section 4. Section 5 discusses the performance 

evaluation while the final section presents the conclusion and future work to be done. 

2.  Related Works 

Agent-To-Agent Reputation-Based Trust Management framework for a CACIP based mobile environment was 

developed by [13]. The work proposed an agent-based trust management model in which, components do not interact 

directly to share services however, each component that wants to provide service attaches the message/service in the 

information bus to make it available for other components. 

Reference [14] developed a dynamic trust negotiation framework for flexible e-health collaboration within a circle 
of trust (COT). The authors proposed a decentralized approach to trust negotiation, whereby, entities in a network delegate 

their trust negotiation task to a third-party entity they both trust. Once this trusted party can establish trust between with 

the entity requesting and with the entity granting access, they do not need to interact directly, access is granted. However, 

this solution is only feasible for networked parties such as research, academia and public institutions. It is not practical 

for an open internet era where requests can be made from any requesting entity not previously defined and who do not 

have existing trust contracts. 

Tormo et al, 2013 in their work, Identity Management in Privacy We Trust: Bridging the Trust Proposed a distributed 

reputation model to determine a specific entity’s trustworthiness while preserving users’ and entities’ privacy. Model 

aggregates recommendations, it doesn’t know users’ or other entities’ recommendation values about a specific entity. It 

also keeps secret the reliance that a specific entity gives to its recommenders, used to compute reputation values. However, 

there is still the inability to ensure the privacy of reputation feedback provider as reputation is a reliance on past behavior, 

hence, its limitation. 
HealthyBroker: A Trustworthy Blockchain-based Multi-Cloud Broker for Patient-Centered eHealth Services was 

presented by [8]. They opined that one technology that can help brokering systems achieve trust is the block chain 

technology which can be used to build trust-worthy ecosystems for distributed environments. However, this requires 

distributed ledger, that is, block chain which has not gained widespread adoption as it is still reliant on reputation which 

is historic behavior. 

Arising from the reviewed works in this section, it is evident that trust is an underlying phenomenon of any security 

system and the demand for an optimal solution remains unanswered as existing models fall short in addressing this special 

requirement of patient-centered ehealth services holistically. Our approach therefore proposes a way forward by designing 

a trust management framework in response to the need of the expanding cyber-health community in Nigeria, and by 

extension, other developing nations of the world. 

3.  Research Methodology 

Towards achieving the set objectives of this research, it adopted a design and experimental approach for the 

development of the trust management system. Thus, a framework and model was designed with underlying assumptions 

for the trust management system. The framework was built using the 3-tier client-server architecture which consists of 

the client tier, application server tier and the web server tier. The designed model was implemented using the Laravel 
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framework which is a PHP-based web implementation framework. The client tier of the system was implemented as web 

services while the server tier was implemented using the WAMP (Windows, Apache, MySQL and PHP) server. The last 

objective was achieved by carrying out a performance evaluation of the developed system using both objective and 

subjective evaluations. 

3.1.  Framework Development Assumptions  

The Trust Management Architectural framework developed in this work was premised on the following underlying 

assumptions: 

 

⚫ There exists a network of hospitals and ICT infrastructures as depicted in Fig 1.  

⚫ The Healthcare Information is hosted on a centralized online database, not kept independently by any entity or 
moved around within the system. 

⚫ A requesting entity on authorization can only access the EMR to read and/or update it. 

⚫ The requesting Entity can be the Patient. 

⚫ The requesting Entity can be the Doctor, Pharmacist or any other healthcare service Stakeholder, however, 

patient authorization is required. 

⚫ Any Entity makes the request over a digital infrastructure; network (e.g. the internet) phone, tablet, PC, and 

many more. 

 

 

Fig.1. An Evolving Distributed-Centralized Health Infrastructure Model of Selected Hospitals in Ogbomoso [15]. 

3.2.  The Hybridized Trust Management Model 

The Real-Time Integrity Check (RTIC) was combined with the reputation based approach to get the best of both 

worlds, such that every requesting entity is at first taken through a Reputation Test. Only entities that pass the reputation 

test are taken through the Real-Time Integrity Check. A margin of failure will be given such that if the requesting entity 

does not cross a threshold of bad reputation, it cannot go through the Real-Time Integrity Check.  

Every result of the Real-Time Integrity Check also becomes an input for the Reputation Database used for the 

Reputation Assessment as shown in Figures 2 and 3 respectively, the hybridized model was used to develop the Trust 
Management Framework shown in Fig. 4.  

 

 

Fig.2. Combining the Two Complementary Approaches.
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Fig.3. Components of the Trust Management Model. 

Hence, Fig. 4 is the proposed Trust Management Framework for Guaranteed Privacy and Confidentiality for the 

Nigerian Cyber-health Community and it is made up of three distinct layers which are the presentation (user interface), 

broker (application) and resource (infrastructure) layers respectively. 

The presentation layer is concerned with managing all user interaction and presenting information to the user. This 

is where all graphical user interface (GUI) for the various levels of inputs, data capturing and communication with the 

system is presented. This layer houses the login form for patient and doctors, appointment scheduling interface, patient-

doctor consultation interface, transfer authorization interface, encryption/decryption interface and report 

generation/viewing forms.  
 

 

Fig.4. Trust Management Framework for Guaranteed Privacy and Confidentiality. 

The broker layer which is also the application layer is concerned with implementing the logic of the application and 

so providing the required functionality to end users. It also handles all security related activities such as: authentication 

and authorization, verification, data integrity, encryption/decryption. 

The resource layer which is the third stores data and provides transaction management services and further manages 

the data that is passed to and from the client. This layer consist of several databases for storing and handling 

communication logs, data control, data integrity checks, reputation database etc. 

3.3.  Framework Architecting 

To further describe how the components of the proposed framework are functionally and logically related, the 
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framework’s architecture was done adopting the 3-tier client-server architecture because it is a distributed architecture 

and is typically used when there are different categories of transactions to be processed differently by divers servers’ 

logics.  The 3-tier architectural solution as shown in Fig. 5 is comprised of the client tier, application server tier and the 

web server tier as described here in this subsection. 

A.  Client Tier 

The Client tier consists of the Doctor’s computer, Patient computer or mobile device, and web browser. The mobile 

device uses Wireless Application Protocol (WAP) to connect through the web browser to obtain web services. The client 

layer provides interfaces that allows a user (doctors’ computer or patients’ mobile terminal) interact with the program 

running on the server through a web browser or phone-based application. The browser is responsible for presenting the 

markup from the application server as web forms. 
 

 

Fig.5. The Designed Trust Management 3-Tier Architecture. 

B.  The Application Server Tier 

The Application Server layer consist mainly of the reputation based trust management system built using the Laravel 

PHP Web Server framework. The application server is responsible for executing requests from the client side to the 

Context Profile Manager (CPM). It is also responsible for implementing application-specific logic as well as information 

storage and retrieval requests; which include the following: 

 

⚫ Registers new patients and doctors, and forwards their profiles to the Context Profile Manager Database 
(CPMDB). 

⚫ Provide Authentication and authorization 

⚫ Provides encryption and decryption services on patient health records, computes and generates appropriate 

reputation index for doctors 

⚫ Content management 

C.  The Web Server Tier 

The web server layer consists of the CPMDB, and Service Registry. The CPMDB is responsible for managing patient 

and doctor’s profile and dynamic content manager (DCM) while Service Registry is responsible for services’ registration. 

The web server is responsible for all user communications, with the user interface implemented using a web browser. 

This is made possible using service-oriented architecture (SOA), and particularly, the simple object access protocol 

(SOAP).
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3.4.  System Design, Implementation and Tools 

The model driven development (MDD) approach was adopted in this research. It is an approach to software 

engineering centered on system models that are expressed in the unified modelling language (UML). A system flowchart 

(SFC) that shows the system flow stage wise and in a logical sequence is depicted by Fig. 6. The earlier presented 

architectures and designed models were used to implement the trust management system for simulation of the developed 

framework as a client-server system using Laravel framework. Laravel is a PHP-based web framework whose choice was 

informed because it is very expressive, well designed with simple and fast routing engine as an implementation framework. 

In addition to PHP programming language, other tools used for the implementation of this work are HTML, CSS, 

Bootstrap and WAMP Server.  

 

 

Fig.6. The Trust Management System Flowchart. 

The client side of the trust management system was implemented essentially as web services view and web pages 
using PHP7, HTML5 and CSS3 while the server side implementation of the trust management system was achieved using 

the server side code of PHP running on WAMP server version 5.0 (WAMP5). 

3.5.  Encryption and Decryption Algorithm Used 

As part of the functional requirements of the proposed framework to ensure security and provide privacy and 

https://laravel.com/
https://laravel.com/docs/routing
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confidentiality of patient health records handling and during transfer, information hiding was achieved using the popular 

Advanced Encryption Standard (AES-256) algorithm as shown in Fig. 7. The choice of the encryption algorithm was 

informed based on the fact that it is widely regarded as the most secure symmetric key encryption cipher. 

 

 

Fig.7. AES-256 Encryption Algorithm. 

Furthermore, access to a service is granted to the requesting entity if conditions are met. 

The Reputation Index calculated in percentage is: 

 

RV = Dri +Dnr+ (GA - BA )/ TA * 100                                                             (1) 
 

If Dnr <= 20 then 

 

• RV: a reputation value for each agent that determines it’s trustworthiness. 

• GA: number of good actions an agent has done when it was accessing resources. 

• BA: number of bad actions an agent has done when it was accessing resources. 

• TA: total number of actions an agent has done. 

• PV: a reputation value from Patients authorization. 

4.  Results and Discussion 

The developed trust management application was installed on both a stand alone system and networked systems to 

enable adequate testing of the client side, the server side of the system and the various network communications.  In this 

section the outputs of the client side of the system will be presented as this consist majorly of the user interfaces that the 

doctors, hospital staff and patients use to interact with the system, other outputs of the client side  of the system include 

web forms and report forms. The outputs of the server side of the system are not visibly seen but their performance in 

terms of the some of the functional requirements were presented in the evaluation of the system overall performance.   

On launching the application, the home page dashboard is first displayed and the login page is presented for login 

either as a staff, doctor or patient as in Fig. 8. This is so because the system adopts the role-based access mechanism to 

assign responsibilities to the users who can either be a Patient, Medical Expert or Administrator. Only patients with 

existing record in the hospital can login to either schedule an appointment or have a consultation session with the doctor 

and posiibly view their health record. New patient must have their new files created by the administrator during their first 
visit at the hospital. Doctors already registered in the system can edit patient health record, append case notes and 

athourized referral or authorize patient to give consent for file transfer etc. To login into the account, the user is required 

to submit user’s email address and users’ login id. 

 

 

Fig.8. The Login Interface.
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Fig. 9 shows a general report dashboard identifying the doctor that logged in as Dr. Paul Ajadi. The list of possible 

activities the doctor have access to are listed to the left of the screen which include access to patient, view medical records, 

transfer files. The report dashboard also shows highlighted pictorial views of other forms of results the system provides. 

For example, it indicates that a total of 180 doctors are currently registered and available on the entire system, with 

different areas of specialization and level of expertise. While doctors have access to most other doctors, patient do not 

have access to all doctors.   The figure also shows that a total of 200 patients are registered on the system with a total of 

15 laboratories, the rating of doctors based on their reputation and trust index can also be viewed. Three (3) recently 

encrypted reports decrypted and viewed by a doctor whose name appears on the report are also indicated in the Figure. 

 

 

Fig.9. General Report Dashboard View. 

One of the main goals of this work is to provide secure communication among care givers that guarantee privacy 

and confidentiality during transmission of patient health records. This was achieved by making sure that every patient file 

transferred to any other section or department or from one doctor to another doctor is encrypted using AES 256 encryption 

algorithm and the decryption keys sent via email to only the expected recipient, and vice versa. Fig. 10 shows the doctor-

to-doctor communication interface with data encryption and decryption features. 

 

 

Fig.10. The Encryption Interface. 

5.  Performance Evaluation 

The efficiency of the developed prototype was evaluated in two phases. First, objective evaluation was carried out 

in terms of reliability and availability. The second was subjective evaluation which was user-centered in terms of system 
ease of usage and degree of relevance. 

Objective Evaluation 

Table 1 shows the data obtained from the system during six (6) different testing experiments of 10 hours per day for 

6 days. The data obtained were used to evaluate the system performance based on reliability and availability. The 

efficiency of the encryption module was also determined. The metrics used for computing reliability of the system were 

the: uptime, downtime, number of encrypted files transferred, number of received files decrypted, number of failures and 
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mean time before failure (MTBF).  

Table 1. Reliability and Availability Evaluation Analysis Data. 

 

Test 

Period 

(hrs) 

Uptime 

(mins) 

Downtime 

(mins) 

No of 

Encrypted 

files  Sent 

No of 

Decrypted 

files Recieved 

No of 

Failed 

Transfer 

MTTR 

(mins) 

MTBF 

(mins) 

Exp 1 10 596 4 42 40 2 4 580 

Exp 2 10 587 13 55 50 5 13 572 

Exp 3 10 597 3 36 36 0 3 588 

Exp 4 10 535 65 25 18 7 65 485 

Exp 5 10 600 0 30 28 2 0 600 

Exp 6 10 560 40 19 17 2 40 530 

Total 600 3475 125 207 189 19 122 3355 

 

Reliability R = 1 - λT                                                                            (2) 

 

R = 1 −
19

600
 

= 1- 0.03 = 0.97 

 

From computation, the system achieved a reliability score of 0.97. 

The developed trust-management system was also evaluated for availability. The following metrics were used to 

represent the availability of the system: expected working time, uptime, response failure, mean time before failure 

(MTBF), mean time to recover (MTTR). 

To compute for system availability AT,  

 

AT = 
𝑈𝑝𝑡𝑖𝑚𝑒

Uptime +Downtime
 x 100%                                                                (3) 

=  
3475

3475+125
  x 100% 

= 
3475

3600
 x 100% 

=  96.52% 

 

The overall system availability is 96.52%, this implies of every ten (10) hours the system was available, up and 

running for 9.6 hours. The 3.48% of downtime experienced was due to power outage and intermittent network 

connectivity failure. 

Percentage Accuracy of encrypted file transferred. 

 

PAT=  
 No.of files recieved & decrypted  

Total No.of Encrypted files Transfered
 x 100%                                                   (4) 

=  
189

207
  x 100% 

=  91.30% 

 

No of files received and decrypted. 

Subjective Validation (System Usability Assessment) 

A system usability assessment was conducted through the use of questionnaires to assess users experience of the 

system in terms of ease of use or user friendliness, awareness and involvement of use of HIS, reliability, and level of 

relevance among others. 

The Trust Management System was made available for use by medical practitioners, administrators and ICT experts, 

after which the questionnaire designed for this research was administered to the users to help analyze the users’ experience 

in terms of the application development tool, users’ appreciation of the application, the efficiency and reliability of the 
system and how secure the system is in relation to trust and reputation.  

The questionnaire was administered manually and also automated in the form of a Google form 

(Https://forms.gle/GigyhyXnvTnX52w8) and circulated online. Out of a total of thirty (30) respondents that filled and 

returned completely filled questionnaires, twelve (12) are Medical Doctors which represent 40%, three (3) are 

administrators which represent 10%, and fifteen (15) computer science experts and programmers which represent 50%, 

respectively. From the spread of the respondents, it can be observed that the medical doctor and hospital administrative 

staff make up 50% representing a good percentage of end user of the application, of the 50%, 40% are medical doctors, 

with 10% support staff. On the other hand, 50% of the respondents are core computer programmers with different 

specializations to ascertain the efficiency and technical quality of the system. The questionnaire consists of a total of 33 



A Trust Management System for the Nigerian Cyber-health Community 

18                                                                                                                                                                       Volume 15 (2023), Issue 1 

questions in five categories,  11 questions are categorical questions of “Yes” or “No” type response while the other 21 

questions the questionnaire was developed on a 5-point Likert rating scale, respondents specify their level of agreement 

to a question or statement. Data was collected using the scale 5 to represent “strongly agree” and 1 to represent “strongly 

disagree”.  

Analysis of Response 

The respondents’ data were analyzed for three categories of effects namely the users’ assessment on their perceptions 

for the system’s (i) usability and user friendliness, (ii) relevance of the system and (iii) security and confidentiality or 

privacy. 

Table 2 shows the distribution of the respondents based on the usefulness of the developed system and it will 

guarantee security and privacy. Out of the thirty (30) respondents, twenty four (24) which represent 80% agreed that the 
system is useful and it will guarantee security and privacy of patient record while the other 6 respondents (20%) were not 

in agreement or not certain. This outcome shows that the system is useful in trust management and can guarantee trust, 

privacy and confidentiality across doctors and patients in various hospitals. 

Table 2. Distribution of Respondents Based on Usefulness of Trust Management Application and Whether it can Guarantee Trust, Privacy and 

Confidentiality across Doctors and Patients in Various Hospitals. 

Response Frequency Percentage 

Useful 24 80.0 

Not useful 6 20.0 

Total 30 100.0 

 

Table 3 shows the distribution of the respondents by the performance of the Trust Management System, there are 
five questions in this category measuring the performance and efficiency of the system and the technology on which the 

system is built. As can be seen from Table 4.10 the weighted mean score (WMS) for all the questions have values above 

2.5. Again, this is an indication overall satisfaction of the performance of the system. Almost all respondents agreed that 

the system is Web Services based and this had the highest rank. In terms of Patient's Health Record retrieval and 

Transmission the users found the system to be easy and fast, this question had a 4.24 WMS with the 3rd highest rank. The 

performance of the system was also evaluated on a peer-to-peer system and a network based client-server environment, 

the WMS of the respondents were 3.88 and 4.24 respectively. In the overall the respondents agreed that the system 

performed well, has fast response time and is built on web based technology. 

Table 3. The Distribution of the Respondents by the performance of the Trust Management System. 

Performance  Weighted mean score Rank 

Patient's Health Record retrieval and Transmission is easy and fast 4.24 3rd  

It is Web-Services Based 4.41 1st  

Decryption key is always sent to recipient 3.94 11th 

It works on peer-to-peer network 3.88 14th 

It’s a multi-tier Client-Server System and Network based 4.24 3rd 

 

Table 4 shows the distribution of the respondents concerning security, privacy and confidentiality for patient record 

provided by the system, this category consist of seven questions related to security, privacy and confidentiality. It can be 

seen from the table that weighted mean score of all the seven questions in this category was more than 2.5 with good 
ranking. “The system is secure with high level of confidentiality” had a WMS of 4.18 and was ranked 4th. 

The system was domain secured with WMS of 3.94 with a very good domain level authorization and authentication 

credential request of WMS of 4.18 from both doctors and patients, this also ranked 4th. With this application the Patient 

Privacy is guaranteed had a WMS of 4.19 and ranked 6th. It can be seen that of the seven questions in this category, four 

major question representing security, privacy and confidentiality out of the seven questions ranked very high, this is an 

indication from the users experience that the system provides good security, privacy and confidentiality.  

Table 4. The Distribution of the Respondents by Providing Security, privacy and Confidentiality for Patient Record. 

Security, Privacy And Confidentiality Weighted mean score Rank 

The system is secure with high level of confidentiality 4.18 4th 

Patient's Health Record are secured 3.59 17th 

With this application the Patient Privacy is guaranteed 4.19 6th 

It guarantees secure EHR transfer 4.06 9th 

Requires Doctors authentication and authorization 4.18 4th 

Requires patient authentication and authorization 4.18 4th 

It is Domain-based secured 3.94 11th 
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The survey also investigated challenges and barriers that have hindered the adoption and use of ICT, HIS and other 

related technologies in the hospital which might also hinder the adoption and use of this Trust Management System. The 

findings are shown in Table 5. 26 out of the 30 respondents representing 86.7% agreed that lack of ICT infrastructure was 

a major barrier.  20 out of 30 respondents agreed that 66.7% of health worker are ICT Illiterates or have not used ICT in 

the hospital related services. 80% of challenges encountered on the use of ICT in health is Lack of government policy and 

standard. However, 18 out of the 30 respondents expressed growing fears by health workers of being replaced by an 

application or system and hence the slow or lack of interest in ICT or use of HIS.  

Table 5. Distribution of the Respondents to the Challenges of use and Adoption of this System in Health Care Delivery. 

Challenge Frequency Percentage 

Lack of ICT 26 86.7 

ICT Illiteracy 20 66.7 

Unstable power supply 27 90.0 

Cultural Belief 15 50.0 

Government Policy 24 80.0 

Fear by health workers of been replaced by an 

application or system 
18 60.0 

6.  Conclusion and Future Scope 

In this work, we have demonstrated the practicability of developing an indigenous trust management framework for 

adoption in the Nigeria cyber-health community. The conceptual framework was characterized by a rich blend of Real-

Time Integrity Check (RTIC) and Dynamic Trust Negotiation (DTN). With this approach, a reliable method of managing 

trust is being suggested to facilitate and strengthen collaborations among the various members of the cyber-health 

community. This framework was explored and implemented within the mobile e-services research group at Ladoke 

Akintola University of Technology, Ogbomoso, Nigeria which resulted in the prototype of a Trust Management System 

capable of simulating patients’ EHR transfer from doctor-to-doctor or hospital-to-hospital. Also, performance evaluation 

based on both system-specific metrics and users’ assessment of perceived usefulness and relevance was conducted which 

indicated that the developed system was efficient and useful. In view of the derivable benefits inherent in the use of ICT 

in the health sector and the vital role of reliable, secure, and confidential patient file transfer, it is recommended that this 

framework be adopted by both governmental and non-governmental health organizations in Nigeria as a major step 
towards digital health. 
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