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Abstract: Machine learning models, particularly deep learning architectures, achieve high performance in prediction 

tasks but remain susceptible to adversarial attacks. This study aims to enhance the robustness of Convolutional Neural 

Networks (CNNs), Deep Neural Networks (DNNs), and Recurrent Neural Networks (RNNs), thereby improving the 

security of machine learning systems. A three-step approach is adopted. First, benign sample classification is performed 

using the MNIST benchmark dataset. Second, adversarial attacks, namely Projected Gradient Descent (PGD), DeepFool 

(DF), and the Fast Gradient Sign Method (FGSM), are launched on the trained models, resulting in significant 

performance degradation. Based on the biased outputs induced by adversarial perturbations, an adversarial detection 

model is subsequently established. Third, to counteract these attacks, various defense strategies, including adversarial 

training, defensive distillation, autoencoder-based denoising, ensemble methods, and feature squeezing are employed 

and evaluated using standard performance metrics and graphical analyses. The results indicate that, in the absence of 

defense mechanisms, PGD attacks lead to accuracy drops of approximately 27% in CNNs, 83% in DNNs, and 90% in 

RNNs, demonstrating severe model vulnerabilities. However, when defense strategies are applied, all models recover to 

an accuracy of at least 98.9%, with adversarial training improving performance under attack by up to 90%. Among the 

evaluated models, CNNs exhibit the highest baseline robustness, whereas DNNs and RNNs rely more heavily on 

defense mechanisms to maintain performance. These findings provide valuable insights into the development of secure 

and resilient machine learning systems capable of mitigating adversarial threats. 

 

Index Terms: Defense Strategy, Adversarial Attack, Neural Network Models, Machine Learning Robustness, 

Performance Evaluation Metrics. 

 

 

1.  Introduction 

Machine Learning (ML) systems are being used in many critical areas, but they can also be affected by hazards 

that can render them less reliable and may endanger public safety. For example, adversarial examples in Natural 

Language Processing can affect how text classifiers interpret input and how well they perform overall [1]. When the 

input to a diagnostic system is changed or modified, it may result in improper clinical decisions and therefore put 

patients at risk [2]. Autonomous vehicles and surveillance systems are particularly susceptible to 
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adversarial examples that could cause safety-critical system malfunctions [3]. Financial institutions rely on ML systems 

for applications such as high-frequency trading and fraud detection. If these systems are subverted through adversarial 

means, they could potentially suffer significant financial losses [4]. The malicious adversarial threats mentioned above 

create a demand for ML systems that can continue to function as originally designed when faced with adversarial 

scenarios. Mitigating these persistent risks requires a comprehensive strategy for the proactive governance and 

implementation of technical countermeasures, as well as a continuous improvement process to enhance the adaptability 

of these systems over time. This research compares multiple neural network architectures, including CNNs, DNNs, and 

RNNs, to evaluate their performance under adversarial inputs [5-11]. Ultimately, this research aims to develop robust 

and flexible defense mechanisms to enhance the security and resilience of neural network models. 

This research is designed to systematically evaluate the robustness of various neural network architectures against 

adversarial attacks and provides a comprehensive evaluation of various existing defense mechanisms to address current 

research gaps. We generated adversarial examples using the MNIST dataset for classification tasks using FGSM, PGD, 

and DeepFool to evaluate the susceptibility of CNN, DNN, and RNN architectures to adversarial attacks. We quantified 

the susceptibility of our models by comparing the predictions made by the model before and after the adversarial attack 

and measuring the degree of performance loss. All models achieved a baseline accuracy of greater than 98.9% on clean 

inputs prior to experiencing any adversarial attacks; however, adversarial attacks greatly diminished these accuracies. In 

the case of models that utilized PGD, the accuracy loss was approximately 27% for CNNs, 83% for DNNs, and 90% for 

RNNs, when no defense had been applied. The application of five defensive strategies significantly improved the 

models' performance across all three architectures. Post-defense accuracy for each model was greater than 98.9% with 

adversarial training providing the greatest resistance to attacks and restoring accuracy to over 98.9%. While CNNs 

exhibited an increased degree of inherent robustness, greater reliance on defensive mechanisms was observed within the 

DNN and RNN architectures. Our findings present a useful starting point for the design of secure, resilient machine 

learning solutions capable of operating in adversarially influenced environments. 

2.  Related Work 

Collectively, the aforementioned articles provide an understanding of Adversarial Machine Learning (AML) 

attacks and methods of defence against those attacks across many different domains. Reference [12] expands on AML 

theories by establishing a structured categorization and definition system to enhance clarity. However, it lacks sufficient 

guidance for the practical implementation of AML. Reference [13] examines AML from an industrial perspective, 

highlighting the growing significance of adversarial attacks on real-world ML systems. Reference [14] surveys major 

attacks and defensive measures in deep learning applied to cybersecurity. However, because no experimental 

verification was performed, the practical effectiveness of these defensive measures remains unverified. Reference [15] 

presents a detailed analysis of adversarial effects in physical-world applications. Reference [16] describes the 

application of RNN-Guard, a certified defence framework, to improve RNN robustness against multi-frame attacks. 

RNN-Guard is supported by strong theoretical guarantees and empirical validation. Reference [17] confirms that both 

statistical and deep learning time series models remain vulnerable to adversarial perturbations, thus demonstrating the 

need for temporally adaptive methods of defence. Reference [18] describes TSFool, an effective multi-objective attack 

that generates imperceptible perturbations across multiple domains. Reference [19] introduces a type of stealthy 

sequential attack which maintains temporal consistency while achieving high attack success rates. Reference [20] 

evaluates the threat of adversarial attacks in Natural Language Processing (NLP), with an emphasis on the issue of 

robustness with regard to embeddings and transformer-based models, as well as future directions for research in this 

area. While many resources are available for research on this topic (e.g., [21]), most prior studies have focused on 

physical-world threats, leaving a gap in our understanding of purely digital forms of threat. Most existing studies on 

adversarial risk and vulnerabilities in healthcare lack specific adversarial machine learning (AML) defenses for clinical 

systems or workflows. Overall, the existing literature indicates a need for practical, adaptive, and empirically validated 

AML defenses across various domains, including critical infrastructure and healthcare, to address these gaps. In 

addition, significant gaps remain in the availability of real-time frameworks for testing, robust assessments of ML 

models, and deployable AML systems in critical techno-national security areas, including cybersecurity and healthcare. 

3.  Methodology 

3.1.  Conceptual Framework and Experimental Design 

In order to assess and improve the robustness of neural networks, the proposed methodology utilizes a three-phase 

framework. The first phase establishes a baseline for the performance of CNNs, DNNs, and RNNs using the MNIST 

dataset with no adversarial modifications. The second phase involves the generation of adversarial examples through 

FGSM, PGD, and DeepFool attacks to assess the susceptibility of each model to these forms of attacks. These attacks 

allow researchers to conduct a more detailed analysis of a model’s vulnerability when subject to different levels of 

attack complexity. Finally, in the third phase, five different defense strategies (adversarial training, defensive distillation, 

feature squeezing, denoising autoencoders, and ensemble learning) are applied to the models to improve their resilience 

to adversarial examples. After applying the defense strategies, the models were analyzed based on performance 
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degradation and detection-based evaluations comparing benign and adversarial predictions. This analysis was conducted 

using standard classification metrics and graphical representations of the results. Based on the analysis conducted for all 

models tested, CNNs exhibited the highest baseline and post-defense performance; DNNs ranked second in robustness; 

and RNNs were the most susceptible to attacks. Adversarial training consistently provided the best overall robustness 

improvement across all defensive strategies. 

3.2.  Methodology Steps Followed in Proposed Model  
 

Fig. 1 illustrates both the proposed framework and the baseline training performance of CNN, DNN, and RNN 

models on the MNIST dataset. The goal of the pipeline was to implement a system that accurately predicts handwritten 

digits (0-9), with performance evaluated using a set of metrics. Subsequently, white-box attacks (FGSM, PGD, and 

DeepFool) were conducted against the trained models to quantify adversarial vulnerability by measuring the 

mislabeling of original classes. By measuring the performance disparity between baseline and attacked systems, we 

demonstrate that attacks introduce prediction biases, enabling adversarial detection by comparing pre-attack and post-

attack labeling accuracy. To counter this reduction in performance and to increase the overall safety of these systems, 

several defense strategies were employed, including adversarial training, defensive distillation, denoising autoencoders, 

ensemble learning, and feature squeezing. The framework consists of interconnected stages: data collection and 

preprocessing, attack evaluation, and defense implementation to improve robustness.  
 

 
Fig.1. Proposed framework for enhancing the robustness of neural network models (CNN, DNN, RNN) against adversarial attacks 

A.  Data Gathering 

MNIST is a standard benchmark dataset containing 70,000 grayscale (single-channel) images of handwritten digits 

(0–9). The dataset was split into 60,000 training images (further divided into 54,000 for training and 6,000 for 

validation) and 10,000 test images. 

B.  Data Preprocessing and Feature Extraction 

To prepare the MNIST dataset for CNN, DNN, and RNN inputs, pixel intensities were normalized and reshaped 

into appropriate formats (samples, time steps, features). The images retained their original 28 × 28 grayscale resolution 

for training. Of the 70,000 digit images in the dataset, 60,000 were used for training (divided into 54,000 training and 

6,000 validation images) and 10,000 for testing. Digit classification was performed using CNN, DNN, and RNN 

architectures to learn distinguishing features from the grayscale images. To determine robustness, we generated white-

box adversarial examples, measured accuracy degradation, and evaluated model recovery using various defense 

mechanisms. 
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Fig.2. MNIST training samples 

C.  Algorithm Steps 

The CNN model, based on previous studies [22-26], was implemented with several adversarial attack and defense 

strategies for MNIST data samples. Input image is represented as a 2D matrix X∈RH×W, where H and W denote height 

and width respectively. The CNN model is denoted as ƒ θ where θ includes convolution filter weights, biases, and fully 

connected layer parameters. The final output is a probability vector y ∈ RC for C classes. 

Its steps are as follows: Initialize Model Parameters: Initialize convolution filter weights Wc, biases bc , fully 

connected layer weights Wfc, and output layer weights W𝓨, with corresponding biases bƒc, b𝓨. 

 

Step 1. Process the Input Image: 

 

• Apply convolution operation: 

   𝑍(1) = 𝑊𝑐 ∗  𝑋 +  𝑏𝑐                                                                         (1) 

• Apply activation function (ReLU): 

 

a(1) =  ReLU(z(1)) 

 

• Apply pooling (Max Pooling): 

 

p(1)  =  MaxPool(𝑎(1)) 

 

Step 2. Flatten and Fully Connected Layer: 

 

• Flatten pooled feature map and compute hidden activations  

ℎ =  ReLU(𝑊𝑓𝑐 ∙  Flatten (𝑝(1)  +   𝑏𝑓𝑐)                                                            (2) 

Step 3. Compute Output: 

 

• Compute final output using softmax activation: 

 

y = softmax(𝑊𝒴 ∙   ℎ  +   𝑏𝒴 )                                                                   (3) 

 

Step 4. Train the CNN (if training): 

 

• Compute the loss (cross-entropy loss for classification). 

• Perform backpropagation to compute gradients. 

• Update model parameters θ using gradient descent or Adam optimizer. 

 

Step 5. Return Output: 

Return the predicted output y ∈ ℝ𝑐      

D.  Algorithm Steps 

DNN model studied through few references [27-30] and implemented in work with few adversarial attack and 

defense strategies for MNIST data samples. The input is a flattened vector 𝔁 ∈ ℝd, where d = H∙W (784 for MNIST). 

The DNN model ƒθ contains multiple fully connected layers with nonlinear activations, and the output is a probability 

vector y ∈ ℝc .  

Its steps are as follows: Initialize Model Parameters: Initialize weight matrices W(𝑙) and bias vectors b(𝑙) for each 

layer 𝑙=1,2,...,L    where L is the total number of layers. 
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Step 1. Process the Input through Layers: Let the input to the first layer be ℎ(0) = 𝔁. For each layer 𝑙=1 to L−1: 

Step 2. Compute hidden layer activation using ReLU:  

 

ℎ(𝑙)  = ReLU (W(𝑙)   ℎ(𝑙-1)  + b (𝑙))                                                                    (4) 

 

Step 3. Compute Output: For the output layer L: 

 

y  = softmax (W(L) ℎ(L-1)  + b (L))                                                                    (5) 

 

Step 4. Train the DNN (if training): 

 

• Compute the loss using cross-entropy between predicted   and true labels. 

• Perform standard backpropagation to compute gradients. 

• Update parameters   θ = {W(𝑙), b(𝑙)} using gradient descent or similar optimization algorithm. 
 

Step 5. Return Output: Return final output vector y ∈ ℝc      

E.  Algorithm Steps 

The RNN model, building on previous work [31–33], was tested on MNIST against various adversarial attacks and 

defense methods for that model, although it was not able to utilize its complete ability to model the temporal aspect of 

the data. The 28 × 28 images in the MNIST dataset were relatively restructured so that each 28 × 28 image became a 

sequence of 28 time steps, each representing an individual row of 28 pixel values from the image. It used the final state 

of the RNN's hidden layer to classify a sequence of time steps into a digit class label. 

Sequence of inputs are {𝑥1, 𝓍2,… ,𝑥𝑇} where 𝑇 is the sequence length, fθ is RNN model with parameters θ(weights 

and biases), number of hidden units H and its sequence of outputs will be 𝑌={𝑦1,𝑦2,…,𝑦𝑇}. Its steps are as follows. 

 

Step 1. Initialize Model Parameters: 

 

• Initialize weight matrices   𝑊ℎ, 𝑈ℎ, 𝑊𝑦  and bias vectors 𝑏ℎ,𝑏𝑦  randomly. 

• Initialize the hidden state ℎ0 to zeros or a small random value. 

 

Step 2. Process the Sequence: 

 

• For each time step 𝑡 =1,2,…,T: 

 

Compute Hidden State: Update the hidden state using the current input 𝑥𝑡 and the previous hidden state ℎ𝑡−1 

 

 ℎ𝑡    = ( 𝑊ℎ 𝓍𝑡  +  𝑈ℎℎ𝑡−1   + 𝑏ℎ)                                                                 (6) 

 

• Compute Output: Compute the output for the current time step: 

 

𝑦𝑡  = softmax (𝑊𝓎ℎ
𝑡

  + 𝑏ℎ)                                                                      (7) 

 

Step 3. Store Outputs: Save 𝑦𝑡   for each time step. 

Step 4. Train the RNN (if training): 

 

• Compute the loss over the sequence (e.g., cross-entropy loss for classification). 

• Perform backpropagation through time (BPTT) to update model parameters θ using gradient descent. 

 

Step 5. Return Outputs: Return the sequence of outputs 𝑌 = {𝑦1,𝑦2,…,𝑦𝑇}  

 

Optimizer: Adaptive Moment Estimation (Adam), is one of the best choices for resolving issues linked with Trainings 

of (NN) and improving Convergence Performance as well as easing the hyperparameter tuning difficulty associated 

with complicated and Diverse Models - Neural Networks (NN), by minimising or eliminating the need to perform 

manual learning rate tuning. Adam takes advantage of momentum, Adaptive learning rates and also demonstrates a 

sense of resilient to sparse, Noisy gradients. These combined advantages result in improved performance, Convergence, 

and lower complexity with respect to hyperparameter tuning, when utilising Adam within a wide range of NN-Based 

Applications. 

3.3.  Original Model Performance 

The performance of the neural networks trained with MNIST data was evaluated via evaluation metrics that assess 
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the overall model's classification capabilities using traditional performance metrics such as accuracy, precision, recall, 

F1-score, and AUC ROC curve. For quantitative performance statistics for the CNN networks, please see Table 2, for 

DNN networks refer to Table 3 and finally for recurrent networks tables 4 & 10. In addition to the tables, you can see 

the AUC values calculated using the ROC Curve shown in Fig. 9 (a). In this figure, we compare the two ROC curves 

between our unmodified MNIST training set (baseline) and those obtained by our networks after they were modified by 

the adversarial example generation. You can also view examples of adversarial outputs generated by gradient-based 

white-box attacks against the MNIST dataset for CNN networks in Fig. 8. 

3.4.  Adversarial Attack Model 

The generation of adversarial examples consists of making small perturbations to input data to trick neural 

networks to predict incorrectly. All methods used to create adversarial examples are classified as white-box attacks, 

which rely on the use of gradients. 

The Fast Gradient Sign Method (FGSM) is one of the earliest and simplest approaches to generating adversarial 

examples. This method utilizes a small perturbation (in this case epsilon set at 0.1) in the direction of the loss function's 

gradient to create a maximum prediction error for the model. FGSM can be computed easily, and many more advanced 

adversarial techniques have evolved from this initial idea. Projected Gradient Descent (PGD) is a method that generates 

adversarial images with many iterations and which is very similar to FGSM. Like PGD, FGSM produces very small 

perturbations (in a fixed sized range of input values) that create adversary images of a specified model. The Deep Fool 

(DF) method produces the most minimal changes to images so that the classifier would incorrectly identify them as 

being another category. In contrast to the larger perturbations created by other gradient-based attacks or FGSM, Deep 

Fool strive to produce the smallest amount of change required for crossing into another category. This creates an 

excellent baseline for measuring robustness in deep neural networks. 

Severity of the Attack: When the CNN model was tested on the MNIST dataset that had been manipulated,  the 

results are in Table 2. The ROC AUC scores of the images used in the experiment and their associated ROC graphs 

(shown in Fig. 9) demonstrate inferior classification ability. Fig. 9 shows a graphical comparison between the models 

used for generating adversary images versus models that had been subjected to this attack. A summary of the 

performance results of the DNN and RNN against adversaries generated in Tables 3, 4, and 10 is presented along with 

the ROC graphs in Figures 12 and 16, respectively. 

3.5.  Defense Methods (DM) 

In the work presented here are five defensive strategies that have been implemented and discussed, including 

"Adversarial Training," "Defensive Distillation," "Autoencoders," "Ensemble Methods" and a technique known as 

"Feature Squeezing," that were used independently against different forms of adversarial attacks such as PGD, 

DeepFool attack and FGSM attacks. 

 

 

Fig.3. Adversarial training defense method model 

A.  Adversarial Training (AT) 

The adversarial training framework is shown in Figure 3, which illustrates how clean input X is transformed 

through various forms of adversarial attack (i.e., FGSM, PGD, and DeepFool) into an adversarial sample. This model is 

retrained using both clean and adversarial data in order to develop an improved capacity for generalisation under 

perturbations, while still being able to maintain its accuracy for "benign" clean inputs [39–43]. During the training of 

the model, predicted outputs from the model are compared to the true label and the amount of loss calculated, and 

backpropagation then occurs to adjust the parameters of the model. This adversarial pipeline tests the performance of 

the model on each of the perturbed test inputs and includes the adversarial predictions of the perturbed inputs in the 

retraining of the model. The combination of these adversarial generation and retraining phases, constitute the primary 

means by which the overall robustness and classification confidence of the model is enhanced in the presence of an 

adversarial attack. 

B.  Defensive Distillation (DD) 

Using defensive distillation, you can train your model to yield soft probabilities (or soft labels) instead of simply 
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providing hard classification labels. In this technique, the model consists of two separate stages: In the first stage, a 

teacher network is created, which produces softened, high temperature logit outputs against which the student model 

will be trained. Because they contain greater amounts of information regarding the relationship between classes, the 

condensed logits provide better constructed decision boundaries and are less sensitive to small perturbations in input 

data than their original counterparts. To optimize the student model, the student loss must be minimized in relation to 

the outputs generated by the teacher network; this optimizes the influence of noise present in adversarial examples on 

the correct classifications made by the distilled student model. This allows the distilled student network to be much 

more robust and can be used for both clean and adversarial examples. 

 

 

Fig.4. Defensive distillation defense method model 

C.  Ensemble Methods (EM) 

The use of ensemble methods has been shown to add robustness through combining multiple model predictions, 

providing that the mis-influence of one model does not have a detrimental effect on the overall outcome. A great 

amount of the diversity in this study is created through training multiple models based upon different hyperparameters, 

architectures, and/or subsets of the training set and aggregating the model outputs using voting, averaging or weighted 

rules. Furthermore, using this type of aggregation in the ensemble methods decreases each classifier's individual 

vulnerability and makes it more difficult for an attacker to simultaneously deceive all classifiers. In this study, a large 

number of RNNs with LSTM and GRU layers have been incorporated into an ensemble to create various decision 

boundaries [45]. As can be seen in Fig. 5, the final prediction is derived from aggregating the independent predictions 

made by the models, which provides increased robustness compared to a single classifier with respect to the effects of 

adversarial perturbations. 

 

 

Fig.5. Ensemble defense method model  

D.  Autoencoders as Defense (AD) 

Using denoised input before classification is how autoencoders reduce the chance of adversarial examples being 

misclassified [46–47]. Autoencoders consist of two parts; an encoder and a decoder. The encoder encodes the input into 

a latent representation, while the decoder decodes this representation back to the original input format (if possible). The 

latent space is designed to allow for capturing the underlying regularities associated with clean data. Therefore, high-

frequency noise associated with the adversarial inputs will be removed during the reconstruction process. The MNIST 

example shows how one original image X was transformed into latent representation Z, then reconstructed as image X'. 

The reconstructed image should not only be similar to the original but also retain information relevant to classification, 

i.e., denoised enough to allow for better classification robustness in future use cases. 
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Fig.6. Autoencoder defense model 

E.  Feature Squeezing (FS) 

The process of feature squeezing reduces how much effect an adversary can have by decreasing the amount of 

complexity involved in the input and increasing its compression. This defense assumes that adversarial images are 

comprised of very small and finely-tuned perturbations (changes) to normal images; if these small changes can be 

eliminated, either through quantization or smoothing (for example), then the adversarial image no longer exists. For 

instance, shown in Figure 7, when an MNIST adversarial image is processed through a feature squeezer, it undergoes a 

reduction in degrees of freedom that is related to the accuracy of the classification model. Different types of common 

squeeze operations include bit depth reduction, smoothing, and median filtering to remove adversarial noise. The 

classification of the denoised image leads to increased stability in predicting labels because the input is represented 

more consistently than an example processed through an adversary's local perturbation (as depicted by the thick black 

line in the image). 

 

 

Fig.7. Feature squeezing defense method model 

Each of these defensive strategies has a different way to avoid enemy attacks: 

 

• Adversarial training using adversarial cases makes the model stronger. 

• Defensive distillation tries to make it harder to tell the difference between choices. 

• Ensemble methods use more than one model to make sure predictions are correct.  

• Autoencoders clean up inputs before they are used to get rid of any adversarial noise.  

• Squeezing Features: This method makes it less sensitive to small changes in the input. 

 

Every method has its pros and cons, so picking one usually mean thinking about the application's needs and the 

threat model it is likely to face. 

F.  Defense Model Performance 

Performance of CNNs, DNNs and RNNs under baseline and adversarial attack conditions, as seen in Tables 2, 3, 

& 13. Tables 5-9 provide a summary of the effectiveness of each of the defense methods on RNNs when they have been 

attacked, through their respective metrics. These visual representations include metric-based comparison of models and 

defenses on attacks, overall performance assessment of the models through Figures 10 (a-e), 13 (a-e), 17 - 21 and 22-25. 

G.  Detection Model 

The performance of NN models on defense strategies to combat adversarial attacks, as measured by ML evaluation 

metrics, is illustrated in Results tables 2, 3, and 10. The degree of difference in predictive capability of the NN model 

prior to and following the attack indicates a strong possibility of adversarial input(s) used on the trained NN model. 

3.6.  Performance Evaluation Matrices 
 

The established evaluation criteria were employed to measure and analyze the suggested robust neural network 

structures, adversarial attack models and defense models using the MNIST dataset. The performance was determined 

through the components of the confusion-matrix (TP, FP, FN, TN) which are the conventional metrics in classification 
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tasks. These parameters provide direct insights into the models’ classification accuracy on clean, attacked, and defended 

data. 

Table 1. Evaluation metrics of ML models 

Metric Formula Description Usage / Applicability 

[50] Precision Precision= 
𝑇𝑃+𝐹𝑃

𝑇𝑃
 

Percentage of correctly predicted 

positive instances based on all 
instances that were predicted as 

positive by the system. 

Most important when a false 
positive is expensive. 

[49] Accuracy Accuracy=  
𝑇𝑃+𝐹𝑃+𝐹𝑁+𝑇𝑁

𝑇𝑃+𝑇𝑁
 Percentage of total correct predictions 

based on all examples in the database. 
Most relevant when the distribution 

of classes is relatively even. 

[50] Recall (Sensitivity) Recall= 
𝑇𝑃+𝐹𝑁

𝑇𝑃
 

Percentage of correctly identified 

actual positives by the predictive 

model. 

Most relevant when a false 
negative has a large cost. 

F1-Score [51] F1=2⋅ 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛⋅𝑅𝑒𝑐𝑎𝑙𝑙
 

The harmonic mean of precision and 

recall, providing a balance between 

both quantities. 

A very relevant measure with 
respect to imbalanced datasets. 

[50–51]ROC–AUC (Area 

Under the ROC Curve) 
Area under the ROC curve. 

Captures the trade-off between the true 
positive rate (TPR) and the false 

positive rate (FPR) across different 

threshold settings. 

Provides threshold-tuning ability 

for probabilistic classifiers. 

4.  Findings and Discussion 

4.1.  Evaluation of CNN Model Attack and Defense Strategies 

Fig. 8 demonstrates sample predictions of the CNN classification model on pristine MNIST images and relevant 

adversarial samples created by gradient-based white-box attacks, including FGSM, DeepFool, and PGD. 

 

    
(a) (b) (c) (d) 

Fig.8. CNN model sample output: (a) Normal image, (b) FGSM attacked image, (c) DeepFool attacked image, (d) PGD attacked image 

    

(a) (b) (c) (d) 

Fig.9. CNN model ROC curves and AUC scores: (a) Base model, (b) FGSM attack, (c) DeepFool attack, (d) PGD attack 

Figures 9(a)-(d) illustrate ROC curves for multi-class classification using CNN under clean and adversarial 

conditions. Fig. 9(a) shows perfect classification for the clean MNIST dataset, with each class achieving an AUC of 

1.000, indicating an ideal decision boundary and no confusion. Fig. 9 (b) presents the ROC curves under FGSM attack, 

where the model performance degrades slightly, but still maintains high AUC values between 0.960 and 0.987 for most 

classes. Fig. 9(c) displays the results under the DeepFool attack, where AUC values range from 0.9191 to 0.9731, 

indicating more noticeable misclassification across classes. Fig. 9(d) shows CNN under the PGD attack, with further 

reduced AUCs ranging from 0.8441 to 0.9993, revealing substantial vulnerability of CNN to iterative adversarial 

perturbations. The declining trend across Figures 9 (a) - (d) underscores how adversarial attacks progressively reduce 

the model's class-wise separability. Although the CNN performs well on clean data, its performance degrades under 

PGD attacks, particularly for some classes. The ROC analysis highlights the importance of effective defense strategies 

in maintaining model reliability against adversarial attacks. 
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Table 2. Performance of the CNN model with defense mechanisms against adversarial attacks, evaluated using standard classification metrics 

S.No Model Evaluation Type Accuracy Precision Recall AUC Score F1 Score 

1 Base Model Clean Data 0.9915 0.991475042 0.991372512 0.999959029 0.99393127 

2 Base Model FGSM 0.8437 0.850972263 0.841901364 0.988703899 0.841404244 

3 Base Model DeepFool 0.8407 0.847920989 0.838914576 0.99259089 0.838263171 

4 Base Model PGD 0.7206 0.740916627 0.720594012 0.971975036 0.71921246 

5 Adversarial Training Clean Data 0.9913 0.991232207 0.991213589 0.999909096 0.99121707 

6 Adversarial Training FGSM 0.9975 0.997456609 0.997501286 0.999992403 0.997476575 

7 Adversarial Training DeepFool 0.9942 0.994170786 0.994129401 0.999973371 0.994145784 

8 Adversarial Training PGD 0.995 0.994981875 0.995007361 0.999970513 0.994987303 

9 Defensive Distillation Clean Data 0.9918 0.991738099 0.991712628 0.99941547 0.991712545 

10 Defensive Distillation FGSM 0.9521 0.953955727 0.951951161 0.996724381 0.952108205 

11 Defensive Distillation DeepFool 0.9614 0.963046852 0.961257434 0.997742004 0.96143598 

12 Defensive Distillation PGD 0.948 0.950485304 0.947837689 0.996832325 0.948103869 

13 Autoencoder Clean Data 0.9833 0.983495007 0.983048809 0.999822784 0.983190714 

14 Autoencoder FGSM 0.9622 0.962568857 0.961609408 0.999041344 0.961785423 

15 Autoencoder DeepFool 0.9686 0.968839506 0.968077743 0.999343106 0.968225662 

16 Autoencoder PGD 0.9661 0.966308656 0.965550198 0.999185093 0.965669997 

17 Ensemble Method Clean Data 0.9939 0.993872865 0.99383606 0.999978759 0.993848681 

18 Ensemble Method FGSM 0.9664 0.966272803 0.966070545 0.99921135 0.966076897 

19 Ensemble Method DeepFool 0.977 0.976922193 0.9767775197 0.999721614 0.97677358 

20 Ensemble Method PGD 0.9666 0.966431326 0.96624718 0.999149704 0.966271692 

21 Feature Squeezing Clean Data 0.9928 0.992812107 0.992764147 0.999952959 0.992784761 

22 Feature Squeezing FGSM 0.9824 0.98240522 0.982308446 0.999694492 0.98234185 

23 Feature Squeezing DeepFool 0.9863 0.986285413 0.986247693 0.999855842 0.986258333 

24 Feature Squeezing PGD 0.9842 0.984181633 0.984146823 0.999744606 0.984149772 

 

Table 2 presents the performance metrics of the CNN model on MNIST under clean and adversarial conditions, 

with and without defenses. The base model performs excellently on clean data (accuracy: 0.9915, AUC: 0.9999), but 

shows sharp degradation under PGD (accuracy: 0.7206, AUC: 0.9791). Among defenses, Adversarial Training 

consistently yields the highest recovery, with F1 scores above 0.994 across all attacks. Defensive Distillation, 

Autoencoder, and Ensemble Methods also significantly improve robustness, while Feature Squeezing shows moderate 

effectiveness, especially under FGSM. 

 

   
(a) (b) (c) 

 

  
(d) (e) 

Fig.10. DNN base model vs. defense model performance against adversarial attacks: (a) Accuracy, (b) Precision, (c) Recall, (d) AUC score, (e) F1 

score 
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The results shown in Figure 10 compare the performance of the CNN model trained on the MNIST dataset under 

various adversarial attacks (FGSM, DeepFool, and PGD) and defense measures (Gordon, 2019). Even when trained 

using only the original image data, the performance metrics of the CNN model are very good, with the base CNN model 

achieving high values for precision, accuracy, recall, AUC and F1 Score (all are close to 0.99), indicating nearly 

complete classification. However, under adversarial attacks, especially PGD, all performance metrics of the base model 

decline sharply, with the F1 score and AUC dropping below 0.85. Among the defenses, Adversarial Training and 

Defensive Distillation most effectively preserve model performance across all attacks. Autoencoder and Ensemble 

Method also show strong resilience, maintaining scores above 0.95 for most metrics, even under PGD. Feature 

Squeezing, while helpful against FGSM, performs weakest overall, especially under PGD, where metrics drop 

significantly. The gap between the base model (blue line) and the defense strategies (colored lines) widens as attack 

intensity increases, highlighting the importance of complementary defense mechanisms. 

Overall, the graphs demonstrate that robust defense mechanisms significantly recover CNN performance under 

adversarial perturbations, with Adversarial Training performing most consistently. 

4.2.  Evaluation of DNN Attack and Defense strategies 

Fig. 11 displays the DNN classification model sample output of normal images from the MNIST dataset, along 

with gradient-based white-box attacked images, such as FGSM, DeepFool, and PGD. 

 

    
(a) (b) (c) (d) 

Fig.11. DNN model sample output images: (a) Normal image, (b) FGSM attacked image, (c) DeepFool attacked image, (d) PGD attacked image 

   
 

(a) (b) (c) (d) 

Fig.12. DNN model ROC Curve performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

Table 3 shows that white-box attacks such as FGSM, DeepFool, and PGD significantly degrade the AUC 

performance of the base model, which in this case is a DNN trained on the MNIST dataset. Under clean conditions, the 

DNN achieves an AUC score of approximately 0.9998, confirming high separability between classes and reliable 

classification capability. However, the AUC drops significantly under adversarial attacks, with FGSM and DeepFool 

reducing it to 0.989 and 0.991, respectively. The PGD attack causes the largest AUC drop, down to 0.973, reflecting 

increased uncertainty in the model's predictions. Even when there are strong attacks, defense strategies like Adversarial 

Training and Defensive Distillation can bring AUC performance back to almost clean levels. Autoencoder and 

Ensemble Methods also work well for AUC recovery, especially when DeepFool is used. Feature Squeezing, on the 

other hand, has a lower AUC performance under PGD but is still moderately resistant to FGSM. Figure 12 clearly 

shows this AUC trend for all tested models, underscoring the importance of defense mechanisms in maintaining model 

robustness under attack. 

Table 3. Performance of the DNN model with defense mechanisms under adversarial attacks, evaluated using standard classification metrics 

S.No Model 
Evaluation 

Type 
Accuracy Precision Recall AUC Score F1 Score 

1 Base Model Clean Data 0.9811 0.981316761 0.980769405 0.999712173 0.980965125 

2 Base Model FGSM 0.3346 0.38502493 0.338166137 0.826478178 0.330130243 

3 Base Model DeepFool 0.3195 0.361637469 0.323043288 0.849705613 0.314265603 

4 Base Model PGD 0.147 0.191037442 0.148892337 0.777836926 0.151846934 

5 Adversarial Training Clean Data 0.9776 0.977933817 0.977193258 0.999455081 0.977439857 
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6 Adversarial Training FGSM 0.996 0.996022284 0.995898794 0.999959546 0.995956972 

7 Adversarial Training DeepFool 0.9853 0.985452831 0.985033728 0.999824517 0.985210641 

8 Adversarial Training PGD 0.9898 0.989846746 0.989586847 0.999893289 0.989700882 

9 Defensive Distillation Clean Data 0.9898 0.99002214 0.989661679 0.999659766 0.989800625 

10 Defensive Distillation FGSM 0.9761 0.976485802 0.975741916 0.998697271 0.976023704 

11 Defensive Distillation DeepFool 0.9843 0.984521747 0.984110262 0.999480987 0.984262804 

12 Defensive Distillation PGD 0.9818 0.982185199 0.981505607 0.999097888 0.981774338 

13 Autoencoder Clean Data 0.9774 0.977505898 0.977030842 0.999557531 0.977211713 

14 Autoencoder FGSM 0.9495 0.949725492 0.948723587 0.997931766 0.948986488 

15 Autoencoder DeepFool 0.9654 0.965480567 0.964889275 0.999067002 0.965077463 

16 Autoencoder PGD 0.9578 0.957980666 0.957111894 0.998550558 0.957365185 

17 Ensemble Method Clean Data 0.986 0.986006613 0.985834685 0.999817245 0.985913489 

18 Ensemble Method FGSM 0.6138 0.654475638 0.617126936 0.936021478 0.617520978 

19 Ensemble Method DeepFool 0.6441 0.680689784 0.647510889 0.953269729 0.648105012 

20 Ensemble Method PGD 0.5822 0.642217146 0.586783371 0.938529113 0.588603363 

21 Feature Squeezing Clean Data 0.9803 0.980511496 0.980028827 0.999634389 0.980209318 

22 Feature Squeezing FGSM 0.9557 0.955864829 0.955206202 0.998161457 0.955329598 

23 Feature Squeezing DeepFool 0.9666 0.966844569 0.96625675 0.999155933 0.966355663 

24 Feature Squeezing PGD 0.9631 0.963188938 0.96270207 0.998775127 0.962778651 

 

Table 3 shows that the DNN model performs excellently on clean MNIST data, with an accuracy of 0.9811 and 

AUC of 0.9997, but suffers major degradation under adversarial attacks. Under PGD, the model's accuracy drops to 

0.147 and AUC plummets to 0.7778, indicating poor classification capability. Among defense strategies, Adversarial 

Training shows the best robustness, recovering AUC to 0.9998 under PGD, followed closely by Defensive Distillation 

and Autoencoder, both maintaining high scores across all attacks. Feature Squeezing offers moderate protection, while 

Ensemble Method fails to retain performance under strong attacks like PGD and DeepFool. 

 

   
(a) (b) (c) 

 

  
(d) (e) 

Fig.13. Performance comparison of the DNN base model and defended model under adversarial attacks: (a) Accuracy, (b) Precision, (c) Recall, (d) 

AUC score, and (e) F1 score 

Figure 13 shows the performance of the DNN model on the MNIST dataset under clean conditions, adversarial 

attacks (FGSM, DeepFool, PGD), and five different defense strategies. The base model does very well on clean data, 

with all of its metrics close to or above 0.98. However, when PGD is used, its performance drops to 0.147 and AUC to 

0.7778. FGSM and DeepFool attacks also make the DNN's precision, recall, and F1 score much worse, which shows 

how weak it is. Adversarial Training consistently provides the best protection, maintaining accuracy and AUC above 

0.98 across all attacks. Defensive Distillation and Autoencoder also effectively prevent degradation, maintaining 

metrics in the 0.96–0.98 range. Feature Squeezing works moderately well under FGSM but not so well under PGD, as 

shown by the F1 and AUC scores going down. The Ensemble Method, on the other hand, shows sharp drops under all 

three attacks, especially PGD. This indicates that the Ensemble Method is ineffective as a defense in this case. These 

plots show that DNNs work very well on clean data, but strong defense strategies, especially Adversarial Training, are 
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necessary to keep classification performance high in adversarial situations. 

4.3.  Evaluation of RNN Attack and Defense strategies 

Fig. 14 displays the RNN classification model sample output of normal images from the MNIST dataset, along 

with gradient-based white-box attacked images, such as FGSM, DeepFool, and PGD. 

 

    
(a) (b) (c) (d) 

Fig.14. RNN model sample output images: (a) Normal image, (b) FGSM attacked image, (c) DeepFool attacked image, (d) PGD attacked image 

In Table 4, an evaluation of both performance and resilience of a recurrent neuron network (RNN) model subjected 

to various types of adversarial attacks is presented. Such attacks include white-box (i.e., access to all internal model 

parameters) gradient-based attack methods, namely FGSM, deep fool and PGD, utilizing the MNIST dataset processed 

for RNN input. 

Table 4. Performance and resilience of RNN model against base model (BM) and gradient-based white-box attacks such as FGSM, DeepFool, and 

PGD attacks on the MNIST dataset 

S.NO Model 
Evaluation 

Type 
Accuracy Precision Recall AUC Score F1 Score 

0 Base Model Base Model 0.9747 0.974583654 0.974679323 0.999320202 0.974507649 

1 Base Model FGSM 0.36 0.408796215 0.363737372 0.795277354 0.3566102 

2 Base Model DeepFool 0.3654 0.412083164 0.369337241 0.851323521 0.362333474 

3 Base Model PGD 0.0777 0.065870469 0.079225377 0.599602498 0.068196394 

 

 

Fig.15. Visualization of performance degradation comparing the base model and adversarial attack models 

    
(a) (b) (c) (d) 

Fig.16. RNN model ROC Curve performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

As depicted in Table 4, the base model (an RNN trained on the MNIST dataset) is relatively easy to attack using 

gradient-based white-box attack methods (FGSM, DeepFool, PGD). The base model achieves high accuracy (0.9747, 

0.9746, 0.9747), AUC (0.9993), and F1 Score (0.9745) under no perturbation, thereby demonstrating robust 

classification performance. In contrast, with FGSM, the performances drop dramatically with accuracy (0.36), precision 

(0.4088), and recall (0.3637). The AUC value decreased drastically to 0.7953, while the F1 score decreased to 0.3566, 

demonstrating the negative impact of this attack type on classification performance. When using DeepFool, the results 

were somewhat better than FGSM with accuracy (0.3654), precision (0.4121), and recall (0.3693) all increasing slightly 

over those reported for FGSM, although still lower than the base model's performance. The area under the curve (AUC) 

increased from 0.8513 to 0.8519, while the F1 score decreased significantly from 0.3622 to 0.0617. The PGD attack 
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reduced the model's performance by reducing the accuracy to 0.0777, precision to 0.0659, and recall (sensitivity) to 

0.0792. The AUC Score fell to 0.5996, while the F1 score was just 0.0682. As such, the model is virtually unable to 

provide meaningful classifications in the presence of this type of attack. 

The observations presented in Figures 12-14 demonstrate that RNN models are vulnerable to these types of attacks, 

indicating a need for improved defensive measures.  The visuals in Figure 16(b)-(d) show the performance degradation 

of the base model under various attacks.Figure 16(a) shows the ROC curves for the RNN model on the clean MNIST 

dataset, with an AUC score of 99.9%. This high AUC score indicates superior class separability compared to other 

metrics, as detailed in Table 4. 

A.  Evaluation of Defense Mechanisms for Adversarial Attacks 

Adversarial training has been evaluated against existing baseline models in terms of both the performance and 

robustness of its results when examined under various forms of attack, such as FGSM attacks, DeepFool (DF) and PGD 

attacks. 

Table 5. Performance and resilience of adversarial training against base model and adversarial attacks 

 

 

Serial Number Defensive Strategy Model Accuracy Precision Recall AUC Score F1 Score 

1 

Adversarial Training 

Clean Data 0.9665 0.9667 0.9661 0.9661 0.9663 

2 FGSM 0.9922 0.9923 0.9921 0.9999 0.9922 

3 DeepFool 0.9772 0.9773 0.9770 0.9996 0.9771 

4 PGD 0.9696 0.9700 0.9693 0.9995 0.9694 

 

    
(a) (b) (c) (d) 

Fig.17. RNN model ROC Curve for AT performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

Table 5 shows the adversarial training of RNN model performances against gradient-based adversarial attacks. 

Figure 17 illustrates the AUC scores of ROC curves for multi-class classification for the base model and all adversarial 

attacks. Table 5 presents the AUC scores, which demonstrate the best performance among the evaluated metrics for 

both base and attacked models. 

The summary of the efficacy of the base model compared to how effective adversary training is under several 

attacks is shown in Table 5. With regard to overall performance, the base model had an overall performance level that 

was moderate, with relatively high values for accuracy, precision, recall, AUC, and F1-scores averaging around 0.96. 

The model trained on adversarial examples showed only a negligible decrease in performance from what it would have 

achieved using clean data while still demonstrating high levels of efficacy. The adversarial training model demonstrated 

a high degree of robustness under FGSM testing. The model generated an F1 score and accuracy of approximately 

0.992 and AUC of almost 1.0, thus representing an impressive improvement over the base model. The performance with 

respect to DeepFool was slightly less than with clean data, but overall remained high, with an accuracy of nearly 0.977 

and an AUC of approximately 0.9996. With regard to PGD testing, the adversarial training approach provided the 

highest capability of mitigating this attack type, with an accuracy and precision of approximately 0.97 and an AUC of 

nearly 0.9995. In general, it can be concluded that adversarial training improved the model's ability to resist attacks of 

all types, specifically demonstrating a high capacity for resistance against FGSM-type attacks and a good level of 

mitigation capability for PGD and DeepFool attack types. 

B.  Defensive Distillation Performance and Resilience against the Base Model and Adversarial Attacks (FGSM, 

DeepFool, and PGD) 

Table 6 and Figure 18(a–d) illustrate the performance of the RNN model using Defensive Distillation for both 

clean and adversarial examples with different performance metrics, including accuracy, precision, recall, F1-score, and 

ROC–AUC. The distilled model performed well on clean data with accuracy 0.9508 and AUC 0.9941. However, the 

distilled model was still vulnerable to adversarial attacks, especially the FGSM attack, which resulted in accuracy being 

reduced to 0.6074 and AUC being reduced to 0.8740. DeepFool and PGD attacks resulted in less degradation than 

FGSM but still led to significant reductions in accuracy (PGD attack = 0.7221, AUC = 0.9183). F1-scores exhibited a 
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similar downward trend under all attack conditions. The overall conclusion is that Defensive Distillation offers limited 

benefits for creating robust models, as demonstrated by the AUC being the most stable measure, while FGSM and 

DeepFool attacks highly impact performance. 

Table 6. Performance and resilience of Defensive Distillation against base model and adversarial attacks 

Serial Number Defense Strategy Model Accuracy Precision Recall AUC Score F1 Score 

1 

Defensive Distillation 

Clean Data 0.9508 0.9510 0.9502 0.9941 0.9504 

2 FGSM 0.6074 0.6658 0.6127 0.8740 0.5895 

3 DeepFool 0.6529 0.6980 0.6578 0.8961 0.6396 

4 PGD 0.7221 0.7525 0.7248 0.9183 0.7221 

 

 
   

(a) (b) (c) (d) 

Fig.18. RNN model ROC Curve for DD performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

C.  Autoencoder Methods (AEM) Performance and Resilience against the Base Model and Adversarial Attacks (FGSM, 

DeepFool, and PGD) 

Table 7. Performance and resilience of AEM against base model and adversarial attacks 

Serial Number Defense Strategy Model Accuracy Precision Recall AUC Score F1 Score 

1 

Autoencoder 

Method 

Clean Data 0.97 0.9698 0.9697 0.9990 0.9696 

2 FGSM 0.9373 0.9373 0.9368 0.9964 0.9365 

3 DeepFool 0.9592 0.9590 0.9588 0.9983 0.9586 

4 PGD 0.9516 0.9514 0.9512 0.9977 0.9509 

 

    
(a) (b) (c) (d) 

Fig.19. RNN model ROC Curve for AEM performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

According to Table 7, the autoencoder-based defense system had a good performance on the baseline data with an 

overall accuracy, precision, recall and F1 scores of nearly 0.97 and a maximum AUC of 0.9990 when trained on clean 

data. The application of adversarial examples generated by FGSM greatly reduced the model's performance of the 

model when using FGSM, with an overall accuracy and F1 score of approximately 0.94, but the AUC remained high at 

0.9964. The second adversarial attack type of DeepFool provided a better level of resiliency to the model, achieving an 

overall accuracy and recall of approximately 0.959 with an AUC of 0.9983. The PGD attack type provided intermediate 

resiliency to the model with an overall accuracy of approximately 0.952 and an overall AUC of 0.9977. All of the ROC 

analysis shows consistently high AUC values across the three attack types, which indicates class separability still exists, 

even though overall classification accuracy was reduced. As a result, this study demonstrates that autoencoder-based 

models are partially resilient, but also require additional or combination of other types of defenses to better protect 

against adversarial attacks as shown in Figures 19 (a-d). 

D.  Ensemble Methods Performance and Resilience against the Base Model and Adversarial Attacks (FGSM, DeepFool, 

and PGD) 
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Table 8. Performance and resilience of EM against base model and adversarial attacks 

Serial Number Defense Strategy Model Accuracy Precision Recall AUC Score F1 Score 

1 

Ensemble Method 

Clean Data 0.9898 0.9897 0.9898 0.9999 0.9897 

2 FGSM 0.8603 0.9007 0.8658 0.9956 0.8676 

3 DeepFool 0.902 0.9307 0.9070 0.9985 0.9073 

4 PGD 0.949 0.9496 0.9493 0.9981 0.9489 

 

    
(a) (b) (c) (d) 

Fig.20. RNN model ROC Curve for EM performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

According to Table 8, the ensemble's performance has a strong baseline on the clean dataset, as shown by the 

ensemble's accuracy (approaching 0.99), precision (approximately 0.99), recall (approximately 0.99), and F1 score 

(approximately 0.99), as well as AUC (0.9999). As expected, when the ensemble is subjected to attacks, its performance 

across all of these metrics decreases significantly, with the highest decline in performance occurring due to FGSM, 

which caused the most significant decrease in accuracy (approximately 0.86), while still maintaining a relatively high 

AUC (0.9956). In contrast, the DeepFool attack caused a smaller decline in the performance of the ensemble; 

specifically, the ensemble's accuracy decreased to approximately 0.90, while AUC was still relatively high (0.9985). 

The PGD attack resulted in the least amount of decline in the ensemble's performance; however, the accuracy and recall 

results remained relatively consistent (approximately 0.949 for accuracy and recall) as well as AUC (approximately 

0.998). In other words, while the accuracy decreases significantly when under attack, an ensemble approach to 

classification maintains a relatively high degree of class separation, as suggested by the consistently high AUC values. 

Therefore, the ensemble method has clear advantages when it comes to clean data and is relatively robust with respect 

to adversarial perturbations. The ROC–AUC curves illustrated in Fig. 20(a–d) further highlight the comparisons with 

respect to the various attack scenarios. 

E.  Feature Squeezing Methods (FSM) Performance and Resilience against the Base Model and Adversarial Attacks 

(FGSM, DeepFool, and PGD) 

Table 9. Performance and resilience of FSM against base model and adversarial attacks 

Serial Number Defense Strategy Model Accuracy Precision Recall AUC Score F1 Score 

1 

Feature 

Squeezing 

Clean Data 0.9738 0.9737 0.9736 0.9993 0.9736 

2 FGSM 0.9565 0.9563 0.9563 0.9981 0.9561 

3 DeepFool 0.9659 0.9657 0.9657 0.9989 0.9656 

4 PGD 0.9625 0.9623 0.9622 0.9986 0.9621 

 

   
 

(a) (b) (c) (d) 

Fig.21. RNN model ROC Curve for FS performance (a). Base Model (b) FGSM, (c) DeepFool, (d) PGD 

 



Enhanced Robustness in Neural Network Models against Adversarial Attacks and their Performance Analysis 

Volume 18 (2026), Issue 4 – Page 154 

4.4.  Comparative Analysis of Defense Strategies for Recurrent Neural Networks against Adversarial Attacks 

A.  Performance and Resilience of Defensive Strategies against the Base Model and Adversarial Attacks 

Table 10. Performance of the RNN model with defense mechanisms against adversarial attacks, evaluated using standard classification metrics. 

S.No Model 
Evaluation 

Type 
Accuracy Precision Recall AUC Score F1 Score 

1 Base Model Clean Data 0.9747 0.974583654 0.974679323 0.999320202 0.974507649 

2 Base Model FGSM 0.36 0.408796215 0.363737372 0.795277354 0.3566102 

3 Base Model DeepFool 0.3654 0.412083164 0.369337241 0.851323521 0.362333474 

4 Base Model PGD 0.0777 0.065870469 0.079225377 0.599602498 0.068196394 

5 Adversarial Training Clean Data 0.9665 0.966713733 0.966083987 0.99903555 0.966250592 

6 Adversarial Training FGSM 0.9922 0.992346691 0.992055316 0.999922789 0.992183275 

7 Adversarial Training DeepFool 0.9772 0.997295664 0.976982055 0.999618947 0.977074958 

8 Adversarial Training PGD 0.9696 0.970046855 0.969272653 0.99472822 0.969393516 

9 Defensive Distillation Clean Data 0.9508 0.951052819 0.950215226 0.994192796 0.950435111 

10 Defensive Distillation FGSM 0.6074 0.665803064 0.612769233 0.874099643 0.589534744 

11 Defensive Distillation DeepFool 0.6529 0.698068241 0.657878125 0.896180635 0.639619682 

12 Defensive Distillation PGD 0.7221 0.752595471 0.724834522 0.91836823 0.722102967 

13 Autoencoder Clean Data 0.97 0.969845925 0.969787635 0.999074293 0.969688023 

14 Autoencoder FGSM 0.9373 0.937631072 0.936824268 0.996452639 0.936580314 

15 Autoencoder DeepFool 0.9592 0.959028928 0.98816994 0.998360207 0.958689112 

16 Autoencoder PGD 0.9516 0.951477638 0.951200849 0.997724559 0.950976863 

17 Ensemble Method Clean Data 0.9898 0.989760922 0.989820236 0.999921743 0.989778318 

18 Ensemble Method FGSM 0.8603 0.90071384 0.865825403 0.995644736 0.8676258 

19 Ensemble Method DeepFool 0.902 0.930738738 0.907036354 0.99859483 0.907377607 

20 Ensemble Method PGD 0.949 0.949663934 0.949352827 0.998136422 0.948910143 

21 Feature Squeezing Clean Data 0.9738 0.973743559 0.973693011 0.999373434 0.973621056 

22 Feature Squeezing FGSM 0.9565 0.956302644 0.956341307 0.998166506 0.956166581 

23 Feature Squeezing DeepFool 0.9659 0.965786082 0.965757898 0.998974194 0.965635652 

24 Feature Squeezing PGD 0.9625 0.962378495 0.962270543 0.998633765 0.962188547 

 

Table 10 compares different methods for defending RNN Models against various types of adversarial attacks. 

From the comparison, we see that the Baseline Model has good performance on clean data but has considerable 

decreases (e.g., FGSM accuracy ≈0.36) in performance due to FGSM, DeepFool, and PGD attacks. Adversarial 

Training is the most effective as it maintains very high (≈0.9922) FGSM accuracy along with good (≈0.9772) DeepFool 

performance. An Autoencoder-based method provides strong protection (accuracy >0.95) for all three attacks. 

Defensive Distillation is a method that improves on the Baseline but does so primarily against PGDs (accuracy 

≈0.7221), while it is still impacted by stronger attacks. Ensemble Methods achieve excellent clean data performance 

(accuracy ≈0.9898) but inferior to adversarial training and have a much bigger drop in performance under all three 

attacks. Feature Squeezing is a robust defensive measure with good (accuracy >0.95) performance over all attacks; 

however, it is not as effective as Adversarial Training or Autoencoders. 

 

 

Fig.22. Comparing the accuracy of RNN baseline and defense models when they are attacked 

The performance characteristics of various defense strategies against base model attacks are shown in Figure 22. 

The ensemble method exhibits the highest level of accuracy (0.9898) with respect to clean datasets while the accuracy 
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achieved by the base model alone is 0.9745. Adversarial training exhibited superior performance as a form of protection 

against attacks, particularly against FGSM (0.9922) and DeepFool attacks (0.9771) indicating that it is extremely 

resilient to such attacks. Although defensive distillation is a viable means of protecting against attacks; its capabilities 

are less than adversarial training when applied against PGD attacks (0.7221). The autoencoder also exhibited 

effectiveness against DeepFool (0.9587), and PGD (0.9510), and feature squeezing demonstrates the ability to defend 

against attacks but lacks the robustness of some of the above-mentioned techniques. Overall, adversarial training 

consistently shows the highest level of robustness to attacks; it performs significantly better against FGSM and 

DeepFool. 

 

 

Fig.23. A precise comparison of the performance of baseline and defense models when they are under attack 

 

The various defense strategies yield different effectiveness at repelling attacks against the base model, as shown in 

Fig. 23. Under clean data, the Ensemble Method has the highest total accuracy (0.9898), with Base Model coming in 

second place (0.9745). For defense using Adversarial Training, it is most effective in rejecting attacks with this 

technique (0.9922) and DeepFool attacks (0.9771). Defensive Distillation has a moderate performance but less than that 

of Adversarial Training, and is particularly poor against PGD attacks (0.7221). Autoencoder Methods also provide a 

strong performance against attacks but particularly with PGD Techniques (0.9509). Feature Squeezing has a moderate 

level of effectiveness but does not compare to Adversarial Training or the Ensemble Method when considering the 

overall robustness of the defense strategy. In summary, Adversarial Training should be considered the most reliable 

defense against all attack types. 

 

 

Fig.24. Comparative evaluation of recall for the base model and the defense model 

Fig. 24 shows how various defense strategies were evaluated against attacks of various configurations on the base 

model. The ensemble method offers the highest accuracy on clean samples at 0.9898, while the base model yields 

0.9747. Adversarially trained models have higher performance with respect to all attacks than any other methods tested, 

maintaining high accuracy against FGSM (0.9921) and DeepFool (0.9770), with slightly lower but still robust 

performance against PGD. Defensive Distillation offers moderate performance in the case of PGD (0.7248), but is still 

inferior to the results achieved using Adversarial Training. Autoencoders and feature squeezing both also guard against 

different types of attacks, but Autoencoders perform at 0.9512 based on their Defense against PGD. While adversarially 

trained models consistently achieve the highest defense against different forms of attack, the ensemble method appears 

best suited for use with clean datasets. 
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Fig.25. Visualizing the comparison and evaluation of the F1 score of the base model and the defense model 

As shown in Fig. 25, different defense strategies have varying degrees of effectiveness against attacks to the base 

model. The Ensemble approach achieves the highest accuracy on clean data (0.9898), while the Base Model ranks 

second (0.9745). Adversarial Training also shows strong results across all attacks. For FGSM, it achieved an accuracy 

of 0.9922, and for DeepFool, an accuracy of 0.9771. This indicates that not only does it provide improved resilience for 

models, but it appears to be especially effective for producing more resilient models against adversarial attacks. 

Additionally, Defensive Distillation also performed respectably, but not nearly as well as Adversarial Training in the 

case of PGD (0.7221). Feature Squeezing and Autoencoder methods are considered strong defenses, while Autoencoder 

showed high effectiveness against PGD (0.9510). Overall, the strongest defense remains Adversarial Training, while the 

Ensemble method works best with clean data. 

 

 

Fig.26. AUC Score visualization for the evaluation and comparison of the base model versus the defense model 

Fig. 26 shows how different defense strategies work against attacks on the base model. All models perform well on 

clean data, with the ensemble method getting the highest accuracy (0.9999) and the base model coming in second at 

0.9993. Adversarial training is very strong against all types of attacks, maintaining near-perfect accuracy against FGSM 

(0.9999) and DeepFool (0.9996). Defensive distillation also performs well, particularly against PGD (0.9184), although 

it is less effective than adversarial training. The autoencoder and feature squeezing methods also have strong defenses. 

Even against PGD, they are still very accurate (0.9977 for the autoencoder and 0.9986 for feature squeezing). Overall, 

adversarial training and the ensemble method demonstrate the best performance, with adversarial training showing 

superior robustness across all attack types. 

 

 
 

Fig.27. Comparison of neural network models in adversarial attack and defense scenarios 

4.5.  Neural network Models Comparison under Adversarial Conditions 

Figure 27 shows that the CNN model exhibits high baseline performance and maintains strong robustness when 

paired with effective defenses like adversarial training. The DNN model suffers the steepest drop under adversarial 

attacks (e.g., PGD), but defenses significantly restore its accuracy close to clean performance. The RNN model is 
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highly vulnerable to strong attacks, especially PGD (dropping below 10%), yet benefits greatly from defense 

mechanisms. Across all models, adversarial training consistently leads to the best defense performance, restoring 

accuracy near 99%. Feature Squeezing and Autoencoders offer reliable, lightweight defenses, especially in CNNs and 

DNNs. Overall, CNNs demonstrate the best robustness and recovery balance, while RNNs require stronger defense 

strategies to reach comparable security levels.  

5.  Conclusion and Future Work 

The results of this study have significant implications for policy, especially in fields where machine learning (ML) 

models are very important. Policymakers should consider formulating regulatory frameworks that necessitate 

comprehensive testing for adversarial robustness during the deployment of AI and ML systems. These frameworks 

should include provisions for continuous monitoring and regular updates of defense systems to keep up with how 

adversarial attacks change over time. This research signifies a significant progression in the security of AI and ML. This 

study examined the performance of Convolutional Neural Networks (CNN), Deep Neural Networks (DNN), and 

Recurrent Neural Networks (RNN) on the MNIST dataset under various attacks, such as FGSM, DeepFool, and PGD. 

The results showed a big drop in performance, especially in RNNs. CNN had the strongest baseline robustness of all the 

models tested, while RNN needed stronger defense strategies to get back to normal performance. Five defense 

mechanisms, Adversarial Training, Defensive Distillation, Autoencoder, Ensemble Method, and Feature Squeezing 

were put into action and tested. Adversarial Training was the most effective of these. It consistently brought model 

performance back to levels close to those seen under clean conditions for all architectures and attack types. These 

defensive strategies make the model more robust by reducing the effect of harmful inputs that are meant to trick the 

system. The results show that PGD attacks cause accuracy drops of about 27% in CNN, 83% in DNN, and 90% in RNN 

when there is no defense. This shows that these systems are very weak. But when defenses are used, all models get back 

to at least 98.9% accuracy, and adversarial training can make them up to 90% better at dealing with attacks. CNN is the 

most robust model at its base, while DNN and RNN depend a lot on defense mechanisms. These results give us 

important information about how to make machine learning systems that are safer and more resistant to attacks. 

The results of this study can help ML professionals make systems that are safer and more reliable. They also 

emphasize the importance of creating flexible, multi-layered defense strategies and set the stage for more research into 

the complicated issues of model weaknesses and adversarial behaviors. Future research should concentrate on 

investigating innovative defense mechanisms, confirming their effectiveness across various application domains, and 

enhancing theoretical frameworks to more accurately forecast and alleviate adversarial risks. Future endeavors will seek 

to expand these methodologies to natural language processing (NLP), implement them on real-world datasets (e.g., 

CIFAR-10, ImageNet), evaluate defenses such as TRADES and MART, and enhance model interpretability in 

adversarial contexts. 
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