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Abstract: In the direct-to-home (DTH) environment video-on-demand (VOD) applications are tremendously popular 

due to its inexpensive and convenient nature.  In VOD approach legal customers can connect their set-top boxes (STB) 

to the Internet and can access or record the available content. Due to the easy transmission of the highest quality digital 

data to the customers by the pay-per-view approach, the data are highly at risk. The data can be vulnerable for illegal 

distribution of duplicate copies and they are prone to unnecessary modifications which creates a financial loss to the 

information creators. So it is necessary to authenticate the owner as well as the illegal distributor to reduce the digital 

piracy which is the motivation for this work. This paper presents a forensic watermarking scheme for protecting 

copyrights, and for identifying the illegal distributor who distributes the legal copy in the illegal fashion though it is 

copyright violation. In this paper, two watermarks are embedded in the video that is on-demand, where one watermark 

is the owner’s information and another watermark is related to the unique information of the STB.  This work is also 

suitable for the biomedical domain, where one watermark can be the patient information and another watermark will be 

the health center information, in order to secure the patient information and the hospital information. 

 

Index Terms: DWT, DCT, PPLU Decomposition, Forensic, Digital Watermarking. 

 

 

1.  Introduction 

In the present decade the VOD applications are becoming extremely popular in the DTH environment with the 

high speed Internet services and technologies. The videos or movies can be accessed whenever we want and how many 

times we want. The access to select the videos that want to watch, which is convenient in time and location, and highly 

inexpensive features [1] are the reasons in increasing popularity of VOD applications. The videos will be transferred to 

the customers based on the request made by the viewers through the STB (interface between home TV and video 

subscriber environment) information. 

A simplified block diagram of video subscriber network (VSN) to home connection is shown in Fig. 1. The flow 

diagram of the video on demand access has been shown in Fig. 2. In this figure it has been shown that after accessing 

content from the server the legal customers (LC) can make illegal copies for redistribution or some attacks can be done 

in order to defame the information creators (ICR) or owners. According to the survey done by the Asia Pacific 

Economic Cooperation (APEC) film industry revenues fell enormously [2] due to illegal copies. So we need to protect 

the copyrights of the IC and also we need to protect the information of LC. Forensic watermarking is one of the 

solutions to find out the source of illegal distribution [3]. 

Forensic watermarking is helpful in these criteria to identify the LC or authenticate the ICR. Digital piracy [4-7] is 

one of the main issues faced by the information creators and it happens due to the LC. The legal users who want to 
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watch the video has to purchase the video by pay-per-view approach and they have permission to watch the video but 

not to modify or redistribute it. If the user redistributes or modifies then it is a crime as it will lead to the financial loss 

of the companies. If we consider the digital pyramid [8], the number of file sharers or downloaders of the content is 

huge in number compared to the file suppliers as shown in Fig. 3. So, we need to find out the illegal source to prevent 

financial loss to the data content owners. In this paper, a forensic watermarking technique for VOD applications is 

proposed. In the existing method, watermarking technique using discrete wavelet transform (DWT), partial pivoting 

lower and upper triangular (PPLU) decomposition and singular value decomposition (SVD) is presented [9]. The main 

problem in this technique is it is prone to false positives due to the usage of SVD [10]. So here a forensic watermarking 

method which is false positive tolerant is proposed for authentication of ICR and illegal sources of distribution. 

 

 

Fig.1. Home to video subscriber connection 

 

Fig.2. Flow diagram for forensic watermarking in Video-on-demand applications 

The existing works focuses either on secure streaming or ownership identification but not on both applications. So, 

this way the necessity of the proposed technique justifies according to the objective. The problem articulated in the 

proposed work is that a watermarking scheme which will be helpful to identify the rightful owners and also supports 

secure video-on-demand applications. The existing works focuses either on secure streaming or ownership 

identification but not on both applications. So, this way the necessity of the proposed technique justifies according to 

the objective. 

The purpose of the proposed work is to authenticate the set top box owner and to identify the illegal distributor. 

The novelty is that the set top box information is used in order to identify the illegal distributor. This paper is organized 

as follows: Section 2 gives a survey of existing watermarking algorithms. Section 3 describes proposed watermarking 

method. Section 4 presents an experimental analysis of proposed method followed by the conclusion. 

2.  Related Works 

The Nexguard solutions [11] are providing forensic watermarking (FW), for digital cinema initiative specification. 

FW is provided in 100000 screens, 1M DVD screeners, more than 1000 eScreeners and STBs by Nexguard. In [11], a 

cost effective watermarking for broadcast environment is provided. In [12], statistical tools for identifying digital 

forgeries are discussed. A digital forgery identification method based on color filter array is presented [13]. Digital 

camera identification based on sensor noise patterns are discussed in [14]. The useful traces for digital forensics 

generated during acquisition are discussed in [15]. 

The traces will appear on different levels such as scene level, signal level and data structure level, and depending 

on device characteristics. Watermarking schemes are classified based on (i) embedding domain: spatial and transform, 

(ii) visibility of watermark: visible and invisible, (iii) embedding method: additive and multiplicative, and (iv) 
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requirement of original image during watermark extraction: non-blind and blind watermarking. Transform domain 

watermarking schemes are preferred due to its robust nature against attacks. Invisible watermarking schemes will not 

have visual disturbance in the watermarked content compared to the visible watermarking schemes. So, with respect to 

the visibility of the watermark, watermarking schemes are applied depending on the application. 

 

 

Fig.3. Pyramid of digital piracy [8] 

A video watermarking method depending on scene change detection and pixel adjustment is proposed in [4]. A 

semi-fragile watermarking algorithm using discrete cosine transform and compressive sensing has been proposed in [3]. 

The sensitivities related to consumer and ethical scenario for digital piracy of MP3 data is discussed in [16]. Here, 

ethical orientation is mainly depended on expenses, outcomes and ethical opinions of downloading. The assumption for 

illegal downloading of MP3 files is that the people are not willing to steal CDs from the shops. Because the likelihood 

of getting caught and punished is high in CDs scenario compared to the illegal downloading of MP3 files. 

The people who download the digital content have the mindset that if the people are doing it and not getting 

punished why they should not participate as there no strict preventive measures and punishments by law. In [16] it is 

clearly mentioned that the downloading intentions and consequences of getting caught in illegal download are 

negatively correlated. The study of the several digital watermarking schemes which are robust and secure is discussed 

in [17]. 

The analysis of hybrid Singular value decomposition based watermarking schemes is presented in [18]. The survey 

of robust watermarking methods for depth based images, screen content images, an high dynamic range images are 

proposed in [19]. The authors used the training in single stage and multiple stages for watermarking based on the 

utilization of neural networks. The authentication of the intellectual property rights of deep neural networks was 

proposed in [20] as it is a pressing need in the present scenario. 

PPLU Decompostion 

PPLU decomposition [9] is a factoring technique to obtain lower triangular and upper triangular matrices of a 

matrix using partial pivoting (PP) procedure. This factorization outputs three matrices such as lower triangular matrix 

(L), upper triangular matrix (U) and a permutation matrix (P) which is obtained from row changes of matrix (C) during 

PP procedure. PPLU decomposition of C is defined as follows: PPLU(C) = (L, U, P) such that PC = LU. An illustrated 

example for PPLU decomposition of a 3x3 matrix is given below.  Let 

 

C=[
1 0 4
0 0 1
3 2 13

] 

 

Then C can be decomposed into 

 

P=[
1 0 0
0 0 1
0 1 0

]    L=[
1 0 0
3 1 0
0 0 1

]     U= [
1 0 4
0 2 1
0 0 1

] 

 

P x A= [
1 0 4
3 2 13
0 0 1

]    L x U = [
1 0 4
3 2 13
0 0 1

] 
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Fig.4. Block diagram for proposed watermarking method 

3.  Proposed Approach 

In this section, a digital video forensic watermarking method for VOD access is presented. The proposed block 

diagram is shown in Fig. 4. In this approach two WMs are embedded into the video, one for authenticating ICR and 

other is to identify the illegal distributors (IDBR). For owner authentication, the unique information related to the owner 

is used and for IDBR identification STB ID is used.  For each video before sending to the viewer, initially the 

significant frames in the video are obtained. On those frames a DWT operation is performed to decompose into 4 sub 

bands. Then the approximate sub band is divided into 8×8 blocks. On each block DWT is performed and again 

decomposed into 4 sub bands. Now let us assume the number of 8×8 blocks are N. If we apply DWT on these N blocks, 

we will get N approximate sub bands of size 4×4. Using a secret key (generated by Gollman cascade feedback carry 

shift register [21]) known to the owner, select N/2 sub bands randomly for embedding ICR information, and the 

remaining N/2 sub bands for inserting STB ID. The proposed watermarks embedding algorithm for Video on Demand 

application is given in Algorithm 1.  The secret key is generated using Gollman cascade linear feedback shift register 

which is a random number generator. The secret key selection is essential in the way watermark is embedded making it 

secure. If the secret key is emitted, the portions selected for watermarking will vary and vulnerable for third party 

attacks. 

 

Algorithm 1: Proposed VOD watermark embedding 

Input:  Original Video V, Watermarks WICR and WSTB 

Output:  Watermarked Video (Vw) 

Step 1:  
Select significant frames 𝐹𝑖  (1 ≤ 𝑖 < 𝑆),  using absolute histogram difference between the consecutive frames, 

where 𝑆 is total number of frames in the video 

Step 2:  
Apply DWT to 𝐹𝑖 

DWT(𝐹𝑖) = (LL𝐹𝑖
, LH𝐹𝑖

, HL𝐹𝑖
, HH𝐹𝑖

) 

Step 3:  Divide LL𝐹𝑖
into 8×8 blocks 

Step 4:  

On every block (assume N blocks ) perform DWT to obtain sub bands 

DWT(LL𝐹𝑖

𝑚) = (   𝐵𝐿𝐿𝐹𝑖

𝑚

 
, 𝐵𝐿𝐻𝐹𝑖

𝑚, 𝐵𝐻𝐿𝐹𝑖

𝑚 , 𝐵𝐻𝐻𝐹𝑖

𝑚), where 1 ≤  𝑚 ≤  𝑁 

 

Step 5:  Use secret key K to randomly select 𝑁/2 sub bands from 𝐵𝐿𝐿𝐹𝑖

𝑚 where 1 ≤  𝑚 ≤  𝑁 . 

Step 6:  Say selected sub bands are 𝐵𝐿𝐿𝐹𝑖

𝑚1 and remaining are 𝐵𝐿𝐿𝐹𝑖

𝑚2, 𝑚1 = 𝑚2; 1 ≤ 𝑚1, 𝑚2 ≤ 𝑁/2 

Step 7:  𝐵𝐿𝐿𝐹𝑖

𝑚1 is used to embed WICR  and to obtain 𝐵𝐿𝐿𝐹𝑖

𝑚1𝐼𝐶𝑅
. (Go to  Algorithm 2) 

Step 8:  𝐵𝐿𝐿𝐹𝑖

𝑚2 is used to embed WSTB and to obtain 𝐵𝐿𝐿𝐹𝑖

𝑚2𝑆𝑇𝐵
. (Go to Algorithm 3) 

Step 9:  
Then perform inverse DWT for all these sub bands 𝐵𝐿𝐿𝐹𝑖

𝑚1𝐼𝐶𝑅
 and 𝐵𝐿𝐿𝐹𝑖

𝑚2𝑆𝑇𝐵
to obtain watermarked approximated 

sub band 𝐿𝐿𝐹𝑖

𝑚𝑊
 

Step 10:  Then perform inverse DWT for the watermarked sub band 𝐿𝐿𝐹𝑖

𝑚𝑊
 , LH𝐹𝑖

, HL𝐹𝑖
, HH𝐹𝑖

 to obtain VW 

 

The proposed ICR watermark embedding algorithm for Video on Demand application is given in Algorithm 2. 
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Algorithm 2: Proposed ICR watermark embedding 

Input:  Input sub band 𝐵𝐿𝐿𝐹𝑖

𝑚1, watermark 𝑊𝐼𝐶𝑅  

Output:  Watermarked Sub band 𝐵𝐿𝐿𝐹𝑖

𝑚1𝐼𝐶𝑅
 

Step 1:  𝐵𝐿𝐿𝐹𝑖

𝑚1𝐼𝐶𝑅
(𝑝, 𝑞) =  𝐵𝐿𝐿𝐹𝑖

𝑚1(𝑝, 𝑞)(1 + 𝛼. 𝑊𝐼𝐶𝑅(𝑝, 𝑞)) 

Step 2:  Return watermarked sub band 𝐵𝐿𝐿𝐹𝑖

𝑚1𝐼𝐶𝑅
 

 

The proposed STB watermark embedding algorithm for Video on Demand application is given in Algorithm 3. 

 

Algorithm 3: Proposed STB watermark embedding 

Input:  Input sub band 𝐵𝐿𝐿𝐹𝑖

𝑚2, watermark 𝑊𝑆𝑇𝐵 

Output:  Watermarked Sub band 𝐵𝐿𝐿𝐹𝑖

𝑚2𝑆𝑇𝐵
 

Step 1:  Perform PPLU decomposition on 𝐵𝐿𝐿𝐹𝑖

𝑚1to obtain three matrices L, U , P. 

Step 2:  Find product of two matrices L and U, say Y 

Step 3:  
Now watermark first row of Y as shown. 

Yw = Y+𝑊𝑆𝑇𝐵 

Step 4:  
Now find watermarked sub band as follows. 

𝐵𝐿𝐿𝐹𝑖

𝑚2𝑆𝑇𝐵
 = P-1 × Yw 

Step 5:  Return 𝐵𝐿𝐿𝐹𝑖

𝑚2𝑆𝑇𝐵
to the Algorithm 1. 

 

The proposed watermark extracting algorithm for Video on Demand application is given in Algorithm 4. 

 

Algorithm 4: Proposed VOD watermark extraction 

Input:  Watermarked Video Vw
∗ 

Output:  Watermarks WICR
*

 and WSTB
* 

Step 1:  
Select significant frames 𝐹𝑖

∗ (1 ≤ 𝑖 < 𝑆),  using absolute histogram difference between the consecutive frames, 

where 𝑆 is total number of frames in the video 

Step 2:  
Apply DWT to 𝐹𝑖

∗ 

DWT(𝐹𝑖
∗) = (LL𝐹𝑖

∗, LH𝐹𝑖

∗, HL𝐹𝑖

∗, HH𝐹𝑖

∗) 

Step 3:  Divide LL𝐹𝑖

∗ into 8×8 blocks 

Step 4:  

On every block (assume N blocks ) perform DWT to obtain sub bands 

DWT(LL𝐹𝑖

𝑚∗

) = (   𝐵𝐿𝐿𝐹𝑖

𝑚∗

 
, 𝐵𝐿𝐻𝐹𝑖

𝑚∗
, 𝐵𝐻𝐿𝐹𝑖

𝑚∗
, 𝐵𝐻𝐻𝐹𝑖

𝑚∗
), where 1 ≤  𝑚∗ ≤  𝑁 

 

Step 5:  Use secret key K to randomly select 𝑁/2 sub bands from 𝐵𝐿𝐿𝐹𝑖

𝑚∗
where 1 ≤  𝑚 ≤  𝑁 . 

Step 6:  Say selected sub bands are 𝐵𝐿𝐿𝐹𝑖

𝑚1∗
 and remaining are 𝐵𝐿𝐿𝐹𝑖

𝑚2∗
, 𝑚1∗ = 𝑚2∗; 1 ≤ 𝑚1∗, 𝑚2∗ ≤ 𝑁/2 

Step 7:  𝐵𝐿𝐿𝐹𝑖

𝑚1∗
 is used to extract WICR

*
  . (Goto Algorithm 5) 

Step 8:  𝐵𝐿𝐿𝐹𝑖

𝑚2∗
 is used to extract WSTB

*. (Goto Algorithm 6) 

Step 9:  Find correlation between WICR and WICR
*. If the value is high then owner is authenticated 

Step 10:  
Find correlation between WSTB and WSTB

*. If the 

value is high then legal customer is authenticated 

 

The proposed ICR watermark extracting algorithm for Video on Demand application is given in Algorithm 5. 

 

Algorithm 5: Proposed ICR watermark extraction 

Input:  Watermarked sub band 𝐵𝐿𝐿𝐹𝑖

𝑚1∗
, 

Output:  Extracted watermark WICR
* 

Step 1:  
𝑊𝐼𝐶𝑅

∗(𝑝, 𝑞) = 𝐵𝐿𝐿𝐹𝑖

𝑚1∗
(𝑝, 𝑞) − 𝐵𝐿𝐿𝐹𝑖

𝑚1(𝑝, 𝑞)/(𝛼. 𝐵𝐿𝐿𝐹𝑖

𝑚1(𝑝, 𝑞)) 

 

Step 2:  Return watermark 𝑊𝐼𝐶𝑅
∗ to Algorithm 4 

 

The proposed STB watermark extracting algorithm for Video on Demand application is given in Algorithm 6. 
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Algorithm 6: Proposed STB watermark extraction 

Input:  Watermarked sub band 𝐵𝐿𝐿𝐹𝑖

𝑚2∗
, 

Output:  Extracted watermark WSTB
* 

Step 1:  Perform PPLU decomposition on 𝐵𝐿𝐿𝐹𝑖

𝑚2∗
, to obtain three matrices L*, U* , P*. 

Step 2:  Find product of two matrices L* and U*, say Y* 

Step 3:  
Now extract watermark from first row of Y* as shown. 

WSTB
* =Y*- Y 

Step 4:  Return WSTB
* to the Algorithm 4. 

 

  
(a) Original video frame (b) Watermarked video frame 

  
(c) Original video frame 

watermarked video frames 
(d) Watermarked video frame watermarked video frames 

Fig.5. Original and watermarked frames for foreman and container dataset videos 

4.  Results and Analysis 

The proposed method has been experimentally tested on the foreman, container, sample, and VIRAT data set 

videos [22, 23]. The proposed method shows better PSNR and less BER compared to the method given in [9]. In this 

method, it requires three DWT, three SVD and one PPLU decomposition which will be time consuming. So a 

watermarking method which consumes lesser time compared to the method in [9] is proposed. Initially the significant 

frames are detected and then those frames are resized to 512×512. Then 1-level Haar DWT is applied on each detected 

frame for decomposing into [LLo LHo HLo HHo] sub bands. For embedding watermark LLo approximate sub band is 

selected because it is highly significant compared to the other three sub bands. The main reason for not selecting these 

three sub bands is if the attacker removes these three sub bands, then also the PSNR of the watermarked content will not 

degrade significantly which will be an advantage for the third parties. 

The LLo sub band is again decomposed into 8×8 blocks. Then some 8×8 blocks are selected randomly for 

embedding owner information and remaining 8×8 blocks are selected for embedding set top box ID. The original video 

frames and watermarked video frames are as shown in Fig. 5. 

Table 1. BER obtained for ICR and STB watermarks 

Attack 
BER between inserted 

and extracted owner ID 

BER between inserted 

and extracted STB ID 

Crop (10%) 0.0012 0.1064 

HE 0.1196 0.08 

SPN 0.005 0.0153 0.1133 

SPN 0.001 0.0029 0.1076 

GN(0,1) 0.2232 0.2221 

GN(0,2) 0.2251 0.2257 

 

The bit error rate (BER) obtained for proposed method for a list of attacks is tabularized in Table 1. The watermark 

embedding and extracting time for the existing and proposed methods is shown in Table 2. The PSNR between original 

video frame and watermarked video frame is listed in Table 3. The watermark embedding time and extracting time for 
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the proposed method is low as it uses only one DWT operation and one PPLU operation, but the existing method uses 

three DWT, one SVD and one PPLU decomposition which is time consuming. 

Table 2. Watermark embedding and extracting time (in seconds) 

Method 

Watermark 

Embedding 

Time 

(in seconds) 

Watermark 

extracting 

Time 

(in seconds) 

DWT-SVD-PPLU [13] 0.93747 0.583262833 

Proposed method 0.666501 0.2501415 

 

In Table 3, the PSNR is obtained for dataset videos such as container, foreman and news videos. The proposed 

method provides high PSNR as the distortion done by the watermark to the original frame is low, compared to the 

existing technique. 

Table 3. Watermark embedding time and extracting time (in secs) 

Method Container Foreman News 

DWT-SVD-PPLU [13] 32.753 32.4432 33.8359 

Proposed method 51.1816 51.2371 51.1819 

 

The BER between inserted and extracted ICR id’s for varying intensities of salt and pepper noise is plotted in Fig. 

6. 

 

 

Fig.6. Varying intensities of SPN for for existing and proposed methods for dataset videos 

In Fig. 6, the BER between the inserted and extracted owner’s ID (B1), obtained for the News, Container and 

Foreman videos for the method given in [9] and the proposed method is shown. The X-axis presents the density of the 

salt and pepper noise attack (SPN) with varying intensities and the Y-axis presents the BER obtained for the owner ID 

(B1). The BER B1 for the proposed method is shown in between 0.13 to 0.285. The BER B1 for the existing method [9] 

is shown in between 0.36 to 0.45. From this Fig. 6, one can say that the proposed method performs better against SPN 

attack for ownership authentication as the BER obtained for proposed method is low compared to the existing method. 

The BER between inserted and extracted STB watermarks for varying intensities of salt and pepper noise is shown in 

Fig. 7. In Fig. 7, the BER between the inserted and extracted set top box’s ID (B2), obtained for the News, Container 

and Foreman videos for the method given in [9] and the proposed method is shown. The X-axis presents the density of 

the salt and pepper noise attack (SPN) with varying intensities and the Y-axis presents the BER obtained for the set top 

box’s ID (B2). The BER B2 for the proposed method is shown in between 0.225 to 0.3. The BER B2 for the existing 

method [9] is shown in between 0.36 to 0.45. From this Fig. 7, one can say that the proposed method performs better 

against SPN attack for illegal distributor authentication as the BER obtained for proposed method is low compared to 

the existing method. 

The BER between inserted and extracted ICR id’s for varying intensities of Gaussian noise is plotted in Fig. 8. 

In Fig. 8, the BER between the inserted and extracted owner’s ID (B3), obtained for the News, Container and 

Foreman videos for the method given in [9] and the proposed method is shown. The X-axis presents the density of the 

Gaussian noise attack (GN) with varying intensities and the Y-axis presents the BER obtained for the owner ID (B3). 

The BER B3 for the proposed method is shown in between 0.34 to 0.36. The BER B3 for the existing method [9] is 

shown in between 0.47 to 0.48. From this Fig. 8, one can say that the proposed method performs better against GN 

attack for ownership authentication as the BER obtained for proposed method is low compared to the existing method. 

The BER between inserted and extracted STB watermarks for varying intensities of Gaussian noise is shown in Fig. 

9. In Fig. 9, the BER between the inserted and extracted set top box’s ID (B4), obtained for the News, Container and 

Foreman videos for the method given in [9] and the proposed method is shown. The X-axis presents the density of the 

salt and pepper noise attack (SPN) with varying intensities and the Y-axis presents the BER obtained for the set top 

box’s ID (B4). The BER B4 for the proposed method is shown in between 0.225 to 0.3. The BER B4 for the existing  
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method [9] is shown in between 0.34 to 0.35. From this Fig. 9, one can say that the proposed method performs better 

against GN attack for illegal distributor authentication as the BER obtained for proposed method is low compared to the 

existing method. 

 

 

Fig.7. Varying intensities SPN STB ids for existing and proposed methods for dataset videos 

 

Fig.8. Varying intensities of GN 

 

Fig.9. Varying intensities GN STB ids for existing and proposed methods for dataset videos 

The paper mainly focuses on the BER and PSNR as both are essential to measure the performance of the 

watermarking that discloses the quality of watermarked image. Less PSNR value indicates the watermark embedding 

has degraded the quality of the image which is not suggestible. More PSNR is the indication of less degradation to the 

watermarked image. Addressing to the Robustness, In Table 2, the authors have listed the robustness of the proposed 

method against the attacks such as cropping, histogram equalization, salt and pepper noise, and Gaussian noise. The 

measure listed is BER, which is an indication of low bit error rate, then the authentication is done, otherwise not 

authenticated. BER is computed between the embedded watermark and the extracted watermark. The PSNR measure is 

required to obtain the similarity between the original image and watermarked image. 

The watermark insertion time watermark extraction time in seconds for each dataset video are tabularized in Table 

4 and Table 5. From Tables 4 and 5, we can see that the proposed method consumes lesser time compared to the 

existing methods. 

Table 4. Watermark insertion time (seconds) for existing and proposed methods 

Method Container Foreman News 

DWT-SVD-PPLU [13] 0.921587 0.9527 1.023605 

Proposed method 0.815634 0.83696 0.91303 
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Table 5. Watermark extraction time (seconds) for existing and proposed methods 

Method Container Foreman News 

DWT-SVD-PPLU [13] 1.348986 1.23609 1.284519 

Proposed method 0.088774 0.08366 0.113006 

Table 6. Comparison of proposed method with the existing methods 

Images [16] [15] Proposed [14] 

Foreman 32.41 44.39 51.23 32.57 

Container 32.37 44.07 51.18 32.032 

Sample 32.69 44.04 51.19 31.926 

 

The visual quality of the watermarked image is compared with the existing methods and tabularized in Table 6. 

One can see that in Table 6, the PSNR of the proposed method is higher than the other existing methods. It is due to that 

in the proposed method, the amount of degradation done to the data is less. 

Datasets [22] and [23] have been used for the implementation. The authors listed the results for average embedding 

time and extraction of the watermarks for the existing method and the proposed method for critical evaluation and 

validation. 

Table 7. Comparison of the proposed method with other existing methods with the new Image quality measures 

Method Image Quality measure Obtained value 

Proposed method 

FFT [17] 0.1084 

DCT 0.9648 

PSNR-HVS 50.23 

Existing method [13] 

FFT 0.0423 

DCT 0.9549 

PSNR-HVS 45.6688 

Existing method [15] 

FFT 0.0098 

DCT 0.3097 

PSNR-HVS 40.5233 

 

In order to validate the visual quality of the proposed method, the method was further experimented with the no-

reference image quality measures such as fast Fourier transform [24], discrete cosine transform [25] based measures and also 

with PSNR-HVS [26] image quality measure. The experimental values are listed in Table 7. In Table 7, FFT and DCT quality 

measures will output a score between 0 and 1. For DCT quality measure, higher the score, the image quality is good. But for 

FFT quality measure, it will give the score for the distortion measurement, higher the score, lower the distortion. One can see 

that in Table 7, FFT and DCT scores of the proposed method are higher than the existing methods. These two methods are no-

reference quality measures. He PSNR-HVS is a reference quality measure ranging from 0 to 10000. As the technique now 

discusses on VOD, the results for biomedical domain not included and the work is still going on. The authors theoretically 

claim the method works for biomedical domain. The implementation for biomedical domain has to be done in the future after 

availing the datasets. As the technique proposed discusses watermarking technique for video on demand (VOD) applications 

and copyright protection, the authors have included the results only for VOD. Related to the biomedical domain, the work is 

yet to progress. Moreover, the biomedical domain is not associated with the VOD applications, the authors have not discussed 

extensively in the article as it is out of scope. 

5.  Conclusions 

In this paper, a robust forensic watermarking for video on demand applications is proposed. Here two watermarks are 

embedded into the video that is on demand by the users. One watermark is embedded in order to authenticate the owner of the 

video and another watermark is embedded to identify the illegal distributor. This technique gives very less BER and high 

PSNR compared to the existing techniques. This technique can also be applied to the bio-medical domain, where one 

watermark can be the patient information and other watermark will be the information of the health care center or diagnostic 

center. The proposed method has been validated with the image quality measures such as PSNR and PSNR HVS measures. 

The proposed method has also been validated with the no-reference quality measures such as FFT and DCT measures. 
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