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Abstract: Inrecent Artificial Intelligence developments, large datasets as knowledge are a prime requirement for analysis
and prediction. To manage the knowledge of the network, the Data Center Network (DCN) has been considered a global
data storage facility on edge servers and cloud servers. In recent research trends, knowledge-defined networking (KDN)
architecture is considered, where the management plane works as the knowledge plane. The major network management
task in the DCN is to control traffic congestion. To improve network management, i.e., optimized resource management,
enhanced Quality of Service (QoS), we propose a path prediction technique by combining the convolution layer with
the RNN deep learning model, i.e., Convolution-Long short-term memory network as Convolution-LSTM and the bi-
directional long short-term memory (BiLSTM) network as Convolution-BiLSTM. The experimental results demonstrate
that, in terms of many metrics, i.e., network latency, packet loss ratio, network throughput, and overhead, our proposed
methodologies perform better than the existing works, i.e., OSPF, FlowDCN, modified discrete PSO, ANN, CNN, and
LSTM-based routing approaches. The proposed approach improves the network throughput by approximately 30% and
12% as compared to existing CNN and LSTM-based routing approaches, respectively.

Index Terms: Knowledge Defined Network (KDN), Data Center Network (DCN), Convolutional Layer, Recurrent
Neural Network (RNN), LSTM, BiLSTM.

1. Introduction

Nowadays, scalable and highly flexible networking mechanisms are in demand to improve the performance of
different network applications. Currently, knowledge-defined networking (KDN) [1] is an emerging networking
paradigm that considers deep learning-based solutions to enhance network architecture and performance. The KDN
provides a flexible and agile network architecture by splitting the control plane from the data plane. The detached
control plane enhances network management by using a central controller in the network topology. The controller
collects details of networking devices from the data plane through the OpenFlow [2] southbound interface. The
knowledge plane enhances the intelligence in the KDN network by using different analytical and deep learning
approaches. The knowledge plane establishes the connection to the control plane through the northbound interface [3].

In recent research trends, the Fat-Tree Data Center Network (DCN) topology has been widely used to enhance
network performance. The DCN topology provides multiple routing paths to enhance communication between source-
destination pairs. KDN-based DCN (KD-DCN) provides a central controller to manage the load balancing, flow
management, and routing in the DCN network environment. To manage dynamic traffic changes in the KD-DCN
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network, an agile and intelligent mechanism is required to reduce the congestion in the network.

Currently, conventional deep learning (DL) approaches, i.e., deep neural networks and deep reinforcement learning,
are proposed to manage the KDN network [4, 5]. However, these conventional approaches provide limited intelligence
and a complex training process to handle dynamic traffic changes. As a result, in the KDN network, conventional
approaches are inadequate to improve average network throughput in high network traffic. Moreover, the KDN
provides optimal solutions in different application domains, i.e., energy distribution [6], traffic management [7], and
routing management [8].

Motivation and Contribution

In this paper, we present several convolution-RNN deep learning-based intelligent routing path selection
mechanisms that are deployed at the central controller to improve the network performance of the KD-DCN architecture.
The convolution-RNN models uncover the long-term relationships between congestion features and determine the key
congestion features using the convolution layer to extract features. Here, Convolution-LSTM and Convolution-BiLSTM
are two deep learning techniques demonstrated in the proposed mechanism. Additionally, the system works in two
modules: dataset pre-processing and the routing stage. During the dataset pre-processing stage, traditional routing
methods are used to collect the initial dataset from networking devices. The collected dataset is pre-processed for the
training dataset in the subsequent routing stage. The controller first runs the convolution layer during the routing phase,
and the output it produces serves as the input for both RNN variant deep learning models. The future routing decision
is based on the output of deep learning results which uses the training weights of the routing stage as input and offers
the best routing paths in the KD-DCN network.

Additionally, the proposed system considers an average network delay of D to execute the online learning process.
Here, the continuous network statistics measurement technique is considered to collect D. Next, the D is available as
the input for the online learning mechanism. Compared to periodic training, online learning continuously assesses D,
which improves the network’s performance. Moreover, the experimental setup of the presented deep learning models and
performance is contrasted with those of conventional Open Shortest Path First (OSPF), FlowDCN [9], Modified discrete
PSO [10], and existing deep learning techniques like ANN [11], CNN [12], and LSTM [13] in KD-DCN architecture.
The main contributions of the proposed work are mentioned in the following manner:

. A convolution-RNN model-based approach is presented to overcome the limitations of existing approaches,
i.e., OSPF, FlowDCN, modified discrete PSO, ANN, CNN, and LSTM deep learning-based routing approaches,
in KD- DCN. Integrating an effective routing path with the historical traffic dataset improves the efficiency of
the KDN controller.

« Online learning of models incorporates the D values to discover the interconnections of real-time traffic data.
Compared to the standard model learning approach, this methodology boosts the learning process.

. The models considered in the proposed system utilize real-time D for the model learning phase instead of
binary link weights.

. Several network performance matrices, such as network latency, packet loss ratio, throughput, and execution
time, are examined in the performance evaluations. As compared to existing state-of-the-art routing
approaches, it has been discovered that the evaluation results of the proposed approach are improved.

. The proposed system can be integrated into Edge Computing and 5G cellular architecture where Knowledge
Defined Network-based architecture can improve routing and resource management.

The Manuscript is divided into five major sections, i.e., Introduction, Related Work, System Model, Evaluation
Results, and Conclusion. The Section 1 Introduction briefly overviews the defined network and problem statement.
The Section 2 related work provides limitations of existing mechanisms in the domain. Next, based on constraints, the
Section 3system model presents the working mechanism of the proposed system. The Section 4 evaluation results present
the result analysis of the proposed system with existing systems. Finally, the Section 5 Conclusion concludes the
manuscript.

2. Related Works

To boost the accuracy and efficiency of any system performance, machine, and deep learning architectures are
available that provide a multi-tier training technique that is applied to describe the complicated connection between
input and output [14]. The literature survey is conducted for different existing applications and systems. Here, based on
the existing work, the literature survey section is divided into two subsections: 1) Machine and Deep Learning-Based
Systems; and 2) Research Gaps.

2.1. Machine and Deep Learning Based Systems

In the paper [15], different machine-learning techniques are applied in the domain of SDN with issues and
challenges. The improvised procedure of machine learning is known as deep learning, which delivers more intelligent
and effective outcomes for tasks such as network management, network control, and security [16].
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The Artificial Neural Network (ANN)-based KDN is proposed in the paper [11] for star and ring network
topologies. The results show that this approach improves the network’s learning rate compared to traditional approaches. In
paper [17], ANN-based load balancing is proposed for KD-DCN topology. The results indicate that this approach
outperformed ECMP load balancing.

The machine learning (ML)-based approach in KDN is proposed in paper [18]. The results show that this approach
shrinks the average network delay in the KDN network. The Deep Neural Network (DNN)-based approaches are proposed
in papers [4, 5]. In paper [4], a deep neural network (DNN)-based approach is proposed for KD-DCN topology. The
results show that this approach obtains high-level knowledge in terms of system architecture and operation procedures.
Similarly, in paper [5], a self-organized DNN-based approach is proposed to reduce KDN network overhead.

The Deep Reinforcement Learning (DRL)-based approaches in KDN are proposed in papers [19, 20]. In papers
[19, 20], DRL-based routing is proposed for random network topology. The results show that these approaches
outperform the traditional routing mechanisms. However, DRL approaches proposed in papers [19, 20] are more time-
consuming mechanisms to discover actions and rewards during the learning process.

2.2. Research Gaps

The literature presented is based on different deep learning approaches, i.e., ANN, DNN, and DRL, based on
routing strategies introduced in KDN. The previous studies were unable to extract traffic feature dependencies from the
periodic traffic dataset [21]. Moreover, the existing systems consider the output of the model learning process as input
into the OSPF routing for path selection. Also, in the literature, small network topologies and communication for a
single pair of source- destination is considered. Thus, in these scenarios, the previous studies were unable to prove their
performance in high-traffic congestion situations.

Hence, to overcome the above limitations, the Convolution-RNN (Convolution-LSTM and Convolution-BiLSTM)
models are considered in the proposed mechanism to discover multiple characteristics, i.e., congestion features and
feature dependencies, from the collected dataset. Additionally, the online learning of Convolution-RNN models is
considered by considering the continuous average network delay D in the network. Moreover, the FlowDCN is integrated
to utilize the output of the Convolution-RNN models, which improves the path prediction process in the network. Also,
the proposed system is implemented for the KD-DCN topology, which has 48 communication links and multiple
source-destination pairs to handle high-traffic congestion scenarios. Furthermore, the proposed mechanism is analyzed
for multiple performance metrics.

3. System Model

In this section, three sub-sections, i.e., system architecture, convolution-RNN model learning, and proposed system,
are presented to explain the proposed work.

3.1. System Architecture

The proposed system considers Convolution-RNN models to improve the network management task in the
Knowledge Defined-Data Center Network (KD-DCN) architecture. In KD-DCN, the data center networks can be
programmed using a centralized controller.

Knowledge Plane
Perlodic Traffic Online Deep Learning FlowDCN
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Fig.1. KD-DCN architecture
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Fig. 1 represents the KD-DCN system architecture, which is a combination of multiple planes, i.e., data, control,
and knowledge. Additionally, two interfaces are available in the architecture: southbound and northbound. The data
plane contains pod 4 DCN topology, which consists of 16 hosts and 20 switches such as core, aggregation, and edge
switches. Moreover, in this architecture, four switches are combined into one cluster, which is known as a pod. The
northbound interface is managed by the RYU controller. Moreover, the controller manages the logical connections with
DCN topology in the data plane through the OpenFlow interface [22].

In the knowledge plane, the controller integrates Convolution-LSTM or Convolution-BiLSTM deep learning
agents to generate training datasets through the model learning process. Periodically, the controller provides traffic data
to the Convolution-LSTM or Convolution-BiLSTM model, which extracts the traffic patterns and generates new link
weights. Next, the FlowDCN algorithm is used to route traffic in the KD-DCN topology. In addition to online training,
the deep learning models continuously train the traffic dataset based on the current value of D, which is the average
network delay.

Convolution-RNN Model
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Fig.2. Convolution-RNN model learning process

3.2. Convolution-RNN Model Learning

This section gives details on convolution-RNN models. Fig. 2 presents the architecture and detailed layers of
Convolution- RNN models. Initially, the convolution layer considers the traffic dataset TM and different link weights
LW to analyze the traffic patterns in the network. The convolution layer extracts the congestion-related features. The
extracted features reduce the complexity of RNN models and improve feature dependency extraction through RNN
models. Finally, RNN models generate the prediction through the learning process.

3.3. Proposed System

This section presents the working mechanism of the proposed work. Fig. 3 represents the proposed system flowchart,
which presents a combination of two phases, i.e., dataset pre-processing and routing stage. To analyze the
communication between different source-destination pairs, the network monitor first gathers network data using the
OSPF routing protocol. The TM and LW are generated as the output of the data pre-processing stage, which will be
employed in later deep learning model training. The proposed deep learning models are trained to recognize changes in
the network environment in real-time during the routing stage. The newly modified link weights LW, are gathered as an
output of the training process, which is utilized to generate new communications paths for upcoming routing in the KD-
DCN topology by considering the FlowDCN. This process is considered for initial training purposes. Next, in the
following Algorithm 1, the proposed system is explained through pseudo-code.
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Initially, the controller starts the network monitoring process for individual monitoring intervals t, and logs the
switch and interface status. In addition to its core function, the controller also develops packet forwarding rules in real-
time network topology. By following the packet forwarding rules of the data plane, the controller constructs routing
pathways for certain source-destination pairs.

The initial step in the proposed mechanism is to extract crucial traffic details from the dataset by using the
controller. The result is the creation of the periodic traffic dataset TM, which has three main components, i.e., datapath,
available link bandwidth, and received packets. Next, the link weights LW are computed using the Equation (1). Here,
for each unique switch, TP represents the number of packets sent, and RP represents the number of packets received in
each datapath in the above equation. The total number of packets TRP are received over the network during the t,
monitoring interval. Furthermore, the proposed deep learning models use a set of link weights LW as a one-dimensional
input.

_1+(RP-TP)
TRP

LW @

Algorithm 1 is presented to explain the proposed routing strategy. The TM and LW are generated from the pre-
processing of the dataset. The TM is a combination of multiple datapaths, the number of packets received in each
datapath, and the availability of link bandwidth. The convolution-RNN models consider TM and LW as input met- rics.
For each routing stage, unique TM and LW are considered. The convolution layer gains the correlation between
congestion-related features of the KD-DCN network.

Next, the RNN deep learning models learn the fundamentals of topology, routing routes, and packet forwarding
during training. The end outcome of the learning procedure is the newly modified set of link weights, i.e., the LW, value.
The KD-DCN architecture also makes use of FlowDCN and considers LW, as input. This process is considered for the
initial 10 recording intervals ty10. The initial process collects the average network delay D from the network and

forwards it to the next online model learning process.

The online model learning process uses knowledge of the current network environment for a better training process,
i.e., average network delay D. The whole scenario offers an online model learning process that considers current network
statistics instead of prior link weights. The online model learning stage generates a newly updated set of link weights.
Due to the constant consideration of the average network delay D for the deep learning models, the online model learning
process requires more processing time. Here, an updated set of link weights LW, takes into account both deep learning
models in the following routing stage when the online training is finished.

Algorithm 1 Proposed Routing Algorithm
Input: (TM, LW)

Output: LW,
0: Initial Model Learning Process.
0: fortyg ,tu2,. 10 inty do

0:Execute Convolution-RNN model learning by considering (TM,LW).
0:Each ty collect LW,

0:for Every Datapath take LW, do

0: Implement FlowDCN.

0:end for

0:Collect D.

0: end for

0: Online Model Learning Process.

0: for Every tu11 ,tu12 ,--»tuj ,-otun inty do

0:Models Learning of Convolution-RNN using (TM, D).
0:Collect LW,.

0:for Every Datapath take LW, do

0: Implement FlowDCN.

0:end for

0:Collect (TM, D) for next online model learning process.
0: end for=0

4. Evaluation Results

This section is divided into four subsections, i.e., simulation setup, performance parameters, network performance
analysis, execution time analysis, and error analysis.
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4.1. Simulation Setup

The simulation-based approach is used to implement the proposed work. The Ubuntu 16.04 LTS is installed on an
Intel Core i9 processor-based workstation with 16 GB of RAM and a 4 GB GPU. Moreover, the RYU controller is
taken into consideration for simulation. The KD-DCN topology is implemented using the Mininet and iPerf traffic
analyzers. Each host has iPerf incorporated within it, and each host can individually activate iPerf. The different Python
programming libraries, such as Tensorflow and Keras, are considered to execute the Convolution-RNN models. Here, a
link bandwidth of 50 Mbps is considered optimal. The experimental analysis is conducted for multiple source-
destination pairs in the topology. Moreover, the RYU controller is connected to the KD-DCN topology through the
OpenFlow southbound API.

4.2. Performance Parameters

In the Evaluation Results, five different performance parameters are considered, i.e., network latency, packet loss
ratio, network throughput, execution time analysis, and error analysis. All the performance parameters are compared with
a total of six existing systems. Moreover, the QoS parameters (network latency, packet loss ratio, network throughput) are
analyzed for different traffic intensities and different simulation times. Additionally, the overhead analysis is discussed as
compared to existing systems. Furthermore, the execution time analysis and error analysis are presented for four different
datasets.

4.3. Network Performance Analysis

In this section, the system performance is evaluated for the different metrics, such as network latency, packet loss
ratio, throughput, and overhead. Moreover, these performance parameters are measured for different simulation times and
network traffic loads.

For up to 120 seconds, the deep learning model-based proposed solution is simulated. Simulation time is a crucial
factor to consider when analyzing the impact of proposed deep learning models on network performance. Data
communication between several source-destination pairings is examined in each period, i.e., 20 seconds. The acquired
network performance results are compared with modified discrete PSO, FlowDCN, OSPF, and deep learning models,
i.e., ANN, CNN, and LSTM. It has been noted that the proposed system improves upon the fixed routing path allocation’s
drawbacks. The two key factors in a network environment that affect performance are network latency and packet loss
ratio. The average network latency and packet loss ratio are depicted in Fig. 4 and Fig. 5, respectively. At simulation
time t = 20s, it is seen that the average latency and loss ratio are almost identical as compared to existing approaches.
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The network latency and packet loss ratio drop after 40 seconds of simulation time. Regarding the network latency
and packet loss ratio, the proposed models outperform the traditional routing protocols and existing deep learning
models. It has been observed that ongoing training has caused the accuracy of proposed deep learning models to
steadily grow.

Similarly, the proposed work boosts the network throughput as compared to OSPF and FlowDCN by around 80%
as illustrated in Fig. 6. Similarly, as compared to modified discrete PSO and ANN, the proposed work enhances the
network throughput by 35%, approximately. Moreover, the proposed system boosts the network throughput by about 30%
in comparison to existing CNN deep learning models. Additionally, the proposed system boosts the network throughput
by about 12% in comparison to the LSTM-based routing strategy. Thus, the convolution-RNN-based proposed system
boosts network throughput with incremental training.

The primary benefits of the proposed work are the knowledge gained about the network environment and the
regular model training utilizing various types of network traffic. Additionally, in the proposed work, RNN deep learning
models use forget gates to examine the forward and backward traffic histories, while the convolution layer extracts co-
relationships between congestion features. Therefore, in contrast to OSPF, FlowDCN, modified discrete PSO, ANN,
CNN, and LSTM deep learning models, the proposed work provides effective and better results in high traffic
congestion with increased network performance.

The network performance mainly depends on the current network statistics, i.e., traffic load and available
bandwidth. To measure network performance, i.e., network latency, packet loss ratio, and network throughput, different
traffic loads are analyzed in the proposed work. In the evaluation process, the network load is considered in different
values, i.e., 20%, 30%, 40%, 50%, and 60%.

The network latency varies with different network traffic loads. As shown in Fig. 7, in the very low network traffic
load compared to OSPF, FlowDCN, modified discrete PSO, and ANN, the proposed work reduces the network latency
by approximately 25%. Similarly, as compared to CNN and LSTM-based approaches, the proposed work reduces the
network latency by approximately 15% and 5%, respectively. Similarly, as shown in Fig. 8, the proposed work reduces
the packet loss rate by around 30% as compared to OSPF, FlowDCN, Modified discrete PSO, and ANN. Moreover,
as compared to CNN and LSTM-based approaches, the proposed work reduces the loss ratio by around 10% and 5%,
respectively. Additionally, in high network traffic load scenarios, the proposed work outperforms all the existing work
and reduces the packet loss ratio in the KD-DCN topology.
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The network throughput is a major performance parameter to analyze the proposed work. The network
throughput mainly depends on the current network load in the topology. If the network traffic load and packet loss ratio
are high then the network throughput of systems gets lower. However, as shown in Fig. 9, in the proposed work, the
system is efficient in handling the large network traffic and increases the network throughput by 20% as compared to
OSPF, FlowDCN, Modified discrete PSO, and ANN. The proposed work increases the network throughput by 20% and
8% as compared to CNN and LSTM-based approaches, in the high network traffic load.

Thus, Fig. 4 to Fig. 9 is presented for the result analysis of the proposed work with six different existing systems,
i.e., OSPF, FlowDCN, PSO, ANN, CNN, and LSTM. Here, Fig. 4 to Fig. 6 is presented for analysis of network latency,
packet loss ratio, and network throughput during different simulation periods. Similarly, Fig. 7 to Fig. 9 is presented
for analysis of network latency, packet loss ratio, and network throughput for different network traffic intensities. The
proposed work efficiently handles the high network traffic load and improves the KD-DCN network performance. Next,
the execution time analysis is presented for the proposed work and compared with the existing work.

Next, the routing overhead is presented in Fig. 10. The routing overhead provides information about the additional
bandwidth required to manage the communication between the controller and switches in the data plane. As compared to
existing mechanisms, the proposed work requires a low amount of network bandwidth to manage network communication.
The major advantage of the proposed work is the less amount of communication interaction between the central controller
and data plane devices. The prime reason for this situation is the high level of network intelligence provided by the model
learning process of convolution-RNN models.

4.4. Execution Time Analysis

The performance evaluation and operational constraints of our proposed work are described in this section. Deep
learning is an innovative paradigm that makes use of a lot of processing time to enhance network performance. The
training of a deep learning model with multiple layers and large input data requires a significant amount of time. Deep
learning models initially only need a small amount of computation time, but as the input data volume grows, they require
more computation time for training the models.
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Table 1. Execution time analysis

Traffic Load (in MB) ANN Routing CNN Routing LSTM Routing COnVOéUOtLOt?r;gLSTM BiE(s)'r}KzI;t(i;mi-ng
20 20.1 Seconds 20.3 Seconds 20.6 Seconds 20.7 Seconds 21 Seconds
40 40.4 Seconds 40.6 Seconds 40.8 Seconds 41.1 Seconds 41.3 Seconds
60 60.5 Seconds 60.8 Seconds 61.2 Seconds 61.6 Seconds 61.7 Seconds
90 80.6 Seconds 80.9 Seconds 81.5 Seconds 81.7 Seconds 82 Seconds
110 100.3 Seconds 100.9 Seconds 101.7 Seconds 102 Seconds 102.2 Seconds
135 120.7 Seconds 121.1 Seconds 121.9 Seconds 122.1 Seconds 122.3 Seconds

According to Table 1, the Convolution-RNN models require additional execution time to complete the pre-
processing of the dataset, the model learning (training and testing), and the routing strategy. The Convolution-LSTM
deep learning model needs a few more milliseconds to execute the routing strategy as compared to ANN, CNN, and
LSTM model-based strategies. Convolution-RNN deep learning models, therefore, require more processing time for
execution when the size of the input dataset grows as compared to the initial traffic dataset. Thus, the Convolution-
RNN-based proposed solution offers better real-time routing with the aid of ongoing network monitoring for a minimal
amount of additional time. Additionally, the major motivation is to analyze the model learning (training and testing) time
concerning different traffic loads.

4.5. Error Analysis

Convolution-RNN models are employed in the proposed work, and they take periodic datasets into account as
input for the ongoing learning process. Initially, the primary dataset, or Dataset t1, is the periodic traffic dataset that the
models collect in the recording interval ty. In the presented work, several recording intervals, n x t,, where n offers
recording intervals to collect various periodic datasets, are studied. Here, every n X t, generates n different datasets.
Four different datasets are utilized to examine the model’s learning process. Hyperparameters tuning, such as epochs
number of convolution layers, number of LSTM/BILSTM Layers, and learning rate, are taken into consideration while
presenting the error analysis.
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Fig.10. Overhead vs recording interval

Table 2. Error analysis

Features Dataset t1 Dataset t2 Dataset t3 Dataset t4
Epochs 20 30 40 50
Batch Size 32 32 32 32
Learning Optimizer Adam Adam ReLU ReLU
Convolution Layer 1 1 2 2
LSTM/BILSTM Layers 2 2 2 2
Convolution-LSTM Train MAPE 6.02 5.72 5.32 5.05
Convolution-LSTM Test MAPE 5.92 5.563 5.15 4.98
Convolution-BiLSTM Train MAPE 5.63 5.28 5.01 491
Convolution-BiLSTM Test MAPE 5.39 5.19 4.87 481
Average Training Time (Seconds) 04 0.75 1.07 1.22
Learning Rate 0.01 0.01 0.02 0.02
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The convolution-RNN model’s training and testing error analysis for various periodic datasets is shown in Table 2.
Here, the MAPE is assessed for both the training dataset and the testing dataset, and all datasets are trained using the
same training hyperparameters. The study showed that as dataset sizes expand (datasets t2, t3, and t4), convolution-RNN
models decrease the MAPE.

5. Conclusions

The knowledge plane in KDN improvises the SDN network by providing a detailed analysis of the SDN network
topology. To enhance the network performance of the KD-DCN topology, in this paper, we propose a convolution-
RNN deep learning model-based online routing strategy. To improve network performance, the Convolution-RNN deep
learning model-based proposed system examines historical patterns of network traffic and generates the optimal routing
routes. The proposed work performs more effectively in massive traffic datasets, boosting average network throughput
by approximately 20% while dropping network latency and loss ratios by approximately 15%, according to experimental
evaluation. Hence, it can be stated that the proposed work outperforms deep learning model-based routing systems (ANN,
CNN, and LSTM-based approaches), as well as OSPF, FlowDCN, and modified discrete PSO.

Future developments can be considered as various novel and hybrid deep learning models to enhance the KD-DCN
topology’s network performance. Furthermore, in the next generation of networking, resource management, and energy
optimization are major challenges to overcome in the cellular network. The future direction is to enhance cellular network
performance by using the KD-DCN topology.
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