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Abstract—In recent years chaos has received a great deal
of attention from the researches specialized in
communications, signal and image processing. The
complexity property of the chaotic signal raised the idea
of using such signals in secure communications. Digital
image watermarking is a technique mainly developed for
copyright protection and image authentication and it can
be considered as one application area of the secure
communication. In this study, a chaos based digital image
watermarking algorithm based on redundant discrete
wavelet transform (RDWT) and singular value
decomposition (SVD) is proposed. To the best of our
knowledge, there do not exist any digital watermarking
scheme combining RDWT, SVD and chaos. Robustness
and invisibility of the proposed method are improved by
using the logistic mapping function to generate a chaotic
image matrix serving as the watermark that is used to
modify the singular values of the low frequency sub-band
of the cover image obtained by applying RDWT. The
method is shown to be robust against both the
geometrical and image processing attacks and to provide
better watermark concealment via computer simulations.
Using a chaotic signal as the watermark allows the
proposed scheme to meet the security requirements as
well.

Index Terms—Image watermarking, singular value
decomposition, redundant wavelet transform, robustness,
chaos.

. INTRODUCTION

Copying and distributing multimedia data such as
image, video, audio or text is not difficult in today’s
internet era. As a result, encryption and digital
watermarking have been proposed as complementary
solutions to protect multimedia data. In encryption,
original signal is protected by a predefined method during
the transmission. However, the signal is not protected
anymore once it is decrypted. Digital watermarking
methods, on the other hand, embed a secret key called
watermark into the original signal.

The most popular applications of digital watermarking
are copyright protection, broadcast monitoring,
fingerprinting, authentication checking, usage control and
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information hiding.  Although different watermarking
applications need some specific requirements, the three
common requirements desired for the most applications
are fidelity (or invisibility), capacity and robustness.
Unfortunately, there is a tradeoff between these
requirements. For example, a stronger watermark can be
used to increase the robustness, but in this case
watermark becomes noticeable. On the contrary,
increasing the capacity decreases the robustness.
Consequently, one must make a choice between these
three requirements according to the application [1].
Digital watermarking techniques can be classified into
several categories. One classification is made according
to the embedding domain. In spatial domain techniques,
the secret data is directly inserted into the samples of the
cover signal. In frequency domain techniques, embedding
process is performed in the frequency domain by
modifying the transform  coefficients.  Another
classification is made based on the type of the document:
text, image, audio and video watermarking schemes.
Finally, from the human visual system point of view,
watermarking methods can be divided into three groups
namely visible, invisible-robust and invisible-fragile
methods. The robust watermarking schemes can be
further divided into four sub-groups. In private
watermarking, the original signal and the secret key used
to embed watermark are required for watermark detection.
Semi-private watermarking schemes give only the
information whether the watermark is present or not. So,
they do not need the cover signal for detection. In public
(also known as blind) watermarking schemes, the cover
signal is not used during watermark decoding. At last,
watermark decoding process and public key are assumed
to be known by anyone in the symmetric watermarking
method. However, the public key is not used neither to
compute secret key nor remove the watermark [1-3].
There are numerous digital image watermarking
algorithms in the literature. The references [4, 5] are
examples of spatial domain techniques whose main
advantage is their lower computational complexity.
However, transform domain techniques are more robust
than spatial domain techniques against both image
processing and geometrical attacks. Discrete Fourier
Transform (DFT), Discrete Cosine Transform (DCT),
Discrete Wavelet Transform (DWT), Complex Wavelet
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Transform (CWT) and Redundant Wavelet Transform
(RDWT) are the most commonly used transformations
for frequency domain filtering. SVD is combined with
one of these transforms to improve the robustness and
imperceptibility of the watermarking schemes. Recently,
SVD has become a prominent tool in digital image
watermarking. SVD can be directly applied to the data
matrix and it provides quantitative information about the
structure of the system [6]. The slight variations in the
singular values of images are not perceived by the human
visual system. This is the main idea behind SVD based
image watermarking algorithms.

An adaptive watermarking algorithm using wavelet
domain SVD is proposed in [7], where a simple
quantization-index-modulation process on the wavelet
domain SVD is applied. The method is robust against
JPEG compression but extremely sensitive to malicious
manipulations such as filtering and adding random noise.
A hybrid image watermarking scheme based on DWT
and SVD is proposed to satisfy both imperceptibility and
robustness requirements in [8] in which the watermark is
embedded on the elements of singular values of the cover
image’s DWT sub-bands. In [9], the authors proposed a
hybrid watermarking technique using SVD with
orthogonal transforms. SVD is combined with wavelet
transforms generated from orthogonal transforms.
Behavior of proposed method is evaluated against various
attacks. A color image watermarking scheme using DWT
is presented in [10]. The other watermarking schemes
based on DWT and SVD can be found in [11-17]. In
recent years, RDWT is an emerging transform domain
technique in digital image watermarking schemes. It is
known that RDWT based algorithms provide resistance
against noise attacks due to its shift invariance property.
Furthermore, the robustness against the affine
transformations and simple cover and watermark
extraction property are other advantages of the RDWT. In
[18], a RDWT and SVD based image watermarking
scheme is presented. The scheme is evaluated against
image processing and geometrical attacks. In [19], a
RDWT and SVD based non-blind image watermarking
method that is robust against affine transformations and
ordinary image manipulations, is proposed. Its
performance is compared to that obtained by DWT-SVD
based methods. A similar RDWT-SVD based method is
also given in [20].

As a result of the discussion given above, in this study
a digital image watermarking technique is developed
based on RDWT and SVD. The proposed scheme is
combined with chaos to improve the robustness and
perceptual invisibility. Using a chaotic signal as the
watermark allows the proposed scheme to meet the
security requirements as well. To evaluate the
performance of the proposed method, recent chaos based
digital watermarking methods are investigated. The
proposed method is compared to existing chaos based
digital image watermarking schemes to show its
superiority. In [21], a DWT based digital image
watermarking scheme using chaotic encryption is given.
Quality of the watermarked image is measured by NC
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and PSNR. A robust chaotic digital watermarking method
is proposed in [22] where Chebyshev maps are used to
generate  substantially  different watermarks. The
algorithm is based on multi-wavelet and SVD. In [23], a
DWT based chaotic watermarking algorithm is proposed
to improve embedding capacity and anti-detection ability
of watermarking. A hybrid DWT, SVD and logistic
chaotic map based watermarking technique is proposed to
satisfy both imperceptibility and robustness requirements
in [24]. The goal of this study is to solve false position
and watermark rounding error problems in the frequency
domain. In [25], DWT, SVD and Walsh based digital
image watermarking algorithm is proposed. The authors
show that the method is efficient against geometric
attacks. Another scheme which makes use of the visual
cryptography, transform domain, chaos, noise reduction
and error correcting code techniques is given in [26]. A
non-blind DCT, cross-chaos and Arnold map based
watermarking method is presented in [27]. The
robustness of this method is evaluated against JPEQ,
scaling and white Gaussian noise attacks. In [28], the
authors proposed a technique for watermarking in
combined spatial and frequency domains based upon
chaotic maps. The robustness of the scheme is measured
for noise, compression and cropping attacks. Chaos game
representation, normalization and DCT  Based
watermarking algorithm that can resist geometric attacks
is discussed in [29]. It is shown that the algorithm is
invisible and robust against geometric attacks. In [30],
DWT-SVD and Arnold cat map based watermarking
algorithm is proposed. This method is performed under
rotation, noise and JPEQ compression attacks.

Almost all of the chaotic digital image watermarking
methods are based on DWT and SVD. To the best of our
knowledge, there do not exist any digital image
watermarking scheme combining RDWT, SVD and chaos.
In order to provide increased performance, we offer a
hybrid digital image watermarking algorithm in this study.
At first, RDWT is applied to the cover image resulting in
sub-bands of the cover image. On the other hand, a
chaotic image matrix having the same size as the cover
image is generated by using a chaotic mapping function.
It is added to the LL sub-band of the cover image. Then,
SVD is performed for both the resulting matrix and the
sub-bands of cover image in order to achieve the
embedding process. Finally, inverse SVD and inverse
RDWT are performed, respectively to obtain the
watermarked image.

The study is organized as follows. In Section 2, RDWT,
SVD and chaos are reviewed. The proposed
watermarking scheme is described in Section 3.
Experimental results are given in Section 4. Finally,
Section 5 concludes the paper.

Il. BACKGROUND INFORMATION

In this section, background information about RDWT,
SVD and chaos is given to better understand the proposed
digital image watermarking method. They are also
discussed from the image watermarking point of view.
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A. RDWT

DWT is a useful tool in image processing applications
to transform the image from spatial domain to frequency
domain. It provides sufficient information to analyze and
synthesize the data with a significant reduction in the
computational complexity. However, the down-sampling
process in DWT makes it shift-variant even for small
shifts in the input image. This is the main drawback of
DWT based method watermarking schemes. The shift-
variance of DWT causes inaccurate extraction of the
cover image and the watermark. This problem is avoided
by using RDWT also referred as “undecimated DWT”,
“overcomplete DWT” and “algorithme a trous” [31]. The
use of RDWT for image watermarking is very promising
since the redundancy obtained by the transform is more
robust in carrying watermarking data. Difference between
the DWT and RDWT are demonstrated in the following
discussion where f [n] and f[n]represent the input and
reconstructed signals, h[-k] and g[-k] are the low-pass and
high-pass analysis filters while the corresponding low-
pass and high-pass synthesis filters are h[k] and g[k], the
low-band and high-band output coefficients at level j are
denoted by c; and d;, respectively [21].

DWT decomposition coefficients can be expressed as

¢[k] = (G L] * R[=K]) L 2 )
(K] = (djya k] * R[-K]) | 2 2

where * and | 2 indicate the convolution and down-
sampling with a factor two. That is, if y[n] = x[n] | 2
then

y[n] = x[2n] (3)

At the synthesis level, the reconstruction equation can
be written as

¢ir1lk] = (c;[k] 1 2) * hlk] + (d;[k] T 2) * g[k] (4)

where T 2 is the up-sampling with a factor two. That is, if
y[n] = x[n] T 2 then

_[x [2] , neven
yinl = ("2 5)
0, nodd
As we pointed out before, RDWT eliminates the down-
sampling and up-sampling at each step. Thus, the filters
themselves are up-sampled to adopt the length of the
growing data. Particularly, the corresponding filters for
scale j are
hilk] = hj,,[K] T2 (6)

gj[k] = gj+1[k] T2 (7

The 1D RDWT analysis and synthesis equations are
given as follows
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¢ilk] = (¢j41[k] * hy[=k]) ®)
dj[k] = (dj41[k] * g;[=k]) )

with

Equations (6)-(10) conclude the discussion.
B. SVD

SVD is an efficiently used technique in image and
signal processing applications such as compression, data
hiding, noise reduction and watermarking. The vast
majority of the digital image watermarking schemes in
the literature combines SVD with DWT. SVD can be
applied directly to a digital image of any size. Given a
data matrix A having W linearly independent columns
(i.e. rank (A) =W), there are two unitary matrices V and
U such that

A=USVT (11)
where S= diag (o1, o, ...., ow) IS a diagonal matrix.
Singular values (c’s) are ordered as 61> G,>...>0y>0.
This equation is the mathematical statement of the SVD
theorem and also referred as Autonne- Eckart- Young
theorem [6].

SVD is an optimal decomposition concentrating the
maximum signal energy into as few coefficients as
possible. From the image processing point of view, main
advantages of SVD can be summarized as follows: i)
input matrix does not have to be a square matrix, ii) SVD
provides information about an image where singular
values correspond to the brightness of the image and U
and V denote the geometric properties of the image, iii)
the slight variations in singular values of an image is not
detected by the human visual system. The last property is
the main reason why SVD is preferred for watermarking
applications [32].

C. Chaos

Chaotic signals satisfy the important property of
complexity required for secure communications.
Complexity in the context of a chaos theory can be
described as the impossibility of regenerating a chaotic
signal without knowing its initial value. As a result,
chaotic signals can be exploited in digital image
watermarking schemes to meet the security requirements.

There are several mapping functions to generate a
chaotic sequence [33]. The most common one
dimensional chaotic maps are the saw tooth map, tent
map, Chebyshev map and logistic map. These maps are
defined on the unit interval [0, 1]. In our study, the
chaotic sequence is generated by using the logistic
mapping function given by

x[n] = fi(x[n —1]) = Ax[n — 1](1 — x[n — 1]),1 = 4.
12)

where X is called as bifurcation parameter of the chaotic
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map. Note that, in Eqg. (12) it is assumed that the chaotic
signal at iteration n is determined by its previous value at
iteration n-1. In general, the value of the chaotic signal at
any iteration depends on its past d values. For this case,
mapping function takes the form x[n] = f (x[n-1], x|n-

Chaotic Chaotic
Map > Sequence ] Chaotic Image (Iz)
Watermark (W) [~ RDWT SVD
" Embedding
CoverImage | —> RDWI —> VD —> Procosd
Watermarked Inverse Inverse
Image <~ rowr T | sw

@

2],..., X[n-d]), where d is referred as the embedding
dimension of the chaotic system. In this study, the
embedding dimension of the logistic mapping function is
assumed to be equal to one.

Chaotic Image
‘ Cover Image H RDWT H SVD ‘

Extraction

Process 1

‘Watermarked 4.{ RDWT SVD Y
Image Inverse
SVD
Extracted Inverse | P
Watermark (€| RDWT
(b)

Fig.1. The proposed method. (a) watermark embedding process, (b) the watermark extraction process.

I1l. PROPOSED CHAOTIC WATERMARKING ALGORITHM

A general watermarking system consists of two main
units: the watermark embedding unit and the watermark
detection/extraction unit. Both units can be considered as
a separate process. In the following subsections,
watermark embedding and extracting processes for the
proposed method are explained.

A. Watermark Embedding Process

The steps of the proposed embedding algorithm
illustrated in Fig. 1(a) are as follows:

Step 1. Generate a chaotic sequence with the logistic
map given in Eq. (12). Size of the chaotic sequence is m
X n. Then, construct the chaotic image matrix by
arranging the chaotic sequence so as to have same
dimensions with the watermark.

Step 2: Perform RDWT to decompose the watermark
into the four sub-bands LL, LH, HL and HH.

Step 3: Obtain the weighted sum of the LL sub-band of

the watermark image and chaotic image matrix as follows:

Wey =Wy, +Blcy (13)
where W is the chaotic watermark, W, is the LL sub-
band of the watermark, I, is the chaotic image matrix
obtained at the end of the first step and B is the chaos
scaling factor.

Step 4: Apply SVD to the Wy

W, =UWswyW’ (14)

Step 5: Decompose the cover image to the LL, LH, HL
and HH sub-bands by using RDWT,

Step 6: Apply SVD to each sub-band of the cover
image to obtain

IL=vuisiyi’ (15)
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where i denotes the LL, LH, HL and HH sub-bands,
respectively.
Step 7: Replace the singular values of W,y by the
singular values of I as follows
st =5 +as" (16)
where S and " are the diagonal singular value matrices
of IL. and Wy, respectively and « is the scaling factor
determining the weight of the chaotic watermark on the
embedding process.
Step 8: Apply inverse SVD to the transformed cover
image with the modified singular values to obtain
I = Ui s® viT (17)
Step 9: Perform inverse RDWT to get the watermarked
image.

B. Watermark Extraction Process

The watermark extraction process given in Fig. 1(b)
can be explained as follows:

Step 1: Perform RDWT on the watermarked image Iy,
(may be subject to the distortion) and decompose it to the
LL, LH, HL and HH sub-bands.

Step 2: Apply SVD to each sub-band:

I, = uistvi’ (18)
where i denotes the LL, LH, HL and HH sub-bands of the
watermarked image.

Step 3: Extract the singular values by using the
frequency sub-bands of the watermarked image and cover
image as follows:

SW* = (S* — §1)/a (19)

where S and S are the diagonal singular value matrices
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of the watermarked image Iy, and the cover image I for
sub-band i (i.e. LL, LH, HL and HH), « is the scaling
factor used in the embedding process.

Step 4: Apply inverse SVD in order to obtain modified
chaotic watermark image W¢,.

Step 5: Derive the low frequency coefficients of the
watermarked image from

Wi, =Wey —Bley (20)

where Wj, and Wy, are the LL sub-band of the
watermarked image and the modified chaotic watermark
image. B is the chaos scaling factor used in the
embedding.

Step 6: Perform
watermark image.

inverse RDWT to obtain the

IV. SIMULATION RESULTS

In this section, performance of the proposed
watermarking method is evaluated by using computer
simulations. Four gray scale images of size 256x256
known as Lena, Pepper, Baboon and Airplane are used in
the simulations. The watermark is also a gray scale image
(Cameraman) with the same size as the cover images.
The scaling factors o and f are chosen as 0.25 and 50,
respectively. Note that increasing the chaotic scale factor
B makes the watermark more secure but in this case
imperceptibility of the watermark decreases.

The main goal of the proposed RDWT-SVD based
chaotic image watermarking scheme is to improve
robustness and imperceptibility obtained by the existing
methods. The watermarked image should satisfy the
imperceptibility requirement that is measured by peak
signal-to-noise ratio (PSNR) given by:

2
PSNR = 10logy, [W (21)
where the mean square error (MSE) is defined as:
1 . PR
MSE = —3 S XG) - YGNE  (22)

In Eq. (22), size of the images are m x n. Robustness,
another desired property for the watermarking schemes,
implies the ability of detecting watermark under various
types of intentional or unintentional attacks. The
normalized cross-correlation (NC) is used to evaluate the
robustness of the watermarking scheme. It is computed
from:

_ The=1 Zj1 W W' (k.))]
[P WG SR S W e

NC (23)

where W and W' represent the original and extracted
watermarks, respectively. The correlation coefficient
takes on values in the interval [-1, 1]. If it is near O, the
extracted watermark is completely uncorrelated with the
original one. Generally, the NC is considered acceptable
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if itis 0.75 or above [2, 34].

In  Experiment 1, DWT-SVD based chaotic
watermarking scheme is compared to the methods in [21]
and [35] to emphasize the contribution of SVD to the
watermarking scheme. In [21], a DWT based chaotic
digital watermarking scheme is proposed. DCT is
performed on the copyright protection scheme in [35].
The logistic map is used to generate chaotic image matrix
for both studies. Performances of the algorithms are
demonstrated under several attacks. Table 1 illustrates the
PSNR values. As can be clearly seen from the table,
DWT-SVD based chaotic scheme outperforms [21] and
[35]. The improved imperceptibility provided by the
scheme is a result of using SVD in the watermarking
schemes.

In Experiment 2, the proposed RDWT-SVD based
chaotic scheme is compared with the method in [19] to
point out the advantage of including chaos in the
watermarking. In [19], a non-blind watermarking method
that is robust against affine transformations and ordinary
image manipulation is presented. The scheme is based on
RDWT and SVD.

Fig.2. Watermarked images: (a) Lena (PSNR 93.3193 dB), (b) Peppers
(PSNR 91.3384 dB), (c) Baboon (PSNR 57.3595 dB), (d) Airplane
(PSNR 49.6457 dB).

In this experiment, gray scale Lena is the host image
and the Cameraman is the watermark. Both PSNR and
NC values are given in Table 2. The PSNR values
obtained by the proposed approach are higher than those
obtained by the method in [19] for all attacks. These
results prove the imperceptibility and robustness of the
proposed algorithm.

Experiment 3 is performed to show the superiority of
the proposed method over the well-known algorithms.
The NC values under fourteen most common attacks are
given in Table 3 for the proposed method. Lena is the
cover image and the watermark is the Cameraman image
for this experiment. The method is compared with the
studies in [18] and [20]. In [18], the image watermarking
scheme is based on RDWT and SVD. The authors claim
that their scheme achieves a large capacity due to the
redundancy in the RDWT domain and at the same time
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preserves high imperceptibility due to the SVD properties.

These statements are also true for our algorithm. Another
RDWT-SVD based image watermarking scheme is given
in [20] in which the watermark is embedded in all sub-
bands of the cover image. Table 3 shows that the
proposed algorithm gives better results than [18] and [20]
especially for the LL sub-band. Under Gaussian noise,
JPEG (Q = 30), sharpening (80) and Speckle noise (var =
0.01) attacks, our algorithm provides higher NC values
for all sub-bands.

In Table 4, imperceptibility of our scheme is compared
with four different schemes. The PSNR values without
any attack are given in the table. In [8], a hybrid DWT-
SVD based image watermarking scheme is investigated.
The gray scale watermark is embedded as two parts. The
first part is embedded in the LH sub-band and the second
part is embedded in the HL sub-band. Finite Radon
Transform (FRAT) and SVD based watermarking scheme
is given in [36]. There are two schemes in the study. In
the first scheme denoted as Rastegar et al. (1) in Table 4,
the watermark is embedded in all sub-bands while in the
second scheme denoted as Rastegar et al. (2) in Table 4
the watermark is embedded in the LH and HL sub-bands
only. The tradeoff between the robustness and
transparency is investigated for the schemes. The results
given in Table 4 clearly show that the PSNR values
obtained with the proposed scheme are higher than those
provided by the other methods for all cover images.
Additionally, in Fig. 2, watermarked images with PSNR
values are illustrated to verify the perceptual invisibility
of the proposed scheme.

In Table 5, the proposed algorithm is evaluated under
most common image processing and geometric attacks.
The NC values are calculated for gray scale Lena, Pepper
and Baboon images with the watermark Cameraman. The
results are given for all sub-bands. As can be seen from
the table, the higher NC values are obtained for the LL
sub-band. Also, the proposed algorithm provides
consistent responses across all sub-bands. From the
results, it is clear that the algorithm is robust against most
common image processing and geometric attacks.
Furthermore, the LL sub-band is more robust than the
other sub-bands against all attacks. The proposed method
also ensures the invisibility requirement.

V. CONCLUSION

In this paper, the use of RDWT and SVD together with
chaos on image watermarking schemes was investigated.
RDWT is shift invariant and it improves the robustness
against additive noise because of its redundancy. SVD is
a complementary technique for watermarking schemes
providing good stability and perceptual invisibility. In the
proposed image watermarking scheme, a RDWT-SVD
based algorithm is developed by incorporating the chaos
to meet the security requirements. PSNR values increase
owing to applying chaos to the watermarking scheme. In
addition, an improvement on the NC values is ensured.
Three experiments were performed to show the
effectiveness of the proposed scheme. At the first
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experiment, the contribution of the SVD was
demonstrated. The wuse of SVD improves the
imperceptibility of the scheme. Then, the second

experiment was performed to emphasize the advantage of
exploiting chaos. The chaotic scheme was compared with
the existing methods. The chaos based scheme
outperformed the algorithms without chaos. Finally, our
algorithm was assessed among the well-known image
watermarking methods by performing several simulations
in the last experiment. In conclusion, the proposed
method was shown to meet the imperceptibility,
robustness and security requirements.
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Table 1. The PSNR values under several attacks compared with [18, 32].

Attacks Khare et. al. Rawat&Raman DWT+SVD+Chaos
Gaussian Noise (var= 0.001) - - 46.93
Gaussian Noise (var= 0.005) - - 33.66
Gaussian Noise (var= 0.01) 19.59 13.37 28.18
Gaussian Noise (var= 0.05) - - 19.99
Contrast Enhancement 21.50 19.00 28.10
Average Filtering [3x3] 36.24 29.26 45.63
Average Filtering [5x5] - - 38.48
Median Filtering [3x3] 32.12 31.03 44.13
Median Filtering [5x5] - - 39.13
Gamma Correction 15.83 15.43 52.40
Histogram Equalization 15.58 19.40 30.54
JPEG  (Q=50) 39.26 34.96 34.71
Rotation - 14.23 36.31
Cropping - 11.95 19.43
Speckle Noise (var=0.04) - - 28.40
Poisson Noise - - 40.81
Salt & pepper Noise (var=0.05) - - 25.46

(“~“denotes the value does not exist in the corresponding studies)
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Table 2. The comparison of PSNR and NC values for the second experiment.

Attacks DWT+SVD RDWT+SVD Proposed Method

[Lagzian et. al.] [Lagzian et. al.] [RDWT+SVD+Chaos]
NC PSNR NC PSNR NC PSNR
Shift 2% 0.9987 31.19 0.9989 31.27 0.9915 50.77
Rotate 50 0.7607 3.34 0.8630 8.62 0.9460 24.68
Cut 0.5603 6.33 0.9512 11.07 0.9964 25.09
Median Filter [3x3] 0.9839 26.44 0.9942 28.57 0.9969 32.03
Gaussian Noise(var=0.001) 0.9919 29.09 0.9971 29.27 0.9992 34.88
Gaussian Noise (var=0.005) 0.9191 19.08 0.9792 24.75 0.9979 34.18
JPEG (Q=50) 0.9977 30.07 0.9983 30.84 0.9989 34.71
Salt & Pepper (var= 0.005) 0.9868 27.19 0.9959 30.25 0.9994 35.02
Salt & Pepper (var= 0.001) 0.9991 31.67 0.9985 32.28 0.9993 3541
Speckle Noise (var=0.04) 0.7466 13.32 0.8896 18.01 0.9919 26.76
Histogram Equalization 0.8319 4.73 0.8530 7.66 0.9928 30.54

Table 3. The NC values under several attacks for all sub-bands of Lena cover image for the third experiment.

Makbol & Khoo Proposed Method Lagzian et al.
LL LH HL HH LL LH HL HH LL LH HL HH

Attacks

Salt & Pepper
(density=0.001)
Gaussian Noise

0.9940 | 0.9618 | 0.9689 | 0.8729 | 0.9993 | 0.9556 | 0.9645 | 0.9788 | 0.9860 | 0.6246 | 0.6038 | 0.6057

0.9250 | 0.8617 | 0.8136 | 0.8230 | 0.9979 | 0.8967 | 0.8985 | 0.9432 | 0.6774 | 0.6388 | 0.6376 | 0.5836

(var=0.005)
Gaussian Noise | 979 | 8666 | 0.8823 | 0.7836 | 0.9992 | 0.9485 | 0.9573 | 0.9757 - - - -
(var=0.001)
Rotation 2 0.9805 | 0.9755 | 0.9742 | 0.9007 | 0.9975 | 0.7446 | 0.7977 | 0.8689 ; ; ; ;
JPEG 40 09880 | 0.9411 | 0.9355 | 0.8653 | 0.9988 | 0.9456 | 0.9412 | 0.9649 | 0.9724 | -0.221 | -0.400 | -0.424
[\gigia‘” Filt 09820 | 0.9581 | 0.9663 | 0.8840 | 0.9969 | 0.6606 | 0.7513 | 05511 | 0.7218 | -0.675 | -0.791 | -0.756
Shift 2% 0.9940 | 0.9826 | 0.9865 | 0.9230 | 0.9915 | 0.8720 | 0.9432 | 0.9743 | 0.9999 | 0.9984 | 0.9988 | 0.9907
Cut 20 09890 | 0.9820 | 0.9900 | 0.9137 | 0.9964 | 0.9471 | 0.8405 | 0.9709 | -0.888 | 0.7097 | 0.0087 | 0.8292
Histogram

grar 0.9900 | 0.9865 | 0.9848 | 0.9084 | 0.9928 | 0.9411 | 0.9549 | 0.9787 | 05670 | 0.8138 | 0.8815 | 0.8220
Equalization
JPEG (Q=30) 09820 | 0.8562 | 0.8753 | 0.8822 | 0.9987 | 0.9428 | 0.9414 | 0.9619 ; ; ; ;

Sharpening 80 0.9255 | 0.9314 | 0.9244 | 0.9067 | 0.9775 | 0.9527 | 0.9637 | 0.9808 - - -

Gamma
Correction 0,6
Speckle Noise
(var=0.01)

Wiener Filt. 0.9820 | 0.9581 | 0.9663 | 0.8840 | 0.9967 | 0.9150 | 0.9401 | 0.9708 - - - -
(“~“denotes the value does not exist in the corresponding studies.)

0.9894 | 0.9927 | 0.9927 | 0.9263 | 0.9992 | 0.9566 | 0.9655 | 0.9798 - - - -

0.9520 | 0.8477 | 0.8103 | 0.8166 | 0.9984 | 0.9378 | 0.9431 | 0.9684 | 0.3281 | 0.6648 | 0.6838 | 0.6064

Table 4. The PSNR values without attack.

Host Image Proposed Mal;l:l)ol et Lai et al. Rastegar et al. (1) Rastegar et al.(2) Lagzian et al.
Lena 93.3193 54.0353 50.89 43.3506 45,9337 38.52
Peppers 91.3384 54.1556 - 43.3586 45.9543 -
Baboon 57.3595 55.9768 - 43.3653 45.9228 -
Airplane 49.6457 - - - - -

(“~“denotes the value does not exist in the corresponding studies.)
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Table 5. The NC values of the proposed scheme under different attacks.

Attacks Lena Image Pepper Image Baboon Image
LL LH HL HH LL LH HL HH LL LH HL HH
Cﬁ‘frg‘cmn 09992 | 0.9566 | 0.9655 | 0.9798 | 0.9995 | 0.9311 | 0.9203 | 0.9595 | 0.9993 | 0.9966 | 0.9982 | 0.9958
Sa('(t) I;gg;;er 09994 | 0.9461 | 0.9529 | 0.9723 | 0.9998 | 0.9101 | 0.9023 | 0.9475 | 0.9996 | 0.9962 | 0.9982 | 0.9952
Sa'(topgf)per 0.9992 | 0.9284 | 0.9333 | 0.9588 | 0.9995 | 0.8838 | 0.8603 | 0.9368 | 0.9998 | 0.9953 | 0.9978 | 0.9943
Salt 09891 | 0.7891 | 0.8072 | 0.8807 | 0.9890 | 0.7335 | 0.7221 | 0.8370 | 0.9959 | 0.9717 | 0.9852 | 0.9720
Pepper(0.05)
N jgeec('(‘)'gl) 09984 | 09378 | 0.9431 | 0.9684 | 0.9990 | 0.8731 | 0.8574 | 0.9351 | 0.9998 | 0.9948 | 0.9976 | 0.9939
N ;Egc('é'g 4y | 09919 | 08596 | 08664 | 09236 | 09834 | 0.7418 | 07189 | 0.8578 | 0.9956 | 0.9795 | 0.9879 | 09776
Gaussian
Noise(0.001) | 09992 | 0.9485 | 0.9573 | 09757 | 0.9997 | 09144 | 0.9008 | 0.9530 | 09995 | 0.9964 | 0.9982 | 09955
Gaussian | 6 9979 | 0.8967 | 0.8985 | 0.9432 | 0.9986 | 0.8248 | 0.8108 | 0.9134 | 0.9996 | 0.9919 | 0.9961 | 0.9911
Noise(0.005)
N%ias‘;s(‘;%”l) 09948 | 0.8355 | 0.8413 | 0.9073 | 0.9957 | 0.7612 | 0.7428 | 0.8676 | 0.9985 | 0.9822 | 0.9895 | 0.9820
Gaussian | 69613 | 06970 | 0.7221 | 0.7816 | 0.9601 | 0.6526 | 0.6459 | 0.7564 | 0.9796 | 0.9030 | 0.9269 | 0.8955
Noise(0.05)
Rotation | 0.9975 | 0.7446 | 0.7977 | 0.8689 | 0.9973 | 0.8978 | 0.8855 | 0.8305 | 0.9978 | 0.8480 | 0.9212 | 0.8735
Histogram
Equalination | 09928 | 09411 | 09549 | 09787 | 07995 | 09170 | 0.8953 | 0.9578 | 0.7356 | 0.9853 | 0.9879 | 09843
Contrast | 9775 | 0.9507 | 0.9637 | 0.9808 | 0.9887 | 0.9274 | 0.9127 | 0.9599 | 0.9617 | 0.9964 | 0.9982 | 0.9956
Adjustment

JPEG Q=5 0.9967 | 0.8673 | 0.9248 | 0.9394 | 0.9980 | 0.8967 | 0.8823 | 0.8930 | 0.9936 | 0.9608 | 0.9838 | 0.9588

JPEG Q=10 | 0.9978 | 0.9041 | 0.9360 | 0.9442 | 0.9985 | 0.8979 | 0.8817 | 0.8977 | 0.9970 | 0.9725 | 0.9890 | 0.9659

JPEG Q=20 | 0.9984 | 0.9301 | 0.9356 | 0.9548 | 0.9989 | 0.8975 | 0.8843 | 0.9050 | 0.9986 | 0.9857 | 0.9925 | 0.9741

JPEG Q=30 | 0.9987 | 0.9428 | 0.9414 | 0.9619 | 0.9990 | 0.8963 | 0.8836 | 0.9211 | 0.9992 | 0.9888 | 0.9951 | 0.9724

JPEG Q=40 | 0.9988 | 0.9456 | 0.9412 | 0.9649 | 0.9991 | 0.8949 | 0.8852 | 0.9261 | 0.9994 | 0.9906 | 0.9954 | 0.9764

JPEG Q=50 | 0.9989 | 0.9459 | 0.9414 | 0.9673 | 0.9991 | 0.8964 | 0.8821 | 0.9285 | 0.9995 | 0.9917 | 0.9958 | 0.9825

JPEG Q=60 | 0.9989 | 0.9467 | 0.9446 | 0.9677 | 0.9992 | 0.8959 | 0.8865 | 0.9361 | 0.9996 | 0.9924 | 0.9968 | 0.9886

JPEG Q=70 | 0.9990 | 0.9506 | 0.9434 | 0.9690 | 0.9992 | 0.8977 | 0.8826 | 0.9393 | 0.9995 | 0.9924 | 0.9977 | 0.9917

JPEG Q=80 | 0.9990 | 0.9505 | 0.9440 | 0.9691 | 0.9993 | 0.8987 | 0.8843 | 0.9415 | 0.9994 | 0.9927 | 0.9978 | 0.9927

JPEG Q=90 | 0.9991 | 0.9520 | 0.9448 | 0.9717 | 0.9994 | 0.8955 | 0.8850 | 0.9442 | 0.9994 | 0.9931 | 0.9980 | 0.9936

JPEG Q=100 | 0.9990 | 0.9520 | 0.9463 | 0.9743 | 0.9993 | 0.8978 | 0.8831 | 0.9485 | 0.9994 | 0.9933 | 0.9980 | 0.9943

Fﬁf‘e‘ff‘s'ig) 0.9992 | 0.9566 | 0.9655 | 0.9798 | 0.9995 | 0.9311 | 0.9203 | 0.9595 | 0.9993 | 0.9966 | 0.9982 | 0.9958
Fﬁse”rs(s;ig) 0.9992 | 0.9566 | 0.9655 | 0.9798 | 0.9995 | 0.9311 | 0.9203 | 0.9595 | 0.9993 | 0.9966 | 0.9982 | 0.9958
Wie(’;‘;rsf)"ter 0.9967 | 0.9150 | 0.9401 | 0.9708 | 0.9973 | 0.8968 | 0.8881 | 0.9350 | 0.9882 | 0.8968 | 0.9175 | 09241
Wie(',‘s‘;rsf)"ter 0.9924 | 0.8857 | 0.9215 | 0.9659 | 0.9931 | 0.8732 | 0.8646 | 0.9266 | 0.9701 | 0.8432 | 0.8694 | 0.8791
P;’f;iﬁ” 0.9991 | 0.9443 | 0.9513 | 0.9719 | 0.9997 | 0.8963 | 0.8846 | 0.9448 | 0.9998 | 0.9958 | 0.9982 | 0.9948
cut 0.9964 | 0.9471 | 0.8405 | 0.9709 | 0.9802 | 0.8981 | 0.8842 | 0.9538 | 0.9976 | 0.9903 | 0.9960 | 0.9862
Shift 0.9915 | 0.8720 | 0.9432 | 0.9743 | 0.9970 | 0.8989 | 0.8851 | 0.9491 | 0.9892 | 0.9932 | 0.9979 | 0.9948
Fim‘jd[ig;‘f)] 0.9916 | 0.4996 | 0.6409 | 0.3378 | 0.9935 | 0.2570 | 0.3092 | 0.3546 | 0.9650 | 0.4115 | 0.3879 | 0.1836
Fi:\t"eerd[i,;’(‘a] 0.9969 | 0.6606 | 0.7513 | 0.5511 | 0.9979 | 0.2924 | 0.3764 | 0.5371 | 0.9865 | 0.6960 | 0.3879 | 0.3572
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