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Abstract: In last two decades, due to expansion of usage of multimedia especially images and also the trendy image
editing tools, a huge amount of altered and forged images has been generated and circulated in social media and world
wide web. Forged images are a threat to individuals, organizations, and society in terms of revenue, goodwill, etc.
Verifying the authenticity of an image against possible forgery manually is prone to bias and is not feasible. Machine
Learning (ML) models have their pros and cons in detecting image forgeries. Deep learning (DL)-based approaches have
shown significant potential in the identification of tampered images due to their inherent feature extraction approaches,
model configurations, and limitations of a well-distributed, unbiased public dataset. In this work, a fine-tuned pre-trained
ResNet50 model has been proposed to detect tampered images. It focuses on detection of copy-move and splicing
forgeries. In addition, a single-point crossover and mutation of Genetic Algorithms (GA) are used to address the class
imbalance in the CASIA v2 dataset effectively. An extensive evaluation using simulation-based experiments shows that
the proposed approach achieves promising and consistent performance with test accuracy and AUC of 0.9202 and 0.9741.
A consistent result for both classes along with low computational complexities suggest the effectiveness of the proposed
approach over other balancing strategies. The scalable design of the approach improves the reliability of image forgery
detection.

Index Terms: Image Forgery, Copy-Move, Splicing, Deep Learning, CNN

1. Introduction

Images have become a primary medium of communication for various platforms. It includes social media, news,
legal, and documentation. The ability of an image to convey information quickly and efficiently has made it an
important aspect [1]. In addition, they are also used as an important evidence in forensic examinations, legal
proceedings, etc., [2, 3, 4]. However, the abundance of an image editing tools [5, 6, 7] has made their manipulation easy.
It allows individuals, even newbies to manipulate images seamlessly. Such tools often leave no trace of manipulations
or falsification. These manipulations can be for defamation, support fake narratives, etc., [8, 9, 10].

Manipulation of an image refers to the alterations within it to enhance or change its contents. It is used in
photography, advertising, creative design, etc. It can be categorized into two categories based on the fact whether the
change in semantic content of image: Content Preservation Manipulations (CPM) and Content Altering Manipulations
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(CAM) [11]. Any intentional manipulations made to the images that are made with the motive of tricking viewers is
called image tampering. It is widely used to spread misinformation, identity fraud, etc.

1.1. Content-Preserving Manipulations

CPM do not change the semantic meaning of the image but may enhance or adjust its appearance. They are often
used for image enhancement, restoration, or compression without significantly modifying the original content. Various
CPM are described in Table 1.

Table 1. Different types of content-preserving manipulations

Type Description Examples
Enhancement Adjusting brightness, contrast, and colors. Histogram Equalization, Gamma Correction
Filtering Applying noise reduction, sharpening, blurring. Gaussian Blur, Median Filtering
Compression Reducing file size while maintaining quality. JPEG, WebP, PNG Compression
Resizing Adjusting image dimensions without altering content. Aspect Ratio Change, Cropping
Rotation Reorienting the image without modifying objects. 90°/180° Rotations, Flipping
Watermarking Embedding marks for ownership verification. Visible and Invisible Watermarking
Color Transformation Adjusting color spaces or grayscale conversion. RGB to HSV, Grayscale

1.2. Content-Altering Manipulations

CAM change the semantic content of an image, often leading to forgery, deepfake generation, or tampering. They
can be used for both malicious intent and artistic creation. Various CAM are discussed in Table 2. Among various
image tamperings or forgeries, Copy-Move Forgery (CMF) and splicing forgeries are the most common and deceptive
[12].

i.  CMF: It involves duplicating a section of an image and pasting it elsewhere within the same image. It is
usually used to hide or replicate objects, as depicted in the first row of Figure 1.
ii. Splicing forgery: It signifies combining portions or sections from various images to create a single image that

appears as a single authentic piece. It is depicted in the second row of Figure 1.

Table 2. Different types of content-altering manipulations

Type Description Examples
Splicing Combining parts of multiple images. Face Swapping, Deepfake Synthesis
Copy-Move Cloning and pasting a region within the same image. Object Removal, Background Filling
Inpainting Filling missing parts of an image automatically. Al-based Content Filling

Morphing Gradual transformation between images. Face Morphing in Deepfakes

Removal / Additions Altering objects to change the scene meaning. Fake News Images, Object Removal
Style Transfer Applying artistic effects from one image to another. Neural Style Transfer

Deepfake Manipulation Al-based generation of fake realistic images. Fake Faces, Al-Generated Celebrities

Detecting these forgeries is challenging because the alterations often preserve color tones, textures, and other
intrinsic image properties, making hand-crafted forensic techniques, such as block-based analysis, keypoint-based
methods, Color Filter Array (CFA) analysis, and chromatic aberration analysis, inefficient [13, 14].

Machine Learning (ML)-based approaches were introduced subsequently to overcome the limitations of traditional
manual techniques. These methods involve extracting the unique features of an image to train classifiers. Different
widely used classifiers include Support Vector Machines (SVM), Random Forests (RF), and k-Nearest Neighbors (k-
NN). This approach can identify real and tampered images. Although ML models improved detection accuracy, their
effectiveness depended on manually extracted features. As a result, their ability to classify unseen forgeries is limited.
As a result, the demand for automated and efficient forgery detection models increased. This led to the development of
Deep Learning (DL) models.

DL are widely used over ML-based approaches. Their use of Convolutional Neural Networks (CNN) and other
advanced architectures provides the ability to automatically learn features from images [15, 12, 16]. They limit the need
for manual extraction of features. As a result, the model becomes adaptable to different forgeries with higher detection
performance. It also makes them feasible to train on large datasets. However, there is a scarcity of large labeled datasets
in practice. In addition, existing ones are imbalanced in nature based on the class. Training models on such datasets
increase their bias towards the abundant class. Its mitigation is an oversight in various studies.

This study aims to enhance image forgery detection by fine-tuning the pre-trained ResNet50 model and addressing
dataset imbalance using a Genetic Algorithm (GA)-based single-point crossover and mutation operations. The proposed
approach is assessed through multiple evaluation metrics such as accuracy, precision, recall, and F1-score, highlighting
its effectiveness in identifying both CMF and splicing image forgeries. In addition, the impact of the balance of the
dataset on model performance is analyzed, ensuring an optimized trade-off between detection accuracy and
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computational efficiency. The results highlight the importance of combining dataset balancing techniques with DL
models to develop a more robust and effective forgery detection framework.

The remainder of this paper is structured as follows: Section 2 reviews various existing work in the similar domain.
Section 3 discusses different preliminary concepts to provide a foundation of the proposed approach. Section 4
describes the proposed methodology in detail. Section 5 discusses the experimental setup and analyzes the results.
Section 6 concludes the work and outlines potential directions for future research.

Fig. 1. Demonstration of copy-move and splicing: (a) Genuine image, (b) Copy-move image of (a), (c) Genuine image 1, (d) Genuine image 2, (e)
Image splicing of (c) and (d) [12].

2. Related Works

Below, we discuss few papers from the existing literatures that share similar research interests.

Ali et al. [17] proposed a lightweight DL model to detect forgeries in digital images using CNN and image
compression techniques. The model focuses primarily on CMF and splicing attacks on the image. The proposed
technique works on the principle of finding the spike in the irregularities of the Discrete Cosine Transform (DCT)
coefficients between the input image and the recompressed version of it. When an image contains forgery, the forged
portion compresses differently from the rest because of the difference between the original image and the forged portion.
This emphasizes the forgery component, which is used to train a CNN-based model to detect image forgery. The
proposed technique performed better in terms of various parameters, including the time to process an image, tested
using the CASIA v2 dataset.

In [18], researchers focusing on image forgery detection used Transfer Learning (TL) to acquire and transfer the
weights of the pre-trained model You Only Look Once (YOLO) CNN to the developed method based on RESNET50V2.
The use of transfer learning minimizes the training time and computational resources required to train a new model on a
large dataset for which the existing model was already trained. The proposed model focuses mainly on dealing with
image splicing attacks. The experimentation was performed using CASIA v1 and CASIA v2 datasets. Cross-validation
was also performed, which reduced the loss and increased the accuracy on the other hand.

Khalil et al. proposes a custom DL model and technique using TL to detect forgery in digital images by calculating
the compressed quality of the forged area and then generating a featured image for the training of the pre-trained model
[19]. The CASIA v2 dataset was used to train and evaluate the model. A comparative analysis among eight pre-trained
models was performed, and MobileNetV2 was found to outperform others with the least number of features and a
accuracy of 94.6%.

The researchers in [20] proposed a DL model to detect forgeries in digital images using a dual-branch CNN. One
of the primary issues with CNN, as discussed by researchers, is the inability to locate the necessary features to detect
tampering directly. To address the aforementioned issue, the researchers presented a dual-branch CNN that utilizes ELA
and noise residuals from the Spatial Rich Model (SRM) to detect image tampering. The model was trained on the
CASIA v2 dataset and a validation accuracy of 98.55% was achieved.

Volume 18 (2026), Issue 1 53



Enhancing Image Forgery Detection through Dataset Balancing and a Fine-Tuned ResNet50: Focus on Copy-Move and Splicing

Zeng et al. proposed a Dual-Pathway Multiscale Network (DPMSN) to detect forged images using extracted edge
information of the spliced portion [21]. The multiscale feature fusion module integrates information from two pathways,
using low-prediction results for accurate localization. Four datasets were used in the study, CASIA vl, NIST16,
IMD2020, and COLUMBIA. To validate the efficacy of the proposed model, the model was compared with four
different DL models, using various performance measures. The highest AUC of 98.92% and F1-score of 83.31% was
observed with the NIST2016 dataset, among all four.

In [22], a dual-branch model is proposed that combines noise characteristics and RGB features using a hierarchical
ConvNext module to detect both shallowfake and deepfake manipulations. The model incorporates edge supervision
loss for precise localization and was tested on datasets including CASIA, COVERAGE, COLUMBIA, and NIST16,
achieving an AUC score of 99%.

Uliyan proposed a DL model, specifically addressing CMF and various other transformations, including rotation,
blurring, scaling, etc., of images [23]. With the use of the Simple Linear Iterative Clustering (SLIC) algorithm and
Speeded Up Robust Features (SURF) for image segmentation and feature extraction, respectively, the Generative
Adversarial Network (GAN) helps to distinguish real and fake images. This methodology also helps reduce false
positive rates (FPR). The experiment was carried out using the CoMoFoD and MICC F200 datasets.

Arivazhagan et al. proposed a custom CNN model using transfer learning, focusing on addressing CMF detection
[24]. Various pre-trained models, including Alexnet, VGG16, and Mobilenet V2, were utilized and fine-tuned to detect
CMFs in images. The proposed architecture was evaluated on diverse datasets, including CoMoFoD, MICC-F220,
MICC-F600, and MICC-F2000, and achieved a true positive rate (TPR) of 100%.

The researchers in [25] proposed a tamper image detection model that combines dual-branch deep models and
reinforcement learning approaches. The model performs classification as well as localization of the tampering. The
approach is evaluated using the seven datasets, including CASIA V2. Similarly, the researchers in [26] proposed MDL-
Net that focuses on classification as well as localization of tampering in facial images. It uses a dual-stream feature
learning strategy for it. The primary focus of the approach is to improve the cross-dataset performance. The model is
trained and evaluated on multiple datasets to evaluate its efficacy.

From the above studies, it can be observed that existing studies focus on development of tamper detection models
but doesn’t focus on balancing the datasets. There is also a significant gap in the discussion of the class-wise results of
the experiments. It shows the potential bias towards a specific class of the dataset. The proposed GA-based data
balancing approach can alleviate this issue.

3. Preliminary Concepts

This section provides a brief explanation of the fundamental concepts of this investigation.
3.1. Genetic Algorithm

GA is a type of optimization techniques which was introduced by J. Holland in the 1970s [27, 28, 29, 30]. It is
based on the concept of biological evolution. It represents the problem space as a population of candidate solutions,
called individuals. It is an iterative process where GA aims to find the “fittest” individual in the population. It does so
by using various evolutionary principles on the population.

The workflow of GA is presented in Figure 2. The process begins with randomly generated individuals. Each one
represents a potential solution to the problem. After multiple generations, the populations evolve and the quality of the
solution increases. The fitness is evaluated using a fitness function. The function quantifies how well a solution
performs in addressing the problem. The population is refined and converges to high-quality solution at the end.

. Parent
1 Selection

Imuah?e Crossover
Population
Compute Fitness Mutation

4

@ Yes No Compute Fitness

Fig. 2. Flowchart of the working of GA.

54 Volume 18 (2026), Issue 1



Enhancing Image Forgery Detection through Dataset Balancing and a Fine-Tuned ResNet50: Focus on Copy-Move and Splicing

Three genetic operators are used for every generation of GA: selection, crossover, and mutation. These operations
are performed on the individuals within the population with specific probabilities. These operations ensure the transition
to optimal solutions [31]. GAs is effective for problems with multi-modal objective functions due to the use of multi-
point search strategy. In addition, they are also suitable for discrete search spaces.

The search space is represented by strings called chromosomes. It represents the candidate solutions for a
particular problem. Each chromosome is evaluated using fitness function to quantify its fitness. A population consists of
a group of chromosomes along with their respective fitness values. Algorithm 1 discusses the process of searching the
candidate solutions to identify the best one.

Algorithm 1 Genetic Algorithm for Optimization

1:  Initialize: Generate an initial population of » individuals (potential solutions).

2 while stopping criteria are not met do

3:  Evaluate Fitness: Compute the fitness score f{x) for each individual x.

4 Form New Generation: Repeat until a new population is formed:
Selection: Choose parent solutions probabilistically based on fitness scores.
Crossover: Generate offspring by recombining selected parents.
Mutation: Introduce small, random alterations in offspring.
Survivor Selection: Add offspring to the new population.

5:  Update Population: Replace the current generation with the newly formed one.

6: end while

7:  Return: The best-performing solution from the final population.

3.1.1. Selection Operation

The selection process identifies which individuals in the present population will be chosen as parents to produce
offspring. The fitness of each individual serves as an important criterion for the selection and identification of the most
promising candidates. Several techniques exist to choose the fittest chromosomes, such as roulette wheel selection,
Boltzmann selection, tournament selection, steady-state selection, elitism selection, etc.

3.1.2. Crossover Operations

In GA, new candidate solutions are formed through mutation and crossover processes. The crossover operation
creates an offspring by merging genetic material from two parent chromosomes. This process uses a predefined
crossover mask that dictates how the bits of each parent contribute to the offspring. The three main crossover techniques
commonly used are single-point crossover, two-point crossover, and uniform crossover. In this work, we have used the
single-point crossover method for class balancing.

In the proposed approach, a single crossover point is randomly selected along the length of the chromosome. The
genetic material before this point is inherited from one parent, whereas the rest comes from the second parent. The
crossover mask comprises an initial segment of n ones, followed by zeros. The bits corresponding to 1s in the mask are
taken from the first parent, while bits corresponding to Os in the mask are taken from the second parent. As illustrated in
Figure 3, if the crossover occurs at position 5, the mask 11111000000 dictates that the first five bits come from the first
parent, while the remaining bits come from the second parent.

Initial Strings
[1[a]2]of2]1]o]1]1]0]0]

[[2]2]2]s]1]0fofo]0] 1lof1]a]of1]of1]1]

Crossover Mask Offspring
o) Em
V

[1]ofofofofs]of1]of1]1]

Fig. 3. Single-Point Crossover Operation

3.1.3. Mutation Operations

It is a key genetic operator that creates diversity by making small random modifications to an individual’s genetic
sequence. Unlike crossover, which combines genetic material from two parents, it operates on a single individual. It
alters one or more bits to maintain genetic variability in the population. A commonly used mutation technique is point
mutation. Here, a randomly chosen bit within a chromosome is flipped (from 0 to 1 or vice versa). Mutation is usually
applied after crossover. It prevents premature convergence and ensure exploration of new solution spaces. Figure 4
shows this process.
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Initial Strings Offspring
[1]a]a]of]1 o] 1]1]ofof—1]1]1]of@]1]0]1]1]0]0]

Fig. 4. Point Mutation Operation.

The effectiveness of a GA is determined by a fitness function that evaluates the quality of candidate solutions. In
classification tasks, this function typically assesses the accuracy of a model in a given dataset. Additional factors, such
as model complexity and generalizability, can also influence the fitness score. In general, when a bit-string represents a
complex decision-making process, the fitness function quantifies its overall performance rather than assessing
individual components in isolation.

3.2. Convolutional Neural Networks

CNN, a type of DL model, is highly effective to process visual data. Commonly applied to tasks including image
classification, object recognition, and segmentation, as they use the spatial hierarchies inherent in image data. A CNN
architecture consists of three primary layers: convolutional layers, pooling layers, and fully connected layers. Figure 5
illustrates a basic CNN model used for fake image classification [32].

Flatten Layer

Input Convolutional Pooling Fully Connect

Fig. 5. A basic CNN architecture for fake image classification.

3.2.1. Convolutional Layer

The convolutional layer serves as the foundation for a CNN. Using a collection of trainable filters (kernels) in the
input image, it captures spatial features such as edges, textures, and structural patterns. Mathematically, the convolution
operation between an input image F and a filter W is expressed as:

( o)== - (+., +) () (1

where F(u, v) denotes the intensity value of the input image at coordinates (u, v), W(p, q) represents the weights of the
convolutional kernel, a and b correspond to the kernel size parameters.

To support the model in understanding complex and non-linear dynamics, an activation function commonly the
Rectified Linear Unit (ReLU) is applied to the result of the convolutional layer. The function is mathematically
expressed
as:

Jifx>0
00 = {O, otherwise 2)

In this formulation, ¢(x) yields the input value when it is greater than zero; for non-positive values, it returns zero.
This type of activation introduces a non-linear transformation within the neural network, enabling it to capture and
approximate complex data patterns and relationships.

3.2.2. Pooling Layer

Pooling layers perform downsampling to reduce the spatial dimensions of the feature maps, improving
computational efficiency while making the network more robust to slight transformations in input images. One of the
most commonly used techniques is max pooling, which retains only the highest pixel value in each window.

3.2.3. Fully Connected Layer

Once features are extracted through convolution and pooling operations, they are flattened and passed to fully
connected layers. These layers function similarly to conventional neural networks and perform classification based on
the learned representations.

In multi-class classification problems, the softmax activation function is commonly employed in the final layer to
estimate the probability mapping over categories across multiple classes. It is defined as:
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__en() 3)

=1 (exp )

where denotes the predicted probability of the input belonging to class k, is the input to the activation function
(i.e., the logit) for class k, and K is the total number of classes.

The sigmoid activation function is utilized in binary classification tasks (e.g., to determine the authenticity or
manipulation of an image) which converts the output into a probability between 0 and 1. It is given by:

1
T 1+e” (4)

where is the predicted probability of the positive class and s is the logit corresponding to the input.
4. Methodology

This section discusses the proposed approach and its implementation strategy in detail. The proposed approach
uses a dual-branch DL model to classify fake images. It uses spatial RGB features and noise-based forensic features.
The model combines a fine-tuned ResNet50 model for semantic representation. It also uses a noise residual branch
based on Spatial Rich Model (STM) filters. It improves sensitivity to manipulation artifacts. The overall workflow of
the model is presented in Figure 6.

4.1. Data Preparation (Dataset and Transformations)

The CASIA v2 dataset is used in the study. It contains 7,491 authentic (Au) images and 5,123 tampered (Tp)
images. The tampered images include 3,274 copy-move (Tp S) and 1,849 splicing (Tp D) images. In addition, 5,123
ground-truth images are also present that are of different dimensions. It focuses on CMF and splicing forgeries. The
images vary in resolution and content. It reflects realistic forgery scenarios. RGB images are used as input. Various
preprocessing steps are conducted on the image before it is provided as input to the proposed model. After
preprocessing, the images are converted to a fixed size of 224 x 224 x 3. The 224 represents both height and width. In
addition, 3 represents RGB color channels. The dataset is divided into training, testing, and validation sets in a ratio of
70:15:15. To balance the training set, GA has been used. As discussed in the previous section, singe-point crossover and
mutation are used to generate tampered splicing and CMFs, respectively. They are represented in Algorithms 2—4.
Samples of copy-move and splicing forgeries are presented in Figure 7.

Algorithm 2 Parent Selection from Training Set

Require: Xin: List of training image file paths

Require: yuin: List of corresponding labels (0 = Authentic, 1 = Tampered)
Ensure: Pp: Parent pool for splicing (Tp D type images)

Ensure: Ps: Parent pool for copy-move (Tp S type images)

1: procedure SELECTPARENTS (X ain, Virain)

2:  Pp<+ Initialize splicing parent pool

3:  Ps« Initialize copy-move parent pool

4:

S: for (ﬁ, yt) ZZP(A/})‘a[n, ytrain) do

6: if y;=1 then Only tampered images qualify as parents
7: filename «— ExtractBasename(f;)

8:

9: if filename starts with "Tp D" then

10: Pp—Pp {fi} Add to splicing pool
11: else if filename starts with "Tp S" then

12: Ps— Ps {fi} Add to copy-move pool
13: end if

14: end for

15: return Pp, Ps
16: end procedure
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Fig. 6. Architecture of the proposed fine-tune ResNet50 for the fake image classification model.

COPY-MOVE FORGERY VISUALIZATION

Parent Image Generated Offspring Source Region Mask
{Original) (Copy-Move Forged) {Copied From)

58

Output: [B, 1024, 7, 7]

Destination Mask
{Tampered Region)
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SPLICING FORGERY VISUALIZATION

Parent Image 1 Parent Image 2 Generated Offspring Ground Truth Mask
{Donor) (Source of Splice) (Spliced Image) (Tampered Region)

Fig. 7. Samples of copy-move and splicing tampering using GA.

Algorithm 3 Single-Point Crossover Operation for Splicing Forgery

Require: Ii: First parent image (RGB matrix)

Require: I>: Second parent image (RGB matrix)

Require: S: Target image size (H, W) = (224, 224)

Ensure: O: Offspring image with splicing forgery

procedure SINGLEPOINTCROSSOVER(1, 12, S)

I < Resize(ls, S) Step 1: Normalize parent dimensions
I — Resize(l, S)

(H, W, C) < Shape(l;) Step 2: Calculate block boundaries

AR R T

Nmia — H/2

Winia <— W/2 Step 3: Decompose Parent 1 into quadrant blocks (genes)
B «— L[0 : hmia, 0 : Wiid]

Top-left

%*

BiY «— L]0 : hmia, Wmia : W] Top-right
9: Bi® — L] hyia : H, 0 : Whid]

Bottom-left
10: Bi® «— L[ huia : H, Wmia : W] Bottom-right Step 4: Decompose Parent 2 into quadrant blocks (genes)
11: B2 — I[0 : himia, 0 : Wid]
12: B2V «— [0 : hiid, Winia : W)
13: B2 «— L[ hwia : H, 0 : Wnid]
14: B2 — L[ hyia : H, Wiia : W)
15: k < RandomlInteger(0, 3) Step 5: Select random crossover point

Step 6: Perform single-point crossover

16: Bo <« Copy(B:)  Copy all blocks from Parent 1
17: Bo® «— By¥ Replace block k with Parent 2's block Step 7: Reconstruct offspring image
18: top < HConcat(Bo®, Bo”)
19: bottom < HConcat(Bo?, Bo¥)
21: O «— VConcat(top, bottom)
22: end procedure return O
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Algorithm 4 Mutation Operation for CMF

Require: I: Parent image (RGB matrix)
Require: S: Target image size (H, W) = (224, 224)
Ensure: O: Offspring image with CMF

LrapHEBDIT

11:

12:
13:
15:
16:

procedure MUTATION(], S)

1« Resize(/, S) Step 1: Normalize parent dimensions

(H, W, C) < Shape(]) Step 2: Calculate block boundaries

Nmia — H/2

w_mid «— W/2 Step 3: Decompose into quadrant blocks (genes)
B «— 110 : hmia, 0 : Whid) Top-left

BO «— 110 : hmig, Wmia : W] Top-right

B@ «— I[hmia: H, 0 : Wiid] Bottom-left

B «— l[hmia : H, Wmia - W] Bottom-right
Step 4: Select mutation point

(s, d) < RandomSample({0, 1, 2, 3}, k= 2) s = source, d = destination
Step 5: Perform mutation (internal block duplication)

B(@ « DeepCopy(B~) Copy source block to destination

Step 6: Reconstruct offspring image
top < HConcat(B(?, B™)
bottom < HConcat(B?, B?)
O < VConcat(top, bottom)
end procedure return O

It includes:

Random resizing and cropping

Horizontal flipping

Small random rotations

Color jittering

Normalization using ImageNet mean and standard deviation

evaluations.

In order to improve the generalization and reduce overfitting, various transformations are used during the training.

Only resizing, center cropping, and normalization are used in the validation and testing sets. It ensures consistent

To capture the forensic traces that arise during image manipulation, a noise-based branch is used. It integrates a

noise-based branch that processes SRM-filtered images. SRM filters are applied to all the images to suppress semantic
content. It is used to improve the high-frequency residuals that are introduced due to tampering. These maps act as an
additional input to the RBG stream. It provides the flexibility to jointly learn the semantic and forensic details.

4.2. Model Architecture

The proposed model integrates a dual-branch design. It consists of:

4.2.1. RGB Branch: Fine-tuned ResNet50

The first stage is based on ResNet50. It is a widely used deep CNN model that is built using the principles of

residual learning. It was designed to alleviate the vanishing gradient problem, The input RGB image passes through

60

* A7 x7 convolution with stride 2 and padding 3
*  Batch normalization and ReLU activation
* A 3 x 3 max-pooling layer
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It is followed by four residual stages (Conv2 x to Conv5 x). It progressively extracts hierarchical features. The first
residual block, conv2 x, receives an input of size 56 x 56. After max pooling and uses 64 filters for three residual
bottleneck blocks with a stride of 1. It preserves spatial resolution. The final convolutional output is combined using
Global Average Pooling (GAP) to generate compact feature representations. The weights of pre-trained ImageNets are
used for initialization. The early layers are frozen to retain the generic visual features. On the other hand, the deeper
layers are fine-tuned to adapt to the forgery detection.

4.2.2. Noise Branch: SRM-based Feature Stream

The second branch receives SRM-filtered images as input. This branch consists of shallow convolutional layers.
These features are later combined with the RGB features to form a single feature integration. This combination passes
through fully connected layers with various regularization. The final layer provides a single output. A sigmoid
activation function is used to generate the final class probability.

4.3. Training Strategy

To ensure the reproducibility of the approach, fixed random seeds are used for all the libraries. In addition, CUDA
deterministic settings are used to reduce nondeterminism during training. Binary Cross Entropy with Logits Loss (BCE-
WithLogitsLoss) is used to classify the image. It provides adaptive design of learning strategies. A OneCycle Learning
Rate scheduler is used to dynamically adjust the learning rate during training. It allows the model to explore a wide
range of ML. It helps to adapt the model to a suitable learning rate. To ensure stability and generalization, the following
techniques are used:

*  Dropout layers are used in the classifier to reduce co-adaptation
*  Gradient clipping is used to prevent exploding gradients

The model is trained for 100 epochs. It also uses early stopping based on validation loss to prevent overfitting. The
best-performing model is saved for final evaluation.
4.4. Model Evaluation

The trained model is evaluated using the held-out test set. Predictions are generated by applying a sigmoid function
and thresholding at 0.5. Performance is assessed using multiple metrics, including accuracy, confusion matrix, precision,
recall, F1-score, and ROC-AUC. The model is loaded from the best checkpoint using (best model.pth). It ensures the
most optimal state. The predictions of the model are compared against ground truth labels.

Table 3. Summary of Evaluation Metrics

Metric Definition Ideal Range Key Insights Best Suited For
Value
Accuracy The fraction of correctly 1 [0,1] A higher value indicates better overall Balanced datasets
classified instances classification but may be misleading
for imbalanced datasets.
Precision Measures the correctness of 1 [0,1] A high precision score means fewer Imbalanced datasets where
positive predictions false positives, which is crucial when false positives should be
false alarms are costly. minimized
Recall Assesses the ability to 1 [0,1] A high recall value implies fewer false Imbalanced datasets where
identify actual positive cases negatives, making it important when false negatives should be
missing positive cases is undesirable. minimized
F1-Score The harmonic mean of 1 [0,1] Useful when both precision and recall Imbalanced datasets
precision and recall are critical, ensuring a balanced trade-
off.
AUC-ROC | Assesses how effectively the 1 [0,1] A higher AUC indicates better class Suitable for both balanced
model differentiates among separation, making it a robust and imbalanced datasets
the various categories performance measure.

4.5. Evaluation Metrics

Different performance measures are employed to comprehensively assess the proposed model, as summarized in
Table 3. In addition to overall accuracy, particular emphasis is placed on precision and recall due to the critical nature of
correctly identifying forged images. Visual tools such as confusion matrices and ROC curves are also utilized to
analyze classification behaviour.

5. Results and Discussion
All experiments were carried out in Kaggle, using the P100 GPU to take advantage of its high computational

power for training and inference of the DL model. The model was implemented in TensorFlow and Keras, taking
advantage of essential libraries such as OpenCV, Scikit-learn, and Matplotlib for efficient data processing and analysis.
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The model was trained with a batch size of 32 and training was carried out over 100 epochs. The dataset was
divided into training, validation, and test sets with no overlap between them.

5.1. Proposed Model Results

The proposed approach uses the OneCycle learning rate strategy for optimization. It allows the learning rate to
increase gradually during the initial phase of training. A controlled decay is carried out towards later epochs. The trends
in the learning rate are presented in Figure 8. The model reaches an effective learning region within the first few epochs
and maintains a stable learning in the middle phase. It fine-tunes the parameters during the final phase through small
decays. This adjustment helps the model in avoiding local minima. The results can also be observed in the performance
of the model.
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Fig. 8. Trends in learning rate throughout Training.
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Fig. 9. Trends in Training and Validation Loss and Accuracy.

The trends in accuracy and loss of the model are presented in Figure 9. A smooth and consistent learning behavior
is observed. The loss and accuracy follow opposite trends for both training and validation. The close alignment between
both curves suggests that the model does not suffer from overfitting. Minor fluctuations in validation loss were
observed. It is due to the batch-level variations and the effects of regularization. The training accuracy reaches 92% by
the end of the training. Similarly, the validation accuracy reaches around 8§9-90%. An AUC of 97.41% has been
achieved, as mentioned in Figure 10.

The confusion matrix for the test result is presented in Figure 11. The low number of misclassifications indicates
strong identification of fake samples. Slightly increase in false positives than in false negatives suggests that the model
is more conservative. It prefers to flag ambiguous samples as fake than to allow forged samples to pass. It is a necessary
behavior in security-sensitive applications, where missing a forged instance is more dangerous than incorrectly flagging
areal one.

62 Volume 18 (2026), Issue 1



Enhancing Image Forgery Detection through Dataset Balancing and a Fine-Tuned ResNet50: Focus on Copy-Move and Splicing

ROC Curve
10 -
0.8 S?
o ’r’
= -
o o
1 Lt
g 06 o
2 -
-] -
3 -
o o
-4 -
g oa o
F e
0.2 /,f”
// = Fine-Tuned ResNet50 (AUC = 0.9741)
& ——- Random Classifier
0.0 +2
0.0 0.2 0.4 0.6 0.3 10
False Positive Rate
Fig. 10. Visualization of ROC Curve.
1000
- 800
T
QU
o
© 600
-1
]
-
]
2
=
- 400
£
£
- 200
Real Fake
Predicted Label
Fig. 11. Confusion Matrix of the proposed approach.
1200 1124
1006
1000
800
P
=
B
|
2 o00 503
)
3
4
400
266
200 118
oV o
1]
Au Tp S Tp D Au Tp_S Tp D Au Tp S Tp D
Test Set Samples Correctly Classified Samples Misclassified Samples
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The effectiveness of the proposed approach is further validated by the performance in the test set. It is presented in
Figure 12. Among all classes, Au contains the largest number of test samples and also yields the majority of
misclassifications. Out of entire misclassifications, 78% of the total misclassified samples belong to the Au class. It
achieves an accuracy of 89.5%. However, seven out of eight samples are correctly classified. This error is due to class
dominance rather than weak performance. On the other hand, Tp S and Tp D achieve a relatively high accuracy of
94.8% and 97.4%, respectively. This suggests that the model learns the discriminative features effectively.

5.2. Statistical Reproducibility Analysis

The proposed approach has been evaluated using different seeds to evaluate the reproducibility of the approach.
These seeds are used to control the stochastic components of the training and evaluation process. It is responsible for
initialization of network weights, shuffling of training data, randomness in the data augmentation process, etc. Testing
the approach using different seeds also ensures that the results are not due to chance or favorable seeds. Various
quantitative metrics are used to evaluate the approach. In addition, the variations are calculated using mean and standard
deviation. Four random seeds are used for the evaluation. All of them are tested under similar environments for fair
evaluation. Performance metrics are presented in Table 4. The accuracy varies within a small range of 90.81%-92.02%.
A deviation of 1.21% has been achieved. It indicates the robustness to random initialization and data shuffle. Similarly,
the AUC-ROC remains consistently high between 96.55-97.52%. A variation of <1% is achieved. It presents the high
discriminative power of the model. In terms of class, precision and recall remained mostly stable. A slightly high
variation was observed for the precision of the fake class. This suggests a slight difficulty in the detection of forged
samples. On the other hand, the F1-scores remained stable with a small fluctuation of <1.3%. The results are further
supported by the confusion matrices presented in Figure 13.
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Fig. 13. Confusion Matrices for Different Random Seeds.
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The computational performance of all seeds was observed to remain consistent, as shown in Table 5. The average
inference time varies within a small window of 0.87-0.97 ms. It helped to achieve a high throughput of 121.25-157.34
images per second. Although a small decrease in throughput was observed due to a longer test time, overall metrics
remained mostly stable. It corresponds to the real-time performance-ready design of the model. Training time and other
computational metrics are presented in Table 5. Training time shows greater variability, i.e., ranging from 42.48-58.81
minutes. It is mostly due to the early stopping behavior of the model. On the other hand, the average epoch time was
found almost constant. This indicates that the variation does not affect the computational cost and the overall process is
stable.

Table 4. Classification Performance for Different Random Seeds

Metric Class Seed 0 Seed 1234 Seed 52 Seed 42 Mean + Std
Precision Real 0.9779 0.9718 0.9798 0.9682 0.9744 = 0.0053
Fake 0.8337 0.8575 0.8295 0.8618 0.8456 = 0.0156
Recall Real 0.8674 0.8906 0.8630 0.8950 0.8790 = 0.0155
Fake 0.9714 0.9623 0.9740 0.9571 0.9662 = 0.0077
F1-Score Real 0.9194 0.9294 09177 0.9302 0.9242 = 0.0060
Fake 0.8973 0.9069 0.8959 0.9070 0.9018 = 0.0056
Accuracy AUC- - 0.9097 0.9197 0.9081 0.9202 0.9144 = 0.0064
ROC _ 0.9655 0.9752 0.9672 0.9741 0.9705 = 0.0049

Table 5. Computational Performance for Different Random Seeds

Seed Total Training Avg Epoch Time Total Test Time Avg Inference Throughput
Time (min) (s) (s) Time (ms) (img/s)
0 58.81 65.22 12.05 0.87 157.04
1234 50.02 65.11 12.03 0.89 157.34
52 42.48 65.17 12.07 0.90 156.80
42 47.46 66.03 15.61 0.97 121.25

Table 6. Model complexity and training characteristics for different random seeds

Seed Total Parameters Trainable Frozen Best Epoch Best Val
Parameters Parameters Accuracy (%)
0 28,175,210 26,729,157 1,446,053 34 90.43
1234 28,175,210 26,729,157 1,446,053 26 90.33
52 28,175,210 26,729,157 1,446,053 19 90.86
42 28,175,210 26,729,157 1,446,053 23 90.17

The complexity of the model was also observed to be stable in nature. It is presented in Table 6. All models
exhibited 28.17 million parameters. Out of which 94.9% are trainable in nature. It is independent of changes in the
network structure or parameterization. The higher number of trainable parameters than non-trainable ones indicate the
high learning capability of the model. The small fluctuation of 0.7% in validation accuracy indicates a consistent
generalization of the model. The best epoch for the models was observed to vary. It shows that the change in seeds can
affect the convergence trajectory due to initialization and order of the data.

5.3. Performance analysis using different data-balancing method

In order to evaluate the comparative efficacy of the approach, multiple data-balancing strategies are investigated
and evaluated at different levels. They are as follows:

*  Loss-level: It modifies the learning objective to penalize misclassification of minority samples more intensely.
*  Data-level: It alters the data distribution by augmentation or oversampling.

*  Hybrid augmentation strategies: It combines data transformation with weighted loss.

* A proposed GA-based balancing approach: It optimizes the sampling process using evolutionary search.

All approaches are evaluated in a similar environment for a fair evaluation.

The classification and computational performance of the models are presented in Tables 7 and 8. Table 9 presents
the details of the complexity of the model. All approaches exhibited similar parameters that suggest structural similarity
and no potential bias in strength. The baseline model is trained on the imbalanced dataset and achieves an accuracy of
92.2%. However, it achieves weaker precision for fake images. This indicates bias towards real samples. On the other
hand, the use of class-weighted loss improves the recall of fake classes by 1.4% and slightly increases the overall
accuracy. It was found that pure data-level augmentation performs poorly. It reduces accuracy by 11%. This suggests
that only augmentation fails to preserve the unique features of forgeries. SMOTE oversampling was found to achieve an
improved accuracy of 9% over standard augmentation approaches. However, it still underperforms the baseline methods.
This indicates the limitations of synthetic sample generation to capture patterns of forgeries.
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Table 7. Classification performance under different data-balancing techniques

Category Method Precision | Precision Recall Recall F1 F1 Accuracy AUC-
(Real) (Fake) (Real) (Fake) (Real) (Fake) ROC
Baseline Imbalanced 0.9755 0.8565 0.8888 0.9701 0.9310 0.9098 0.9218 0.9702
CASIA v2
Loss-level Class-weighted 0.9881 0.8554 0.8861 0.9844 0.9343 0.9154 0.9260 0.9701
loss
Data-level Standard 0.9139 0.7077 0.7464 0.8973 0.8217 0.7913 0.8077 0.8501
augmentation
Oversampling SMOTE (k=5) 0.8441 0.7324 0.8043 0.7828 0.8237 0.7568 0.7956 0.8741
Augmentation MixUp + 0.9721 0.8675 0.8995 0.9623 0.9344 0.9125 0.9250 0.9751
Weighted BCE
Augmentation CutMix + 0.8728 0.7509 0.8123 0.8270 0.8415 0.7871 0.8183 0.8731
Weighted BCE
Proposed GA-based 0.9682 0.8618 0.8950 0.9571 0.9302 0.9070 0.9202 0.9741
balancing
Table 8. Computational performance for different data-balancing scenarios
Category Total Training Avg Epoch Time Total Test Time Avg Inference Throughput
Time (min) (s) (s) Time (ms) (img/s)
Baseline 58.94 55.97 12.03 0.89 157.40
Loss-level 50.42 54.12 12.02 0.88 158.10
Data-level 34.13 53.06 12.00 0.86 160.25
Oversampling 4241 65.12 12.01 0.89 157.55
Augmentation 53.79 57.47 12.05 0.93 157.11
Augmentation 42.55 56.61 12.04 0.87 157.18
Proposed 47.46 66.03 15.61 0.97 121.25
Table 9. Model complexity and training characteristics for different data-balancing scenarios
Category Total Parameters Trainable Frozen Best Epoch Best Val
Parameters Parameters Accuracy (%)
Baseline 28,175,210 26,729,157 1,446,053 43 90.12
Loss-level 28,175,210 26,729,157 1,446,053 54 90.27
Data-level 28,175,210 26,729,157 1,446,053 11 78.33
Oversampling 28,175,210 26,729,157 1,446,053 19 79.7
Augmentation 28,175,210 26,729,157 1,446,053 36 90.27
Augmentation 28,175,210 26,729,157 1,446,053 25 79.55
Proposed 28,175,210 26,729,157 1,446,053 23 90.17

Hybrid approaches were observed to perform better. MixUp with weighted loss achieves the highest AUC of
97.5%. It improves the recall for the fake class by 2% than the baseline approaches. It also maintains the highest
accuracy. This shows that the combination of controlled augmentation with loss reweighting can be more effective than
either standalone one. On the other hand, CutMix was observed to perform weaker. This suggests that mixing
aggressive regions can distort important patterns. The proposed GA-based approach achieves a strong balance between
classes. The Fl-scores are above 90% for both classes. In addition, AUC is close to the best-performing model. It
converges faster than the baseline as well as the hybrid approaches. The decrease in training time suggests a trade-off in
terms of computational efficiency and performance. This makes it a competitive and suitable alternative for
environments where speed and efficiency matter.

5.4. Comparison with SOTA models

Table 10 presents a comparison analysis of the proposed approach with various other models. Various performance
measures are used to quantify the approach. It can be observed that, even though a few studies have impressive
performance measures, there is a lack of use of the balance dataset. Various studies were found to use the imbalanced
dataset that can hinder the performance of the model. It can result in a biased model since major datasets have more
authentic images than the forged ones. The researchers in [18] proposed using Adobe Photoshop to balance the dataset,
but it is not feasible, requires manual labor, and is not scalable. Our fine-tuned ResNet50 model was trained with the
original images of the dataset as well as synthetically generated images to enhance performance. The proposed GA-
based approach achieved an accuracy and AUC value of 92.02% and 97.41%, respectively. The measures achieved are
almost comparable to other models that did not balance the dataset.
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Table 10. Comparison of existing works with the proposed method

SL Ref. Technique(s) Dataset(s) Dataset Accuracy Precision Recall F1- AUC
Balanced score
1 [17] CNN + image re- CASIA v2 No 92.13 0.85 0.98 91.08 -
compression
2 [18] TL + YOLO CNN CASIA vl Yes (Manual 81 - - - -
+ ResNet50V2 via Adobe
Photoshop)
CASIA v2 99.30 - - - -
3 [19] TL + compression CASIA v2 No 94.69 94.21 94.74 0.94 0.95
difference + fine-
tuned pretrained
model
4 [20] Dual-branch CNN CASIA v2 No 98.55 98.71 99.26 98.98 -
+ELA + SRM
noise residuals
5 [21] Dual-pathway CASIA vl No - - - 65.59 93.12
multiscale network NIST16 _ _ _ 8331 98.92
with feature fusion ™ \p020 - - - 2907 | 7749
COLUMBIA - - - 43.76 75.48
6 [22] Hierarchical CASIA No - - - 0.8956 0.9542
ConvNeXt module COVERAGE - - - 0.8826 0.8826
COLUMBIA - - - 0.6075 0.9725
NIST16 - - - 0.9542 0.9979
7 [23] SLIC + SURF + CoMoFoD No - 95.51 93.21 94.34 -
GAN MICC-F200 - 94.12 93.12 93.62 -
8 [24] Custom CNN with CoMoFoD No 99.20 0.9915 0.9919 0.984 -
transfer learning on MICC-F220 97.72 0.8974 0.9459 0915 -
pretrained models - ™\ 11cC Fe00 85.83 0.653 079 | 0719 -
MICC-F2000 96.00 0.8974 0.9459 0.915 -
9 Proposed Fine-tuned CASIA v2 Balanced 92.02 - - - 97.41
ResNet50 using GA

6. Conclusion

In this study, we fine-tuned the pre-trained ResNet50 model to detect CMF and splicing forgeries in digital images.
Given the significant impact of dataset imbalance on the DL models, we employed a single-point crossover operation
from genetic algorithms to balance the CASIA v2 dataset. Our experimental results demonstrate that balancing the
dataset improves the performance of ResNet50, achieving an accuracy of 92.02% on the test set. These findings
highlight the effectiveness of combining dataset preprocessing with DL models for image forgery detection. Although
our study shows promising results, there are several areas for further improvement. Future research could explore the
impact of more advanced data augmentation and synthetic image generation techniques to further enhance the diversity
of datasets. Additionally, integrating attention mechanisms or transformer-based architectures, such as Vision
Transformers (ViTs), may improve feature extraction and classification performance. Investigating multi-modal
approaches by incorporating metadata and frequency-domain analysis for more robust forgery detection could be
another notable approach. Finally, evaluating the generalizability of the model in larger and more diverse datasets may
help ensure its effectiveness in real world scenarios.
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