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Abstract: A generalized deep learning approach tracking image forgeries of any category with reduced architectural 

complexity, without compromising the performance is presented in this paper. A convolutional encoder-decoder 

architecture-based image reconstruction model is framed to extract all the pertinent information from the images. 

Performance comparison of similar networks constructed with varying architectural complexity led to the selection of 

this design. The best reconstruction feature extractor showed faster convergence and improved accuracy, as observed 

from the training and validation performance curves. Dimensionally compressed information from the reconstruction 

model is utilized by dense layers and further classified. Experimenting with forgery datasets inclusive of different 

forgery types ensured the generalizability of the model. In comparison with the reconstruction models adopting transfer 

learning in the encoder side utilizing MobileNet, ResNet 50, and VGG 19, the proposed model exhibited competitive 

and consistently improved mean Precision and F1-score performance across multiple datasets, as validated through 

multi-seed experimentation. Additionally, with the reduced architecture, the proposed model performed on par than the 
state-of-the-art approaches against which it was compared. 

 

Index Terms: Encoder-Decoder Architecture, Feature Extraction, Generalizability, Image Forgery Detection, Reduced 

Architectural Complexity 

 

 

1. Introduction 

Images are used in many different sectors and are essential to our everyday lives. They are the primary source of 

communication and information, and they also provide evidence for forensics, journalism, media, police investigations, 
and other fields. The validity of images has been compromised by the accessibility of open access and availability of 

image editing tools and software. This cleared the path for the growth of studies in localisation and image forgery 

detection [1]. Active and passive image forgery detection are the two main kinds of image forgery detection [2]. In 

order to verify and recover the original image, active techniques such as digital watermarks and digital signatures, need 

some possible information about the image beforehand. Regardless of any prior knowledge about the image, the passive 

or blind procedures verify the image authenticity. In the latter instance, forgeries are identified using the hints given by 

the different phases of image collection and storage. 

Extensive research is being conducted in the field of Passive forgery detection. Earlier researches concentrated on 

handcrafted feature extraction algorithms [3, 4] which were tedious and complex. But, at present researches are centred 

on Deep Learning[5] which highlights automatic feature extraction capabilities. The development of this phase has 

madethe complex feature extraction process much easy without human intervention. There are several research works 

that use deep learning models to solve different areas of manipulation detection independently. There are several deep 
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learning models that use explicit feature extraction methods to handle and extract specific visual characteristics. These 

models will only be able to identify a certain kind of fake [6,7]. Since the individual conducting the analysis may not be 

aware of the type of fraud, a generalised model that can identify any kind of forgery can only be helpful. Furthermore, 

recent studies show that deep learning models enhance performance at the expense of architectural complexity because 

of their intricate designs and lengthy runtimes. Additionally, a large amount of data is needed for training. The concept 

of transfer learning has helped in reducing long training times[8]. However, altering the transfer learning model 

architecture and handling data that is distinct from the dataset with which the model is already trained, poses significant 

challenges. Furthermore, because of the large dimensions, it is challenging to categorise the characteristics that are 

taken from the fully linked layers of transfer learnt CNN models into binary classifications. Because of these factors, it 

is essential to have an effective generalised model that can identify image counterfeit without sacrificing performance or 

necessitating a complex architecture. 
This research proposes an effective deep learning model for feature extraction in conjunction with a classification 

network for the identification of image forgeries. To extract the relevant features contributing to the classification of 

forgeries, at first, all the pertinent information of the images is extracted and those features are used by a classifier 

network, towards identifying and classifying the features relevant for forgery detection. An image reconstruction model 

framework with reduced architectural complexity is the best option for extracting all the relevant information. Data 

from recent studies demonstrate that autoencoders may effectively retrieve context information from an image[9]. 

Furthermore, the idea of selecting the encoder-decoder architecture for feature extraction was reinforced by their 

effectiveness in dimensionality reduction. For this reason, an encoder-decoder architecture-based image reconstruction, 

with less dense networks is meticulously developed by evaluating performance using appropriate ablation studies, 

leading to a comparison with two additional model frameworks. The best image reconstruction features are visualized 

using heatmaps and are utilized by the classifier network for classification. Most deep learning based works 
concentrated on the detection of copy move and splicing types of image forgeries. But in this study, a more generalized 

model is developed. To guarantee this, the proposed model is trained using 4 different datasets including image 

tampering such as copy move, splicing, cut paste, retouching and colorizing. In short, an effective simplified approach 

based on encoder-decoder architecture with reduced complexity in architecture with better performance, is proposed in 

this paper. The capability of the model is experimentally verified by comparing its architecture and performance with 

certain state-of-the-arts and with transfer learning models utilizing VGG19, ResNet 50 and MobileNet as the backbones 

of encoder. 

The remaining sections of the paper are structured as follows: The relevant works in this topic are put together in 

Section 2, the proposed framework is outlined in Sections 3, the experiments are dealt in Section 4, and the results and 

their analysis are covered in Section 5. Finally, Section 6 provides an interpretation and summary of the findings with 

possibilities for the future work. 

2. Related Works 

A great deal of researches has been projected in image fraud detection and localization. This ranges from the 

traditional feature extraction algorithms to the latest deep learning approaches. In this section, various relevant efforts 

that use both conventional and deep learning-based strategies for identifying and localizing image forgeries are briefly 

outlined.  

2.1 Conventional Forgery detection methods 

The traditional methods included handcrafted feature extraction phase which is very complex and are limited to the 

detection of specific forgery types. A method of copy move forgery detection and classification with improved 

relevance vector machine is proposed by Rathore N. K et al. [10]. The method utilized biorthogonal wavelet transforms 

with Singular value decomposition-based feature extraction and classification is based on the existence of similar 
vectors.  Image forgery detection involving noise analysis is carried out by Krawetz N [11] and Mahdian B et al. [12]. 

Usage of wavelet coefficients to address inconsistent noise in tampered images is outlined in the former. A method of 

noise level analysis involving segmentation of images with particular compression ratio and hence partitioning 

segments of homogeneous noise levels is performed in the latter case. Detection of varying noise levels may signify the 

tampering involved. Exploiting the features of the neighbouring pixels to approximate the camera filter array for the 

prediction of pixels are proposed by Ferrara P et al. [13] . A novel copy-move image forgery detection method using 

combined features of SIFT and LIOP followed by transition matching is proposed by Lin C et al. [14]. It is suggested to 

use picture segmentation for filtering in order to remove false matches. In order to identify duplicated locations, affine 

transformations between picture patches are finally obtained. The approaches that have been covered so far, either focus 

on any particular feature that is present in the image or use explicit feature extraction algorithms. However, this will 

only be beneficial in identifying a specific kind of forgery, and the process of explicitly extracting features is laborious 
and complex. This study, on the other hand, avoids human feature engineering by concentrating on a deep learning 

architecture that implicitly learns discriminative representations straight from data. Additionally, by using images of 

various forgery types for training, generalisation capability to forgery types is guaranteed. 
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2.2 Deep Learning Based Forgery Detection methods 

The capability of Deep Learning models to automatically extract features from images was a turning point in the 

field of image forgery detection and localisation. With the advent of super computers and GPU, there was a visible 

shoot in deep learning-based researches in all applicable fields. A good deal of early studies using deep learning 

investigated several forms of forgeries, such as copy move, splicing, or their combinations. Two approaches for copy 

move forgery detection that use deep learning - one model by a custom architecture and another one model by transfer 

learning using VGG 16, are proposed by Rodriguez-Ortega Y.et al. [15].  In each case, the impact of the depth of the 

network is analysed in terms of performance metrics. A novel dual branch convolutional neural network for copy move 

forgery context is proposed to classify the images in to authentic and fake by Goel N et al.[16]. Different kernel sizes 

are employed in dual branches of convolutional networks and this helps in extracting multiscale features from the image. 

A fusion of deep learning models for copy move forgery detection was proposed by Krishnaraj N et al. [17]. Generative 
adversarial networks (GANs) and densely connected networks (DenseNet) are considered for fusion in a merger unit. 

Extreme learning classifier is used as classification layer and are optimised using artificial swarm algorithm. The 

combination of the complementary approaches in copy move and splicing detection techniques to boost the overall 

accuracy of fake image detection was proposed by Mohammed T. M et al.[18]. Copy move detection method is used as 

a prefiltering step and those images that are untampered are passed to a resampling deep learning-based detection 

architecture. The put forth method outperformed some of the state-of-the-art methods. A hybrid CNN-LSTM 

architecture to detect image forgery is proposed by Bappy J.H at al.[19]. The method focuses on the detection of 

boundary discrepancy between manipulated and non-manipulated regions. The proposed method can detect image 

manipulations including copy-move, removal, and splicing. Descriptive review of deep learning algorithms for 

cybersecurity applications is discussed by Dixit P et al.[20]. Guillaro F et al. present TruFor, a novel transformer-based 

fusion architecture[21]. The procedure generates both a pixel-level localisation map and an overall picture integrity 
score. The method also finds error prone areas in localisation predictions. A new network called ManTra-Net was 

developed by Wu. Y et al [22]. It is an integrated convolutional neural network made up of two sub-networks: one to 

identify local abnormalities between the features and another to extract features associated with manipulation traces. 

The proposed model was shown to be a robust, superior, and generalisable model in the application of forgery detection 

and localisation. A revolutionary deep neural architecture for image copy-move forgery detection is proposed by Wu Y 

et al [23]. It has a fusion module after a two-branch architecture. Both branches use visual artefacts to locate possible 

manipulation locations and visual similarities to locate copy-move regions. Most deep learning-based methods have 

significantly improved image forgery detection and localization by automatically learning hierarchical features. 

However, many existing models have architectural complexity and require large-scale labelled datasets for effective 

training. This work focuses on a deep learning architecture with reasonable layer depth, with reduced training images 

requirement without compromising performance towards forgery detection. 

2.3 Transfer learning-based Forgery detection methods 

Certain studies leverage the idea of transfer learning to lower the computing complexity of their methodology. An 

improved model using stacked autoencoders and Ensemble subspace discriminant classifier is proposed by Bibi S et al. 

[24]. The feature extraction is done by various CNN models like VGGNet and AlexNet and the best features are used 

for the classification. To reduce the long training times in the detection of Splicing datasets, a novel method was put 

forward by Qazi E.U.H et al. [25].The proposed architecture use ResNet50v2 as the base model, and the YOLO CNN 

weights for transfer learning. The proposed approach enabled to train the model with meaningful weights. A hybrid 

method that combines the advantages of residual network, UNET and dilated convolution is proposed by Ahmad Aminu 

A et al. [26]. The global image tampering evidences are captured and computational overhead are met by enlarging the 

receptive field size of convolutional kernels. Tracking Forgery and localization using color illumination, deep 

convolution neural network, and semantic segmentation are performed in the method recommended by Abhishek et 

al.[27]. VGG 16 CNN network is used as the transfer learning model for forgery detection in this approach. Further the 
images are subjected to semantic segmentation for localization. Multiple image splicing forgery detection using Mask 

R-CNN with MobileNet V1 as backbone model is proposed Kadam K.D et al.[28]. Analysis of the model with ResNet 

(51,101 and 151) is performed using MISD dataset and the proposed model proved the best in comparison. Fals-Unet, a 

convolutional neural network-based method is proposed to locate the forged regions by El Biach FZ et al. [29]. The 

model architecture of Fals-Unet architecture comprises of ResNet 50 based Encoder followed by decoder associating 

skip connections from the encoder. Localisation is efficiently done in terms of the metrics like F1-score, MCC, AUC, 

and Jaccard index. To compensate for limited training data, transfer learning-based methods make use of pretrained 

networks like VGG, ResNet, and Dense Net. Despite their effectiveness, these techniques inherit unnecessary 

complexity and are not optimised for forgery detection tasks. Furthermore, the sensitivity to subtle tampering artefacts 

may be limited due to the dependence on generic features learned from natural images. The suggested method, in 

contrast to conventional methods, is trained from scratch using task-specific objectives, allowing for greater flexibility 

to forgery detection without relying on pretrained models. 
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2.4 Forgery detection using encoder-decoder based methods 

A novel deep learning system for identifying image forgeries based on double image compression is recommended 

by Ali S.S et al. [30]. The forged and unforged areas are enhanced in distinct ways upon recompression. Authentic 

region will be compressed twice - 1st in camera and 2nd during forgery. The suggested model is trained using the 

differences between the original and recompressed images. A two-level faster R-CNN network is proposed by Zhou P et 

al.[31]. In the first level features are extracted from the RGB stream of the input and the other leverages the noise 

inconsistency between real and fake images. These features are then fused to include the spatial co-occurrences of the 

two modalities. A new framework to improve forgery localization was put forth by Li H et al.[32]. In this approach two 

forensic approaches – statistical feature-based on detector and copy-move forgery detector are improved and integrated 

to obtain efficient localization of forgery. A novel architecture named HFSRNet capable of detecting multiple forgery 

types based on encoder decoder network is proposed by Chen H et al.[33]. LSTM with resampling features is adopted to 
capture traces for finding manipulations. Image manipulation detection by identifying the artefacts caused by tampering 

in image patches by utilizing LSTM and encoder-decoder architecture was proposed Bappy J.H et al.[34]. Resampling 

features of the images are also analysed to detect forgeries. A similar forgery detection technique utilizing skip 

connections in LSTM and encoder – decoder architecture is proposed by the Mazaheri G et al.[35]. The proposed 

network outperforms some of the existing techniques in localising the forgeries present in the images. A real time image 

forensic method was proposed by Yang B et al.[36]. The proposed methodology efficiently captures the artefacts caused 

due to manipulations in images by using multidomain learning. The manipulations can be automatically learned by 

multi domain learning convolutional network. A novel image forgery detection based on CNN framework considering 

images in full resolution is proposed by Marra F et al.[37]. The model includes gradient checkpointing along with 

training with limited memory resources. A new deep CNN based image forgery detection and localization incorporating 

multi-semantic CRF attention model is proposed by Rao y et al.[38]. Receptive fields attention maps are generated at 
different scales by four attention models with various semantics. In majority of these encoder-decoder techniques, deep 

feature extractors modified from segmentation or recognition networks, with significant layer depth are utilized. This 

contributes to unnecessary architectural complexity for binary forgery classification. The suggested method highlights a 

reduced-depth autoencoder, reusing reconstruction-trained encoder features for effective binary classification of image 

forgery detection. 

A prevalent limitation shared by all these deep learning-based techniques is the intricacy of the models and 

prolonged training durations. There exist challenges in the usage of transfer learning models due to the large feature 

dimensions. In addition, most techniques targeted exclusively on identifying a particular kind of forgery. This led to the 

idea of developing a deep learning model that could ensure better performance with reasonable layer depth to extract all 

pertinent features from images, and evaluating the features contributing to forgery detection of all categories. 

3. Proposed Framework 

This research proposes an effective image forgery recognition approach that uses a classifier network in 

combination with reconstruction characteristics taken from an encoder-decoder architecture-based image reconstruction 

model. The classifier network, which has been trained to detect forgeries, receives the important characteristics that the 

feature extractor model has extracted from the image. Because of its significant dimensionality reduction capacity, the 

encoder-decoder architectural framework is used for feature extraction. The primary goal of the work is to design an 

architecture that maintains performance without penalising model complexity. The proposed work can be easily be 

executed resource constrained environments. 

The input dimension of 256X256X3 is reduced to 64X64X256 using the feature extractor suggested in this study 

and the output dimension is 256X256X3. Since an image reconstruction model is framed, the encoder portion collects 

all the relevant features from the image for perfect reconstruction. The proposed framework is arrived from the ablation 
experiments conducted for image reconstruction. The experimental validation of the model's performance in contrast to 

models created by progressively increasing layers determines the model architecture. The feature extraction by the 

encoder that gave the best reconstruction of images and best loss convergence by the corresponding decoder are 

considered for further study. Three network architectures are constructed progressively by adding convolutional blocks 

one after the other, and their outputs are compared, to arrive at the suggested architecture. Framework 1 is a basic 

convolutional encoder that was developed with three convolutional blocks in the encoder side. Each convolutional 

block consists of 2D convolution[39] followed by Batch normalization [40] and ReLU [41] activation. Framework 2 

was created by increasing the number of convolutional layers, normalisation, and activation function inside the block, to 

two, while maintaining recurrency. Lastly, Framework 3 was built by increasing the convolutional blocks, which have 

the same block structure as Framework 2, to five. Convolutional 2D transposition serves as the up-sampling layer of the 

decoder, which is followed by convolutional blocks with the same layers as the encoder side. The convolutional layers 
within the convolutional block use 3 × 3 kernels with stride 1 and same padding. The total parameter count of the 3 

frameworks are 723,651, 1,685,315 and 27923523 respectively. All three variations are used, and the encoder's feature 

extraction that produced the best image reconstruction, accuracy, and loss convergence is considered for identifying 

forgeries. The details of the frameworks implemented and the details of the layers are detailed in Table 1.  
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Table 1. Details of the 3 frameworks implemented 

 
The autoencoder model training is completed using the train set of image forgery dataset and the reconstructed 

images are verified using validation set. The predictions are validated using the test set. Following the implementation 

of the aforementioned models, the reconstructed images and loss convergences are observed and contrasted. The 

architectural framework with 3 convolutional blocks making 20 layers in the encoder side and 15 layers in the decoder 
was found to be the best architecture for feature extraction. The features of this model are used for classification of 

image forgeries. Since the encoder section of the framework 2 generated an optimal reconstruction of the image at the 

decoder side, the features that were obtained from it will encompass every significant feature. These features are then 

given to the classifier network. The classifier network consists of dense layers followed by sigmoid classifier owing to 

binary classification. The dimensionally reduced features are flattened and provided as input to the classifier network. 

The real and tampered images from the image forgery dataset are used to train the classifier network. The suggested 

model for detecting image forgeries is displayed in Fig 1. 

3.1 Architectural Framework Details 

The encoder section consists of 20 layers and decoder consists of 15 layers resulting in a 35-layer encoder decoder 

architecture. Maxpooling layers and convolutional blocks make up the encoder part. Batches of 2D convolution with 

appropriate filters, batch normalisation, and the ReLU activation function make up the convolutional block. The 3X3 
kernel dimensions are used, and the number of filters is increased from 64 after each convolutional block. An 

algorithmic technique called batch normalisation speeds up and stabilises neural network learning. It involves using the 

statistical moments of the current batch to normalise the activation vectors. A one-degree equation known as the ReLU 

activation function creates zeros for all negative inputs and outputs all positive inputs. In summary, if the input is 

positive, it outputs the input as such; if it is negative, it outputs zeroes. After the convolutional block, max pooling 

layer[42] follows which chooses only the relevant information thereby, reducing the feature size and provides it to the 

next succeeding convolutional block. The feature information is supplied into the third convolutional block after the 

first two batches of convolutional blocks and max pooling layers The same series of operations take place in the third 

convolutional block and its output, which is the encoded output, is finally fed to the decoder section. Fig 2 illustrates the 

blocks of the encoder decoder architecture of the recommended Framework 2 architecture. After the initial convolution 

process of the model, the result is provided by 

  

𝐶1(𝑘) = Ʃ𝑘<1
64  ∑ ( ∑ 𝑥(𝑑, 𝑖, 𝑗) ∗ 𝑓𝑘(𝑑, 𝑖, 𝑗)3

𝑑<1 )256
𝑖,𝑗<1 + ∅𝑘                                       (1) 

 
Where 𝑥 denotes the image pixel, 𝑖 and  𝑗 denote the image resolution, 𝑑 is the width indicating the channels, 𝑘 is 

the filter index, 𝑓𝑘  the convolution kernel of 𝑘𝑡ℎfilter, and ∅𝑘   is the bias of the 𝑘𝑡ℎ filter. The output of the convolution 
is subjected to batch normalisation with batch size 32. The output of batch normalisation is represented by 

 

𝐵1  = 𝛾𝐶1

[
 
 
 

  
𝑥𝐶1𝑘𝑙; 

1

𝑛/𝛽
Ʃ𝑖=1
𝛽

Ʃ
𝑗=1

𝑛
𝛽⁄
𝑥𝐶1𝑖𝑗𝑘

 √Ʃ
𝑖=1
𝛽

Ʃ
𝑗=1

𝑛
𝛽⁄
𝜎𝐶1𝑖𝑗𝑘

2 :∈
]
 
 
 

𝑙<1
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𝛽⁄

+ 𝛽𝐶1                                            (2) 

 

Where 𝛾𝑐  and 𝛽𝑐  are learnable scale and shift parameter respectively. ε is a constant having the value 0.00001 and 

𝜎𝑐
2 represents the variance. The number of images is denoted by 𝑛 and β is the batch size. 𝑥𝐶1𝑘𝑙 denotes the first element 

in the image matrix after the first convolutional block indicated by 𝑐1. The value of 𝑖 indicates the row wise elements of 

the batches and the value of 𝑗 indicates the column wise increments of the elements across the total batches. Following 

batch normalization is the activation layer. Here we use ReLU activation layer, followed by Max pooling operation. 

Frameworks 

Implemented 

Details of 

Convolutional blocks 

added in encoder 

Details of Convolutional blocks 

added in decoder 
Layers within each 

Convolutional block 

Total number of 

layers 

Framework 1 

3 convolutional blocks 

and 2 max pooling 

layers 

2 convolutional blocks and 2 

transposed convolutional layers 

and 1 convolutional layer 

One 2D Convolutional 

layer followed by Batch 

Normalization and ReLU 

20 layers (11 layers in 

encoder and 9 layers in 

decoder) 

Framework 2 

3 convolutional blocks 

and 2 max pooling 

layers  

2 convolutional blocks and 2 

transposed convolutional layers 

and 1 convolutional layer 

Two sets of 2D 

Convolutional layer 

followed by Batch 

Normalization and ReLU 

35 layers (20 layers in 

encoder and 15 layers 

in decoder) 

Framework 3 

5 convolutional blocks 

and 4 max pooling 

layers 

4 convolutional blocks and 4 

transposed convolutional layers 

and 1 convolutional layer 

Two sets of 2D 

Convolutional layer 

followed by Batch 

Normalization and ReLU 

63 layers (34 layers in 

encoder and 29 layers 

in decoder) 

 



An Effective Semi-Supervised Feature Extraction Model with Reduced Architectural Complexity for Image Forgery Classification 

38                                                                                                                                                                       Volume 18 (2026), Issue 1 

 

Fig. 1. Proposed Model 

The output of the first convolutional block is represented by 

 

𝐶𝐵1 = max,0, 𝛾𝐶2
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The above equation is the output of the first level of the convolution block and is the input to the first max pooling 

layer. The suffix  𝑐2  is used since the convolutional block consists of two 2D convolutions. The model maintains the 

recurrency for the next convolutional block. After max pooling layer, the output of the second convolutional block is fed 

to the third convolutional block. The final outputs of Convolutional layer and Batch Normalisation in the third block, 

and the output of the final convolutional block in the encoder side is represented by the following equation. 

 

𝐶𝐵3 = max ,0, 𝛾𝐶6

[
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Decoder consists of convolution 2D transpose layers which performs up sampling, and convolutional 2D block 

followed by 4 convolutional blocks and a final 2d convolution layer. Transposed convolution is same as that of 

deconvolution. It carries out a regular convolution but reverts its spatial transformation. Finally, the images are 

reconstructed from the extracted feature information. The decoder is governed by the following equations. The first up 

sampling by the transposed convolution is given by 
 

𝐶𝑇1(𝑘) = Ʃ𝑘<1
128  ∑ ∑ (𝑥𝐶𝐵3

𝑇256
𝑑<1

128
𝑖,𝑗<1  (𝑑. 𝑖. 𝑗) ∗ 𝑓𝑘 (𝑑, 𝑖, 𝑗)) + ∅𝑘                                        (5) 
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 (a)                                                                                             (b) 

Fig. 2. Feature Extraction model for Framework 2 

Where  𝑥𝐶𝐵3
𝑇  corresponds to the elements of the spatially transformed output of convolutional block 3. The 𝑑. 𝑖. 𝑗  

and  𝑘 are the same notations as indicated in (1). The output of the transposed convolution is given to the convolution 
block 4 with 2 recurrent convolutions and output is represented by 

 

𝐶𝐵4 = max,0, 𝛾𝐶8
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𝑥𝐶8 corresponds to the convoluted output of the 8th convolutional layer. Similarly, the output of the final up sampling 

layer, Convolutional block and the final output is represented by the following equations  

 
𝐶𝑇2(𝑘) = Ʃ𝑘<1
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𝑖,𝑗<1  (𝑑, 𝑖, 𝑗) ∗ 𝑓𝑘 (𝑑, 𝑖, 𝑗)) + ∅𝑘                                         (7) 
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𝐶11(𝑘) = Ʃ𝑘<1
3  ∑ ∑ (𝐶7
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256
𝑖,𝑗<1  (𝑑, 𝑖, 𝑗) ∗ 𝑓𝑘 (𝑑, 𝑖, 𝑗)) + ∅𝑘                                            (9) 

 
The output of the decoder will be reconstructed images of output shape 256x256x3.  To form the complete model 

the features from the encoder block is vectorised and the resultant is given to dense network with fully connected layers 

which applies linear transformations, followed by the classifier. The output from the classifier indicates the image type - 

authentic or fake. The prediction using the test dataset can be carried out using the model evaluate function. The 

following equations represent the output layers mentioned before. 𝐹̅ indicates the vector after flattening operation, 𝑌′ 
indicates the output of the fully connected layers after flattening, represented as function 𝐷(𝐹̅)  and 𝑌̂ indicates the 

predicted output followed by sigmoid classifier represented by 𝜎. 
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The fully connected layers have weights and bias as its parameters and for the back propagation change in error  

(
𝜕𝐸

𝜕𝑊
 ) with respect to the weights are to be calculated. Since error is not directly dependent on the weights, chain rule 

must be applied to find it. The discriminator loss function, 𝐿 is based on the equation given by, 

 

𝐿 = −Ʃ𝑖<1
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Where 𝑌𝑖 is the actual value and 𝑌̂ is the predicted value. The loss function is minimised to obtain the maximum 
accuracy of the model. 

4. Experiments 

The experiments were conducted as per the following stages. The architectures were implemented in Keras[43] 

with Tensorflow backend using Python 3 programming language and the simulations are run on Google Colab for 

smaller datasets. The training is done using four image forgery datasets. Simulations with larger datasets are done using 

Google Colab Pro with GPU Runtime and high RAM configuration.  
In the first stage, as part of ablation studies, three models utilizing convolutional blocks in encoder-decoder 

architecture were implemented to extract the best image reconstruction features. All the models were run for 100 epochs 

using Coverage Dataset with Adam optimiser with default learning rate with batch size 32, and the loss function used 

was mean squared error[44]. The dataset was split in three parts (train, validate, and test samples) in an 80:10:10 ratio. 

Accuracy and loss plots were used to assess the training and validation outcomes, and reconstructed images for each 

case were also examined. After comparing the outcomes, the best reconstruction feature model was chosen for further 

study. 

In the second stage, the features from the best image reconstruction architecture were combined with the classifier 

network. The best reconstruction feature is vectorised and is provided as input to fully connected layers, followed by the 

classifier. Experiments were done with different classifiers like Sigmoid [45], Softmax [46] and SVM [47].. The 

complete model is again trained for 25 epochs with Adam optimiser with learning rate set to 10-3 with the same batch 
size and binary cross entropy loss function. The results are predicted using the test data set. Performance metrics like 

Accuracy, Precision, F1 score and Recall were calculated and analysed for different datasets.  

Comparing the performance of the suggested approach against some of the state-of-the-art and transfer learning 

models is the final stage. For transfer learning VGG19, ResNet50 and MobileNet is used as the base model in the 

encoder section. Comparison of the suggested model with some of the existing advanced methods based on the 

architecture and the detection performance are also carried out.  

4.1 Statistical Validation 

CNN models are used as the basic model on the encoder side of the transfer learning architecture, which is 

compared to the suggested method for forgery classification. The encoder component of the model design uses some of 

the best classification CNN models currently in use, such as VGG19, ResNet 50, and MobileNet, as the foundation 

model. The decoder is built utilising the transposed convolution layers and convolutional blocks in accordance with the 

pretrained layers of the current models, which are employed in the encoder. Dense layers and classifiers are integrated 
with this encoder, and is again trained using both authentic and fake images from the datasets. All experiments were 

repeated using three fixed random seeds (42, 123, and 2023) to address the stochastic nature of deep learning training. 

The models were trained independently using the same training, validation, and testing splits for every seed. 

Performance metrics were calculated on the test set, and the final results are provided as mean ± standard deviation 

across the seeds and the overall outcomes are contrasted with the suggested method. A paired t-test was performed on 

the per-seed performance scores to see whether the observed performance differences between the suggested model and 

baseline architectures (VGG19, ResNet50, and MobileNet) are statistically significant. The metric values acquired 

under identical random seeds were considered paired observations for each dataset. A two-tailed test with a significance 

level of α = 0.05 is conducted, since all models were evaluated on the same dataset splits under identical random seeds, 

ensuring a fair and controlled comparison. Statistical testing was undertaken separately for each dataset to keep out 

cross-dataset bias and capture dataset-specific performance variability. 

4.2 Datasets 

The datasets used for training and evaluation are Coverage[48], CG-1050[49], Casia1 and MICC F 220. The 

descriptions of datasets are specifics are listed in Table 2. The images are resized to 256 X 256 and then divided by 255 

to normalise them, so they fall between 0 and 1. The image sets are considered in mini batches of size 32 for the 

training and validation phases. 
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Table 2. Datasets 

 
4.3 Performance evaluation metrics  

The capability and the efficacy of the selected model in classifying image manipulation is scrutinized using 

different performance parameters such as Accuracy, Precision, Recall and F1 score. The positive prediction values 

denote Precision. Out of the total actual predictions of the model, how many of the predictions are correctly made, gives 

the precision. Sensitivity or the true positive rate of the predictions carried out is Recall. The number of right 

predictions to the total correct values in the problem gives Recall. F1 score is the metrics Fβ with β value equal to 1. The 

value of β is normally taken as 1 in the analysis of application in which both false positive and false negative scores 

have equal impacts. 

5. Results and Discussions 

The result analysis is done with respect to the 3 experimental stages. 

5.1 Ablation Study 

For the initial experimental phase, three architectural frameworks with different architectural complexities are 

created by successively adding convolutional blocks. Table 1 already contains a thorough description of the blocks that 

were added. The images from the dataset Coverage split in to train,validate and test sets in the ratio 80:10:10 are 

considered for the ablation study. All the 3 architectures are trained using the images from the train set, validated using 

validate set and tested using the test set. All experiments were carried out using strictly disjoint training, validation, and 

test splits to prevent data leaking, making sure that no test images were used for parameter tuning or model training. 

The visualisation of the reconstructed images, accuracy, and loss convergence are used to determine the best model.  

The reconstructed images of the 3 frameworks are shown in Fig.3 (a), (b) and (c) respectively. It shows the 

reconstructed images of all the frameworks implemented, using the test data of the Coverage dataset. All the models are 

trained for 100 epochs. The training and validation accuracies and losses are also compared. The training and validation 
accuracies and losses of all the 3 models are represented graphically in Fig.4(a), (b) and (c). The graph shows that the 

losses converge fast to minimum for Framework 2 in comparison with the other 2 frameworks. It is inferred that the 

second framework converges to the minimum loss point around 85 epochs. It converges to loss of 0.05 in 15 epochs, 

whereas 1 and 3 frameworks converge around 25 and 30 epochs respectively. Model 2 demonstrates faster and has more 

stable convergence compared to other architectures, as observed from training loss, and accuracy curves. The accuracy 

improves with number of epochs as well. All the results shows that Framework 2 offers good reconstruction with better 

loss convergence and accuracy. 

5.1.1  Heatmap and Grad-CAM Visualizations of reconstruction 

The efficiency of Framework 2 in extracting all pertinent information of the image is visually understood by the 

heatmap and Grad-CAM visualizations. The features extracted by the model to reconstruct the image at various stages 

of convolutions in the model is obtained and displayed in Fig.5. Considering the average values of gradients flowing 
from the first layer till the last convolutional layers, activation maps of features are also generated. The heatmaps and 

Grad-CAM of the features at various stages of reconstruction model along with the original image is represented in Fig 

5[a-c]. A heatmap is a type of data visualization where values from a matrix or 2D grid are represented using colour 

gradients.   

Dataset Total Number of Images Image Size Types of forgery involved 

Coverage 200 400 x 486 Copy move 

MICC F220 220 800 x 600 Copy move 

CG-1050 1050 4608 x 3456 
Copy move, cut paste, retouching, 

colorizing 

CASIA-1 1721 348 x 256 Splicing 
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Fig. 3. Original and Reconstructed images of (a) Framework 1 (b) Framework 2 (c) Framework 3 

 

Fig. 4. Accuracy and Loss plots of (a) Framework 1 (b) Framework 2 (c) Framework 3

(a) 

(b) 

(c) 
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Fig. 5. Qualitative visualization of recommended reconstruction model behaviour at various stages of convolutions (a) Original Images (b) Heatmaps 

representing feature activation responses extracted from intermediate convolutional layers of the autoencoder, highlighting regions that strongly 

influence the reconstruction process (c) Grad-CAM Visualizations of spatial feature importance with respect to the reconstruction output, providing 

interpretability of the learned reconstruction features. 

Heatmaps speed up comprehension by encoding numerical values as colours, thereby facilitating data 

interpretation. Hence, they are considered as an effective tool for improving interpretability, which promotes more 

insightful thinking and improved decision-making. Heatmaps generated at the convolutional layers 2, 5, 7 and 10 

respectively are displayed in Fig 5(b). Grad-CAM is a useful tool for improving the transparency and interpretability of 

deep learning models, strengthening their reliability and effectiveness in a variety of applications. It enables viewers to 

figure out which aspects of an image are most significant for a model's forecast. The Grad-CAM visualizations of 
intermediate convolutional layers in Framework 2 is shown in fig 5(c). The heatmaps and Grad-CAM visualisations that 

are displayed are obtained from the intermediate layers of the reconstruction network and are meant to offer qualitative 

understanding of the reconstruction behaviour. It highlights spatial locations that play a significant role in the 

reconstruction process and higher responses in forged images due to structural or texture inconsistencies. As the 

suggested framework concentrates on reconstruction and image-level classification, these visualisations are not 

optimised for explicit forgery localisation. 

5.2 Performance of the Proposed framework in classifying Image forgeries  

The output from the 20 layers encoder section which gave best reconstruction is integrated with the fully connected 

dense layers and the classifier, to form the complete model. The resulting model is trained for 25 epochs using different 

datasets with Adam optimizer, learning rate 10-3 and categorical cross entropy loss function. The results are predicted 

using the test data set. The model is trained using the datasets Coverage, MICC F 220, CG 1050 and Casia 1. The 

dataset was split in to train, validate, and test samples in 80:10:10 ratio. The reconstructed images by the model using 
datasets and their corresponding accuracy and loss plots of training and validation are shown in the Fig.6 (a), (b), (c) 

and (d). Experiments were done with different classifiers like Sigmoid, Softmax and SVM. Results show that different 

datasets behave differently to different classifiers. The performance metrics for the different classifiers are obtained and 

tabulated in Table 3. Results show that for Coverage dataset, SVM classifier works better than sigmoid and softmax. 

For MICCF 220 Sigmoid works better than the others and for CG1050 Sigmoid and Softmax classifiers perform well 

than SVM. Result analysis show that the datasets Coverage and Casia 1 have better performance with SVM classifier 

and CG 1050 and MICC F 220 have better performance with Sigmoid classifier. 

5.3 Comparison with Transfer Learning–Based CNN Encoders 

In this experimental phase the performance of the recommended framework is compared with transfer learning 

model using VGG19, ResNet50 and MobileNet architectures as the base models in encoder section. The encoder section 

is implemented using the pretrained weights of VGG19, ResNet 50 and MobileNet architecture. The resulting models 
are trained for 100 epochs using and the reconstructed images are compared with that of the reconstruction model. 
Reconstructed images of the CNN encoder-decoder model using VGG19, ResNet 50, MobileNet and the proposed 

framework is shown in Fig.7(a-d). Fig.7(a) and 7(b) shows the reconstructed images of the recommended reconstruction 

model and the existing CNN models using datasets Coverage and CG1050. Fig. 7(c) and 7(d) shows the reconstructed 

images of the proposed framework and the existing CNN models using datasets MICCF 220 and Casia 1. The figure 

shows the reconstructed image along with the original image. From the visuals, it is evident that the recommended 

framework reconstructs images better than the transfer learning models. The features extracted from the existing CNN 

models are utilized for classification and output layers consisting of fully connected layers and Sigmoid classifier are 

added to each transfer learning model encoder, and their corresponding prediction of test images are evaluated. The  

(b) 

(a) 

(c) 
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performance of the transfer learning model is compared with the performance of the proposed approach in terms of the 

metrics such as Accuracy, Precision, Recall and F1 score. Three random seeds were used to repeat each experiment, and 

the results are presented as mean ± standard deviation and the values are tabulated in Table 4. 

 

 
Fig. 6. Original Input image & Reconstructed Image and Accuracy and Loss plots of best reconstruction Model using datasets (a) Coverage (b) MICC 

F220 (c) CG-1050 dataset (d) Casia 1 Dataset 

Table 3. Performance metrics of the best reconstruction model added with different classifiers 

 

(d) 

(c) 

(b) 

(a) 

Datasets 
Sigmoid Softmax SVM 

Acc Precision Recall F1 Acc Precision Recall F1 Acc Precision Recall F1 

Coverage 0.2 0.28 0.23 0.2 0.05 0.06 0.05 0.05 0.5 0.58 0.5 0.52 

MICC F220 0.91 0.93 0.91 0.91 0.77 0.88 0.77 0.79 0.77 0.81 0.77 0.78 

CG-1050 0.88 1 0.88 0.94 0.88 1 0.88 0.94 0.49 0.6 0.49 0.41 

Casia-1 0.43 0.89 0.43 0.58 0.48 0.87 0.48 0.59 0.48 0.87 0.48 0.59 
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Fig. 7. Original and Reconstructed images of CNN models as encoder and Proposed framework using Datasets (a) Coverage (b) CG1050 (c) MICCF 

220 (d) Casia I 

Table 4. Classification performance (mean ± standard deviation) over three random seeds 

Models Datasets Accuracy Precision Recall F1_score 

VGG 19 

Coverage 0.2667 ± 0.0850 0.0769 ± 0.1088 0.1000 ± 0.1414 0.0870 ± 0.1230 

MICC F220 0.7424 ± 0.1714 0.6905 ± 0.1347 0.6970 ± 0.4285 0.6379 ± 0.3423 

CG-1050 0.8939 ± 0.0107 0.8932 ± 0.0097 1.0000 ± 0.000 0.9436 ± 0.0054 

CASIA-1 0.4143 ± 0.0191 0.4153 ± 0.0604 0.4014 ± 0.2510 0.3726 ± 0.1916 

ResNet 50  

Coverage 0.2000 ± 0.2121 0.2273 ± 0.1928 0.4000 ± 0.4243 0.2857 ± 0.2694 

MICC F220 0.8902 ± 0.0054 0.8898 ± 0.0048 1.0000 ± 0.000 0.9417 ± 0.0027 

CG-1050 0.9091 ± 0.000 0.8462 ± 0.000 1.0000 ± 0.000 0.9167 ± 0.000 

CASIA-1 0.3545 ± 0.0926 0.3791 ± 0.0942 0.4767 ± 0.2940 0.4097 ± 0.1706 

MobileNet 

Coverage 0.0833 ± 0.0236 0.1111 ± 0.0786 0.1333 ± 0.0943 0.1212 ± 0.0857 

MICC F220 0.9091 ± 0.0000 0.8462 ± 0.0000 1.0000 ± 0.0000 0.9167 ± 0.0000 

CG-1050 0.8409 ± 0.0335 0.8839 ± 0.0053 0.9444 ± 0.0396 0.9128 ± 0.0197 

CASIA-1 0.4759 ± 0.0491 0.5026 ± 0.0285 0.6918 ± 0.2181 0.5733 ± 0.0910 

Proposed 

Model 

Coverage 0.08 ± 0.0471 0.1375 ± 0.0659 0.1667 ± 0.0943 0.1504 ± 0.0781 

MICC F220 0.8182 ± 0.643 0.8154 ± 0.0218 0.8182 ± 0.1286 0.8135 ± 0.0730 

CG-1050 0.7803 ± 0.126 0.8808 ± 0.0120 0.8675 ± 0.1515 0.8679 ± 0.0873 

CASIA-1 0.4393 ± 0.0649 0.4333 ± 0.1096 0.5914 ± 0.3374 0.4778 ± 0.2157 

Table 5. Dataset-wise paired two-tailed t-test p-values (α = 0.05) comparing the proposed method against baseline models. 

 

 

 

 

 

 

 

 
 

 

 

 

Dataset Metrics VGG19 ResNet 50 MobileNet 

Coverage 

Accuracy  0.0927 0.4227 1.0000 

Precision 0.6504 0.4227 0.8203 

F1 score 0.6600 0.4227 0.6648 

MICCF220 

Accuracy  0.5490 0.1835 0.1835 

Precision 0.2937 0.1835 0.1835 

F1 score 0.5110 0.1835 0.1835 

CG 1050 

Accuracy  0.3197 0.3582 0.4945 

Precision 0.1747 0.5258 0.5763 

F1 score 0.3346 0.3659 0.4811 

Casia 1 

Accuracy  0.6670 0.5210 0.4971 

Precision 0.8893 0.7428 0.4005 

F1 score 0.7361 0.0925 0.5701 

(d) (c) 

(b) (a) 
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Statistical significance testing was conducted for accuracy, precision, and F1-score, which are the most relevant 

metrics for forgery classification performance evaluation. The dataset-wise p-values from a paired two-tailed t-test (α = 

0.05) comparing the suggested approach with transfer learning-based baselines (VGG19, ResNet50, and MobileNet) for 

accuracy, precision, and F1-score metrics are shown in Table 5. Although the proposed model shows competitive mean 

performance across all datasets, the observed differences are not statistically significant at the selected significance 
level. This result can be attributed to the minimal number of independent experimental runs and restricted dataset sizes, 

which lower the statistical power of hypothesis testing. However, the analysis shows evidence of consistent and stable 

performance of the suggested model across various datasets and performance criteria.  

5.4 Comparison with State-of-the-art techniques 

The comparison of the proposed model with some of the existing state-of-the-art techniques based on the 

architecture and performance parameters are conducted. Table 6 specifies the depth and the details of the layers of the 
models used in works [7, 35, 38] against the proposed model. The number of images used for training the models are 

also included. The information from the table makes it evident that the suggested model has reduced architectural 

complexity and less training data requirement unlike the other models. With this reduced architectural complexity and 

less training data, the model is capable of producing best results which is detailed by the performance comparison with 

the above-mentioned state-of-the-art works and with some conventional methods as indicated in Table 7 and 8. The 

suggested framework and typical state-of-the-art (SOTA) methods documented in the literature using Coverage and 

Casia 1 datasets are contrasted in Table 7 and 8. It projects the extent to which the proposed model performs, with the 

conventional methods of   feature extraction using wavelet coefficients [11], noise inconsistencies [12], artifacts from 

the Camera Filter array [13], and deep learning-based methods [31, 33, 35] using the Coverage and Casia 1 dataset. 

Tables 7 and 8 have missing entries since a number of previous studies only include a portion of assessment measures 

(such as F1-score or precision). Rather than experimental omission in the current work, these missing values are a 
reflection of reporting methods in the original investigations. The performance of the proposed method is presented as 

mean ± standard deviation over several experimental runs, whereas the values for current methods are directly taken 

from their respective papers. Since different methods report different evaluation metrics and are trained under different 

experimental setups, comparisons are not strictly equivalent. Table 7 shows the comparison of F1 scores and precision 

experimented using Casia 1 dataset with the models indicated by the reference number. A comparison of the proposed 

methodology against the values mentioned in [33] is summarized in the Table 8 and the best values are highlighted. The 

stated values are acquired with varying dataset sizes and training setups. Instead of being a straight head-to-head 

comparison, the table functions as a qualitative standard. The suggested model achieves competitive F1-score and 

precision even though it was trained on a much smaller dataset (2,553 images) than numerous deep architectures 

developed on tens of thousands of samples as indicated in Table 6. This demonstrates its computing effectiveness and 

capacity for generalisation in situations with limited data. Table 8 shows that the suggested approach possesses dataset-

dependent performance. It out performs a number of current methods with a competitive F1-score (0.4778 ± 0.2157) on 
the CASIA-1 dataset. On the other hand, for Coverage dataset, HFSRNet outperforms the suggested model with a 

higher F1-score of 0.624. This discrepancy can be explained by the fact that HFSRNet has a deeper architecture and a 

much bigger training set, whereas the suggested technique uses a lightweight architecture and a small number of 

samples. This indicates high sensitivity of the proposed method to training initialization and data sampling on the 

Coverage dataset, which contains limited and homogeneous copy–move forgeries. In contrast, the proposed method 

demonstrates more stable and competitive performance on the CASIA-1 dataset (0.4778 ± 0.2157), suggesting better 

generalization to diverse tampering patterns. 

Table 6. Comparison of Architectural Complexity of the Proposed model with the State-of-the art models 

 

Models 

Total 

Number 

of layers 

Layer Details 

Number of images 

used for Training 

the model 

[7] 68 

20 Convolutional layers, 5 Maxpooling, 13 Batch normalisation, 

15 ReLU activations, 2 dropout, 5 Deconvolution, 6 Cropping 

layers and 2 softmax activation layers 

5123 

[33] 42 
1 transformation layer, 2 stacked LSTM layers, 17 Convolutional 

layers, 14 ReLU activations,4 Maxpooling and 4 Deconvolutions 
65000 

[34] 44 

2 stacked LSTM layers, 15 Convolutional layers, 9 Maxpooling,12 

ReLU activations, 3 Batch Normalization and 3 Up sampling 

layers. 

65000 

[35] 41 

2 stacked LSTM layers, 18 Convolutional layers, 5 Maxpooling, 7 

ReLU activations, 7 Batch Normalization and 2 Up sampling 

layers. 

12617 

[38] 84 
75 Convolutional layers, 4 Attention layers, 4 Atrous 

Convolutional layers, 1 Atrous Spatial Pyramid Pooling layer 
14000 

Proposed 35 

11 Convolutional layers, 10 Batch normalization and ReLU 

activation layers, 2 Maxpooling and 2 Transposed Convolutional 

layers 
2553 
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Table 7. Comparison of F1 scores and Precision obtained for the selected model using Casia 1 dataset, with the state-of-the-art techniques. 

 
Note: best values are in bold. ‘/‘ conveys that the respective metrics are not included in the literature and the best scores are highlighted. Results 

marked with † are directly reported from the corresponding original publications and were not re-evaluated in this study. 

Table 8. Comparison of F1 scores obtained for the proposed approach using standard dataset like Coverage and Casia 1 with the  state-of-the-art 

techniques. 

 
Note: best values are in bold. ‗/‘ conveys that the respective metrics are not included in the literature and the best scores are highlighted. Results 

marked with † are directly reported from the corresponding original publications and were not re-evaluated in this study. 

6. Conclusion 

In this paper a straightforward and effectual approach for image forgery detection by utilizing image reconstruction 
features with classifier network is proposed. The image reconstruction feature extraction model is selected by 

experimental evaluation of performance with the models one step ahead and behind in terms of architectural complexity. 

The comparison was based on the image reconstruction, training and validation accuracies, and losses. Moreover, the 

feature extraction is interpreted using heatmaps and Grad-CAM. The model performance is evaluated using the datasets 

like Coverage, MICC F 220, CG 1050 and Casia 1. Datasets utilized for training include image forgeries of major 

varieties which makes the model a generalized forgery detection model. The selected image reconstruction model 

showed showed noticeably faster convergence and accuracy from the training and validation curves. The context 

information from the selected model is utilized for forgery classification and is experimented with different classifiers 

like Softmax, Sigmoid and SVM. Experiments were also carried out with all the 4 datasets considering Accuracy, 

Precision, Recall and F1 score as the performance metrics. Study revealed that each dataset has varying responses to 

different classifiers. Finally, the efficacy of the selected model is weighed up with the existing CNN models and some 
of the state-of-the-art techniques. VGG19, ResNet 50 and MobileNet was used as the encoder in the transfer learning 

model and the entire study is experimented using different datasets. Results show that the proposed framework 

demonstrates competitive and stable mean Precision and F1-score performance across datasets in comparison with the 

experiments done with the existing CNN models as image reconstruction feature extractors. The simplicity and 

efficiency of the proposed model architecture are illustrated by comparing its architecture and performance measures 

with some of the current state-of-the-art techniques. Since the encoder-decoder architecture is used, the feature 

dimensions are reduced and the findings demonstrate that the model guarantees good results without penalizing 

architectural complexity. Additionally, the model assures good performance even with a limited quantity of training data. 

The suggested approach concentrates on binary image-level classification, but does not specifically address pixel-level 

forgery localisation, which is still an area for future research. As demonstrated by the Coverage dataset, performance is 

sensitive to very small dataset size, underscoring the necessity of enough data diversity. Training on several 

heterogeneous datasets (Coverage, CG1050, MICC-F220, and CASIA 1) provides implicit exposure to variations in 
resolution and compression, even though explicit robustness experiments under controlled post-processing were not 

carried out. Nevertheless, systematic evaluation under aggressive post-processing will be taken into consideration in 

future studies. 
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