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Abstract: The aviation security is an important component of aviation safety providing. One of the main goals of 

aviation security service is to detect dangerous and prohibited objects during passengers and baggage screening. For this 

purpose, aviation security personnel use various equipment: X-ray screening system, body-scans, metal detectors, 

moving ions detectors, explosive trace detectors. The X-ray screening system gives information on internal structure of 

baggage. The main disadvantage of X-ray screening system is rather high level of the false alarm probability. This 

requires developing new methods of image processing and recognition of dangerous and prohibited objects on the 

background of other objects. This article develops the principles of shadow image processing while screening the 

baggage using X-ray system to fix the mentioned disadvantage. The math equation for shadow image is obtained based 

on the laws of geometry and Beer-Lambert equation taking into account the chosen scanning technique. Based on this, 

the article is focused to the analysis of simple objects images and their application for complex objects recognition. The 

article discusses the example of handgun recognition using a new approach based on spectral analysis of developed 

shadow images. The results of the research can be used for improvement of algorithmic toolkit in aviation security 

automatic decision-making system while screening the baggage by X-ray equipment. 

 

Index Terms: Aviation Security, X-Ray Equipment, Shadow Image Reconstruction, Objects Recognition, Scanning 

Methods. 

 

 

1.  Introduction 

Safety is the key point for general, corporate, military and commercial aviation [1]. The safety is the condition, for 
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which risks of aviation events are reduced and controlled to an acceptable level [2]. Maintaining and increasing the level 

of safety is the most important task for civil aviation [3, 4].  
Aviation safety can be considered as a dynamic stochastic process [5, 6] that depends on many factors including 

airport organizational structure, reliability of aviation equipment, human factor, environmental conditions [2, 7]. The 

aviation safety depends on the influence of unintentional and deliberate actions. The unintentional actions are associated 

with the random occurrence of different aviation events. For example, the aircraft safety depends on: a) the serviceable 

operation of radio equipment of flight providing such as radar, navigation systems, communication devices [8]; b) the 

efficiency of data processing techniques for modern radio equipment in different environmental conditions [9, 10]; c) 

the psychological state of the pilot, especially in a stressful situation [6].  

The deliberate actions are associated with aviation security. The aviation security is an important component for 

safety of aviation providing. The purpose of aviation security services is to ensure aviation safety, the efficiency of civil 

aviation airports by implementing measures to protect against acts of unlawful interference in accordance with current 

rules, recommended practices and procedures [11]. 

In order to evaluate the planning of civil aviation security measures, a general strategy should be developed taking 

into account the trends in the occurrence of threats and international requirements [12]. The main principles that 

regulate the aviation security service are following: 

 

– security measures applied at a specific airport or aerodrome must be adequate to the level of threat to civil 

aviation that exists at a specific time; 

– any civil aircraft may not fly outside the certain country without the permission of the civil aviation authority; 

– any person may not be admitted on board of aircraft located in a restricted area of airport without a valid reason; 

– any person or vehicle may not enter or pass through the restricted area of the airport without passing established 

security control procedures; 

– items, as well as hand luggage, baggage, courier and express items, mail, on-board supplies excluding standard 

equipment of the aircraft, may not be placed on board without passing security control; 

– all aviation personnel and other specialists (persons), whose work belongs to the branch of interests of civil 

aviation and concerns the interests of aviation security, may be allowed to perform such work only after they graduate 

appropriate training. 

 

Based on a systematic approach and analysis, the International Civil Aviation Organization (ICAO) identified the 

main threats to aviation safety: hijacking of aircraft by terrorists and other criminal elements and acts of sabotage; 

illegal transportation of dangerous goods; dangers during aircraft flights caused by aggressive or mentally unbalanced 

passengers; use of surface-to-air missiles by terrorists; illegal transportation of nuclear and radioactive substances; 

cyberterrorism. 

While planning aviation security, it is necessary to solve the following problems: 

 

1. Minimization of explosions impact. In paper [13], the analysis of using conventional explosives in attacks on 

airports is carried out and recommendations are given for the detection and disposal of improvised explosive devices 

placed in vehicles or baggage items. 

2. The protection of passengers and personnel. This is a primary problem, which means the practical development 

of permanent or temporary protection of air transport passengers, service personnel and visitors from attacks with the 

use of firearms and grenades [14]. Solution of this problem is associated with recommendations for the use of 

bulletproof fabrics, materials capable of resisting explosions or grenades, as well as for preventing (in the interests of 

the customs service) the transfer of contraband goods from one group of violators to another. 

3. Access control. Reducing the number of full-time employees who need access to restricted areas is an obvious, 

but often ignored security measure [15]. Baggage drop-off points are often located in restricted area where they should 

not be. In places where baggage is issued to passengers of international lines, the requirements of the local customs 

service can be ensured by other means, but taking out the baggage places from the restricted zone can significantly 

reduce the risk of passengers re-entering this zone and provide the impossibility to enter it by unauthorized persons. 

4. Perimeter protection. This problem is often treated as secondary, although the lack of such protection creates 

favorable conditions for terrorists to attack airport infrastructure or aircraft and is often the object of criticism from the 

mass media, usually in connection with some aviation incidents. Solution of this problem is associated with usage of 

technical devices of alarm system, security closed television systems, lighting and passive infrared detectors [16]. 

5. Protection against cyberterrorism. Threats of cyberterrorism are new and, at the same time, the most dangerous 

threats of the 21st century [17]. Cyberterrorism can manifest itself in various forms. The simplest of them is 

psychological warfare aimed at spreading disinformation using mass media to disrupt the normal operation of airports 

and airlines [18]. This can cause the refusal of air passengers to fly, which will affect the economy of countries that 

depend on civil aviation. Other dangerous threats of cyberterrorism can lead to serious disturbances with fatal 

consequences for people, disorganization of airports and damage to aircraft in flight. The actions of cyberterrorists 

against airports and airplanes are significantly different from traditional terrorist and criminal attacks on civil aviation 

facilities. Cyberterrorists can, acting from one location, affect events in hundreds of other locations on a global scale. 
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Solution of this problem is associated with development of new methods for detecting DDoS attacks [19], cyber 

incidents [20], analysis of the security of sites and equipment with access to the Internet [21], analysis of the efficiency 

of the use of information web-resources [22] and others. 

One of the main goals of aviation security service is to detect dangerous and prohibited objects during passengers 

and baggage screening [23]. For this purpose, aviation security personnel use various equipment: X-ray screening 

system, body-scans, metal detectors, moving ions detectors, explosive trace detectors. Modern airports use three to five 

levels of inspection for baggage. The screening of passengers is carried out line mode. The X-ray screening system 

provides information on internal structure of baggage objects and gives possibility to detect explosives, narcotics, 

firearms, cold weapon and other dangerous and prohibited objects [24]. 

2.  Analysis of Signal Processing at X-ray Screenning and the Research Problem Statement 

According to the modern recommendations of air terminals building, it is assumed that all baggage undergoes 

automatic inspection with the help of X-ray screening systems. Unfortunately, the high reliability of detection of 

dangerous objects and materials (the probability of correct detection is above 0.99) is also accompanied by high levels 

of the false alarm probability (this probability is approximately equal to 0.15 ... 0.3) [24, 25]. The timely and correct 

detection of dangerous and prohibited objects has significant influence not only the aviation safety, but also aircraft 

departures and arrivals delays [26], increasing the throughput rates for each aviation security inspection line [27]. 

The main reasons of rather high level of the false alarm probability are: 

 

1. Dependence of detection performance on obtained image quality [28]. 

2. Disadvantages in terms of probabilistic characteristics of imaging technologies and used algorithms for 

recognition of dangerous and prohibited objects while X-ray screening [29]. 

3. Human factor [30]. 

4. Equipment malfunction and failures [31, 32]. 

 

The human factor is taken into account mainly through the aviation personnel training. At the same time, special 

software is being developed, such as threat image projection. This software is installed on X-ray screening systems [33]. 

Threat image projection generates and puts fictitious images of dangerous objects on X-ray images of real baggage that 

is being checked. In addition, paper [34] analyses the color compositions obtained based on threat image projection 

merging algorithm. The authors proved that this algorithm increases the efficiency of detection and confidence level, 

provides shorter reaction times compared with standard technique of computer-based X-ray screening training images. 

The methods of operational efficiency increasing suppose improvement of maintenance techniques [35, 36] and 

equipment diagnostics and repair [37], reliability analysis for deteriorating systems [38, 39], developing methods of 

statistical data processing [40, 41], implementation of control and support system for equipment lifecycle. 

Literature analysis showed that sufficient attention is paid to X-ray image processing. The overview of digital 

image processing technology is presented in [42]. Traditional techniques for X-ray image processing are considered in 

[43]. The processing algorithms can be conditionally divided to detection algorithms [44], objects parameters estimation 

algorithms [45], contour selection algorithms [46]. 

The use of automated technologies for detection and recognition of dangerous and prohibited objects in the 

screening process allows aviation security operators to focus on aspects of the screening, while the system performs the 

functions of scanning, analyzing and detecting objects in baggage [47]. Paper [48] presents method for automated 

detection of threat objects using adapted implicit shape model. This approach uses a visual vocabulary for the 

dangerous and prohibited objects to be detected. The authors [48] demonstrate sufficiently low level of probability of 

false alarms in case razor blades and shuriken detection (0.02 and 0.06, respectively), but in case of handguns detection 

the level of false alarms is high (the probability is equal to 0.18) at the similar level of detection probability. 

The modern tool of recognition of dangerous and prohibited objects is the use of deep Convolutional Neural 

Networks (CNN). Paper [49] concentrates on the pre-trained CNN based on transfer learning paradigm. The proposed 

approach showed efficient handguns detection with low false alarms probability (in the range 0.0021 … 0.024 

depending on parameters of CNN). The analysis of probability characteristics for various object detection using CNN is 

presented in [50]. There are some improvements and modifications of CNN like demonstrated in [51]. In general, CNN 

is effective and robust technique of dangerous and prohibited objects detection [52], but it requires significant 

computing power. 

The literature considers various methods of processing and recognition in different fields, in particular, those given 

in publications [53–60], which could be adapted for automated screening systems. Some new ideas of signal processing 

developed for adjacent applications [54, 55, 61, 62] can also be considered as potentially useful approaches. However, 

the task of signal and image processing to improve X-ray screening efficiency for aviation security application is a very 

complicated and specific task with special requirements, in particular, limited processing time. Different things 

consisting the content of a baggage unit, when being radiated, can form some shadows on a conditional screen. These 

shadows for sure contain important information. The question is: how to retrieve useful data by processing these 

shadow images?  
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Thus, the article concentrates on this new approach for image processing. So, the aim of this article is to analyze 

the principles of shadow image reconstruction and processing while screening the baggage using X-ray system. 

Proceeding to the task formulation, it is reasonable to note that an X-ray system is based on the direct imaging 

method that contains the following operations: 

 

– irradiation of object with X-ray source in configuration space,  

– scattered or attenuated radiation receiving,  

– conversion of received radiation into an electrical signal and signal processing, 

– electrical-to-optical signal conversion [24, 63]. 

 

The second operation is associated exactly with the shadow images reconstruction. The shadow image of the 

inspected object is the shadow of the object in the X-ray range. Because the different objects absorb X-ray radiation, 

then shadow image shows the amplitude distribution for X-ray radiation on the receiving screen after its propagation 

through the inspected object. 

The idea of shadow image reconstruction was mentioned in some researches, for example, for medical applications. 

In particular, publication [64] considers analytical reconstruction technique for images called model-based iterative 

reconstruction. The authors present two examples of shadow reconstruction. The first example focuses on passing 

several X-ray pencil beams through a collimator, an image voxel, and a detector cell. These pencil beams have different 

X-ray photon paths through the object and are eventually approximated by a weighted sum of many simplified integral 

models. However, this process takes a long time. The second example in [64] is reconstruction of the shadow cast by 

each image voxel on the detector and use point response functions. In this example, only one ray is discarded between 

the source and the center of the image voxel to determine the intersection point at the detector, and the response 

function is used to distribute the contribution of the image voxel to different detector cells during the direct projection. 

The intensity of the received radiation at the detector is non-stationary and varies depending on the location of the voxel 

to account for different magnifications and orientations. The authors of this publication argued that second approach is 

more computationally preferable. 

Paper [65] deals with the method of shadow formation process during image analysis. In this research, the 

procedure for determining the shape of the shadow of voxel model using its discrete matrix representation is considered. 

Proposed by authors algorithm determines all the edges of the general parallelepiped-voxel model that influence on the 

formation of the shadow. For these edges, the direction in which the shadow propagates is determined. For each 

component of the discrete-matrix model, the presence of an obstacle for the formation of a shadow in a given direction 

is established and corresponding shadow is obtained at the screen. 

Paper [66] investigates the method of distance-driven projection and backprojection in three dimensions for X-ray 

systems. Authors analyzed different projection and backprojection methods in terms of signals re-sampling. In case of 

one dimensional signals, authors [66] used the linear interpolation kernel operation. This research also extends the 

distance-driven framework to three dimensions and substantiates its usage in case of cone beam image reconstruction. 

There are other approaches for shadow images obtaining. The research [67] concentrates on analysis statistical 

image reconstruction methods for transmission tomography, including X-ray systems. Paper [68] considers data 

processing and image reconstruction methods for pixel detectors. In paper [69], the reference sphere method is analyzed 

for shadow image reconstruction. 

Thus, the literature overview shows that the reconstruction of shadow images is a promising direction, which in 

particular is aimed at improving the efficiency of the operation of X-ray screening systems.  

Based on the above analysis, the mathematical description for attenuated radiation by objects inspected using X-

ray screening system can be given in general form as follows: 

 

 )(),(  I, P, G, F yx


 , (1) 

 

where x and y are abscissa and ordinate coordinates at the receiving screen; F


 is a form parameter that sets the 

complexity of inspected object (it can be simple or complex); G


 is geometric parameters of inspected object, which 

specifies numerical value of its dimensions; P


 is physical parameters of inspected object (density, attenuation, 

absorption coefficient, scattering coefficient and others); I


 is parameters of inspected object inclination with respect to 

coordinate axes. 

Mathematically this article aims describing the approach for determining attenuated radiation ),( yx  at the screen 

and analyzing the possibility this dependence usage for dangerous and prohibited objects recognition. 

Mentioned above analysis gives the possibility to formulate the summary statement about research objectives of 

this article: 

1) to develop the simple method of shadow image processing while screening the baggage using X-ray system 

based on the laws of geometry and Beer-Lambert equation; 

2) to obtain the mathematical description of simple objects images using proposed method; 

3) to analyze the application of simple objects images for complex objects shadows reconstruction; 
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4) to develop new approach of dangerous and prohibited objects recognition based on two-dimensional spatial 

spectrum of shadow images; 

5) to examine handgun recognizer according to proposed approach using statistical simulation. 

 

Research objectives are directed to reduce the false alarm probability of X-ray screening system with requirements 

of high level of correct detection and low computing time. 

3.  Method of Shadow Images Reconstruction 

The generalized structure of screening systems includes radiation sources, inspected object and receiving part. The 

receiving part includes equipment for images processing and displaying information for screeners. In the processing 

unit, information about the shadow image of inspected object is formed. 

The inspected object is placed between the radiation source and the screen at a certain distance [63]. At each point 

of the screen, the value of the radiation parameter that passed through the object (amplitude, polarization and others) is 

recorded. Each value of this parameter corresponds to a certain brightness of the optical image. In the general case, the 

optical image brightness distribution is also a three-dimensional function and depends on imaginary coordinates 

),,( zyx . In the following analytical models, the distribution of the brightness of the optical image is set similarly to the 

spatial distribution of the real parameter. Since the spatial parameter is a constant value within a certain volume, the 

brightness function of the optical image within this certain volume is also constant value. This volume is bounded by 

the two-dimensional function ),( yx . The resulting optical image is displayed on the monitor of X-ray screening 

system and is therefore two-dimensional. Coordinates ),( yx  set a certain point on the monitor screen. So, in fact, the 

brightness of the image is determined by a two-dimensional function ),( yx . 

In general, in order to improve the operational efficiency of screening system, it is necessary to continuously 

improve the structure of data processing, because: a) the diversity of inspected objects is constantly increasing, b) 

objectively there are noises of various origins, c) the volume of air transport is increasing, d) the time of decision-

making regarding the detection of prohibited objects is decreasing [24]. In these conditions, the issue of using new 

theoretical results in the field of data processing, in particular, statistical and filtering methods of signal processing, 

becomes relevant. At the stage of synthesis and analysis of data processing structures, it is advisable to use methods and 

means of electronic modeling and statistical simulation [43]. 

Fig. 1 shows the generalized structure of data processing operators for X-ray screening systems. 

 

Preprocessing Data collecting
Shadow image 

reconstruction

Filtration

Detection of 

dangerous and 

prohibited objects 

Electrical-to-

optical signal 

conversion 

Attenuated 

X-ray 

radiation

 

Fig. 1. The generalized structure of data processing operators for X-ray screening systems. 

A generalized methodical approach to the construction of shadow images of objects of various shapes includes the 

following steps: 

 

1. Selection of the type of radiation source and analysis of its physical features, as well as the scanning method. 

For example, if the source is point, then the wave has a spherical front, if the source is linear, then it has cylindrical 

front. 

2. Analysis of the geometric features of the inspected object and its location relative to the radiation source, 

formation of input data vectors (dimensions, distance from the source to the OC inspected object distance from the 

inspected object to the screen and others). 

3. Analysis of the electromagnetic radiation propagation through the inspected object to the receivers (screen, 

detectors). These phenomena obey Beer-Lambert equation and the laws of geometry. 

4. Formation of shadow image and its coding in a pseudo-color scale. 

 

According to Beer-Lambert equation, the intensity 
2

E  of radiation that propagates in a homogeneous 

environment (α = const) is described by the following expression: 
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  ,exp2

0

2
 EE  (2) 

 

where α is an absorption coefficient for the inspected object material; Δ is a distance over which X-ray propagated 

inside the inspected object, 
2

0E
 
is an intensity of radiation before hitting the inspected object. 

The basic laws of geometry for constructing shadow images include: 

 

– rules of triangles similarity, 

– the Pythagorean theorem, 

– theorems of sines and cosines, 

– formulas for determining the trigonometric functions of the angles of a right triangle. 

 

Consider the features of determining the shadow images of the simplest objects. Let the object is a parallelepiped. 

The location of parallelepiped in the screening system is shown in Fig. 2. 

Assume that the radiation source is point. The parallelepiped has dimensions (a, b, c). The distance between the 

radiation source and the inspected object is equal to d. The distance between the inspected object and the screen is equal 

to e. The inspected object has homogeneous structure, so α = const. The line connected the center of mass of 

parallelepiped and radiation source is perpendicular to the screen. 

To obtain general mathematical equation for shadow image, first consider shadow image formation in one plane 

and after that use the method of scanning. 

The projection of parallelepiped location in the plane perpendicular to ordinate axis is shown in Fig. 3. 
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Fig. 2. The location of parallelepiped in the screening system. 
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Fig. 3. The projection of parallelepiped location in the plane perpendicular to ordinate axis. 
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The abscissa axis corresponds to the down direction on the screen surface. The origin of the coordinate system is 

located on the screen surface at the point O, to which the perpendicular from the source is directed. The shadow 

equation will be an even function, so the calculation will be performed only for positive values. 

At the first stage of calculations, we will draw rays from the source to the vertices of the rectangle (in Fig. 3 they 

are indicated by blue dotted lines). It is obvious that OA = OB, OC = OD. According to the rule of similarity of right 

triangles, we can write the proportions 

 

 
ad

ead

b

OA






2
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d

ead

b

OC 


2
.  
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d
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b
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

2
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So 

 

 
 

ad

eadb
OA






5.0

 
and 

 
d

eadb
OC




5.0
. (3) 

 

At the second stage of calculations, we will draw two rays from the source to the screen. One ray hits a point at the 

segment OA, and another ray hits a point at the segment AC. It is necessary to determine the distances Δ inside 

inspected object (in Fig. 3 they are indicated by red segments). 

Consider the first ray. To determine considered segment, we find hypotenuse of right triangle with vertices at the 

source, point O and point x at the segment OA 

 

  22 eadxh  .  

 

According to the rule of similarity of right triangles, we can write the proportion 

 

 
ead

a

h 



.  

 

So 

 

  22 eadx
ead

a



 . (4) 

 

Consider the second ray. The right triangle with vertices at the source, point O and point x at the segment AC has 

the hypotenuse 

 

  22 eadxh  .  

 

According to the rule of similarity of right triangles, we can write the proportions 

 

 
x

b

h

h 21  and 
ead

d

h

h


2 ,  

 

where 1h  is a hypotenuse of right triangle with vertices at the source, point 1M  and point 1N , 2h  is a hypotenuse of 

right triangle with vertices at the source, point 2M  and point 2N . 

It is obvious that 

 

  22

21
2

eadx
ead

d

x

b
hh 










 . (5) 

 

Taking into account equations (3), (4) and (5), we can determine the mathematical equation for shadow 
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The examples of obtained shadow are shown in Fig. 4. 

The shadows were obtained for the following initial data: 5a , 6b , 3e , 7d  for the first shadow and 

30d  for the second shadow. The first shadow is edge-effected. In this case, edge distortion occurs, which affects the 

image quality. The second shadow has less edge effect. In general, analysis shows that the level of edge effect depends 

on ratio d / e. Increasing this ratio leads to a decrease in the influence of the edge effect on image quality. 

To obtain the final mathematical model of shadow image at the screen of receiver, consider the method of scanning, 

the features of which is shown in Fig. 5. 

It is better to consider the scanning process in a cylindrical coordinate system. The abscissa axis coincides with ρ-

axis. In this case, the scanning plane changes depending on the inclination angle θ. The section of the parallelepiped for 

different inclination angles θ is rectangle with side )(В . The projection of parallelepiped location in the plane for 

different inclination angles θ will be the similar as in Fig. 3, but instead of b we obtain )(В . According to cosine 

function definition 

 

 

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Fig. 4. The examples of obtained shadow. 
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Fig. 5. The examples of obtained shadow. 
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For the convenience of functions forming, we make inverse transition from the cylindrical coordinate system with 

the arguments ρ and θ to the Cartesian coordinate system with the arguments x and y. This operation is carried out with 

the help of known formulas 

 

  
x

y
yx arctg,  ,  

 

   22, yxyx  .  

 

Using equations (6), (7) and explained method of scanning with transition to cylindrical coordinate system and 

inverse transition, after mathematical simplification the final equation for shadow image of parallelepiped can be 

presented as follows 
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Equation (8) presents the shadow image in logarithmic scale. Real value shadow image can be get after Beer-

Lambert equation (2) usage, but in case of pseudo-color scale utilization, logarithmic scale gives more opportunity for 

subsequent recognition of certain objects. 

The example of shadow image for parallelepiped is shown in Fig. 6. 
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Fig. 6. The example of shadow image for parallelepiped. 

The shadow image in Fig. 6 was obtained for the following initial data: 5a , 6b , 3c , 7d , 3e . This 

image is influenced by edge effect, and has significant distortion. The two-dimensional shadow images on the screening 

system monitor are shown in Fig. 7. 



Shadow Image Processing of X-Ray Screening System for Aviation Security 

Volume 14 (2022), Issue 6                                                                                                                                                                       35 

1050-5-10
-10

-5

0

5

10

-10
-10

-5

0

5

10

1050-5  
       (a)                                                                                                         (b) 

Fig. 7. The two-dimensional shadow images on the screening system monitor: a) in logarithmic scale, b) in usual pseudo-color scale. 

Consider determining the shadow image for another simple object. Let the inspected object is a sphere. The 

projection of sphere location in the plane perpendicular to ordinate axis is shown in Fig. 8. 
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Fig. 8. The projection of sphere location in the plane perpendicular to ordinate axis. 

Perform calculations making similar assumption as for parallelepiped. The leg of right triangle SCD is 

 

   drdrrdSC 2222
 .  

 

According to the rule of similarity of right triangles SCD and SOA, we can write the proportions 
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For triangle MDN, where MN = Δ, according to law of sines 
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For triangle MDN according to law of sines 
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Taking into account equations (9), (10) and transition from sine to cosine function, we can determine the 

mathematical equation for shadow 
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Using equation (11) and the same method of scanning with transition to cylindrical coordinate system and inverse 

transition, after mathematical simplification the final equation for shadow image of sphere can be presented as follows 
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The example of shadow image for sphere is shown in Fig. 9. The shadow image in Fig. 9 was obtained for the 

following initial data: 5a , 4r , 7d , 3e . This image is influenced by edge effect, and has significant 

distortion. The two-dimensional shadow image on the screening system monitor is shown in Fig. 10. 
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Fig. 9. The example of shadow image for sphere. 
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Fig. 10. The two-dimensional shadow image for sphere on the screening system monitor in logarithmic scale. 

Similar procedures can be repeated to reconstruct shadow images of other simple-shaped objects. According to the 

authors opinion, such objects are a cone, a pyramid, a cylinder and a torus. 

The basic feature of discussed method of shadow images reconstruction is possibility to obtain the mathematical 

equations for inspected object description. Such feature allows developing efficient methods of dangerous and 

prohibited objects recognition in terms of minimizing the false alarm probability for low computing time. In addition, 

this technical property gives the ability to implement it in real scenario while screening the baggage using X-ray 

aviation system. 

4.  Complex Objects Analysis 

Consider the principles of formation of shadow images for objects of complex shape. Let vector of form parameter 

in (1) contains two components  gfF


, , where f


 is vector of simple objects, g


 is vector of complex objects. To 

describe the objects of simple shape, the following definitions are used: 
 

– object 1f  is parallelepiped; 

– object 2f  is sphere; 

– object 3f  is cone; 
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– object 4f  is cylinder; 

– object 5f  is pyramid; 

– object 6f  is torus. 

 

Complex objects are arbitrary objects that can be presented as a sum or intersection of other objects. Simple-

shaped objects allow determining wide range of complex-shaped objects by using operations of intersection, association, 

conglutination and others. With the help of these operations, it is possible to research the shadows of complex objects 

and compile a database of these objects, which allows improving the detection of dangerous objects and reducing false 

alarm for aviation security services. 

If   is intersection operation (object inside another object),   is association operation, then example of complex 

objects will be: 

 

– object 221 ffg   is object of complex shape of type “sphere inside sphere”; 

– object 112 ffg   is object of complex shape of type “parallelepiped near parallelepiped”; 

– object 3313 fffg   is object of complex shape of type “a parallelepiped next to a cylinder that has another 

cylinder inside” (the model of handgun); 

– object 5214 fffg   is model of knife. 

 

In addition, the considered method of forming shadow images can be used to obtain mathematical models for 

arbitrary location of the source, the inspected object and the screen. 

Consider a possible variant of using shadow images for recognizing dangerous and prohibited objects. For these 

purposes, we analyze the spectra of two-dimensional images.  

The two-dimensional spatial spectrum (the Fourier image ),( yx  ) can be found according to two-dimensional 

Discrete Fourier Transform: 
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where x  and y  are spatial frequencies, x  and y  are pixels coordinates at image of size NN  , ),( yx  is the 

image in the spatial domain and the exponential term is the basis function corresponding to each point ),( yx   in the 

Fourier space. The basis functions are sine and cosine waves with increasing frequencies. The term )0,0(  represents 

the constant component of the image. 

Fig. 11 shows the examples of spatial spectra of the shadows of the opaque circle, which is located almost above 

the center of the screen. 

Reducing the radius of the circle from ten to one leads to an increase in the main petal of the spectrum. The value 

of the amplitude of the spectrum is coded in the software by color (in case of monochrome version by shades of gray) as 

can be seen in Fig. 11. The invariance of the calculated spectrum to the location of the inspected object on the screen 

plane makes it possible to apply algorithms for calculating two-dimensional spatial spectra of the shadow image in 

relation to the required images of some anomalies of pattern in the screening systems of aviation security. 

The spectra of two-dimensional shadow images of a parallelepiped (Fig. 7a) and a sphere (Fig. 10) are shown in 

Figs. 12. 

The two-dimensional spatial spectrum must be matched to the required distribution of the radiation intensity of the 

inspected object ),( yx . In the further processing of visualization data, we find a solution in the frequency space, and 

then through the inverse Fourier transform, the required distribution ),(ˆ yx  is calculated. This obtained distribution is 

put in accordance with the images in the memory of the screening system. The decision to detect the certain object is 

made after matching the obtained image ),(ˆ yx  and the mask ),( yx . For further detection, it is necessary to form a 

2D-filter with certain spectral characteristics. 
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Fig. 11. Two-dimensional spatial spectra of a circle with different radius on a 100×100 plane: a) r = 1; b) r = 3; c) r =5; d) r =10. 
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Fig. 12. Spectra of shadow images of: a) parallelepiped; b) sphere. 

5.  Statistical Simulation of Handgun Recognition Based on Spectral Analysis of Shadow Images 

Consider example of synthesis and analysis of spectral method for recognizing prohibited and dangerous objects. 

In general, it is necessary to use a filter bank in the screening system to detect a given object. In this section, we will 

consider the features of handgun recognition. 

The procedure of synthesis and analysis was performed together with statistical simulation. The flowchart of 
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statistical simulation for spectral method of recognition is shown in Fig. 13. 
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Fig. 13. Flowchart of statistical simulation for spectral method of recognition. 

The initial information for simulation is the size of the image, the number of iterations, and the probability of false 

alarm. To simplify the calculations, an image size of 256256  pixels was chosen. Each pixel contains information 

about the color using 512 discrete values. The number of iterations can be arbitrary, but in this research, we chose it 

equal to 1000. The probability α of false alarm was set to 0.01 level. 

The first step of simulation is shadow images obtaining. The shadow of handgun with model 3313 fffg   

consists of shadows of three objects:  

 

1) parallelepiped (to display the handgun grip);  

2) cylinder (to display the barrel of the handgun);  

3) cylinder (to display the muzzle of the handgun).  

 

Since the material of the handgun does not pass X-rays, the shadow of the handgun on the image corresponds to 

the maximum level of response. The shadow of the handgun forms the mask image with size 3570  pixels. 

The shadow image of the handgun is randomly superimposed on the image with size 256256  pixels. At 

Therefore, we generate a random location and orientation of the handgun on the image for each iteration of simulation. 

For each pixel of the image, additive Gaussian noise is formed. The maximum noise amplitude and standard deviation 

were chosen in accordance with the three-sigma rule with a range of values variation from 0 to 511 (it is equal to 255.5 

and standard deviation is 85.167). The noise value was rounded up to an integer value. If generated noise value was out 

of range from 0 to 511, then it was deleted and a new value was generated. The example of generated shadow image 

with handgun and additive Gaussian noise is shown in Fig. 14. 

The second step of simulation is spatial spectra calculation according to the equation (13). The spatial spectra are 

determined for:  

 

1) the mask image superimposed on the image with size 256256  pixels without noise (Fig. 15a),  

2) the image with only noise without handgun shadow (Fig. 15b),  

3) the image with handgun shadow and additive Gaussian noise (Fig. 16). 

 

The third step of simulation is calculation of decisive statistics. This operation is carried out as convolution of 

spectra of the mask image superimposed on the image with size 256256  pixels without noise and the inspected image. 

The fourth step of simulation is calculation of threshold of decision-making. This step means determining 

convolution of spectra of the image with only noise without handgun shadow and the inspected image. The maximums 

of convolution matrices for each iteration are collected into the sample. As the number of iterations is 1000 and the 

probability of false alarm is 0.01, then threshold value is tenth value in ordered sample of maximums. In particular 

simulation, threshold is equal to 20500. 
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Fig. 14. The example of generated shadow image with handgun and additive Gaussian noise. 
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Fig. 15. The spatial spectra of the mask image (a) and Gaussian noise (b). 
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Fig. 16. The spatial spectrum of the image with handgun shadow and noise. 
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The final step of simulation is computation of the probability of correct detection and operating characteristic 

plotting. The mentioned probability was determined as ratio of decisions on handgun presence to the number of 

iterations for different values of signal amplitude and noise. Assumption on different values of signal amplitude is 

idealized and can be used only for mathematical model, because handgun shadow always has maximum amplitude. 

Therefore, estimated value of the probability of correct detection was chosen for signal-to-noise ratio equaled to 1. For 

this simulation the probability of correct detection is equal to 0.99997 (for 100000 iterations). The operating 

characteristic of handgun detection is shown in Fig. 17. 
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Fig. 17. The operating characteristic of handgun detection. 

The simulation shows the following advantages of spectral method of dangerous and prohibited objects recognition: 

 

1. The high efficiency of handgun detection in terms of statistical characteristics (the probability of correct 

detection is equal to 0.99997, the probability of false alarm is 0.01). 

2. Due to the properties of spatial spectrum, the efficiency of handgun detection does not depend on position and 

location and orientation of the handgun on the inspected image. 

3. High time performance and low cost of computing resources. 

 

It should be pointed that simulation results can give slightly better levels of correct detection and false alarm 

probabilities compared to real images obtained during X-ray screening system operation. 

6.  Conclusion and Future Research Directions 

This article has considered the principles of shadow image processing while screening the baggage using X-ray 

system. The proposed image processing approach includes the reconstruction of the shadow image for objects of simple 

shape, the compilation of complex object models from simple objects, and the recognition of dangerous and prohibited 

objects based on the spectral method.  

In comparison with the existing methods, the shadow image reconstruction has been developed based on the basic 

laws of geometry and Beer-Lambert equation taking into account the chosen technique of scanning. Such approach has 

given the possibility to determine the shadows using mathematical equations. At the same time, the step-by-step 

procedure of obtaining the mathematical models of shadow images for parallelepiped and sphere has been shown as an 

example. 

The compilation of complex object models from simple ones has given the ability to collect the shadow images set 

for real dangerous and prohibited objects with subsequent analysis of their spatial spectra. The spectral method for 

recognition based on Neyman-Pearson criterion has provided obtaining the required level of the detection probability 

for X-ray screening system. In particular, the article has presented the features and results of statistical simulation for 

handgun detection. This simulation has shown that using the spectral method of handgun detection provides high level 

of the detection probability (equal to 0.99997) at rather low level of the false alarm probability (equal to 0.01).  

Unlike known methods, the proposed spectral processing method for recognition has shown simultaneously high 

probabilistic characteristics of the sought object detection and preferable time performance with low cost of computing 

resources. 

The results of this research can be used for automation of screening processes while using X-ray systems. 

Future research directions are associated with: 
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– collecting the complete database on shadow images for dangerous and prohibited objects in aviation security; 

– two-dimensional spatial spectra analysis for masks of dangerous and prohibited objects; 

– synthesis of spectral detection algorithms for various dangerous and prohibited objects based on the Neyman-

Pearson criterion and the Bayesian approach; 

– analysis of efficiency of recognition technique based on shadow images usage, in particular, evaluating 

probabilities of detection and false alarm at real situations. 
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