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Abstract: Intelligent home automation has become more popular over the decade. Integration of automation in a home
security, enhances its self-dependability. An intelligent home, integrated with various smart system modules can
provide convenient and safe environment for the inhabitants and home appliances which can be easily controlled and
monitored even from a remote distance. In this paper an intelligent home automation and environmental solution is
proposed along with the architecture of integrated sensor modules. This proposed system is embedded with electronic
lock driven with password verification and biometric finger print scanner. This sensing tools ensure the system to
prevent unauthorized access. It is comprised with video recording of unauthorized person or intruder moving around
the home or office premises. Moreover, PIR motion sensor, IR sensors would also work as safeguard by helping to
capture image and Skype video calling from the inside of home or office. User will also be able to monitor the present
condition of the home or office by using Facebook post of image and message status. The implemented system as a
prototype for the justification and attestation of the proposals has been tested successfully. The observed data ensures
that the system is working efficiently.

Index Terms: Smart home, Security, Microcontroller, GSM, Sensors, Cameras.

1. Introduction

Smart home is an advanced technological concept for automation and controlling of home appliances through
intelligent and coordinated manners using smart devices and technologies [1]. Smart spaces consist of a large number of
heterogeneous devices, for instance, multiple sensors, actuators, microphones, cameras, smart appliances and so on.
This idea can open a new era of research on technology and networking. With the advancement of electronics and
computer science all the appliances and devices are getting tiny and controllable via the microcontrollers and
connecting to the internet. All these enabling individuals to enjoy network-based services, such as home energy
management, home security, home climate control, and other similar services [2,3]. The number of smart systems is
dramatically increasing with the development of newer devices. As a consequence, people of all over the world are
becoming more and more dependent on smart systems. Smart home systems can be categorized into four classes such
as- home appliances, lighting and climate control system, home security system, home communication system and
home entertainment system [4]. Home automation is a process for improving the quality of residents’ life by providing
flexible, comfortable and a secure environment. Home automation systems are used for controlling the indoor &
outdoor lights, heat, ventilation, air conditioning in the house to lock or open the doors & gates to control electrical &
electronic appliances, ensuring security with embedded surveillance system and so on using various control systems
with appropriate sensors [5,6,7,8,9]. Internet based home automation systems is one of the most popular system in the
world market [10]. Controlling and monitoring of a home from remote areas using internet requires a laptop or a
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2 Design and Development of an Intelligent Home with Automated Environmental Control

computer, which is not convenient to carry. So, for remote monitoring and controlling of a home both from inside and
outside, smart mobile phone-based system is the only effective alternative. Security is a complex domain and defeating
all types of threats in a single system is not possible, but some effective measures can be taken into consideration in
order to avoid basic security leaks. The dynamic home system [11] uses improved security system to make the home a
comfortable zone without any kind of anxiety. There are two types of security system- wired security system and
wireless security system [12]. Wireless system is very simple to use and very effective to deploy in the homes or offices.
Smart intelligent system [13] consists of the automation and security. In this type of system, a dedicate computer system
is used to monitor the whole system and can able to make a decision by taking signals from the sensing, imaging and
controlling devices.

In this work, emphasis was given to incorporate all types of facilities that are required for a modern home. The
heart of the system is the microcontrollers that are integrated with many other devices. In security system generally PIN
of card verification, password identification is being used but the main disadvantage is that password or PIN could be
hacked by others and card may be stolen or lost. But the system ensure security as Biometric fingerprint sensor is used
and each person’s fingerprint is identical. In our proposed system different camera module are used to detect the
intruder through immediate video calling and image capturing. In addition, with this feature many others modules are in
various stages of development. A complete solution to protect against intruders by any chance, all possible solutions
have been proposed to prevent the chance of becoming too firm. That’s why we are motivated to do this project. The
rest of paper has been organized as follows. Section 2 reviews the related work. Section 3 presents detail description of
the proposed system. Section 4 discusses the results. Section 5 provides conclusion of the work.

2. Literature Review

Many researchers have developed smart home systems with various features. Dynamic home security system with
laser has been implemented by Azfarina Jaafar et. al. [11]. In this paper the authors have showed the system interfacing
with webpage and windows 10 mobile applications. They have used Raspberry Pi-2 module for this system. In [12] IOT
based home security and automation system has been designed and implemented. They have used the internet to get
notification from the home. In this research the Wi-Fi connected microcontroller has been received status by user at
distance. Designing and implementing a SMS based home security system has been focused in [13]. They have been
used GSM technology to send SMS and two Android applications for user interfacing with the hardware.

Web based online door access controlled and face recognition system has been proposed in [14,15]. In this paper
Zigbee based wireless network was used. Zighee module and electromagnetic door have been used in this purpose. Face
detection and recognition system has been used to detect and identify visitors and send an email or an alert message
about the current home environment status via GSM network automatically to the home owner's mobile phone. Door
and windows monitoring system for home security has been implemented in [16]. In this paper there has an alarming
function and warning signal to the nearest police station when someone broke the door or windows. Android application
based home security system has been designed in [17]. This paper deals with the system which has been functioned by
the android apps with SMS triggering to aware others. Remote home security system and appliances control system
have been designed and implemented in [18]. GSM technology has been used to send SMS as a notification from gas,
smoke and other types of sensors.

Short message services (SMS) alert based home security system of different sensors has been implemented by
Azad and Kumar [19]. They proposed the system with motion sensor, smoke sensor, temperature sensor, humidity
sensor and light sensor. GSM network has been used to test this security system. In this system PIC microcontroller has
been used as a processing device. N. Agarwal and G.S.Nayak have proposed a remote monitoring home security system
[20]. In this system door locked password protected function, IR sensor to detect obstacles at doors and windows and
LM35 sensor for detecting fire have added. Programmable logic controlling home security system based on GSM has
been focused by Sujatha et. al. [21]. They proposed this system using motion sensor, IR sensor, GSM module and GSM
mobile phone. In [22] GSM technology based home security system has been designed and implemented by J.Bangali
and A.Shaligram. This system includes temperature sensor, PIR motion sensor, LPG gas sensor, light sensor and
humidity sensor. When sensors will receive corresponding signal then the processor send SMS through GSM modem.
In this system they have also proposed to use camera to take picture and video, a pc server to upload image. Image
tracking based home security system [23] with Arduino microcontroller has been proposed by G.Sushma et.al. In this
system two sensors are used. One is vibration sensor and the other is PIR motion sensor. A webcam is placed on the
door to capture image to identify intruder. SMS sent to the mobile phone of home owner if anyone tries to open the door
forcefully. Authors in [24] developed a home security and automation system using android and Bluetooth interfacing.
In this paper door lock and unlock system has been implemented by giving password through Bluetooth.

N. Prince and N. Ifeanyi have showed door controlling system based on microcontroller and computer or phone
[25]. In this system they have implemented password based door opening and closing. Android based apps were
developed in this system. If password is wrong, then the door will remain locked. In a system [26] visual basic DTMF
was used to run several modern features. In this system high security device, finger print sensor, GSM module have
used. Laser ray based security system for intrusion detection has implemented in [27]. Modern technology Wi-Fi based
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home automation system has been designed and implemented in [28]. In this paper the authors have used a network. In
this proposed system the first part consists of web server (connected to Wi-Fi) by which administrator can control the
system remotely. The second part consists of hardware interfacing unit. This section provides appropriate interface to
sensor and accurate home automation system. Wi-Fi and Bluetooth based security system has been implemented in the
[29,30] where all the sensor’s notifications go to the user via wireless technology. A PSTN based home security system
has been implemented in [31,32]. This is a wired based security system. Also some part of the system was incorporated
GSM based wireless module to alert the home owners.

3. Proposed System Of Home Automation and Security

The block diagram of the proposed smart home system has been presented in Fig. 1, Fig. 2. In these figure inputs
from different modules to and outputs from microcontroller have been depicted. Microcontroller processes the signals
coming from the inputs and provides output signals according to the preloaded instructions. The whole proposed system
has been divided into two parts i.e. outside of the house and front entrance is shown in Fig 1., inside part is shown in
Fig. 2.

Output
Excitation System(Outside of
the htglsﬁ and Front Boundary Surveillance | | Door lock/ | [ |
k) Light camera Unlock
Sensor/Module
Calling Finger Sonar
Keypad, bell Print Sensor DALY
Fig. 1. Block diagram of the proposed system for Outside of the house and Front entrance.
Output
Sl System(Home CoTY || gameea | TR0k (| CigRe. || AU
Section) pos 8
Fan/ Air Announcer Image Window P\Z: tl;l
conditioner capture OFF/ON Bell. Lisht
I
Sensor/Module
SW- ) Rain
R PIR Gas 18015p | | Flame || LM35 || DHTIL || GSM || Esp8266 | | goo,
Sriicke Sound Voice
Sensor Sensor

Fig. 2. Block diagram of the proposed system for Home section.

The function of the proposed system was implemented dividing the system into several modules as described in the
following sections.

A. Outside of the house and Front Entrance

The outside part of this home system is boundary section that consists of boundary walls, lights and surveillance
camera.

a. Boundary line and light: The boundary is associated with lights that turn on at the evening and turn off at
morning. This automation is controlled by the clock time set up on the microcontroller.

b. Surveillance Camera: When some person comes near the boundary section, the sonar sensor detects the person.
Distance (in cm) of the person from the sensor is calculated using the speed of sound. The ultrasonic sensor detects the
distance using equation (1) [33]
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d=cX- ()]
where

d = distance, ¢ = speed of ultrasonic sound in air,
t = time elapse to travel sound from the sensor system to the object and return it to the sensor again.

Output signal of the sonar passed to the microcontroller and it turns on the video camera (security camera) when
the distance is less than the threshold value and rings a buzzer to alert the inhabitants of the house. A servo motor has
been utilized that can rotate the camera up to 180 degrees. In addition, CCTV system is furnished with recording video
footage of any occasions, which may happen. If the person seems to be a harmful one, then the authority can take
appropriate steps according to the circumstances.

{

start )

/ Initialized Keypad, Biometric Sensor
Keypad_ref_value= preatored_password()
Keypad_input=user_password()
Finger_print_ref=prestored_finger_pattern()
Finger_print_scan_input=user_finger_print_pattern()

I\:cypnd_rcf_vnluc No

==Keypad_input?

inger_p ri@

==Finger_print_scan_in
put ?

Door Lock

Door Open

Fig. 3. Flow chart of proposed system (Security).

\/ Start

Initialized Calling_bell_response,
/ Surveillance_Camera, Physical sensor data
Calling_bell_response=push_button_read()
Distance _of moving object=sonner read()

/(ﬁ n gfbcllfrespon}\\\ N
Yes P ==push_button_read(1) \\0

- I

Distance_of _moving_object
Surveillance_ ==sonner_read(10)
2

Camera ON
P No

, St ~_
Yes Surveillance is imagé—__
known to user?

Door Lock

Door Open
By User

Fig. 4. Flow chart of proposed system (Advanced Security).

c. Front Entrance: Door, keypad system and calling bell are used in this section. A door lock system is placed that
functions through keypad interfacing. Once providing unlock password the door will automatically open and after
passing a predefined time it will be closed automatically. In Fig.3.the implementation algorithm of the proposed system
has been focused. Electronic locker will be open and close according to the following condition. The Biometric
fingerprint scanner identify the author to access the home according to the following algorithm in Fig. 3. A calling bell
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system has been added to this part. When someone from outside want to enter into the house he will press calling bell
switch.

When the calling bell is pressed then the video camera will atomically turn on and person stay in home can view
this video at instant which is working according to the algorithm in Fig.4. The owner of the house can give permission
to the person to enter into the home using password enabled android applications.

—_—

( Start )

/ Initialized Surveillance_Camera, Physical sensor data
/ Motion_detect=PIR_read()
/ Obstacle_detect=IR_read() /
/ Water_detect=water_level_read()
/ Gas_detect=Mgq_sensor_read()
/ Heat_detect=Im_35 read()
/ Humidity_detect=Dht11_read()
Flame_detect=Flame_read()
/ SMS_ref=Prestored_Text
/ SMS_Input=Text_read()

_][
; Yes
~_No Water_detect

Yes '@clc_dctt‘c =water_level_readi
==IR_recad(1)?
‘ Window

Power ON,
Capture Image Power OFF

and Post on KB
; Y

Heat_detect
==lm_35_read(1)

Yes Gas_detect
==Mq_sensor_read(l

Motion_detect

Xes ==PIR_read(1)?

Skype Video
Calling OFF

Window
Open

Close Audio Audio

Calling ON Calling ON

/ o No
Humidity_detect

==Dht11_read(1)

Flame_detect
==Flame_read(1)

SMS to Fire

Fan On Fan OFF Service With No SMS
Location Light ON Light OFF
SMS_ref==SMS_Input
Fan , Air conditioner, Light, Fan , Air conditioner, Light,

Locker, Heater Open Locker, Heater Close

Fig. 5. Flow chart of proposed system (Inside).

B. Home Section

The proposed system for inside part of the home automation and security has been showed in Fig. 5. In home
section many sensors are comprised for different purpose. For this reason, this section is also sub divided into ten
sections.

Fig. 6. Circuit for door lock system.
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a. Main door: In this part, a door lock system with fingerprint sensor is placed. The person whose fingerprint is
stored previously in the system’s memory can open the door. The sensor system compares the present scanned image
with the stored image and the door is opened depending on the matching result. Door will remain opened for a preset
time then will turn off automatically. The circuit arrangement of this part is shown in Fig. 6.

b. Motion Sensor (PIR): This is known as PIR or passive infrared detector. So as to make a sensor that can
determine a human body (person), by measuring temperature (applicable to human body temperature). Human body
with temperature of skin around 93 degrees F transmit infrared vitality with a wavelength of 8 to 10 micrometers [34].

According to Stefan Boltzmann law, the density of heat flux between the source and the heated surface is
expressed as

Q= 0'(:(7114 - T24) )
where: Stefan-Boltzmann constant,

0="567x10" Wm™2K™*
C, Constant, which characterizes emission surface and geometric properties.
T, — source temperature, (K)
T, - temperature of heated surface, in this case the surface temperature, (K)

The thermal radiation of the PIR sensor obey the above equation [35].

¢. Video capturing and live streaming: In this work two CCTV camera and two PIR sensors were placed inside the
room. When the main door of the room is locked and if any person entered the room by breaking window then the PIR
sensors can detect the presence of the person. The output signal of PIR sensors are passed to the microcontroller to
activate skype calling system that shows live video of the room to the owner of room. For this purpose, a servomotor is
used to rotate the camera to take picture throughout the room. The camera was so placed that is not easily noticeable.
The system is also equipped to upload the image of the room to the Facebook account of the owner. The implemented
result of skype video calling is shown in Fig. 10. User will rapidly see the intruder in the home.

d. Kitchen Room: In this proposed system, a kitchen room has been designed incorporated with different types of
Sensors.

MQ2 sensor works as a comparator circuit. This sensor functions according to Eq (3) and (4).

(float)Sensor_value
1024

sensor_volt = %X 5.0 3)

. 5.0-S it
Resistance of sensor Rs_gas = >~ 297 (4)
Sensor_volt

The sensing resistance will be decreased with the increase of PPM (Parts per millions) of the gases.

According to ratio of the sensing resistance Rs and the fresh air resistance Ro with respect to PPM, smoke, LPG,
CO,, CH4 can be identified. A flame sensor is used to detect the fire inside the kitchen. When flame sensor output is
positive microcontroller turns on buzzer and send a SMS to the fire service which is shown in Fig 8. The implemented
circuit arrangement is shown in Fig. 7. The audio calling notification for detecting gas in the kitchen room is shown in
Fig. 9.

Fig. 7. Kitchen room equipped with flame, gas, smoke and heat sensor.
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16:42

"FIRE BREBKOUT"

LOC: Dept of EEE, Islamic
University, kushtia.

Post Code:7003

Now - via 017

Text message
from 017 i

06

Fig.8. SMS to the nearest fire service

_ Grameenphone

Teletalk

Fig. 9. Audio calling function when Gas has been detected by this sensor.

Heat detection sensor is placed in kitchen to detect unexpected heat. This Sensor measured the temperature using
the equation express in (5) and (6).

val

mv = x 5000 (5)
1024
mv
cel = H (6)

When the heat is larger than a threshold value (60 degrees centigrade for example) then the corresponding
notification will be uploaded on Facebook timeline and an alert will be sent to the authority at that moment.

e. Earthquake Detection: A vibration sensor (sw-18015p sw) has been placed to identify the earthquake. This
sensor can identify vibration above a threshold level by acting as a switch [36]. If any vibration is sensed the result can
be sent to the remote house owner by instant Facebook posting or a voice call using GSM module.

B Skype™ - niaz.mostakim

Skype Contacts Conversation Call View Tools Help

‘, Maostakim
6 Online

Q, Search

Friday, January 20, 2017
# Home # Call 4+ New
Lal 5:38 PM
N Smart_intelligence Home calling...
% intell P o g9
&,o Smart_intelligence Home -~ : % & - w — 11:37 PM
o “

COMTACTS  RECENT

Fig. 10. Skype video calling
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f. Humidity and temperature controlling: A humidity and temperature sensor is used on this system to monitor
temperature and humidity. Turning on and off of fans and air conditioners can be operated depending on the sensor
output.

<@, Intelligencee Home added a new photo.
5\—6'7:' 21 January at 14:58 - 1Sheeld - 2=

2

N . Rl = it v
Fig. 11. Image post on the Facebook TimeLine

0. Notification to the owner about the condition of home appliances: SMS controlled home automation system is
proposed on this system. A GSM module is added to enhance the functionality of this system. To ensure the system
work properly and aware about the conditions of the appliances notification system has been included that will send
through SMS. In this part, fan ON/OFF, Air conditioner ON/OFF; Heater ON/OFF; Store room Opened/Closed,
Neighbor announcing ON/OFF functions are added. After activation each and every function, it will notify the author
by sending SMS. The operation of GSM Controlling home appliance is shown in Fig.12. The implemented circuit of
GSM controlling home appliance is shown in Fig. 14.

SIMO000 Gsm Mod...

Air condition ON
Received by SIM 1

bo X

Sent by SIM 1
‘ Air condition OFF
Received by SiM 1
20/01/2017 05:33 PM
al L
Sent by SIM 1
fan ON
Received by SIM 1
ad 4
Sent by SIM 1
20/01/2017 05:34 PM
‘ fan DFF
Received by SiM 1

Fig. 12. SMS Controlled home appliance and confirmed these operations through notification.

¢

Fig. 13. Circuit Wi-Fi module for connecting household devices to internet.
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Fig.14. Implemented circuit of GSM module

h. 10T using Wi-Fi Hot-Spot: In Fig. 13 Wi-Fi module was used to create a small network of household devices
such as water pump, TV, fan calling bell etc. This Wi-Fi based network was connected to the internet to make the
devices controlled from remote areas and using this hotspot the value of the gas sensor is sent to the server. After
analysis this PPM value we can detect which gas is leakage.

i. Voice Controlled Device Operation: A voice command based device controlled system has been developed. In
this part, bedroom light on and off, bathroom light on and off, computer on and off functions are controlled by voice of
an authorized person. In the present work all devices are controlled by a single voice command using android apps via
Bluetooth. Implemented circuit of voice controlled home automation is shown in Fig. 15.

j. Locker security: For preventing valuables stored in locker we proposed a sensor to detect the intruder in front of
it. If any one comes in front of the locker door and try to damage the locker, then the IR sensor detect the intruder and
camera capture the image and post to the Facebook timeline. The captured image and timeline post is shown in Fig. 11.

Fig.15. Circuit for voice command based appliance control.
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Fig. 16. The whole implemented system (inside view).

4. Result & Discussion

In this work a smart home system which the authors have termed as the “complete home system” has been
designed and implemented. Numerous sensors and communication modules have been utilized to make the system a
complete one. All the components were seen to function properly. In this system SMS and finger-print based door lock
was used. Video camera, actuator for video camera integrated with PIR sensor, gas sensor, smoke sensor, flame sensor,
heat sensor, water level sensor etc. were used. Some results of the functionality of the sensors are given in following
tables and figures. As we have proposed a prototype for complete home security system and the testing result for all
section are showed in Fig. 8, Fig. 9, Fig. 10, Fig. 11 for sending SMS to nearest fire service, audio calling when gas is
detected, skype video calling, image captured and post respectively. For detecting the gas leakage and identify the

harmful gas is shown in Fig. 17., Fig. 18, Fig. 19. for LPG, smoke and CO respectively.

Table 1. Testing the accuracy and reliability of the system

biometric print

Name of Device Condition/value No of Performance/result
experiments
Operation
Mqg2(Gas Sensor) Measure PPM of CO, smoke, 13 Identify individual gas and Send
LPG notification through SMS
Heat Sensor More than 50 degree centigrade 5 Notification through FB post.
(90% accurate)
Dhtl1 Temperature more than 30 and 10 Control the home temperature and humidity at
humidity more than 50 comfortable condition (99% accurate)
Water Level Sensor More than 600(Analog value 7 Notification through fb post and control the
level ) windows. (90% accurate)
Vibration Sensor High/Low 6 Notification through fb post,(90% accurate)
Camera After detecting object by 9 Capture video (75% accurate)
Ultrasonic sensor
Ultrasonic Sensor Less than 10 Cm 8 Camera ON to video(75% accurate)
Wi-Fi-Module Connect to Web browser 7 Control Home appliance
PIR Motion Sensor High or Low 8 Skype Video calling
95%
GSM module Identify command 15 OFF/ON through SMS (87% accurate
1sheeld High or Low 20 SMS, VIDEO, FB post (80% accurate)
Flame Sensor High or Low 5 BMS to fire service with location, 85% accurate
Smoke detector Identify GAS and Smoke 6 SMS notification (95% accurate)
Fingerprint Sensor Matched or not matched 7 High or low, (100% accurate )

Copyright © 2020 MECS
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Table 2. MQ2 Sensor data (Rs/Ro) for LPG with respect to PPM

0.6

04

0.2

log(Rs!Ro)
o

02

04

Fig. 17. LPG detection

Table 3. MQ2 Sensor data (Rs/Ro) for Smoke with respect to PPM

U8 a

0.6

04

Log(RsRo)
o

06 @

Fig. 18. Smoke detection
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Table 4. MQ2 Sensor data (Rs/Ro) for CO with respect to PPM

PPM Rs/Ro
151 1.37
231 1.3
486 1.28
559 1.18
563 1.16
695 1.12
891 1.01
1201 0.94
05 <
Co Detection
04
s
0.3 . *
2 ®
=02
% ' ® In(Rs/Ro)
@ @ ¢ In(Rs/Ro)Standard
£01 &
>
0
45 5 55 6 6.5 . 7 7.5
|
01 *
0.2 INPPM)

Fig. 19. CO Detection.
5. Conclusion

The intelligent home system make humans daily life easier. In this work a home system was designed and
implemented to ensure security of home or offices. All possible security threats were tried to mitigate using multi-layer
security concept. Controlling of different household devices was made easy by using different sensors and
communication modules. In our proposed system video calling, image capturing to identify the intruder have
implemented and tested. This feature ensures the security of valuables. Present condition of room can be easily
accessible using this system. This system is reliable because different steps of protection level is used to implement this
system. If one section is failed to give the notification, then another section will give the notification. This proposed
system is much better than other system because in our proposed system multilayer protection automation present and
all section accurately working as proposed. In future author will upgrade this system by using image processing to find
the personal information of the intruder within very short time and artificial intelligent will be added to this system to
get more feature in home automation.
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