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Abstract: This research examines RAFA-BioAuth, a risk-adaptive, fairness-aware framework for mobile banking in the
presence of presentation attacks and facial occlusions. The proposed solution combines aspects of identity similarity,
passive presentation attack detection (PAD), asymmetric financial-risk estimation, and fairness regularization at the
identity level. For evaluation purposes, all benchmark datasets were split into subject disjoint training, validation, and
testing sets. The threshold values from the validation set were used. Bootstrap resampling was employed to estimate the
variance. Monte Carlo simulations were performed to estimate the risk. The results showed that identity verification
(AUC = 0.548) and PAD (AUC = 0.55) were poor. Comparing RAFA to the AND rule resulted in FAR = 0.20, FRR =
0.31, and expected risk = 340. On the other hand, the AND rule had lower FAR of 0.09, but increased FRR to 0.78.
Finally, a conservative end-to-end approach produced an FRR of 0.686. Thus, our results indicate trade-offs rather than
production-readiness, as we did not perform deployment, cross-device, or cross-dataset validations. We present the
contributions of this research as being an interpretable integration and not a new algorithm.

Index Terms: Biometric Authentication, Mobile Banking, Presentation Attack Detection, Risk-Aware Fusion,
Fairness-Aware Authentication, Financial Risk Optimization.

1. Introduction

The development of secure and convenient methods of authentication is one of the main drivers behind the rapid
expansion of mobile banking. Biometric authentication technologies provide an attractive combination of user
experience and security. Face recognition technology exemplifies this balance by enabling frictionless authentication
without the need for additional hardware. Face recognition technology has therefore been widely adopted across various
fields [1,2,3].

However, despite being widely adopted across many areas of use, face recognition technology still has a number of
significant limitations. One major limitation of face recognition technology is its susceptibility to presentation attacks.
Presentation attacks include printed photographs and digital video replays of facial images. If such attacks are not
effectively mitigated, they may result in unauthorized access to individuals' accounts [4,5,6,7,8]. As a result, these
forms of presentation attacks are particularly important to mitigate in the context of financial applications. This is
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because false acceptance rates are directly correlated to potential financial loss [1,3].

A second limit is performance degradation due to facial occlusion. Masks represent a type of structured occlusion,
removing or redistributing the identity features used by face-recognition models. Therefore, models trained mostly on
unobstructed faces will have decreased separation between true and impostor comparisons when part of the face is
obscured, thereby reducing their reliability in mobile banking [1,2,9].

Existing research covers presentation attacks, occlusion, mobile authentication and biometric fusion. However,
each topic is usually examined with a different objective and protocol. Methods resistant to presentations are optimized
for detecting presentations; methods aware of occlusions are optimized for robust recognition; mobile authentication
studies usually focused on context and policies. In addition, the enhancements described in one area do not
automatically imply lower total banking risk or greater fairness in user outcomes [1,3,4,18].

Research has also been conducted on detection of presentations through remote photoplethysmography,
convolutional liveness classification, time-based analysis, physiological reactions, and multi-modal sensing
[10,14,15,31,32,33]. The approaches exhibit great differences in sensor needs, attack coverage, and test protocols. This
paper's unresolved question is not which of the presented PAD techniques is better, but how the identity and liveness
evidence will interact with each other at a decision level, in a controlled protocol for a high-risk app.

Although many previous studies evaluate face verification and liveness detection separately, operational
authentication decisions rely on the interaction of both [8,12,14,16,18]. Incorrect calibration can allow spoofer
acceptance or cause rejecting valid users. An important end-to-end evaluation would therefore need to provide joint
security, usability, cost, fairness, and uncertainty rather than just individual accuracy for each component
[8,10,12,15,17].

In order to fill this gap, this study examines decision-level integration of face-identity similarity and passive PAD
evidence for mobile-banking authentication. It does not develop a new face recognition backbone or PAD algorithm.
The contribution of this study is the structure of combining well-established biometric evidence with asymmetric risk
modeling, identity-level fairness regularization and end-to-end comparison within a common controlled protocol
[8,10,12,15,17].

The identity and liveness threshold values were chosen using validation data. Subject-disjoint partitioning was
used to prevent data leakage between training, validation and testing. Repeated resampling was used to assess internal
sampling uncertainty. Although these controls enhance internal validity, they cannot replace cross-device, cross-dataset,
longitudinal, or real mobile-banking validations.

Therefore RAFA-BioAuth should be considered as an interpretable decision framework that integrates identity
similarity evidence (face), liveliness evidence (liveness) , estimated relative financial-risk (risk) and fairness-aware
regularization. The biometric and statistical parts of the method are established methods and are not claimed to be
individually novel algorithms.

This paper provides four verifiable contributions. Firstly, it represents authentication as a decision made jointly
based upon identity similarities and liveness evidence. Secondly it compares verification only use of the methods listed
above with AND rule use, weighted fused results and risk adaptive decision boundaries using the same measurements
(scores), subject splits and validation procedures. Thirdly it examines false accept and false reject costs with variation
due to identity rejection. Lastly it reported on security, usability, relative expected risk, fairness dispersion and internal
sampling uncertainty. All conclusions were limited to the controlled bench mark protocol.

2. Methods

2.1. System Overview

The structure of the RAFA-BioAuth system is divided into four levels — identity verification, PAD, fairness
regulation, and RFR — and these are based on previously described principles for biometric fusion and secure
authentication systems [18,19] but instead of using an individualized threshold or single fusion-rule approach, this
framework evaluates the overall success in authenticating a user as a cost-based and fairness-restricted decision-making
process. The four layers in which this decision making occurs are: facial embedding generation; liveness determination;
risk adaptive aggregation of evidence; multi-criteria assessment.

2.2. Datasets and Experimental Protocol

The experiments utilize public benchmark databases which have been used for both face recognition (FR) and
presentation attack detection (PAD). These databases include variability in facial expressions, lighting, and head poses.
They also contain images and videos of bonafide subjects, as well as replayed and printed photos of the subjects. This
will allow us to perform comparative studies with a controlled protocol; however, these databases do not reflect how
users interact with their mobile banking systems and thus we cannot assess the external validity of our results when
deployed in a production environment.

We divide each database into disjoint subsets for testing, validating, and training. This ensures no overlap in
subject identities across subsets. We compare the verification performance of the different methods by analyzing their
similarity distributions for genuine and imposter pairs. We determine whether an image or video represents an attack
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based on the PAD score. All thresholds, fusion weights, and regularization parametersare determined using only the
validation set. Therefore, all evaluations occur on the test set only.

We use bootstrap resampling techniques to estimate the variance associated with internal sampling uncertainty. We
also utilize Monte Carlo simulations to provide estimates of the distribution of relative expected loss assuming that both
false accept and false reject rates incur equal losses. While these two methodologies help to alleviate dependency on a
particular sample realization, neither methodology provides cross-dataset, cross-device, nor operational validation.

To ensure a fair comparison, each method utilizes the same subject disjoint partitions, identities, identity scores,
PAD scores, and validation procedure as RAFA-BioAuth. Since each method has only been trained on the validation
sets prior to testing, the comparison isolates differences in the decision rules employed rather than differences in the
modern biometric processing backbone or sensor hardware.

Unfortunately, due to availability constraints, we did not have access to any mobile banking biometric log files,
independent external datasets, or cross-device tests. Thus, our findings provide evidence of decision framework
behavior in a controlled study. Subject-disjoint splitting, validation-only parameter optimization, resampling, and
sensitivity analysis minimize selected internal validity risks; however, they cannot validate generalized behavior across
different populations, devices, environments or forms of attacks.

2.3. ldentity Feature Extraction

The first stage of the framework involves discriminative identity representation. A convolutional neural network
backbone maps facial images into a compact embedding space. Specifically, the final classification layer is replaced
with an identity-preserving projection layer, yielding embeddings:

f(x) € R4 1)
Similarity between two face images x; and x; is computed using cosine similarity:

fO5)f (%))

S = eI Gl

@

The decision threshold 1iq is determined via Equal Error Rate (EER) analysis, defined as the operating point where:
FART(Tiq) = FRR(T;q) ®)

This embedding representation provides the quantitative identity evidence for the authentication decision.
2.4, Presentation Attack Detection

Although identity similarity measures user identity, it does not determine whether the sample originates from a live
subject. Therefore, a PAD module is integrated to detect spoof attacks. The importance of liveness analysis in secure
biometric authentication has been widely emphasized in both general biometric security surveys and multimodal anti-
spoofing studies [19,20].

Given an input face image x, the PAD model produces a liveness probability:

L(x) = P(live | x) 4
A decision threshold 1) is Selected to minimize the Average Classification Error Rate (ACER):

APCER + BPCER
ACER = > (5)

where APCER denotes attack presentation classification error rate and BPCER denotes bona fide presentation
classification error rate. The PAD output constitutes a probabilistic measure that complements identity similarity in
subsequent fusion.

2.5. Research Gaps and Position

Relevant literature can be categorized into four categories: Risk- or Context-Aware Access Control, Multimodal
Biometric Fusion, Presentation Attack Detection, and Occlusion-Robust Verification. The above mentioned threads are
optimized for different purposes and are normally tested with different data sets, sensors and attacks; direct numerical
comparison is therefore not meaningful.

Studies focusing on Risk-Aware Mobile Authentication generally focus on the best way to escalate context or
policy rather than integrating face similarity and passive liveness scores [43,44,45]. PAD research generally focuses on

Volume 18 (2026), Issue 4 — Page 52



RAFA-BioAuth: Risk-Adaptive and Fairness-Aware Biometric Authentication for Secure Mobile Banking

discrimination against spoofs and multimodal or robustness oriented designs [28,31,32,33]; however, it generally does
not translate individual errors into end-to-end banking loss and user rejection.

Occlusion-aware verification focuses on recognition robustness, and score-level fusion is based on empirical
weight selection and aggregation metrics [18]. Therefore, the key is to evaluate evidence of identity, liveness,
asymmetry costs, and identity-level variation upon rejection under the same process.

RAFA-BioAuth addresses this integration gap rather than a gap in algorithmic novelty. RAFA-BioAuth's
methodological contribution is to show how security, usability, relative expected loss, and fairness disparity change
together under the same decision model. Regardless of the quality of the overall system, it has limits determined by the

weak identity and PAD components used in the test.

Table 1. Differentiation between RAFA-BioAuth and closely related authentication studies.

. . . PAD / Difference from RAFA-
Study Focus Fusion Risk / Fairness Ocelusion Type BioAuth
. . No joint face Does not jointly combine
Chen etal. Risk-aware Policy or multi- Rildsé(n:\tN?IrS\’/QIO verification + Access-control identity score, liveness,
(2024) access stage fai y passive PAD financial loss, and fairness
airness . y dllt
banking test regularization.
Risk-aware; no Addresses mobile risk, but
Hintze et al. Mobile risk nc18rtti‘r31)1(ct>l:jaall explicit NO;;;szsfadcgn Continuous not banking PAD +
(2019) authentication - financial-loss P authentication financial risk + identity
fusion o PAD .
objective fairness together.
Security- Improves fusion but does
. s ) Not centred on - -
Ayeswarya and Context-aware Adaptive usability focus; - S . not integrate passive PAD,
. . . . ! . L passive face Multi-biometric - -
Singh (2025) biometrics biometric fusion limited cost liveness banking loss, and fairness
modelling dispersion.
Audio-visual Sur\_/ey of D|sc_us§es Broad PAD and Establishes the field
Mandalapu et - . multimodal security; no - . context but does not test
biometrics and o biometric Survey . e -
al. (2021) recognition and RAFA-style financial-risk/fairness
PAD . L coverage ;
attack detection optimization fusion.
Provides a stronger PAD
Polarization- No financial- Advanced PAD; direction, but uses a
Tian et al. Multimodal oriented risk or identity- not a joint PAD method different sensor/protocol
(2023) face PAD multimodal fairness banking and does not evaluate joint
PAD objective decision test identity, banking cost, and
fairness.
. Integrates the four
Joint P
Explicit verification + objectives in one
Mobile-banking Risk-adaptive ) S . Interpretable controlled decision
Proposed . . : . financial risk passive PAD .
. biometric identity + - . decision framework, but does not
RAFA-BioAuth R . . and identity under . -
authentication liveness fusion . - ) framework provide external validation
fairness occlusion/spoofi
n or state-of-the-art
9 component performance.

Table 1 presents selected studies based on their scope rather than their reported performance metrics. Due to the
differences in each of the earlier works' respective datasets, sensors, type(s) of attack(s), preprocessing pathways, and
assessment metrics, previous numerical results cannot be directly compared. This experiment will re-implement only
four decision procedures using the exact same split and score dataset, and therefore this experiment will not compare
the present biometric-based decision processes with the state-of-the-art for the underlying biometric component(s).

Therefore, the empirical claims of this study are limited to verification-only, AND-rule, weighted fusion, and
RAFA-based decisions, all assessed using an identical controlled experimental procedure. Any strong PAD or face-
verification backbone can significantly alter both the absolute false accept rates (FARS) and false reject rates (FRRS).
To conduct an external comparison that accounts for all the potential variables, such as training and testing modern
methods on the same data, devices, attacks, and evaluation criterion(s) would be required.

2.6. Conventional Fusion Strategies

Prior to introducing the proposed risk-aware authentication framework, several conventional fusion strategies are
implemented as baseline models. These methods represent commonly used decision mechanisms in biometric
authentication systems and provide reference points for evaluating the effectiveness of the proposed approach.
Specifically, three representative strategies are considered: verification-only authentication, conjunctive fusion using an
AND rule, and weighted linear score fusion. Each method combines identity similarity and liveness information in
different ways, and therefore exhibits distinct trade-offs between security and usability, consistent with the broader
biometric fusion literature [18].

2.6.1. Verification-Only (VO)

The verification-only strategy represents the most basic form of biometric authentication, in which the
authentication decision relies exclusively on identity similarity between the probe image and the stored template. In this
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approach, the system evaluates whether the similarity score exceeds a predefined identity threshold. The decision
function is defined as:

Dy, (x) = 1(S 2 714) (6)

where S denotes the cosine similarity between the identity embeddings and 1y represents the verification threshold. The
indicator function returns a positive authentication decision when the similarity score exceeds the threshold. Although
this strategy is computationally simple and widely used in conventional face verification systems, it neglects additional
security signals such as liveness detection. Consequently, the model is vulnerable to presentation attacks and does not
account for the asymmetric economic consequences of authentication errors in financial applications [19].

2.6.2. AND-Rule Fusion

To improve security against spoofing attacks, many biometric systems incorporate presentation attack detection
(PAD) signals in addition to identity verification. A common strategy for combining these signals is conjunctive fusion,
where authentication is granted only if both identity similarity and liveness probability exceed their respective
thresholds. The decision rule is formulated as:

DAND (X) = 1(5 2 Tid) A 1(L 2 Tivve) (7)

where L denotes the liveness probability produced by the PAD model and t_live is the corresponding liveness threshold.

The AND rule requires that both identity similarity and liveness be greater than their respective threshold values. A
rectangular acceptance area as shown above, can provide a level of protection against false acceptances (when both
signals are good) but will reject valid subjects anytime one of the two signals becomes corrupted due to some form of
noise, occlusion, or variability in the capture process [18,20,21].

2.6.3. Weighted Linear Fusion (WF)

An alternative approach to multimodal authentication is weighted linear fusion, which combines identity similarity
and liveness scores into a single continuous decision variable. This method allows the system to balance the
contribution of each modality through adjustable weights. The fused score is defined as:

R(WF) = W15 + WzL (8)

where w; and w, represent empirically determined weights that control the relative importance of identity similarity and
liveness detection. Authentication decisions are then determined using a single threshold applied to the fused score:

Dwr x) = 1(R(WF) =>1) 9

Compared with the AND-rule strategy, weighted fusion produces a smoother decision boundary and allows
gradual trade-offs between verification and liveness signals. However, the method remains heuristic in nature because
the weights are typically selected empirically rather than derived from principled optimization. Moreover, the approach
does not explicitly consider fairness constraints across identities or the asymmetric costs associated with authentication
errors in financial systems. These characteristics are consistent with broader observations in the biometric fusion
literature regarding the strengths and limitations of score-level integration methods [18].

2.7. Proposed Risk-Adaptive Fairness-Aware Fusion (RAFA-BioAuth)

To overcome these limitations, the proposed RAFA-BioAuth introduces fairness regularization within a risk-
minimization framework. The composite risk score is defined as:

R(RAFA) = W15 + W2L - AO‘Z (10)

where oi denotes intra-identity instability and A controls fairness regularization strength.
Authentication is determined by:

Diraray(x) = 1(Rrara) = T(risk)) (11)
The threshold 1 IS optimized by minimizing expected financial loss:
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where CFA is the assumed cost of a false acceptance, and CFR is the assumed cost of a false rejection. The model
changes authentication to an asymmetric decision-risk type issue. Therefore, the resultant risk values represent relative
experimental units based on the cost assumptions; they do not measure actual bank loss [18,19,20].

2.8. Fairness Quantification

Fairness is evaluated at the identity level. For each identity i, the false rejection rate is computed as:

_ False Rejections for identity i

FRR; = 13
' Total genuthe attempts for i (13)
To measure dispersion across identities, the coefficient of variation (CV) is defined:
o(FRR
_ 9(FRRg) (14)
W(FRRy)

Lower CV indicates more equitable authentication reliability. By incorporating o; into the fusion score, the
proposed framework explicitly penalizes identities with high instability.

A very high level of FRR at the identity level is to be treated as a trigger to initiate a non-exclusionary fallback
process instead of permanent refusal. Some candidate safeguard measures that could limit the damage caused by a false
match include; a fixed number of attempts to re-capture (recaptures), quality guided re-enrolment, one or more
additional live captures on top of what was captured during initial enrolment, and/or step-up authentication through a
completely separate and independent communication channel. The thresholds selected must also remain below
predetermined FAR limits.

2.9. Multi-Objective Optimization and Pareto Analysis

Because minimizing financial risk and minimizing fairness dispersion may conflict, the model supports multi-
objective optimization. By varying », a Pareto frontier is generated in the objective space:

Operational Pareto tuning may also be performed as a fixed validation procedure: (1) establish an organization-
specific upper bounds for FAR, FRR, identity-level CV, and customer-friction cost; (2) examine all combinations of a
predeclared set of identity threshold levels, liveness threshold values, fusion parameter settings, and fairness
regularization strength values against a validation buffer from recent time; (3) eliminate each combination which is in
violation of an upper bound; (4) determine the subset of remaining feasible (non-violating) combinations such that no
combination in this subset has higher values than another combination within the subset for at least one metric; (5)
choose the feasible point with the minimum assumed expected loss value; and (6) validate the chosen feasible point on a
separate "hold out" validation buffer before deploying it.

(R, CV) (15)

Points in the Pareto frontier are only conditional optima for the specified objective(s), constraint(s), data, and cost
assumption(s). The points do not constitute an optimal universal bank policy.

2.10. Calibration Analysis

To ensure probabilistic reliability of fused scores, logistic calibration is applied. Calibration performance is
evaluated using the Brier score:

Brier = (1/N)X(i = DY (p; — y:)? (16)

where p; denotes predicted probability and y; denotes ground-truth label. Lower Brier scores indicate better alignment
between predicted confidence and empirical correctness, strengthening risk-based decision validity.

The Controlled Adaptive-Threshold Deployment Protocol is a process made up of five steps: (1) Collecting a
labeled validation buffer representative of approved devices, capture conditions, and existing usage; (2) Calculating
false alarm rate (FAR), false rejection rate (FRR), relative expected loss, PAD uncertainty and identity level variance
for each of the pre-declared candidates; (3) Rejection of those candidates that either violate organizational security or
fairness criteria; (4) Selection of the point representing the lowest total loss from the remaining Pareto set, and
verification of that point on a separate hold-out buffer; (5) Monitoring drift with explicit step-up and roll-back strategies.
Thresholds should never be changed based upon verified production results or solely based upon acceptable
transactional activity since this can cause feedback and could introduce security risks.

2.11. Statistical Validation
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Bootstrap resampling was performed to calculate the variance due to internal sampling variability. In each
resample a subset is drawn with replacement from the evaluation data. Then each subset computes FAR and the
coefficient of variation (cv) as an indication of how much different identities are treated fairly. These results then form
empirical distributions on which can be built the confidence intervals and visualizations of uncertainty. This analysis
investigates how sampling variation occurs within the given benchmark data, i.e., this study does not examine the
possibility of generalizing the results to new sets of data or new hardware.

To compute the confidence ellipse in FAR-cv space using the covariance matrix of the bootstrap estimates. If
smaller ellipses result it indicates less resampling variability within the tested dataset and NOT better protection against
new device and/or population types. McNemar’s Test is used to make a comparison based on pairs between RAFA
BioAuth and a baseline set of decision rules to see if there is a significant difference between what happens when those
two systems disagree and where both systems agree.

Monte Carlo simulations are also used to analyze the stability of the financial risk estimates under repeated
stochastic sampling. Each time a Monte Carlo simulation is run, the authentication results are selected at random from
the observed error distributions, and the expected financial risk is determined as follows:

R® = Ciryy - FAR® + Cipgy - FRR® 17)

The letters CFA and CFR represent the presumed costs associated with accepting something that is not supposed to
be accepted and rejecting something that should have been accepted. The repeated application of the Monte Carlo
procedure generates a distribution of relative expected risk. Therefore, using bootstrap confidence estimation, paired-
hypothesis testing and Monte Carlo simulation generate complementary information regarding internal uncertainty,
however none provide valid information about operational reliability or cost savings.

3. Results

3.1. Identity Verification Characteristics

Similarity-distributions for true (genuine) and false (impersonator) comparisons are good indicators of how well
each of the methods represents the “identity” to be verified. True comparison-pairs show a greater average similarity
value to one another. However, there is such a large amount of variability within these distributions that all decisions
based on similarity alone will create a trade-off between FAR (false acceptance rate) and FRR (false rejection rate).

The simulated mask condition reduces the average similarity values of true-comparison pairs and increases the
amount of variability among the two distributions. Therefore, the mask conditions produce a distributional shift and not
just a small perturbation. Consequently, this results in reduced utility of similarity-based identification. An equal error
rate (EER) operating point in Fig. 1(c), serves as a reference-threshold for the experimental analysis that follows; it does
not represent an actual banking threshold.

2 / y
l W

0.4 0.5 0.6 0.7 0.8 0.9
Cosine Similarity

(c)

Fig. 1. Identity characteristics on (a) similarity score distribution, (b) effect of mask, and (c) score distribution with EER.
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3.2. Verification Performance

If the threshold is increased to 0.85 then FAR decreased to 0.29 and FRR rose to 0.48. At a threshold of 0.9 FAR
fell further to 0.18 but FRR rose further again to 0.63. Therefore, the level of false acceptances has fallen at the expense
of much higher rates of legitimate user denial.

Finally, at the highest threshold value (0.95) FAR fell further still to 0.09 whilst FRR rose to 0.78. The
implications of these results are clear; with such high values for FRR and low values for FAR no single threshold is
suitable for use alone as an access control mechanism even though there may be a lower risk associated with fraudulent
access.

Table 2 shows how the system performed when verified at four different levels (thresholds) and it highlights the
relationship between the security and usability. When a threshold of 0.8 was used, this meant that an incorrect number
of Impostors were being accepted (FAR=0.42), and that the correct number of Legitimate Users were being denied
(FRR=0.31). It can be seen from these values that although there would have been some protection against fraud, it is
likely that the majority of users will find this method of authentication unacceptable because it requires them to enter
their password many times.

Table 2. Threshold Sensitivity.

Threshold FAR FRR
0.80 0.42 0.31
0.85 0.29 0.48
0.90 0.18 0.63
0.95 0.09 0.78

In general, the results reflect the inherent trade-off between security and usability associated with similarity-based
verification systems. Thresholds set at low levels promote acceptance of legitimate users but make the system
vulnerable to fraudulent access. In contrast, setting the thresholds at high levels improves the security of the system but
may cause a significant portion of legitimate users to experience rejection.

3.3. Presentation Attack Detection Performance

A passive presentation attack detection evaluation occurred as a second signal. The AUC-ROC for PAD was
about .55. As shown in Figure 2, the Bona Fide and Spoof Score Distributions show significant overlap. Therefore,
while the PAD Component tested here provides limited independent discrimination, it does not provide sufficient
evidence to support that a banking system would be resistant to spoofing on its own. Thus, when included in fusion, this
component's presence should be viewed strictly as evidence of complementary evidence based upon the current
standard, rather than an indication of a robust live test.

1.0 { — AUC = 0.5480

=== PAD Threshold

o
[-

14 A

12 4 /_-"
AR

o
(=]

Bona Fide Acceptance Rate
o
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L

Density
o )

B /4
0.2 4 / \
//
2 //
0.0 A I
T T T T T T 0 T T T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.600 0.625 0.650 0.675 0.700 0.725 0.750 0.775
Attack Presentation Classification Error Rate (APCER) Live Probability
(a) (b)

Fig. 2. Detection performance of (a) PAD ROC Curve and (b) PAD Liveness Score Distribution.

3.4. Joint Authentication Behavior

The joint similarity-liveness plots were developed as a method to analyze the interaction between the two signals.
High-similarity (high confidence) and high-liveness areas on these plots represent authentication events that are most
likely to be accepted. Low-confidence (low-similarity) regions represent areas where more authentication events will be
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rejected. Unlike the single threshold which ignored one type of evidence, the dual-threshold approach utilizes both
types of evidence. However, as stated above, a dual-threshold still contains a geometrical inflexibility.

Table 3. Authentication Behavior.

Method Decision Rule Boundary Type Security Bias Usability
Verification Only similarity > T vertical low security high usability
AND Rule similarity > T AND liveness > T rectangular very high security low usability

Weighted Fusion wiS+w2L>T linear balanced moderate

RAFA (Proposed) risk-aware decision adaptive surface balanced balanced

These plots provide a visual explanation of the decision boundary testing and show how liveness may compensate
for some of the lower confidence values from the weak component AUC under various conditions.

As seen in Table 3, the table provides an overview of the decision rules utilized in this study along with the
operational trade-offs associated with each. The verification-only baseline establishes a purely vertical decision
boundary that favors usability over liveness. The AND rule baseline creates a rectangular decision acceptance area by
requiring both signals to exceed thresholds. While this approach has the potential to decrease false accepts, it also
causes extreme legitimate user rejects if either of the two signals fall below the thresholds established.

3.5. End-to-End Authentication Performance

Table 4 provides the individual conservative system level configurations with their FRR = 0.686 and TAR = 0.314;
therefore it rejects 68.6% of all legitimate access requests (i.e., only accepts 31.4% of legitimate requests). This type of
configuration will produce considerable amounts of user frustration and can never be employed in a manner to deny
users irreversibly from the system.

Table 4. System-Level Authentication Performance.

Metric Value

True Acceptance Rate (TAR) 0.314

False Acceptance Rate (FAR) 0.200

False Rejection Rate (FRR) 0.686

Attack Success Rate 0.194
Total Authentication Attempts 600

The system-level FAR of .2 represents approximately one false positive for every 5 attacks attempted against the
system, and the attack success rate at this system level is .194 according to the given definitions. Both numbers are
significantly greater than what would be acceptable to use as part of production grade banking security. Therefore they
define the parameters of the controlled environment which support more robust biometric backends, improved
calibration, external verification, and additional step-up mechanisms beyond biometrics.

A failed biometric enrollment/verification process should result in the triggering of appropriate recovery processes
commensurate with the failure. A typical sequence could include quality feedback, recapture, and if recapture continues
to fail then reenrollment. If after reenrollment or recapture processes continue to fail then step up authentication using
an independent channel to verify identity for higher risk transactional activity. In addition to developing and
implementing these recovery mechanisms you must also test them to determine the successful rate of completion,
residual FAR (False Acceptance Rate), added time required for each stage, and assess for accessibility prior to
implementation.

3.6. Robustness Analysis

To assess robustness in relation to controlled perturbations at the representation level, two experiments were
conducted. The first used additive feature noise and showed that the Equal Error Rate (EER) for all three modalities was
affected by an increase in the size of the perturbation. Similarly, simulated feature drift had the effect of degrading the
accuracy of the system (as shown in Figure 3). While these findings demonstrate that the system has some susceptibility
to perturbation in its representations, they do not simulate many forms of realistic disruption due to variability in light
levels, camera resolution, motion blur, user behavior, variations in the hardware devices used for capture, or adaptive
spoofing attacks. Therefore, any claims made about deploying such technology into operational environments would
need to be substantiated with experimental evaluations both of how well each type of environment affects the system's
performance, and how well it performs when evaluated across multiple types of device.
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Fig. 3. Robustness analysis for (a) Feature Noise and (b) Feature Drift.

3.7. Fairness Analysis across Identities

The mean FRR at the identity level is .298, and the SD for this value is .344. In addition, the CoV for this value is
1.15. As can be seen from these statistics there is considerable variance among rejection rates for different identities;
however, these statistics alone will provide no information about the duration of authentication attempts or demographic
characteristics.

At the identity level, the highest FRR is 0.92 while the lowest is .01. Because aggregate FRR may mask individual
users who experience rejection in nearly every single attempt at authentication, both identity-level tracking and non-
exclusionary fallbacks should be considered during the design phase. However, the current experiment does not
measure if the safeguards provided in this paper affect either the max FRR or CV associated with those designs.

Table 5. Identity-Level Authentication.

Metric Value

Mean FRR 0.298

Std FRR 0.344
Coefficient of Variation 1.150
Max Identity FRR 0.920
Min ldentity FRR 0.010

3.8. Fusion Strategy Comparison
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For all four decision-making strategies (verification-only VO, AND rule-based fusion AF, Weighted Fusion WF,

Risk Adaptive Fusion Algorithm RAFA) described in this paper, decisions regarding acceptance/rejection were based
upon identical identity and liveness scores. The geometric arrangement of their decision boundaries illustrated in figure
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4a provides insight as to why strict rules lead to very high FRR rates while relaxed rules lead to very high FAR rates.
Figure 4b illustrates comparative ROC behavior amongst these four decision-making strategies within this controlled
study.

3.9. Security-Usability Tradeoff

Table 6 compares false acceptance rates (FAR), False Rejection Rates (FRR), relative expected risk, and Fairness
CV. This table clearly indicates how the And Rule has the lowest false acceptances (FAR = 0.09) and the highest false
rejections (FRR = 0.78); these results show that there is a strong security bias to its operation. VO and WF each have a
higher false acceptance rate than VO. Each of the three methods also has a relatively high false rejection rate. The three
methods occupy intermediate positions on both FAR-FRR axes. The findings in this table provide decision-makers with
a basis to choose among the same decision rules based on identical scores and splits; however, it provides no evidence
that would support a claim of superiority by any of these methods to all other biometric systems.

Table 6. Security Evaluation.

Model FAR FRR Expected Risk Fairness CV
VO 0.31 0.41 374 0.59
AND 0.09 0.78 212 0.21
WF 0.34 0.37 380 0.57
RAFA 0.20 0.31 340 0.61

A cost-optimal operating point for the RAFA method was chosen so that the decision-maker could implement the
method under specified conditions, given the stated costs and decision-making objectives. The choice of the optimal
operating point did not consider minimizing the value of the fairness CV. As such, the fairness CV of 0.61 associated
with the RAFA method is larger than those of VO (CV=0.59), AND (CV=0.21), and WF (CV=0.57). In summary, the
inclusion of a fairness CV as part of the formulation provided no additional improvement in terms of fairness at the
chosen operating point. The results indicate that fairness can be incorporated into the decision-analysis process as
another tunable objective and should be reported along side the selected security and cost constraints.
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Fig. 5. FAR-FRR Comparison.

Figure 5 displays the test operating points in FAR/FRR space. A trade-off exists where the And Rule sacrificed
usability for lower FAR. RAFA occupied an intermediate position. The optimal operating point will depend upon
institutional documentation of fraud costs, customer-friction costs, security limits, and fairness constraints.

In order to isolate the effects of the decision-rules from the remainder of modern commercial face-recognitions and
Passive Authentication Devices (PADs), the authors chose to include a baseline comparison. However, this baseline
comparison represents neither a standard nor a benchmark for existing face-recognitions or PADs. Modern systems
utilize different backends, sensors, datasets, pre-processing algorithms, and attack protocols than were used during
testing, and therefore will generate vastly different absolute FAR and FRR values. Thus claims regarding the
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effectiveness of the four rules on absolute FAR and FRR values are limited to their performance on the same
experimental data.

This work represents an incremental and application-oriented contribution to prior work: it includes fraud exposure,
legitimate user rejection, relative expected risk, and identity level variability in one decision-analysis. Furthermore, it
does not represent a step-change in biometric recognition accuracy.

3.10. Financial Risk Evaluation

Table 7 provides an estimate of the relative expected risk using the assumed costs for false acceptance and false
rejection. These results are expressed in simulation units. Under this assumption VO produces FAR = 0.31, FRR = 0.41,
and an estimated risk of 374.

Table 7. Financial Risk Evaluation.

Model FAR FRR Expected Risk
VO 0.31 0.41 374
AND 0.09 0.78 212
WF 0.34 0.37 380
RAFA 0.20 0.31 340

AND uses the least amount of resources with respect to FAR = 0.09 and estimated risk = 212; however, it also had
the largest FRR = 0.78. WF produced FAR = 0.34, FRR = 0.37, and estimated risk = 380. RAFA produced FAR = 0.20,
FRR = 0.31, and estimated risk = 340. Therefore, while RAFA reduced both FAR as compared to VO and WF, and
FRR as compared to AND, it did not produce the smallest estimated risk given the above mentioned cost estimates. The
ordering may vary based on a change in institutional cost assumptions or hard constraints.

3.11. Multi-Objective Optimization

In addition to assessing the performance of the strategies listed above (Table 8), we also compare their structural
capabilities. Both VO and AND rely on fixed decision rules. WF allows for continuous score fusion via weighted
aggregation. RAFA allows for continuous decision boundaries, fairness regularization, explicit cost sensitivity, and
Pareto-based policy tuning. While these capabilities allow for greater degrees of configuration, none of them reflect
deployment readiness.

Table 8. Multi-Objective Optimization.

Cost-Sensitive Continuous Decision

Model Optimization Fairness Regularization Boundary Pareto Tunable
Verification-Only (VO) No No No No
AND Rule No No No No
Weighted Fusion (WF) Partial No Partial No
RAFA (Proposed) Yes Yes Yes Yes

A Pareto Frontier represents those configurations at which improvement in one objective results in loss in another.
For operational usage of RAFA, defined security and fairness constraints will need to be specified, all infeasible
candidates will need to be removed from consideration, the feasible candidate with the lowest loss will need to be
selected, and validation using a test (hold-out) buffer will be required. The experiment did not find an optimal amount
of regularization for a wide variety of applications. It is recommended that each time the data distributions, hardware,
attacks, or institutional costs vary, the process should be re-run.

3.12. Statistical Uncertainty Analysis

Bootstrapping resampling was used to calculate the uncertainty associated with both FAR and Fairness CV.
Additionally, 95% confidence ellipses were calculated to represent the joint variability due to bootstrapped resampling.
Smaller ellipses represent greater stability within the evaluated samples. Bootstrapping resampling can reduce
dependence on a particular sample realization, however it does not provide evidence regarding how well the method
will perform when applied to different datasets, hardware platforms, environmental conditions, population types, or
attack methodologies.

4, Discussion

4.1. Security Limitations of Similarity-Based Biometric Verification

The performance of the identity-verification module was assessed via ROC and DET curves. Given the low AUC
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of approximately 0.548, there is minimal separation between real users and attackers using this system under the
specified test conditions. The system lacks sufficient reliability to serve as an independent means of identity verification
as an independent means of verifying identity. Therefore, we will evaluate better representations before any other
operational use of this technology [22].

The DET curve also demonstrates that the reduction in False Acceptance Rate (FAR), at each level of increasing
threshold, corresponds with an increase in False Rejection Rate (FRR). This behavior is typical of systems whose
comparison score distribution has a substantial amount of overlap [22] and supports the notion that adjusting the
threshold cannot fix both types of error for the current representation [23].

In addition to showing the threshold trade-off of FAR vs. FRR, the plot shown in Fig. 6(c) provides visual
confirmation of how moving the decision threshold impacts the False Acceptance Rate (FAR) and the False Rejection
Rate (FRR): moving the threshold up decreases FAR while increasing FRR; and moving the threshold down increases
FAR while decreasing FRR. Thus, the choice of which threshold to select should be made on the basis of specific user-
based security/usability considerations and not solely upon whether or not EER occurs [23].

These results suggest that some form of supplementary information and/or enhanced features will be required to
provide meaningful authentication/evaluation of risk. However, because fusion is not able to automatically correct poor
performing modules, the overall performance of any fused system is ultimately dependent on the quality of the
individual discrimination and calibration of both PAD and Identity Scores [18,23].
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Fig. 6. Identity Verification Performance Analysis: (a) Verification ROC Curve, (b) DET Curve for Identity Verification, and (c) Threshold
Sensitivity Analysis.

4.2. Complementary Role of Presentation Attack Detection

Presentation Attack Detection (PAD) determines if an input has been entered by an individual or through some
form of manipulation, such as being a print-out, replay, etc. [24,25.26] In this research, we have found our PAD ROC-
AUC to be approximately .55, which is only marginally better than chance. However, capture illumination, camera
resolution, presentation quality, and type of attack can each significantly impact PAD performance.
[25,26,27,28,29,30,31] Therefore, based solely on these findings, the PAD component utilized within this research is
insufficient as a single security mechanism.

The PAD results provide insight into how the liveness score from this portion of the experiment will contribute to
the overall fusion result. These results cannot serve as a basis for comparing the results of this particular PAD method to
other more sophisticated methods as no contemporary models implemented using the same dataset, sensors, attacks,
pre-processing techniques, and evaluation methodology. Therefore, a more thorough study of comparative PAD
methods must employ current state-of-the-art models as baselines within comparable experimental frameworks.

4.3. End-to-End Authentication Behavior and Operational Impact

Ultimately, both PAD and Identity Verification function jointly to form an end-to-end authentication system. Fig.
7(a) provides a confusion matrix showing that while the system successfully rejected most of the attacks presented to it
during testing, it also allowed a sizeable amount of attacks to pass through while also denying a significant number of
legitimate attempts. Thus, this represents both a security issue and an accessibility issue and may not represent a viable
production operating point.

As shown in Fig. 7(b), the aggregate measures further supports this finding; FAR = 0.200 remains unacceptable at
a level required for a banking security application, and FRR = 0.686 would produce excessive login friction. Overall,
the results clearly indicate the limitations associated with the biometric mechanisms employed in this research and
clearly show that a more robust biometric backbone (in terms of identity recognition), along with additional PAD
mechanisms and backup recovery mechanisms are necessary prior to any deployment [35, 37].
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Enterprise banks should formally identify their assumptions regarding fraudulent losses and costs associated with
customer friction, establish maximum allowable False Acceptance Rate (FAR) and False Rejection Rate (FRR), and
formalize any constraints related to identity-based fairness. Failed biometric attempts should not automatically lead to
denial of service; instead they should invoke a limited recovery process which includes providing users with quality
feedback, allowing users to recapture/attempt again, permitting enrollment/re-enroliment as needed, and independently
verifying user identity through additional authentication processes. As such, this paper recommends such a recovery
strategy; however, we did not evaluate its operational feasibility.
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Fig. 7. Full Banking Authentication Evaluation: (a) End-to-End Authentication Confusion Matrix and (b) Overall Banking Authentication

Performance.

4.4. Decision Boundary Geometry and Interpretability

The three tested methods form different areas of acceptability within similarity-liveness space (as described in
Table 3 and Figure 8), which provides an intuitive understanding of how each decision rule balances security and

usability.
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The verification-only method utilizes a single similarity threshold, ignoring all evidence of liveness. In contrast,
the AND-rule accepts an input if it exceeds two pre-specified thresholds in terms of similarity and liveness. Although
this approach reduces the size of the acceptable area relative to other approaches, it rejects valid users when either one
of the scores has been decreased. The geometric boundaries of the AND-rule are simple to interpret yet rigid.

The weighted fusion strategy combines similarity and liveness information into a single score via a weighted linear
combination. This results in a decision boundary that forms a linear decision boundary within the similarity-liveness
space. This allows for partial trade-offs between these modalities. Thus, while this model offers greater flexibility than
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the AND rule, the chosen weights remain arbitrary until some explicit optimization criterion can be used to determine
them [18],[38].

A similar strategy is employed in RAFA, where the resulting decision surface is formed based upon stated risk and
fairness criteria, rather than a predetermined rectangle or line. This allows for visualizations of individual decisions and
their respective error-prone areas. However, it must be noted that this type of representation does not imply that the
RAFA decision boundary is inherently superior to others; the decision boundary's value relies heavily on the gquality and
calibration of the scores, costs associated with misclassification, regularization, and the specific validation procedure.

4.5. Risk-Aware Authentication Formulation

EER and associated statistical standards are commonly employed as metrics for selecting appropriate biometric
thresholds [39] — but these standards have no institutional consequence built in. Thus, RAFA uses an assumed expected
loss function to evaluate its threshold selections.

R =Cp, FAR + Cpp - FRR (18)

where Cga represents the cost associated with unauthorized access and Cer represents the cost associated with rejecting
legitimate users.

The ratio of the costs of False Acceptance (a) vs. False Rejection (b) will need to be defined by the institution. As
shown in Fig. 9, changing this cost ratio can move the selected operating point through the iso-risk contours. The
reported expected risk values represent simulated results based on stated conditions; they are neither empirically derived
bank losses nor proof of a realized economic impact [40].
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Fig. 9. Risk-Based Decision Analysis: (a) Iso-Risk Analysis and (b) Bayesian Risk Optimization.

4.6. Fairness and ldentity-Level Variability

The aggregate error rate does not indicate how reliably the system authenticates each user. The per-identity False
Rejection Rate (FRR) in Figure 10 clearly indicates significant variability. Many identities have FRRs which are less
than one percent, while others experienced nearly a 100% FRR. Therefore, this measure assesses the dispersion of
outcomes for each individual identity and should not be misinterpreted as an assessment of demographic fairness as
protected attributes were not analyzed.

Variability of outcomes at the individual level may result from variations in capture quality, pose, illumination,
occlusion, representation quality, and disparate data coverage. However, the current experiment did not control for these
variables and thus should not be used to make conclusions about cause or demographics based solely upon the FRR
distribution.

The Lorenz Curve presented in Figure 11 deviates from the equality line, indicating that False Reject Rates occur
disproportionately among a subset of the sampled identities. The curve is a descriptive statistic measuring the
concentration of outcomes and does not describe why such disparity exists or whether it occurs within a protected class
[41].
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Persistent identity level rejection in a financial service may create disparate access to services, require multiple
interactions with customer support staff and lead to abandonment. Therefore, monitoring will need to include mean
FRR, maximum identity-level FRR, dispersion and performance of the fallback option.

Individuals experiencing persistent high levels of FRR should prompt diagnostic reviews and non-exclusionary
fallback processes. Potential candidate interventions include Capture Quality Assessments, Controlled Recaptures, Re-
enrollment Under Improved Conditions, Live Samples To Verify Additional Information Regarding Enrollment
Channel, Bounded Threshold Adjustments While Maintaining Constant FAR Constraints. This study does not evaluate
prospectively the effectiveness of these interventions on CV or maximum individual-level FRR.

Therefore, fairness evaluations should consider both aggregate FAR/FRR measures along with individual level
measures and protected group analysis where possible. Current findings justify continued examination into monitoring
and intervention strategies; however, they do not demonstrate that RAFA improves fairness at its current operational
setting [40, 42]

4.7. Multi-Objective Optimization and Fairness Regularization

Fairness regularization represents a quantitative method of making an explicit compromise between relative
expected risk and identity level variation. This is visualized in Fig. 12(a), whereeach combination exists at a unique
location. The analysis is also consistent with prior work in the area of context aware and risk based authentication that
views the process of choosing policies as a multi-criteria decision problem [43,44,45].
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Fig. 12(b) represents a Pareto front of all combinations that have no improvement possible in one criterion, without
causing degradation in the other. Fig. 12(c) illustrates the effect of varying the strength of the fairness regularizer. In
order to create a deployment methodology, you could employ a predetermined grid for the regularizer, apply strict
constraints to both the FAR and FRR, constrain the CV as well, determine the minimal loss feasible point, test it against
a hold-out buffer and maintain roll-back strategies. While this paper conceptualized such a methodology, it did not
produce a production controller that will continue to optimize itself dynamically [43,44].

4.8. Statistical Robustness and Uncertainty Analysis

Finite benchmarks are based on a finite number of data samples which are subject to sampling variance. Bootstrap
confidence ellipses can express how FAR and Fairness-CV vary together when bootstrapping over different samples. A
small ellipse indicates a precise estimate of the range of FAR and Fairness-CV using just the benchmark samples. This
does not imply that the estimates will generalize with all other populations, devices, or spoofing methods.

Mobile banking applications need to have some level of tolerance for variability in motion, camera conditions,
illumination, and user behavior, as well as evolving attacks [43,45]. Feature noise and feature drift experiments were
only partially useful for testing and validating our proposed method, and should not be used as substitutes for actual
device-to-device, time-based, and real-time mobile banking trials.

Monte Carlo simulation allows for quantifying the amount of variation in calculating the assumed-risk, ; however,
we did not perform cross-dataset validations, cross-device experiments, or real-world trials on a mobile banking
application. Therefore, confidence intervals and ellipses must not be taken as proof of real-world generalization.

This manuscript currently does not include all the information needed for independent replication of this study
(such as: what the dataset was called; who gave permission for use; how many images were produced by each subject;
how many subjects were included in each image; how the images were divided into training and test sets; how many
times the Monte Carlo or Bootstraps were repeated; How big the parameters were; What version of software was used;
Which Random Seeds were selected).
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4.9. Implications for Secure Banking Authentication Systems

A number of key design considerations can be derived from the controlled results of this study. Design implication
1. weak identity or PAD scores cannot be used as independent proof of authenticity. Instead, such scores should be
viewed as additional (complementary) evidence. Design implication 2: threshold selection should combine statistical
performance with explicit security constraints, usability constraints and cost constraints. Design implication 3:
individual-level rejection must be monitored due to aggregate average metrics that can conceal severe individual failure.
Design implication 4: biometric failure should trigger proportionate recovery paths rather than automatic permanent
denial. This is a list of design implications, not validated deployment-specific outcomes [18,43,44,45,46,47].

4.10. Limitations and Deployment Scope

There are five deployment limitations to this study. Limitation 1: The study is based on public benchmark data and
simulated cost assumptions rather than real banking transactions, and lacks cross-dataset or cross-device test for
independence. Limitation 2: the identity and PAD components have AUC values near .50 which constrains the entire
system. Limitation 3: modern face-verification and PAD baselines were not re-implemented in the same protocol as this
study; therefore, no state-of-the-art superiority claim can be made. Limitation 4: robustness testing was limited to
simulated feature noise and drift only and did not include any realistic lighting, camera quality, motion, behavioral
changes, or adaptive attacks. Limitation 5: the proposed fallback and adaptive-threshold safeguards were not
prospectively evaluated; therefore, latency, throughput, scalability, longitudinal calibration, and mitigation effectiveness
remain unknown.

Future work will need to provide complete dataset and split metadata, evaluate stronger backbones for face
verification and passive liveness detection (PAD), conduct matched comparisons to state-of-the-art systems, conduct
cross-dataset and cross-device validation tests, test realistic and dynamic attacks, measure runtime and scalability on
target devices, and monitor identity level and demographic fairness over time.

5. Conclusion

RAFA-BioAuth combines features of both identity similarity, passive liveness evidence, asymmetric relative-risk
estimation and identity-level fairness regularization into an interpretable decision framework. At the controlled
benchmark protocol, both component classifiers are very poorly performing, thus all four tested decision rules expose
different trade offs between security and usability. While rafa occupies an intermediate position in terms of false
acceptance rate (far)-false rejection rate (FRR), neither expected risk nor fairness CV are minimized at the selected
operating point. The identity level analysis further demonstrates that aggregate metrics can obscure severe rejection
rates for certain users. Due to its use of benchmark data, simulated costs, incomplete reproducibility metadata and lack
of external and cross-device validation tests, this study does not demonstrate production-readiness. The contribution of
this study is a transparent framework for future controlled evaluations of systems based on this methodology and/or
these algorithms; not a production ready banking authentication system.
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