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Abstract: The advent of Internet of Things (IoT) technologies has essentially transformed traditional houses into 

intelligent, equipped, and networked smart houses that serve to improve the quality of life of human beings with respect 

to security, energy efficiency, and comfort through massive automation, sensing, and remote control. However, such a 

shift of paradigm, due to the diversity of devices, the limitation of resources, problems of interoperability, and a 

growing array of cyberthreats, opens up numerous avenues for security and privacy threats. This review attempts a 

holistic coverage of IoT-based smart home technologies and then provides a systematic classification of the security 

vulnerabilities from device, network, cloud, and application layers. The key threats include unauthorized access, data 

leakage, propagation of malware, denial of service, and exploits targeted against AI, with an analysis of their causes and 

occurrences in the real world. The paper undertakes a critical assessment of contemporary countermeasures, ranging 
from lightweight cryptographic protocols, AI-driven intrusion detection systems, blockchain-based authentication, 

privacy-preserving edge computing, and zero-trust frameworks. A comparative insight into each approach compared 

with the views of the established literature draws out trade-offs between security efficacy, scalability, computational 



Volume 18 (2026), Issue 3 – Page 186 

overheads, and user adoption. Based on a synthesis of the modern findings, continued gaps are identified, and future 

directions provided, including quantum-resistant encryption, interoperable standards, and user-centric security design, 

acting as the working platform or actionable directions for any researchers, developers, or policymakers in building a 

secure, resilient, and privacy-preserving smart home ecosystem. 

 

Index Terms: Internet of Things, Smart Homes, Cybersecurity, Privacy, Intrusion Detection, Blockchain, Edge 

Computing, IoT Technologies 

 

 

1. Introduction 

An Internet of Things (IoT)–based paradigm has rapidly transformed the traditional structure of residential life by 

making homes intelligent, connected, and automated. The combination of pervasive sensing, embedded systems, cloud 

computing, and wireless communication has given rise to smart homes, residential environments that deliver comfort, 

energy efficiency, security, and personalization through intelligent automation and remote control of household systems. 

IoT-based smart homes are gaining traction worldwide, driven by consumer demand, decreasing hardware costs, and 

advances in automation platforms [1]. At the same time, surveys highlight that while convenience and energy efficiency 

are strong adoption drivers, concerns about privacy, interoperability, and reliability remain key barriers [2]. 

As the diversity of interconnected devices increases, complex security and privacy challenges emerge across 

heterogeneous hardware, communication protocols, and vendor ecosystems. Empirical measurement studies 

demonstrate that even encrypted smart-home traffic can leak sensitive information about user activities, enabling 
behavioral inference, profiling, and surveillance through traffic pattern analysis [3]. Protocol-level studies reveal 

exploitable weaknesses in wireless IoT standards such as Zigbee, Z-Wave, and Thread, which underpin smart-home 

ecosystems [4]. Experimental investigations into intrusion detection also demonstrate that while tools such as Snort, 

Suricata, and Bro can be applied to smart-home traffic, their effectiveness varies depending on configuration and 

resource constraints [5]. In addition, forensic analyses emphasize that IoT systems often lack robust investigation 

frameworks, making it difficult to ensure accountability in the event of compromise [6]. 

A wide spectrum of countermeasures has been proposed to address these risks. Lightweight cryptographic methods 

are emphasized as a means of protecting constrained devices while minimizing performance overheads [6]. Blockchain-

based frameworks are increasingly studied as decentralized solutions for authentication, trust management, and 

tamperproof storage [7]. Forensic-ready architectures combine blockchain with IoT evidence preservation to support 

transparent investigation processes [8]. Recent advances also explore quantum-resilient security mechanisms, such as 
post-quantum blockchain over NTRU lattices and quantum-assisted blockchain using quantum signatures, to safeguard 

smart homes against future quantum adversaries [9]. Complementary work proposes multi-layered quantum-resilient 

IoT architectures that integrate relativistic blockchain and decentralized storage for long-term security [10]. Collectively, 

these directions illustrate a strong momentum toward integrating security-by-design into smart-home ecosystems, 

though challenges of scalability, energy efficiency, and cross-vendor interoperability remain unresolved [11]. 

With expectations rising for systems that are not only functional but also secure-by-default and user-centric, the 

future of smart home security demands solutions that are adaptive, scalable, and usability-driven. Emerging surveys 

emphasize that combining technical safeguards with usability and governance frameworks will be essential to building 

long-term user trust in IoT-enabled residential environments [1]. This review paper aims: 

 

 To provide a comprehensive overview of IoT-based smart home technologies, highlighting their architectural 
foundations, components, and interaction paradigms. 

 To systematically categorize security threats and vulnerabilities across device, network, cloud, and 

application/AI layers. 

 To critically examine existing countermeasures, including lightweight cryptographic protocols, intrusion 

detection systems, blockchain-based frameworks, and privacy-preserving approaches, with attention to their 

trade-offs. 

 To identify gaps and future research needs for building secure, resilient, and privacy-preserving smart home 

ecosystems. 

 

In order to provide systematic guidance for this review, the following research questions have been developed. 

These enquiries offer the structure for examining the technical underpinnings, identifying weaknesses, and assessing 
defences in Internet of Things-based smart homes. 

 

 RQ1. What are the key technological enablers of IoT-based smart homes, and how do they interact to support 

automation, security, and user experience? 

 RQ2. Which security vulnerabilities most significantly impact smart home environments across device, 
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network, cloud, and application layers? 

 RQ3. How effective are the countermeasures and frameworks in addressing the unique constraints of resource-

constrained smart home systems? 

 RQ4. Where do gaps remain, and what future directions are most critical for advancing secure smart home 

deployments? 

 

The remainder of this paper is organized as follows: Section 2 presents the methodology, Section 3 provides the 

background, motivation, and an overview of IoT-based smart homes. Section 4 discusses the core IoT technologies that 

enable smart homes, including sensors, controllers, communication protocols, and AI integration. Section 5 

systematically reviews the security risks and threat landscape across device, network, cloud, and application layers. 
Section 6 examines existing countermeasures and security mechanisms such as lightweight cryptography, IDS, 

blockchain, and edge computing. Section 7 presents a comparative analysis and discussion of the strengths, weaknesses, 

and trade-offs of current approaches. Section 8 outlines open challenges and future research directions. Section 9 

discusses the answers to the research questions, Section 10 provides the overall discussion of this study, and finally 

Section 11 concludes the paper with key findings and implications. 

2. Methodology 

This paper utilizes a systematic literature review process to explore the technological underpinnings, security 

issues and mitigation strategies of IoT-based smart homes. To facilitate the presentation of the review, four research 

questions are employed, which cover (i) the major technological enablers and interaction, (ii) security vulnerabilities 
between architectural layers, (iii) the effectiveness of current countermeasures in the face of resource constraints, and 

(iv) the research gaps and the way forward. 

It was a systematic search that was performed in compliance with the PRISMA (Preferred Reporting Items to 

Systematic Reviews and Meta-Analyses) guidelines. Peer-reviewed journal and conference articles published between 

2015 and 2025, mostly from major academic databases, such as IEEE Xplore, ACM Digital Library, SpringerLink, 

Elsevier, MDPI, and PLOS ONE, were searched. The search involved the use of the following combinations of 

keywords: ―IoT smart home‖, ―home automation‖, ―cybersecurity‖, ―privacy‖, ―intrusion detection‖, ―lightweight 

cryptography‖, ―blockchain‖, ―edge computing‖. 

 

 

Fig. 1. PRISMA flow diagram detailing the selection process of the 62 studies included in this review. 

The first search resulted in 441 records as shown in Fig. 1. Following elimination of duplicates and screening of 

titles and abstracts, 326 articles were left out. Articles were included in the review when they— 

 

 Dealt with IoT-based smart home systems. 

 Included some technical or analytical information about the system architecture, security vulnerabilities, or 

mitigation mechanisms. 

 Were published in full text and in the English language. 

 

The exclusion criteria applied in this study are- 

 

 Non-peer-reviewed. 

 Duplicate publications or multiple papers reporting the same study without additional insights. 

 The articles with limited technical coverage, those that only covered non-residential IoT settings. 

 The ones which were not directly pertinent to the research questions identified in the present study. 
 

The last data set consisted of 62 studies. 
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3. Background, Motivation and Overview 

The IoT is a new way to connect things, physical objects or environments via the internet, allowing them to 

communicate with each other without human intervention. In the smart home field, IoT enhances capabilities through 

embedding ordinary objects into intelligent networks [12]. These systems enable the automatic control of lighting, air 

conditioning and security to create controlled and dynamic environments. Examples include adapting heating and 

cooling to external weather conditions on IoT-connected devices, real-time intrusion detection and energy efficiency 

modelling. As a result, IoT improves user comfort, safety and energy efficiency, while facilitating lower operational 

costs [13–15].  
At the core of these smart-home setups are microcontrollers that provide the system‘s intelligence. Examples 

include the ATMEGA2560, which is a powerful microcontroller widely used in custom automation projects due to its 

ability to manage multiple inputs and outputs efficiently [16]. In addition to that, there is the ESP8266, a compact Wi-Fi 

module that enables basic wireless functionality in IoT applications [17], and the Raspberry Pi, a versatile single-board 

computer capable of handling higher-level tasks such as data processing and complex software control [18]. Smart 

home environments empowered by IoT are also enriched with a variety of sensors which can capture several aspects of 

the domestic environment. These range from basic temperature and humidity sensors for hot/cold climates to advanced 

gas and fire sensors that can detect leaks and harmful environments. Furthermore, environmental sensing devices such 

as air quality and light-level sensors not only cover the immediate safety concerns but also contribute to overall 

occupant welfare. Together, these sensing mechanisms provide a clear infrastructural base for the development of 

proactive applications. Applications can be found in trigger generation of alerts/Virtual PEVAC smoke detecting 

systems and smart energy management that optimizes resource usage with respect to room occupancy [13–15, 19]. 

3.1. Technological Evolution and Architecture 

Smart home systems of today have entirely transformed over the years from basic automation devices such as 

simple programmable timers for turning lights on and off at set times or remote controls used for operating some 

traditional appliances into multi-layered, sophisticated architectures involving advanced technologies which make our 

living environment more dynamic and responsive as shown in Fig. 2. 

 

 

Fig. 2. Evolution of technology deployed in smart homes over time. 

This evolution points to the growing maturity of smart home technologies and a drive toward integrated solutions, 

demanding that homes become intelligent living environments that know when you want things to happen, how devices 

should be connected together and have mechanisms in place to help better protect your family. The structure of such 

systems is conventionally described as a three-tier architecture. The perception layer includes the sensory devices for 

real-time environment sensing. The second (network) layer is responsible for directing data transmission across devices. 

Last, the application layer is responsible for interpreting the collected data, taking care of the user-friendly interface, 

and providing automation to a number of daily tasks. In this layered structure, not just advanced automation is feasible, 

but also artificial intelligence can be integrated, so that smart homes are actually becoming more adaptive and energy-

aware (and user-centric) eventually serving as a personalized digital assistant [20–22]. Physical devices and sensors at 

the perception layer are used to monitor changes in the environment, while data can be transmitted through a variety of 

communication protocols (Wi-Fi, Bluetooth, Zigbee, Z-Wave, MQTT) by means of the network layer [14, 15, 22]. At 
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higher layers of the stack, the system becomes more intelligent by leveraging historical data and AI/ML algorithms. 

Advanced implementations have demonstrated scheduled appliance control, voice and facial recognition, as well as 

deep learning–based CNNs for enhanced automation and user personalization. 

3.2. User Interface and Interaction Paradigms 

The smart home interface space has become multi-modal as systems might use four major interaction modes 

including graphic interface through apps and web dashboards, voice agents such as Amazon Alexa or Google Home, 

physical interfaces such as programmable switches, and sensor-driven systems using gesture or motion recognition [24]. 

Graphical interfaces frequently dominate and even though we have arrived in the voice interaction era, the older 

population will be reticent to such modes of interaction as currently offered; not to mention universal design or a safety 

net for varied groups of users [13, 24]. 

3.3. Adoption Drivers and Barriers 

In general, performance expectancy is still by far the strongest driving force behind user acceptance of IoT 

applications in residential settings since it shows a somewhat objective view of all potential benefits and value which 

users expect from using this technology. In addition, one of the most important requirements is widespread trust in the 

security, privacy and reliability features of IoT systems. Hedonic motivation, the entertainment effect or enjoyment 

received from using smart devices, has also proven to be a significant driver of adoption and meanwhile effort 

expectancy (the perception that using the technology is free of effort) will reduce barriers. Influence from peer usage 

and recommendations, or societal trends also have an impact on the kinds of users who adopt IoT solutions in their 

homes [25]. In Fig. 3, a comparative synthesis of often reported adoption drivers of IoT-based smart home systems is 

gathered based on previous empirical and survey-based research. The most common themes in literature point to energy 

efficiency gains, residential security, and convenience to users as the main reasons why the technology should be 

adopted [26–28]. The values of the relative importance in the figure are determined by the frequency and the emphasis 
of the mentioned drivers in the reviewed literature as opposed to original surveys or statistical measures on the 

population levels. In previous research, Fig. 4 is a summary of barriers that have been frequently cited to prevent the 

adoption of IoT smart homes. High start-up expenses, inability to interoperate with heterogeneous devices and issues 

with data privacy/security are recurrently cited as significant obstacles to adoption [29–31]. Just like in Fig. 3, the 

scores depicted are qualitative and literature-based, comparing the reported trends, but not direct survey results. 

Collectively, these numbers give a general idea of the most influential adoption motives and obstacles as represented in 

the current peer-reviewed literature. 

 

 

Fig. 3. Literature-based synthesis of commonly reported adoption drivers of IoT-based smart home systems where values are normalized on a 1–5 

scale for visualization purposes and do not represent results from a single survey or population-level quantitative measurements. 

3.4. Security Landscape and Threat Taxonomy 

IoT based smart home automation is common and as a result we are now dealing with a layered landscape of 

threats that target the different layers: physical, network and application. We will all have more connected devices in 

our lives and homes, which expands the attack surface and introduce vulnerabilities that attackers can exploit. Physical 

vulnerabilities are unauthorized access to a device and tampering with software. Network level threats include data 

interception, denial of service and unauthorized access. Moreover, in addition to these piece-level vulnerabilities, there 

are a lot of software security issues at the application layer: for example, insecure APIs and a lack of protection such as 

authentication. The evolving risk environment requires strong, multi-layered defense, which drives the demand for safe 
and smart home security systems [20–22,32,33]. Fig. 5 presents the distribution of IoT smart home security 
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vulnerability categories based on a frequency-based synthesis of prior literature. Network-layer threats account for 38% 

of the vulnerabilities reported across reviewed studies, followed by device-centric vulnerabilities (29%), cloud-based 

risks (22%), and AI-targeted attacks (11%). These proportions reflect the relative prevalence of vulnerability categories 

identified through systematic analysis of 62 peer-reviewed studies, rather than survey-based or real-world attack 

incidence data [33]. It is clear from these figures how challenging aspects of security may be at various levels of the IoT 

architecture and how large the attack surface can be. The literature identifies common attack vectors, including 

unauthorized access, eavesdropping on data and conversations, malware injection, device takeover, denial-of-service 

(DoS), and advanced social engineering–based spoofing techniques [20–22, 32]. Furthermore, the huge heterogeneity of 

IoT devices and their constrained computational resources, limited energy, as well as the absence of any common 

security protocols or mechanisms across different vendors and platforms make it more difficult for applying end-to-end 

security [20, 33]. Although IoT security best practices tend to focus on defense in depth, and these multiple layers of 
security, this end-to-end challenge is also expected to require inter-device integration as well as adherence to the same 

standard security frameworks. 

 

 

Fig. 4. Relative importance of frequently cited barriers to IoT smart home adoption synthesized from prior studies. The scores are derived from 

qualitative aggregation of existing literature and do not correspond to direct survey percentages or time-specific datasets. 

 

Fig. 5. Distribution of IoT smart home security vulnerability categories derived from frequency-based classification reported in systematic literature 

reviews, illustrating relative prevalence across network-layer, device-centric, cloud-based, and AI-targeted threats [33]. 

3.5. Privacy Concerns and User Awareness Gap 

Empirical analysis conducted across more than 40 household studies reveals a notable discrepancy between 

expressed user concerns and actual behavioral practices regarding privacy and security in IoT environments [34]. 

Although participants frequently emphasized apprehensions related to unauthorized tracking, privacy violations, data 

breaches, and potential misuse of personal information by manufacturers or government entities, their adoption of 

effective safeguards remained limited. This gap can be attributed to multiple factors, including the inherent complexity 
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of technical security mechanisms, poorly designed user interfaces from a security perspective, and a general lack of 

comprehension regarding effective protection models [34]. These findings highlight the critical need for IoT systems to 

incorporate robust default privacy configurations, transparent data management frameworks, and user-friendly security 

control interfaces. Such measures can reduce reliance on expert users, accelerate the adoption of protective behaviors, 

and mitigate the well-documented disparity between user concerns and actual security practices [22, 34]. 

3.6. Countermeasures and Emerging Solutions 

There are several IoT vulnerabilities countermeasures that have been suggested by the research community such as 

AI-driven anomaly detection, post-quantum cryptography algorithms, and blockchain-based authentication systems, 

among others [20–22, 32, 33]. These methods have been demonstrated to improve attack detection and mitigation but 

there is a range of reported effectiveness in the literature. The zero-trust security model provides more intrusion 

prevention instances yet may demand a full overhaul of the infrastructure in general [33]. Foundational security 
improvements are offered by hardware-based protection, including Physically Unclonifiable Functions (PUFs), secure 

booting, and tamper-resistant chipsets [21, 22]. 

3.7. Open-Source and Privacy-Preserving Approaches 

To protect user privacy in scenarios dependent on cloud services, open-source frameworks like qToggle offer local 

control over smart home operations [15]. These solutions offer a balance between functionality, cost, and user privacy, 

while promoting community-driven development and customization [15]. Similarly, edge computing enables local data 

processing, thereby enhancing privacy by minimizing data transmission to external servers [20, 22]. 

3.8. Research Motivation and Scope 

As smart home technologies evolve at a rapid pace, so do the associated privacy and security challenges. While 

early developments focused on functionality and user experience, modern systems must incorporate security and 

privacy as core components, especially when scaled for mass deployment [13–15,19–22,24,25,32–34]. This review 
aims to provide a holistic understanding of the IoT-based smart home ecosystem by evaluating the technological 

foundations, identifying key security threats, and assessing available countermeasures to inform future research and 

implementation practices. A consolidated overview of the primary features, challenges, and research directions derived 

from this review is presented in Table 1. Given the increasing adoption rates, the growing sophistication of attack 

vectors, and the evolving regulatory environment, integrated approaches that combine technical safeguards, user-

centered design, and policy frameworks are essential [22, 25, 33, 34]. Such integration will bridge current knowledge 

gaps and provide actionable insights for researchers, developers, and policymakers working to ensure secure and 

privacy-respecting smart home technologies. 

Table 1. Summary of Key Research Motivations, Challenges, and Future Directions in IoT-Based Smart Home Systems. 

References Key Aspect Insights from Review Implication for Future Work 

[1, 2, 25, 35] Adoption Trends 

Rising adoption driven by convenience, energy 

efficiency, and perceived security benefits; however, 

trust, interoperability, and upfront cost remain 

decisive for uptake. 

Quantify drivers/barriers with user studies; 

align design with privacy-by-default and clear 

data handling. 

[3–6, 20, 21, 32, 

33, 36, 37] 

Security 

Challenges 

Sophisticated attack vectors span device, 

network/protocol (Wi‑Fi, Zigbee, Matter), cloud/app, 

and AI layers; real deployments expose weak auth 

and insecure APIs. 

Prioritize layered threat modeling; evaluate 

protocol‑ and app‑level weaknesses in 

integrated environments. 

[1, 3, 6, 22, 35, 

37, 38] 

Privacy 

Concerns 

Users express strong privacy concerns yet often lack 

effective safeguards or usable controls; 

surveillance/profiling and misconfigurations are 

common. 

Develop intuitive privacy controls and safe 

defaults; deliver onboarding and continuous 

nudging to reduce misconfigurations. 

[1, 7–11, 19, 20, 

34, 36, 39, 41] 
Countermeasures 

Lightweight cryptography, ML/DRL‑based IDS, 

blockchain‑based authentication, and PQC show 

promise but can be compute/energy heavy. 

Co‑design for constrained hardware; 

benchmark accuracy vs. overhead; support 

incremental deployment in real homes. 

[3, 4, 13–15, 36, 

40–43, 46] 

Interoperability 

& Protocols 

Heterogeneous stacks (Zigbee, Z‑Wave, Wi‑Fi, 

Matter) create integration gaps and new attack 

surfaces; controlled trust and protocol updates are 

critical. 

Standardize protocol security baselines; 

certify cross‑ecosystem interoperability; 

continuously verify controllers/bridges. 

[1, 34, 47] 
Edge/Federated 

Analytics 

Edge/fog and federated approaches enhance privacy 

and enable collaborative IDS, reducing cloud 

exposure 

Develop FL/edge IDS tailored to smart‑home 

constraints; ensure robustness against 

poisoning and aggregation attacks. 

[1, 5, 8, 37, 47, 

48] 

Evidence & 

Datasets 

Public datasets and shared traces (e.g., IDS 

evaluations; forensic models; appliance/load 

datasets) enable reproducible evaluation. 

Adopt shared benchmarks; publish datasets; 

report compute/energy footprints alongside 

detection metrics. 

[1, 6, 9, 11, 22, 

35, 38, 41] 

Integrated 

Approach Needs 

Technical safeguards alone are insufficient; coupling 

with usability, governance, and compliance is 

essential for trust and sustained adoption. 

Build holistic frameworks integrating 

technical, human-centered, and policy-

oriented measures. 
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4. IoT Technologies in Smart Homes 

IoT technologies serve as the ground infrastructure for intelligent home systems, acting as an enabling platform for 

multifarious household areas, offering connectivity, automation, and intelligent decision-making. Sensors, actuators, 

communication protocols, and processing units are key components in the formation of an intelligent environment that 

provides energy savings, security, and convenience to the user [13–15, 39]. Fig. 6 illustrates the overall IoT-enabled 

smart home architecture, depicting the integration of sensors, actuators, processing unit, gateway, cloud server, and 

remote user access, along with the communication flows between them. To complement this architecture, Table 2 

summarizes the major IoT technology areas, their key functions, and representative references discussed in this section. 
 

 

Fig. 6. IoT Smart Home System illustrating sensors, actuators, gateway, IoT server, remote access, and alarm communication flows. 

Table 2. Summary of IoT Technologies in Smart Homes. 

References Technology Area Key Features / Functions Representative Examples 

[13–15, 19, 20, 26, 

42] 

Sensors and 

Actuators 

Capture real-time data (temperature, humidity, 

motion, light, gas, fire, vibration); enable automatic 

responses such as lighting control, alarms, HVAC 

adjustment. 

PIR sensors, flame detectors, gas 

sensors, multimodal sensors for elderly 

care/energy monitoring. 

[14, 15, 20, 22, 32, 

33, 40] 

Communication 

Protocols and 

Networking 

Provide device interconnection, low-latency 

transmission, scalability, and resilience; employ 

mesh or LPWAN topologies; integrate security 

features such as encryption and authentication. 

Wi-Fi, Zigbee, Z-Wave, Bluetooth, 

MQTT, Thread, LoRaWAN. 

[13–15, 19, 36, 39] Controllers and 

Processor Units 

Aggregate data, enforce automation rules, integrate 

with cloud/AI analytics; modular and open-source 

designs improve scalability and privacy. 

ESP8266, NodeMCU, Raspberry Pi, 

ATMEGA2560, qToggle frameworks. 

[19, 21, 25, 40, 44] Advanced Features: 

AI and Blockchain 

Integration 

AI enables predictive controls, anomaly detection, 

and optimization; blockchain ensures decentralized 

authentication and tamper-proof data integrity. 

CNN-based appliance status 

classification, blockchain-based 

authentication frameworks. 

4.1. Core Components: Sensors and Actuators 

At the heart of smart home IoT ecosystems there lies a set of sensors gathering real-time environmental data about 

temperature, humidity, motion, gas leaks, fire hazards, light intensity, and vibration. These sensors communicate with 

actuators to allow automatic responses, such as dimming lights or setting off alarms [13–15, 19]. Passive infrared (PIR) 

sensors, for example, detect human presence to trigger security protocols, whereas flame and gas detectors reduce any 

dangers by sending out immediate alarms [14, 20].  

The selection of sensing modalities is driven not only by functionality but also by trade-offs involving energy 

consumption, privacy preservation, deployment cost, and system scalability. PIR sensors are widely preferred over 

camera-based sensing due to their low power requirements and privacy-friendly operation, which is critical in 

residential environments [53]. 

Some of the sophisticated implementations employ multimodal sensors for thorough monitoring to facilitate 
programs in elderly care and energy management [13, 42]. 

Multimodal sensor fusion improves robustness and contextual awareness by compensating for the limitations of 

individual sensors, particularly in complex scenarios such as activity recognition and safety monitoring [54]. 
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4.2. Communication Protocols and Networking 

Reliable communication is critical for IoT-enabled smart homes, with protocols like Wi-Fi, Bluetooth, Zigbee, Z-

Wave, and MQTT facilitating data exchange between devices and central hubs. These protocols ensure low-latency, 

secure transmission over perception, network, and application layers, often employing mesh topologies for extended 

coverage and resilience [14, 15, 20, 22]. 

High-bandwidth protocols such as Wi-Fi offer ease of integration but incur higher energy consumption, whereas 

low-power protocols like Zigbee and Z-Wave are better suited for battery-operated devices and dense sensor 

deployments [28]. 

Emerging standards, such as LoRaWAN and Thread, enhance scalability in resource-constrained environments, 

reducing power consumption while maintaining interoperability [20, 22]. 

However, reduced data rates in low-power wide-area networks limit their applicability for latency-sensitive smart 
home services [55]. 

Security features, including encryption and authentication, are integral to these protocols to protect against 

vulnerabilities like eavesdropping and denial-of-service attacks [13, 32, 33, 36]. 

Protocol selection therefore represents a balance between performance, energy efficiency, interoperability, and 

security assurance [56]. 

4.3. Controllers and Processor Units 

Microcontrollers such as ATMEGA2560, ESP8266, NodeMCU, or even a Raspberry Pi form the processing 

backbone, wherein they take charge of data aggregation, rule-based automation, and linking with cloud platforms, all 

supported by AI-driven analytics, such as CNNs for predictive appliance controls with accuracies above 96% in status 

classification [13–15, 19]. 

Low-cost microcontrollers are favored for large-scale deployment, but their limited computational capacity 
constrains the execution of advanced analytics at the device level [57]. 

Modular designs are a focal idea behind open-source frameworks such as qToggle—locally processed to provide a 

veil of privacy and reduce dependence on the cloud [13, 39, 40]. 

Edge-based processing reduces latency and enhances data privacy by minimizing continuous data transmission to 

cloud servers, supporting a hybrid edge-cloud architecture for smart homes [19,39,40,58]. 

4.4. Advanced Features: AI and Blockchain Integration  

Integrating modern AI means detecting anomalies and optimizing energy systems, along with using blockchain for 

decentralized authentication and data integrity. These features address upscaling issues and allow predictive 

maintenance and adaptive automation [19, 21]. 

AI-driven models enable context-aware decision-making by learning user behavior patterns, thereby improving 

system efficiency and responsiveness over static rule-based approaches [40, 47]. 
Sufficient empirical evidence exists in support of 20–25% energy savings and improved interoperability, but 

economic constraints, a lack of standard approaches, and device heterogeneity remain primary barriers [25, 40, 44]. 

While blockchain enhances trust and tamper resistance in multi-vendor ecosystems, it introduces additional 

computational overhead and latency, limiting its applicability for real-time control operations [7,19,59]. 

Such integration of IoT fosters resilient, user-centric smart homes and has motivated further research in the areas 

of privacy-preserving designs and standardization efforts [20, 22, 33]. 

5. Security Risks and Threat Landscape 

The fast increase of IoT-enabled smart homes has created an increasingly complex security landscape ranging 

across hardware, software, network, and user domain vulnerabilities. Fig. 7 shows the scenario of different types of 
attacks that can occur in smart home systems. The multifaceted threat environment, therefore, gives rise to the 

understanding of both the intrinsic limitations of the devices and the added improvisations malicious actors have been 

employing to exploit them. 

 



Volume 18 (2026), Issue 3 – Page 194 

 

Fig. 7. Security attacks in smart homes [20]. 

5.1. Device-Level Vulnerabilities 

The computation capability of popular smart home devices is often rather low and the integrated security 

mechanisms are usually weak, especially in authentication, access control, data encryption etc. Usually, such 

restrictions follow from cost considerations and trade-offs in use [32, 33]. A large number of such devices are 

provisioned with default or vulnerable credentials, which makes them more vulnerable to brute-force and credential 

stuffing attacks [24]. Besides that, device firmware/operating systems are commonly not regularly patched by device 

vendors for security updates and are vulnerable to attacks using known vulnerabilities [33]. This is primarily a 

hardware-level issue, but failures can also occur due to physical tampering or supply chain attacks. Such incidents may 

lead to data leakage, installation of rootkits, or even complete alteration of device functionality. These security and 

privacy threats are not just theoretical and have been demonstrated in popular consumer smart home products. For 

example, IP cameras from companies such as D-Link and TP-Link are known to come with default passwords as well 

as outdated firmware and are frankly easy targets for brute forcing or unauthorized remote access [60]. 

5.2. Network and Protocol Threats 

Weaknesses in network configuration are a principal point of entry for intruders. Unsecured communication 

channels, unencrypted data transmission, and thirdly: providing too many or open network services so that sensitive 

information can be exposed on the way and into the home network [20, 22, 33]. Typical attack types are man-in-the-

middle, denial-of-service (DoS), traffic eavesdropping, or device fingerprinting, to disrupt the service or to steal data. 

Without segmentation, a single device compromise could pose risks to the entire home ecosystem [20]. 

5.3. Malware, Botnets, and Automated Exploitation 

IoT botnets such as Mirai are enlisting smart home devices to join their ranks, either in DDoS campaigns or to 

serve as conduits for the proliferation of malware within residential networks. Once in, they can deploy ransomware to 

demand a fee from targets in exchange for regained access or use rootkits that can sit undetected on systems for months. 

Recent news reports show that botnet and malware attacks are increasingly frequent in home IoT devices. 

5.4. Data Privacy and Surveillance 

The data from smart home sensors provides a rich set of targets for privacy invasions and identity theft, ranging 

from daily routines and behavioral patterns to audio/visual recordings [22, 29]. If the devices are vulnerable, they can 

lead to unauthorized entities sharing personal data through leaks in the cloud or via weak APIs, sometimes allowing 

attackers to eavesdrop or interfere with occupants‘ behavior from a distance [22, 35]. Previous research has shown that 

smart cameras and baby monitoring systems can expose audio-visual data when encryption is weak, authentication and 

access control are insufficient, or the systems operate in poorly configured or adversarial network environments [61]. 

5.5. Interconnectedness and Compounded Risks 

By their very nature, interconnected smart homes magnify risk: should a single device be compromised, the 

mechanism can be used as a point of pivot against other systems—unlocking doors and windows, attacking intruder 

alarms, or even selecting and operating smart appliances [21]. The lack of standardized security policies and 

inconsistent enforcement of even basic protections remains a major source of vulnerability. 
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5.6. Human Factors and Security Awareness 

Many users simply do not change default passwords, install firmware updates, or configure basic security settings 

of their device [34]. As the research shows, the gap between the perceived risk and the effective mitigation at an 

average home level remains huge, thus contributing to the exposure being higher than it should be [34, 37]. Overall, the 

security of smart home systems is limited by technical constraints as well as the lack of an established security 

definition and human factors. With the changing threat environment, optimal countermeasures should have a multi-

layered nature. These strategies should include device hardening, use of encrypted communication protocols, and strong 

authentication methods as well as frequent policy and firmware updates while employing network segmentation. User 

training is also essential and the regular creation of security awareness by industry and academic research communities 

will help to maintain adaptive, resilient protection in practical deployments. These instances demonstrate that security 

vulnerabilities in smart home systems frequently arise not from a single point of failure, but from a combination of 
constrained device resources, inconsistent firmware update mechanisms, network misconfigurations, and user behavior. 

Consequently, the threat landscape discussed in this paper reflects realistic deployment scenarios commonly observed in 

contemporary consumer IoT ecosystems. 

6. Countermeasures and Security Mechanisms 

Several studies have suggested many security mechanisms to prevent the diverse attack strategies on IoT-enabled 

smart homes at different levels of system architecture. 

Lightweight cryptographic algorithms have been of interest in the context of this paper as a means to provide 

secure communication between devices without imposing too much computation on resource-constrained nodes [49] 

and are considered fundamental. At the same time, blockchain-based structures seem to be most powerful constructs for 
decentralized storage platforms in a way that prevents unauthorized data alteration or access also the design of anti-

corrupted mechanisms [50]. 

Recent security frameworks incorporate an increasingly formalized type of risk analysis [38]. Such techniques can 

be effective to determine whether firmware is genuine, make use of biometric authentication devices, and secure the 

data being transmitted by encrypted means while also augmenting cyber-security as well as physical security. 

AI-based intrusion detection systems (IDSs) also have a superior capability to detect new types of attacks than 

traditional rule-based approaches [15,41]. Unlike static rule sets, machine learning-powered detection learns from past 

attack patterns and starts responding dynamically to emerging threat vectors. Other applications to improve physical 

security and more precisely discriminate unauthorized presence or motion are multi-sensor intrusion detection systems 

with classification algorithms [51]. 

At the level of communication protocols such as Zigbee [36] and MQTT, new standards have almost all added 
high-level encryption standards (AES) that not only have increased defenses against common cyberattacks like 

eavesdropping or man-in-the-middle exploits but have also given rise to new types of attacks [48]. Conflict detection 

frameworks have also been proposed as a method for detecting and correcting inconsistencies in automation rules 

through which both the operational safety and security of the system are improved [52]. 

Local data processing is another way to better secure the IoT smart home: edge computing is particularly suitable 

for real-time and security-sensitive applications as edge reduces latency, and provides significant advantages for data 

privacy [34, 47]. 

7. Comparative Analysis 

Security measures designed for smart homes differ largely in effectiveness, scalability and practicality. In this 
paper, through a comparative analysis we provide insights into the strengths/weaknesses of various approaches from 

technical and user-centric views. 

Intrusion detection systems (IDS) based on artificial intelligence (AI) have achieved promising results to detect 

complex and adaptive threat patterns [15,41]. Because of their adaptive capability, they could potentially react to new 

attack vectors on the fly and help in securing IoT environments in an ever-evolving threat landscape. Nevertheless, 

these benefits often go hand in hand with the reduced computational capabilities inherent to embedded IoT systems [13, 

47], as these devices often do not have the processing power and memory to support continuous learning processes or 

store large datasets necessary for effective operation of AI models, limiting the scalability in resource-constrained 

contexts.  

In terms of communication protocol, both Zigbee and MQTT support mechanisms to ensure secure data 

transmission by using encryption [36, 38]. Yet, the largest adoption still belongs to Wi-Fi being the global standard 

supporting high speeds and numerous other connectivity goals important for smart homes. More importantly, the 
prevalence of Wi-Fi also leads to a widened attack surface and an attractive target for intruders to impact or penetrate it 

from unauthorized source [37], hence Wi-Fi becomes one of the most popular areas receiving attention in security 

enhancements. 
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Using blockchain technologies, data storage and verification can be made decentralized while still being tamper 

resistant for the sake of data integrity and traceability [50]. At the same time, while their distributed consensus 

mechanisms deliver a strong resistance to manipulation, the computational and energy resources they require are too 

high for low-power IoT sensors, nodes and networks. Another approach is Bayesian monitoring frameworks which 

provide a probabilistic model that balances analytical capability and resource consumption to allow real-time security 

monitoring without putting much pressure on the system resources [41]. 

User behavior has a huge impact on security outcomes from the human-factor perspective. Misconfiguration, 

negligence, and user unawareness are documented in the literature to be the main vulnerabilities that affect smart home 

environments [24,33,35,37]. Solutions include user-centered security designs that focus on simplicity in configuration 

interfaces and enforce secure behaviors by default to reduce exposure to user-induced vulnerabilities [47]. In the end, 

field deployment experience has revealed inherent interoperability problems in environments with various vendor 
devices [45], which continue to persist. Such inconsistencies can ultimately lead to security gaps that go unnoticed, 

reinforcing the requirement for a standard communication protocol and certification framework to enable consistent 

enforcement of security across devices. 

8. Future Direction 

Present activities and potential solutions to some of the security problems envisaged in smart home scenarios are 

presented along with early results. Several emerging research trends indicate the direction of future developments in 

smart home security. 

The production of energy-efficient AI models that are executable on edge resources is one of the most promoted 

topics. Federated learning and model pruning are two of them, showing that these technologies are capable of providing 
on-device, near real-time inference without relying on cloud infrastructure while also reducing data latencies and 

maintaining the privacy of user data. In parallel, zero trust security models have gained popularity. The foundation of 

these frameworks is that, by default, every device is untrusted and therefore should be continuously authenticated and 

verified, while various dynamic probabilistic models are used to detect abnormalities [41]. 

Interoperability remains a big problem, particularly in heterogeneous environments with many different vendors 

involved. It can be demonstrated from the analysis of the results of other studies [17, 19, 20] that standard 

communication protocols and open APIs are needed to avoid any complicated integration of devices. Not only can 

functional portfolios work together, but fragmented or proprietary architectures that may pose risks are also eliminated. 

Since design focuses on users, there is more of an emphasis on usability and the necessity to find a solution that 

balances security. We then demonstrate that using interactive tutorials, real-time alerts and secure-by-default 

configurations in smart home platforms can reduce the occurrence of user-induced vulnerabilities, as shown by 
available empirical evidence [24, 35, 37]. Deploying such measures is what turns a user from making ‗informed 

security decisions‘ into making ‗well-informed‘ ones, not counting on whether (and how much) did the human user pay 

―attention‖ to themselves. 

Cross-disciplinary innovation also spans more than one field. For example, deep learning–based classification 

models such as convolutional and autoencoder architectures, which have demonstrated strong performance in pattern 

recognition tasks, have been successfully adapted for context-aware anomaly detection in IoT and smart home 

environments, enabling more accurate identification of abnormal network behavior and security threats [15]. 

Post-quantum cryptography is another strategic research frontier. The technological progress of quantum 

computing also requires the design of lightweight quantum-resistant encryption schemes to protect communications in 

smart home networks that are expected to function on constrained-capacity low-power devices [50]. 

Each innovation on its own represents a step forward, but together they are the building blocks for next generation 
smart home security architectures: intelligent systems, interoperable solutions, and user-friendly yet resilient designs 

Adaptation, sustainability, and long-term security of connected home environments all necessitate the integration of 

these approaches as we continue to evolve the IoT landscape [38, 49]. 

9. Response to the Research Questions  

This section revisits the research questions articulated in the Introduction and synthesizes the insights derived from 

the reviewed literature. By explicitly addressing each question, it situates the technological, security, and human-centric 

dimensions of IoT-based smart homes within a coherent framework and highlights where progress has been achieved 

and where challenges remain unresolved. 

RQ1. What are the key technological enablers of IoT-based smart homes, and how do they interact to support 

automation, security, and user experience? 

The foundations of smart homes lie in sensors, actuators, controllers, and communication protocols, which 

collectively enable data collection, automated decision-making, and connectivity [13]. System architectures built on 

these components deliver efficiency and convenience but also increase system complexity [14]. Advanced enablers such 
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as AI-driven analytics are increasingly integrated to optimize energy use and enhance user experience [15]. Similarly, 

blockchain-based trust models have been proposed to secure device-to-device communication [7], while edge and 

federated computing architectures reduce latency and preserve privacy by shifting computation closer to the data source 

[47]. Recent work also explores quantum-resilient architectures that combine blockchain and decentralized storage for 

long-term protection of smart-home systems [10]. Collectively, these technologies illustrate how functional benefits are 

tightly coupled with new security requirements. 

RQ2. Which security vulnerabilities most significantly impact smart home environments across device, network, cloud, 

and application layers? 

Vulnerabilities extend across all layers of the smart-home ecosystem. At the device level, weak authentication and 

outdated firmware expose endpoints to attacks [32]. At the network level, protocol weaknesses in Zigbee, Z-Wave, and 

Thread have been empirically demonstrated, highlighting flaws in confidentiality and access control [4]. Even 
encrypted traffic can be exploited for profiling, demonstrating systemic privacy risks [3]. At the application and cloud 

levels, insecure APIs and automation-rule inconsistencies remain recurrent problems [52]. Intrusion detection 

experiments show that IDS tools differ widely in performance when applied to smart-home traffic, with limitations in 

scalability and configuration robustness [5]. Furthermore, forensic analyses emphasize that accountability and evidence 

preservation mechanisms are often missing from deployed systems [6]. These findings indicate that vulnerabilities are 

not isolated, but interconnected across system layers. 

RQ3. How effective are the countermeasures and frameworks in addressing the unique constraints of resource 

constrained smart home systems? 

A wide spectrum of countermeasures has been introduced. Lightweight cryptographic algorithms ensure 

confidentiality and authentication with minimal computational overhead, making them suitable for resource-constrained 

IoT devices [49]. Surveys highlight their importance for scalability in large-scale deployments [2]. Blockchain 
frameworks support tamper-proof authentication and distributed trust management, improving resilience to centralized 

failures [6]. Forensic-ready blockchain-based process models have also been proposed to improve transparency in 

investigations [8]. AI-based intrusion detection systems adapt to evolving threats and achieve higher detection accuracy 

than rule-based methods [15], while experimental evaluations confirm their potential but caution about resource 

overheads [5]. Finally, research into post-quantum cryptography and quantum-assisted blockchain anticipates the need 

to protect smart homes against quantum-capable adversaries [11]. While each countermeasure shows promise, hybrid 

layered defense strategies are increasingly recognized as the most practical path for deployment. 

RQ4. Where do gaps remain, and what future directions are most critical for advancing secure smart home deployments? 

Three gaps are particularly evident. First, interoperability remains an enduring challenge, as heterogeneous devices 

and protocols continue to fragment the ecosystem and prevent unified enforcement of security baselines [45]. Second, 

user centric security designs are underdeveloped; surveys repeatedly show that users lack intuitive privacy controls and 
default secure configurations, eroding trust [1]. Third, the emergence of quantum-era threats underscores the urgency of 

developing post-quantum cryptography schemes and integrating them into IoT ecosystems [9]. Forensic and 

accountability frameworks must also mature to ensure that breaches can be reliably investigated and attributed [6]. 

Addressing these gaps requires collaborative efforts across academia, industry, and regulatory bodies to align technical 

innovation with usability and compliance. 

10. Discussion 

The responses to all of the research questions highlight how a multi-tiered technological framework made up of 

sensors, controllers, communication protocols, and AI-driven analytics supports IoT-based smart homes. These 

components expand the attack surface across the device, network, cloud, and application layers even though they offer 
efficiency, automation, and personalization. Although current countermeasures, such as edge computing, blockchain-

based authentication, intrusion detection systems, and lightweight cryptography, show great promise, they are hampered 

by a lack of cross-vendor compatibility, device heterogeneity, and limited processing power. Therefore, it appears that 

the most practical way to achieve strong smart home security is to implement a hybrid defense approach that 

incorporates many tactics. 

The analysis emphasizes how crucial it is to incorporate privacy and security into the design of smart homes. This 

involves investing in energy-efficient AI models designed for limited contexts, ensuring device compliance, and 

implementing interoperable standards for industry stakeholders. Enforcing privacy-by-default regulations and providing 

incentives for the implementation of security frameworks are two important roles that policymakers and regulators can 

play. In order to close the well-established gap between security worries and real protective measures, end users need 

secure-by-default configurations and intuitive interfaces. 

This review is constrained by its dependence on secondary sources and the breadth of available literature. 
Although it encompasses trends until 2025, forthcoming empirical research may reveal new vulnerabilities or mitigation 
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measures not currently included. The lack of extensive deployment data limits the capacity to generalize results across 

various smart home settings. The review ultimately lacks a quantitative meta-analysis, which could enhance the 

validation of the comparative effectiveness of various countermeasures. 

The results indicate multiple essential directions for subsequent investigation. First, the creation of quantum-

resistant cryptography protocols suitable for restricted devices will be crucial in the next decade. Secondly, zero-trust 

security frameworks must be tailored to the resource constraints of smart home systems, guaranteeing ongoing 

verification without undue burden. Third, prioritization of human-centered security designs is essential, focusing on 

usability, awareness enhancement, and error-tolerant setups. Finally, cooperative initiatives among academics, business, 

and regulatory bodies are essential to create benchmark datasets, standardized testing methodologies, and interoperable 

security frameworks that guarantee uniformity across diverse IoT ecosystems. 

11. Conclusion 

Smart homes enabled by IoT have become an integral part of our day-to-day life by providing the latest automation 

features, comfort, and reduced energy usage. But, in the same vein, the interconnection and other efficiency which IoT 

has brought about by connecting so many new devices is also a double-edged sword, as it has also introduced vast 

amounts of security and privacy challenges increasing the attack surface. With smart technologies being increasingly 

accepted, it is becoming more important to secure and ensure the integrity and reliability of systems. 

Our work in this paper is to provide insight into the security vulnerabilities in smart home ecosystems and propose 

some defensive solutions namely ultra-lightweight cryptographic protocols, AI-based threat detection systems, 

blockchain-enabled decentralized architectures, as well as privacy-preserving approaches. Some combination of these 

measures, deployed as part of an adaptive, layered-protection architecture, can provide long-lasting and strong 
protection against both cyber and physical threats. 

However, the most advanced technical measures will still be vulnerable. Key human factors such as the 

mishandling or improper configuration of devices, poor security practices and a lack of education in cybersecurity still 

present serious dangers. As a result, secure-by-default, usability and in situ advice must be considered for future smart 

home design. 

Over the next five years, smart home security will need to consider scalable and cross-vendor interoperable 

solutions against new threats, including preparation for post-quantum cryptography. Meeting this need will demand a 

combination of technological innovation, human-centered design, and policy-motivated regulation, to ensure the smart 

homes of tomorrow are not just smart and connected, but also secure by default. 
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