1.J. Information Engineering and Electronic Business, 2026, 1, 1-23
Published Online on February 8, 2026 by MECS Press (http://www.mecs-press.org/)
DOI: 10.5815/ijieeh.2026.01.01

=

|
| Modern Education,
| and Computer Science

PRESS

Multi-Criteria Decision-Making (MCDM)
Approach for Software Architecture Selection in
Cloud Computing Using Evidential Reasoning
and Bayesian Inference Techniques

Jide Ebenezer Taiwo Akinsola*

Department of Computer Sciences, Abiola Ajimobi Technical University, Ibadan 200255, Nigeria
E-mail: akinsolajet@gmail.com

ORCID iD: https://orcid.org/0000-0003-2505-4024

*Corresponding Author

Akinwale Olusolabomi Akinkunmi

Department of Computer Sciences, Abiola Ajimobi Technical University, Ibadan 200255, Nigeria
E-mail: akinwaleakinkunmi2005@gmail.com

ORCID iD: https://orcid.org/0009-0005-1186-057X

Ifeoluwa Michael Olaniyi

Department of Computer Sciences, Abiola Ajimobi Technical University, Ibadan, 200255, Nigeria
E-mail: olaniyiifeoluwal2@gmail.com

ORCID iD: https://orcid.org/ 0009-0003-9278-3611

John Edet Efiong

Department of Computer Science and Engineering, Obafemi Awolowo University, lle—Ife, 220282, Nigeria
E-mail: jeediof@gmail.com

ORCID iD: https://orcid.org/0000-0003-4391-2475

Emmanuel Ajayi Olajubu

Department of Computer Science and Engineering, Obafemi Awolowo University, lle—Ife, 220282, Nigeria
E-mail: emmolajubu@oauife.edu.ng

ORCID iD: https://orcid.org/0000-0002-3244-0807

Ganiyu Adesola Aderonmu

Department of Computer Science and Engineering, Obafemi Awolowo University, lle—Ife, 220282, Nigeria
E-mail: gaderoun@oauife.edu.ng

ORCID iD: https://orcid.org/0000-0002-7992-514X

Received: 19 October, 2025; Revised: 13 November, 2025; Accepted: 01 January, 2026; Published: 08 February, 2026

Abstract: Choosing the optimal software architecture for cloud-based systems is a critical and complex Multi-Criteria
Decision Making (MCDM) problem, characterized by multiple, often conflicting, and interdependent criteria such as
performance, cost, scalability, deployment speed, security, and maintainability. This research addresses this challenge
by proposing and applying an integrated MCDM methodology that leverages Evidential Reasoning (ER) and Bayesian
Inference (BI). The study's primary objective is to provide a robust and transparent framework for evaluating six
common architecture styles: Monolithic, Microservices, Layered, Serverless, Event-Driven, and Service-Oriented
Acrchitecture (SOA). The methods employed involved a multi-stage process. First, criteria weights were derived using
the Analytic Hierarchy Process (AHP) through expert pairwise comparisons. The techniques for handling uncertainty
and dependencies were central. ER was utilized to aggregate subjective and objective assessments, representing them as
belief distributions to explicitly account for imprecision and ignorance. Concurrently, Bl was applied to model
probabilistic interdependencies between criteria (Security influencing Performance, Performance influencing Scalability
and Cost) within a Bayesian Network. The Intelligent Decision System (IDS) tool facilitated the operationalization of
both ER aggregation and Bayesian inference. The results of the AHP weighting revealed the priorities: Performance
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(0.3930), Security (0.2355), Scalability (0.1420), Maintainability (0.1160), Deployment Speed (0.0568), and Cost
(0.0568). The overall evaluation, integrating these weighted criteria with ER and BI, identified Monolithic architecture
as the most suitable option, achieving a utility score of 0.81. This ranking was followed by Event-Driven (0.69), SOA
(0.68), Serverless (0.68), Microservices (0.65), and Layered (0.47). A comprehensive sensitivity analysis was conducted
to assess the robustness of this decision. Crucially, the analysis demonstrated that while the Monolithic architecture was
initially optimal, significant shifts in criteria weights could alter the ranking. Specifically, when the weight of Security
was substantially increased (to ~0.32) and Performance decreased (to ~0.25), the Serverless architecture emerged as the
new top-ranked alternative (83% utility score), surpassing Monolithic (78%). This finding underscores the critical
influence of strategic priorities on architecture selection. Future studies may also focus on developing data-driven,
adaptive, and domain-specific decision frameworks to enhance the robustness, transparency, and real-world
applicability of MCDM approaches for cloud-based software architecture selection.

Index Terms: AHP, Bayesian Inference, Cloud Computing, Evidential Reasoning, Intelligent Decision System,
MCDM, Software Architecture

1. Introduction

Multi-Criteria Decision Making (MCDM) is a pivotal field within operations research and management science,
addressing complex decision problems characterized by multiple, often conflicting, objectives or criteria [1]. In an
increasingly intricate world, decision-makers across various domains—from engineering and environmental
management to finance and healthcare—are frequently confronted with scenarios where a single optimal solution is
elusive due to the inherent trade-offs between desirable outcomes. The essence of MCDM lies in providing a structured
framework to evaluate, compare, and rank alternatives based on their performance across these diverse criteria, thereby
facilitating more informed and transparent decision-making processes [2]. The objective of MCDM is to logically
determine the weights between multiple metrics [3].

Traditional MCDM approaches, while robust, often face limitations when dealing with uncertainties, imprecision,
or incomplete information that are commonplace in real-world decision environments. The challenge intensifies when
information is subjective, conflicting, or derived from various unreliable sources, necessitating methodologies that can
effectively aggregate and process such complex data. This has led to the development of advanced MCDM techniques
capable of handling these intricacies, moving beyond deterministic models to embrace probabilistic and uncertainty-
modeling paradigms.

Among these advanced approaches, Evidential Reasoning (ER) and Bayesian Inference (Bl) emerge as powerful
tools for addressing decision problems under uncertainty, particularly when dealing with subjective assessments and
varying degrees of belief [4]. Evidential Reasoning, rooted in Dempster-Shafer theory, offers a robust framework for
combining evidence from multiple sources, allowing for the representation of both ignorance and conflicting
information, which is critical in situations where precise probabilities are unavailable [4]. Conversely, Bayesian
Inference provides a statistical method for updating the probability of a hypothesis as more evidence or information
becomes available, making it highly suitable for dynamic decision environments where data accumulates over time [5].
The integration of these methodologies within MCDM frameworks holds significant promise for enhancing the
reliability and robustness of decisions, particularly in complex scenarios where a comprehensive understanding of
uncertainties is paramount.

Software architecture serves as a blueprint for system development [6], and the proper evaluation of existing
architectures is crucial [7] in developing sophisticated systems in a cloud computing environment. A system
architecture can be evaluated using formal method by integrating machine learning and MCDM [8].

This study specifically applies MCDM principles, leveraging the strengths of Evidential Reasoning and Bayesian
Inference, to the critical area of selecting the best software architecture for cloud computing environments. Cloud
computing, with its dynamic and distributed nature, introduces complexities where architecture choices directly impact
performance, security, scalability, and cost. Furthermore, the research addresses the assessment of tools within such
architectures, with a particular focus on the

Intelligent Decision System (IDS) tool [9] includes the development and demonstration of a methodology that
effectively combines ER and Bl to navigate these complex decision landscapes, aiming to provide a more nuanced and
reliable evaluation of various software architectures and their integrated security components under conditions of
imperfect knowledge.

Evidential Reasoning is designed for decision problems that involve mixed data types, uncertainty, incomplete
information, and qualitative judgment. Decision problems, including various data kinds, uncertainty, inadequate
knowledge, and qualitative judgment, are best suited for evidential reasoning. This indicates the significant importance
of ER in operation research-based study, as in this research.

[9] focused on an application area where such uncertainties and multi-faceted criteria are prevalent. This work
contributes to the practical utility of advanced MCDM techniques in generating actionable insights for decision-makers
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in cloud infrastructure management. MCDM methods require mathematical formulations for insightful decision making.
Also, this study contributes to the body of existing knowledge in MCDM in the following spheres:
1. Application of ER for software architecture selection
a. ER was applied to handle uncertainty and ambiguity in the criteria with recourse to:

e Evaluations of architecture attributes that are inaccurate, ambiguous, or partial are explicitly modeled
by ER, for instance, by considering "performance is between poor and excellent” using belief degrees
based on linguistic assessments.

e Validation of linguistic scales from the research results, based on the world-wide acclaimed Saaty’s
method, as well as intervals, and belief levels that correspond to the natural ways in which software
architects make decisions.

b. Integration of various Qualitative and Quantitative Criteria, through:

e Modifiability, usefulness, and maintainability of the subjective architecture attributes that are critical.

e Qualitative criteria modeling using belief degrees based on linguistic assessments to correct the
subjectivity of the opinion because software architecture criteria are subjective.

e Logical and mathematically consistent integration of subjective expert views with objective measures.

c. Strong Evidence Combination from the:
e Combination of evidence from several sources and stakeholders using Dempster-Shafer theory
2. Bl implementation to solve the software architecture selection
a. Measurement of Probabilistic Uncertainty by:
o Utilizing formal risk analysis in architecture selection by requiring uncertainty to be represented as
probabilities.
b. Integration of Prior Knowledge by utilizing:
e Historical software project knowledge to improve decision quality.
3. Hybridization of Bl and ER with AHP for weight elicitation

e Management of risk-based evaluation in comparison with qualitative judgement by providing a

robust decision approach that is objective and not subjective.

2. Related Works

[10] introduces multi-criteria decision making (MCDM) as a decision-making method for rational real-life decision
making, and its approach has become of great importance for solving complicated, multi-attribute decision-making
issues in unpredictable situations [11]. In a similar regard, [12] developed two algorithms for multi-attribute decision
making in the case of uncertainty. [13] also applied the MCDM technique to evaluate the performance of different
supervised machine learning algorithms. [14] applies the Evidential Reasoning (ER) method to select software
components within an online bookstore system, showcasing its utility beyond theoretical models. The authors
systematically assign belief degrees such as “70% reliable, 20% maintainable, 10% costly”—to each component,
capturing both quantitative and qualitative aspects under a unified belief structure [14]. Other area of application of
MCDM includes supply chain management [15], waste management [16], healthcare [17], energy management [18],
and energy planning and formulation [19].

[20] offer the foundational theory and methodology for the Evidential Reasoning approach within MCDM. The
study’s exposition links Dempster—Shafer theory to pragmatic decision frameworks, enabling the handling of both
quantitative and qualitative attributes under conditions of uncertainty. The study explains how belief structures can
represent ambiguous evaluations—such as “60% good, 40% average”™—and how ER aggregation rules combine these
into a coherent assessment. Importantly, the research also introduces the Intelligent Decision System (IDS), providing a
software implementation that operationalizes the theoretical contributions. The work highlights ER’s flexibility and
robustness compared to deterministic methods like AHP, thereby validating the use of ER in contexts like software
architecture, where some criteria (for example, maintainability, security) cannot be strictly measured [20].

Building on the prior work by the authors [4], enhancing ER with the Interval Evidential Reasoning (IER)
extension to handle interval uncertainty. Instead of precise belief values, decision-makers can define intervals—such as
maintainability being between 0.6 and 0.8 confident—providing a more realistic representation of ambiguous
evaluations during early architecture selection. The IER algorithm computes belief bounds and aggregates them to
reflect both best- and worst-case scenarios. The approach enhances decision transparency and sensitivity, showing how
broader uncertainties impact ranking outcomes. Similarly, in designing selection architecture, IER could support early-
stage assessments where performance numbers or cost data are not yet fully reliable, thus adding rigor and confidence
to decision-making [4].

[5] introduces a unified Bayesian framework for MCDM that comprehensively addresses preference uncertainty,
criteria correlation, and group decisions. The hierarchical model supports different uncertainty types, such as normal
distributions or interval preferences and accounts for correlated criteria through joint probability distributions. Notably,
the model produces probabilistic weights and rankings, offering distributional insights rather than single-point estimates.
The introduction of probabilistic mixture modeling allows grouping decision-makers into homogeneous clusters based
on preference structures, with posterior distributions supporting richer analysis. [5] validates the framework through
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numerical examples, demonstrating how Bayesian inference can enhance both methodological rigor and interpretability
in MCDM tasks. The proposed framework illustrates a practical, theoretically-grounded pathway to embedding
Bayesian inference into IDS and provides templates for handling weight uncertainty and criterion interdependence [5].

[2] extends AHP into ANP to accommodate interdependencies among software architecture criteria. The study
models feedback loops, for example, performance impacting scalability, and vice versa and derive priorities using
networked comparisons. While ANP captures the architecture decision's complexity, it remains deterministic and does
not explicitly handle uncertainty. The findings suggest that performance and scalability form a positive feedback loop in
systems selection. This aligns with the motivation to introduce Bayesian inference for uncertainty modeling, signaling
the complementary use of probabilistic networks over traditional deterministic ANP [2]. The Saaty’s method, known as
AHP, was applied to select an optimal candidate for a potential business partner, as clearly indicated as the most
important method for handling MCDM problems [21]. The adaptation of linguistic assessment has been provided by
[22], which is being widely used in the MCDM domain.

[9] outlines the capabilities in supporting uncertain decision-making through ER and belief functions. It was noted
that IDS can handle incomplete data, integrate qualitative and quantitative assessments, and provide belief-level outputs
for decision alternatives. The study also emphasizes IDS's graphical interface and its capacity to model Bayesian
inference through dependency links. While not peer-reviewed, this source provides a valuable high-level summary of
how theoretical techniques are operationalized in a software tool. It confirms that IDS is an appropriate platform for
combining AHP-based weights, belief aggregation using ER, and Bayesian networks [9].

2.1. Conceptual Model for Software Architecture Selection

The decision-making process for selecting software architecture in a cloud environment can be conceptualized as a
structured evaluation problem involving multiple layers of assessment and aggregation. At its core, the problem
involves identifying a set of architecture alternatives (for example, Monolithic, Microservices, Serverless, Event-Driven,
Service-Oriented Architecture (SOA), and Layered) against a defined set of criteria. These criteria span both
quantitative measures, such as performance (requests/sec), scalability (concurrent users), cost ($/month), and
deployment speed (hours), and qualitative factors like security and maintainability.

A comprehensive conceptual model for this context integrates a multi-step framework:

1. Problem Definition and Alternative Identification: Clearly stating the goal of selecting the optimal cloud-based
software architecture and enumerating the candidate architectures.

2. Criteria Identification and Classification: Determining the relevant evaluation criteria, distinguishing between
quantitative and qualitative attributes.

3. Attribute Scale and Grade Definition: Establishing units, best/worst values for quantitative criteria, and
linguistic grading scales (for example, Poor, Average, Good) for qualitative criteria.

4. Weight Assignment: Using methods like the Analytic Hierarchy Process (AHP) to derive criteria weights
through expert pairwise comparisons, ensuring consistency. The prioritization of criteria such as performance,
security, and scalability is paramount in cloud contexts.

5. Data Encoding and Belief Structure Definition: Transforming raw data (quantitative values or qualitative
assessments) into belief distributions, which capture uncertainty and skepticism.

6. Evidential Reasoning Aggregation: Applying ER to combine belief degrees from individual attributes into an
overall performance score for each architecture, accounting for attribute weights and uncertainty.

7. Bayesian Inference for Dependency Modeling: Incorporating Bayesian Inference to model interdependencies
between criteria (for example, performance affecting scalability), defining conditional probability tables to
reflect realistic decision contexts.

8. Ranking and Sensitivity Analysis: Ranking alternatives based on their aggregated scores and performing
sensitivity analysis to understand how changes in weights or belief degrees impact the final ranking.

This integrated model allows for a nuanced evaluation that moves beyond simple deterministic aggregation,
providing a robust framework for complex architecture decisions in cloud computing.

2.2. Comparison of MCDM Methods in Software Architectures Selection

The selection of software architectures, especially for cloud environments, is inherently an MCDM problem due to
the multitude of conflicting technical and non-technical factors. Various MCDM methods have been employed, each
with its strengths and limitations.

Traditional methods like the Analytic Hierarchy Process (AHP) are widely used for their ability to derive weights
for criteria based on pairwise comparisons, providing a structured approach to incorporate expert judgment. However,
AHP is fundamentally deterministic and struggles to explicitly handle uncertainty, imprecision, or the varying degrees
of belief in expert assessments. Similarly, its extension, the Analytic Network Process (ANP), accommodates
interdependencies among criteria by modeling feedback loops, which is highly relevant in complex systems where
performance might impact scalability and vice versa. While ANP captures this complexity better than AHP, it also
remains a deterministic method, lacking explicit mechanisms for uncertainty modeling. [2] highlights ANP's utility in

4 Volume 18 (2026), Issue 1



Multi-Criteria Decision-Making (MCDM) Approach for Software Architecture Selection in Cloud Computing Using Evidential
Reasoning and Bayesian Inference Techniques

modeling these interdependencies but implicitly underscores the need for complementary probabilistic methods when
uncertainty is present.

In contrast, Evidential Reasoning (ER) offers a more sophisticated approach to dealing with uncertainty by
allowing decision-makers to assign belief degrees to various assessment grades, rather than precise scores. This enables
the representation of ambiguity, ignorance, and conflicting information, making it particularly suitable for qualitative
criteria like security and maintainability in software architecture selection. ER's ability to aggregate beliefs from
multiple sources into a coherent assessment, as demonstrated by [20], and its extension to handle interval uncertainty
(IER) by [4] significantly enhances decision transparency and robustness in early-stage architecture assessments where
data might be imprecise. [14] further illustrates ER's practical utility in selecting software components by systematically
assigning belief degrees to capture both quantitative and qualitative aspects.

For modeling inter-dependencies and dynamic updates, Bayesian Inference (BI) provides a powerful probabilistic
framework. While the AHP/ANP model static dependencies, Bayesian methods allow for updating probabilities as new
evidence becomes available and for accounting for correlated criteria through joint probability distributions. [5]
introduces a unified Bayesian framework for MCDM that addresses preference uncertainty, criteria correlation, and
group decisions, producing probabilistic weights and rankings that offer deeper distributional insights than single-point
estimates. The Intelligent Decision System (IDS) tool utilized in this study operationalizes both ER and Bayesian
Inference, allowing for their combined application to handle uncertain decision-making and model Bayesian networks
through dependency links. This integration provides a strong analytical framework for architecture evaluation under
comprehensive uncertainty.

2.3. Evidential Reasoning (ER)

Evidential Reasoning (ER) is an MCDM approach designed to handle decision problems under uncertainty and
subjective judgment, particularly effective when precise data is unavailable or when assessments involve varying
degrees of belief. It is fundamentally based on the Dempster-Shafer theory of evidence (DST) [23]. ER allows for the
representation of assessments as "belief structures," where a degree of belief is assigned to multiple grades or
propositions, and remaining belief can be assigned to "ignorance" (not knowing).

2.3.1. Mathematical Model of Evidential Reasoning

In ER, an assessment S(e;) (represented in equation 1) for an alternative Ay with respect to attribute e; is represented
by a belief distribution over a set of discernment grades H = {H,, ..., Hy }:

S@)={(H;,B;:)1 i-L...N}O{(H,.B, )} @
Where:
H; are the individual assessment grades (e.g., Poor, Average, Good, Excellent).
B; i is the belief degree that alternative A, belongs to grade H; under attribute e;.
Py i represents the unassigned belief, or "ignorance,” concerning attribute e;.
The sum of beliefs must be satisfied as represented in equation 2:

N

ZBj,i+6BH,i =1 (2)

=

When combining evidence from multiple attributes (es,e,,...,e.) for an alternative Ay, the ER approach uses an
aggregation rule. For two attributes e; and e,, the combined belief degree my(H;) for grade H; is given by the
orthogonal sum, which is a key component of the Dempster-Shafer combination rule. It is mathematically represented
in equation 3.

1
M(H;) =2 o, MOOM () ®)
Where:
my(X) and my(Y) are the basic probability assignments (BPAs) from attributes e, and e, respectively, for subsets of
grades X and Y.

K (shown in equation 4) is a normalization factor that measures the conflict between the two pieces of evidence:

K=Y mX)m(Y) Q)

This rule can be extended iteratively to aggregate evidence from all L attributes. The IDS tool operationalizes this
process, taking attribute weights into account during aggregation.
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2.4, Bayesian Inference (BI)

Bayesian Inference (BI) is a statistical method for updating the probability of a hypothesis as more evidence or
information becomes available. Unlike frequentist methods, Bayesian inference uses prior probabilities (representing
initial beliefs) and updates them based on observed data to produce posterior probabilities (representing updated beliefs)
[24]. In MCDM, BI is particularly valuable for modeling dependencies between criteria and for propagating
uncertainties through a decision model.

2.4.1. Mathematical Model of Bayesian Inference (Bayes' Theorem)

The core of Bayesian Inference is Bayes' Theorem, it is mathematically represented in equation 5 as:

p(H | E) = P(EIH)-P(H) (5)
P(E)

where:

P(H | E) is the posterior probability, the probability of a hypothesis H given the observed evidence E. This is the
updated belief after considering the evidence.

P(E | H) is the likelihood, the probability of observing the evidence E given that the hypothesis H is true.

P(H) is the prior probability, the initial probability of the hypothesis H before any evidence is observed.

P(E) is the marginal likelihood or evidence probability, the total probability of observing the evidence E across all
possible hypotheses. It acts as a normalization constant. Equation 6 shows it mathematical representation.

P(E) =2 P(E|H).P(H) (6)

In the context of MCDM for software architecture selection, hypotheses (H) could be the suitability of a particular
architecture type, and evidence (E) could be the performance metrics or qualitative assessments on specific criteria. For
modeling dependencies, Bayesian networks are employed, where nodes represent criteria or attributes, and directed
edges represent probabilistic dependencies between them. Each node is associated with a conditional probability table
(CPT) that quantifies the strength of these relationships. For example, the probability of a certain "Scalability" level
might be conditional on the "Performance" level.

The Intelligent Decision System (IDS) tool supports the definition of these dependency links and CPTs, allowing
for a more realistic representation of the interdependencies between attributes that are common in complex systems like
cloud architectures. This allows for the propagation of uncertainty and the calculation of updated probabilities for
architecture suitability based on various criteria and their relationships. [5] further elaborates on unified Bayesian
frameworks for MCDM, showecasing their ability to handle various uncertainty types and correlated criteria to generate
probabilistic rankings.

3. Materials and Methods

This section delineates the systematic approach adopted for the multi-criteria decision-making problem of selecting
optimal software architectures for cloud computing, explicitly integrating Evidential Reasoning (ER) and Bayesian
Inference (BI). The methodology emphasizes a structured evaluation process that accounts for both objective data and
subjective uncertainties inherent in complex architecture choices.

3.1. Research Design and Overall Methodology

The research design is structured as a prescriptive case study, applying an integrated MCDM framework to a
specific, critical decision problem in cloud computing: the selection of software architectures and the evaluation of
critical components like an Intelligent Decision System (IDS). The overall methodology follows a hybrid approach,
combining the strengths of AHP for weight elicitation, Evidential Reasoning for handling uncertainty in assessments,
and Bayesian Inference for modeling probabilistic dependencies among criteria. Fig. 1 shows the overall MCDM
process flow.

3.2. Criteria Definition and Data Collection

For the selection of software architectures in cloud computing, a comprehensive set of criteria was identified,
encompassing both technical and non-technical dimensions crucial for system performance and operational
effectiveness. These criteria were defined through literature review and expert consultation to ensure relevance to
contemporary cloud environments. Examples of key criteria include:

1. Performance: Measured by throughput (for example, requests per second), latency, and response time.

2. Scalability: The ability of the architecture to handle increased workload or users efficiently.

3. Security: Encompassing measures like data encryption, access control, and the effectiveness of integrated
decision system tools, such as the IDS.
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4. Maintainability: Ease of modifying, updating, or repairing the system.
5. Cost: Total cost of ownership, including deployment, operation, and maintenance.
6. Reliability: The probability of the system performing its intended function without failure.

Data for evaluating architecture alternatives against these criteria can be quantitative (Can be given a numerical
input) or qualitative (non-numeric input can be provided). For qualitative criteria, linguistic terms (for example, Poor,
Average, Good, and Excellent) were defined, and corresponding belief distributions were assigned to capture the
inherent uncertainty in expert judgments.

Define

Alternative and Criteria |dentification

Encode

Identify

Data Encoding/Belief Structure Definition

Weight Assignment (AHP) Infer

Aggregate

Bayesian Inference for Dependencies

Assign

Evidential Reasoning Aggregation |

Rank

Ranking of Alternatives

Analyze

Sensitivity Analysis

Enlec:l

Decision/Optimal Architecture Selection

Fig. 1. Overall MCDM Process Flowchart
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3.2.1. Criteria Selection and Classification

Each architecture alternative was evaluated across six criteria, categorized into quantitative and qualitative. Table 1
shows each attribute with its unit as well as the range of input values it can take. Table 1 shows the real empirical
baselines of raw metrics for the software architecture alternatives. The baselines used for various attributes in software
architecture selection from monolithic architecture to micro-services are highlighted accordingly from the literature;
based on performance [25] under similar stress/load scenarios, consideration of requests /second as well as cost [26],
scalability evaluation [27], deployment speed [28], deployment concerns in terms of security [29], in addition to
maintainability paradigm as a qualitative metric [30].

Table 1. Architecture Alternatives and Attribute Inputs

Attribute Unit / Grade Best-Worst Range
Performance Requests/sec 1000 — 10000
Scalability Concurrent users 1000 — 500000
Cost USD/month $500 — $5000
Deployment Speed Hours 1-72
Security Qualitative High risk (0) — Very Secure(1.0)
Maintainability Qualitative Very difficult (0) — Very easy (1.0)

The qualitative criteria were modeled using belief degrees based on linguistic assessments (for example, poor,
average, good, excellent), and the quantitative ones were mapped within best-to-worst performance intervals.

Fig. 2 illustrates how a quantitative criterion, specifically 'Performance,’ was configured within the Intelligent
Decision System (IDS) tool. It depicts the attribute 'Performance' as a quantitative type, specifies its unit as 'requests
processed per second,” and sets its minimum and maximum input values at 1000 and 10000, respectively. This
configuration is crucial for the precise and consistent evaluation of architecture alternatives based on objective
performance metrics within the MCDM framework. Fig. 3 shows the number of grades used for maintainability.

S Dialog: Define An Attribute = m]

X

Aftribute Type: GQuantitative or Gualitative a

Advanced

& Quantitative © Qualitative

™ Uncertain Cancel

BestWvalue: ‘WorstValue: Describe

110000 1000

Unit freqs Help
_aencea |

Fig. 2. Performance Attribute (Quantitative) with upper and lower bound values.

IDS Dialog: Define An Attribute = m]

x

Attribute ([EETauETatETIVG
Name

Adttribute Type: Quantitative or Gualitative
© Quantitative & Qualitative
Number of Grades: Cancel
’4—
Describe
Define Grades Now?
Yes | No | Help ‘

Advanced

i

Fig. 3. Maintainability Attribute (Qualitative) with Number of Grades.
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For qualitative criteria, linguistic terms (for example, Poor, Average, Good, and Excellent) were defined, and
corresponding belief distributions were assigned to capture the inherent uncertainty in expert judgments. For instance.
Assessment Grades for Maintainability Criterion are visually shown in Fig. 4, representing the qualitative assessment
grades established for ‘Maintainability’. These grades, such as 'Very difficult’, 'Average’, 'Easy’, and 'Very easy' form the
discrete set of discernment states over which expert beliefs are distributed within the Evidential Reasoning framework,
enabling the precise capture of subjective evaluations.

*

105 Dialog: Define Evaluation Grades

Define Evaluation Grades and Assign Utilities f Necessary for

Maintainability
Grade Name Utiliey [0 1]
Grade 1 gEnaelet] m Help
Grade 2 Awverage l—_|u'25
Grade 3 Easy IW‘ ——
Grade 4 Wery easy m

0K

Lk

Cancel

Fig. 4. Assessment Grades for Maintainability Criterion.

3.2.2. Weight Assignment Using AHP

The Analytic Hierarchy Process (AHP) was used to derive the weights for each criterion through pairwise
comparisons. The decision matrix was constructed with expert judgments about the relative importance of each criterion
they were ranked in this order of importance:

Performance

Security

Scalability

Maintainability

Deployment Speed (equal with cost)
Cost (equal with deployment speed)

RN

The detailed mathematical steps involved are as follows:

1. Constructing the Pairwise Comparison Matrix (A): Experts compare each criterion against every other
criterion with respect to its importance towards the overall goal, using Saaty's fundamental scale (1-9). The results are
organized into an n x n matrix, where n is the number of criteria. If a;; represents the relative importance of criterion i
compared to criterion j, then a; =1/ a;; , and a;; =1

For this study, with 6 criteria (Performance (P), Security (S), Scalability (Sc), Maintainability (M), Deployment
Speed (D), and Cost (C)), the pairwise comparison matrix A was constructed based on expert judgments, and it is
shown in Table 2. The matrix is also represented mathematically in equation 7.

Table 2. Pairwise Comparison Table

P S Sc
1 2 3
1/2 1 2

1/3 1/2 1

1/4 1/3 1/2
1/5 1/4 1/3 1/2
1/5 1/4 1/3 1/2

RINw|»Z

0|9|Z2|@|wn|o
RPN w(™o|O
PR (Nw| a0
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1.00 2.00 3.00 4.00 5.00 5.00
0.50 1.00 2.00 3.00 4.00 4.00 @)
0.33 0.50 1.00 2.00 3.00 3.00
0.23 0.33 0.50 1.00 2.00 2.00
0.20 0.25 0.33 0.50 1.00 1.00
0.20 0.25 0.33 0.50 1.00 1.00

2. Normalizing the Pairwise Comparison Matrix: Each element in a column of matrix A is divided by the sum

of that column to obtain a normalized matrix A. This process transforms the absolute comparisons into proportional
values within each column. This is mathematically expressed as in equation 8.

=~ _ & (8)

a'ij - n
Z k=1 akJ'

The column sums for matrix A are: P=2.48, S=4.33, Sc=7.16, M=11.00, D=16.00, C=16.00. The normalized matrix
A is approximately expressed in equation 9.

[0.403 0.462 0.419 0.364 0.313 0.313]
0.133 0.231 0.279 0.273 0.250 0.250
0.133 0.115 0.140 0.182 0.188 0.188
0.101 0.0v6 0.070 0.091 0.125 0.125
0.081 0.058 0.046 0.045 0.063 0.063

10.081 0.058 0.046 0.045 0.063 0.063

)

3. Calculating the Priority Vector (Weights w): The weights of the criteria are obtained by averaging the
elements in each row of the normalized matrix A. This average forms the priority vector. W= (W, W,,...,w,) . The
weight can be expressed as shown in equation 10.

lon -
W = Hijlaij (10)
The calculated weights are:

W, = 0.379 (Performance)

Wy = 0.248 (Security)

W;, =~ 0.158 (Scalability)

W, = 0.098 (Maintainability)
Wy = 0.059 (Deployment Speed)
W, = 0.059 (Cost)

o g > w D oE

These weights sum to approximately 1.001, demonstrating their relative importance in the decision hierarchy.
4. Calculating the Consistency Index (Cl) and Consistency Ratio (CR): To ensure the reliability of the derived

weights, the consistency of the pairwise comparisons is assessed. First, the maximum eigenvalue A, is calculated by

multiplying the original matrix A by the weight vector w and then averaging the ratios of the elements of the resulting
vector to the corresponding weights. The maximum eigenvalue is expressed as shown in equation 11.

. =%Z” (AW), (11)

i:lTi
Hence, 1 ~6.076.
Next, the Consistency Index (CI) is computed as represented in equation 12.

o (12)
n-1
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6076-6 0076

Cl ——=0.0152
6-1 5

Finally, the Consistency Ratio (CR) is calculated by dividing the CI by the Random Index (RI) for a matrix of size
n=6, where RI = 1.24. The Consistency Ratio is mathematically represented in equation 13.

cr= (13)
RI

_0.0152 0123

1.24

Cl

The calculated CR of approximately 0.0123 is significantly less than the acceptable threshold of 0.10 [31],
indicating a high level of consistency in the expert's pairwise judgments. This ensures the robustness and reliability of
the derived criterion weights for subsequent stages of the MCDM process.

Fig. 5 shows how weight is calculated and assigned for each of the six attributes using pairwise comparisons and
AHP method.

105 Dialog: Assign Weights Using Pairwise Comparisons X
For the following father attribute

Overall Best Architecture

Campare the relative impartance of & selected child attribute with the other child atibutes in the fallowing paimise fashion

Attrilbute

Seleciad |Cc|51 j Confirm selection | Help ‘ 0]'8

is [1/9 times as imporant as

Commerts ‘ Cancel

Attribute |CD st
Compared to

Frovided Pairwvise Comparisons

Weight generation method
" Geometric Mean

Calculate weights

Adtribute Selected times a.ia. | Adfribute Compared to | & EE e (Rl

=) Petformance 3.000000 Security Generated Weights: " Mixed Approach
=|Performance 4.000000 Scalability

=)|Performance 2000000 Maintainahility Affrifute name | weight]
=) Petformance 5.000000 Deployrent speed Z|Performance 0392579
=|Performance 5000000 Cost =) Security 0235517
=) Security 3.000000 Scalability =) Scalability 0141976
=) Security 2.000000  Mairtainakbility = Maintainability 0.116009
=) Security 4.000000 Deployment speed =) Deployment speed 0.056759
=) Security 4.000000 Cost =|Cost 0.056759
=l Scalability 2.000000  Maintainahility

=) Scalability 3.000000 Deployment speed

Clear all comparisons

Inconsistence ,7
v 0.055561847 Advice

Fig. 5. Calculated Weights for Each Attribute.

3.2.3. Dependency Modeling and Probabilistic Inference (Bayesian Inference)

To account for the inherent interdependencies between criteria (for example, a performance improvement might
necessitate a compromise in cost or security), Bayesian Inference (BI) was employed through the construction of
Bayesian Networks. This allows for a more realistic propagation of uncertainty and the updating of beliefs based on
observed or hypothesized conditions. The overall process used to achieve this can be summarized as follows:

3.2.3.1. Recap of Inputs and Dependencies

This study considers the six architecture alternatives (Monolithic, Microservices, Layered, Serverless, Event-
Driven, and SOA) and the six evaluation criteria (Performance, Security, Scalability, Maintainability, Deployment
Speed, and Cost) as defined in Table 1 and Table 7. The AHP weights for these criteria have also been established (for
example, Performance: 0.379, Security: 0.248, etc.) in section 3.2.2.

Based on common architecture relationships and expert knowledge, the following are illustrative dependencies for
our Bayesian Network:

a. Security — Performance: The level of security implemented can impact the system's performance (for
example, encryption overhead).

b. Performance — Scalability: A system's core performance characteristics directly influence its ability to
scale effectively.

C. Maintainability — Deployment Speed: Highly maintainable codebases generally lead to faster and more
reliable deployments.
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d. Performance — Cost: Achieving higher performance often comes with increased infrastructure or
operational costs.

3.2.3.2. Constructing the Bayesian Network and CPTs

A Bayesian Network (BN) is constructed where nodes represent the criteria, and directed edges represent
probabilistic dependencies. For this conceptual simulation, there are discrete states for each criterion (for example, Low,
Medium, High for quantitative criteria, or the defined grades for qualitative ones). Fig. 6 illustrates the Bayesian
network, and it indicates the dependencies among the criteria.

| I
I

|
@é———— Influences ———o
|

¢ Influences ———0

I
I [
[ Influences
I
I
I
I
I
[}
I
I

-

1
1
I
|
I
I
I
I I
I I
I ] | I
I | | I
T Influences T T 0
I | | |
I ] I I

Fig. 6. Bayesian Network showing Dependencies among Criteria

Conditional Probability Tables (CPTs)

1. CPT for Performance given Security P(Performance | Security): This CPT shows how the probability of an
architecture having a certain Performance level changes based on its Security level. Table 3 shows the CPT for
Performance given Security.

Table 3. CPT for Performance given Security

2. CPT for Scalability given Performance P(Performance | Scalability): This CPT shows how the probability of
an architecture having a certain Scalability level changes based on its Performance level. Table 4 shows the CPT for

Security Performance: Low Performance: Medium Performance: High
Low 0.10 0.30 0.60
Medium 0.20 0.50 0.30
High 0.40 0.40 0.20

Scalability given Performance.

Table 4. CPT for Scalability given Performance

3. CPT for Deployment Speed given Maintainability P(Deployment Speed | Maintainability): Table 5 shows the

Performance Scalability: Low Scalability: Medium Scalability: High
Low 0.60 0.30 0.10
Medium 0.20 0.50 0.30
High 0.10 0.30 0.60

CPT for Deployment Speed given Maintainability.

Table 5. CPT for Deployment Speed given Maintainability

Maintainability | Deployment Speed: Low Deployment Speed: Deployment Speed: High
Medium
Low 0.50 0.30 0.20
Medium 0.20 0.50 0.30
High 0.10 0.30 0.60

4. CPT for Cost given Performance P(Cost | Performance): This CPT shows how the probability of an
architecture having a certain Cost level changes based on its Performance level. This study utilizes simplified states for
Cost (Low, Medium, and High). The CPT for Cost given Performance is shown in Table 6.
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Table 6. CPT for Cost given Performance

Performance Cost: Low Cost: Medium Cost: High
Low 0.60 0.30 0.10
Medium 0.30 0.50 0.20
High 0.10 0.30 0.60

3.2.4. Uncertainty Modelling and Information Aggregation (Evidential Reasoning)

Evidential Reasoning (ER) was applied to aggregate the assessments of various software architecture alternatives
across the defined criteria, explicitly handling the associated uncertainties. For each architecture alternative (for
example, Microservices), assessments on individual criteria (for example, Security, Performance) are expressed as
belief structures, as previously defined in Section 2.3.

3.2.4.1. Algorithm for Evidential Reasoning Aggregation

The aggregation of evidence from multiple attributes (es, ey, ... , e.) for an alternative Ay proceeds iteratively using
the extended Dempster-Shafer combination rule. The overall process is illustrated in Fig. 7 and can be summarized as
follows:

1. Initialize: For the first attribute ey, the initial aggregate belief structure is its own belief distribution

mO(H,) =4, o

2. Iterative Combination: For each subsequent attribute e; (from i=2 to L):

a. Combine the current aggregate belief m™® with the belief distribution from attribute ey, m;.

b. The combined belief for each grade H; is calculated using the orthogonal sum formula, accounting for
normalization and conflict. The attribute weights obtained from AHP are incorporated into the ER
aggregation process, typically by adjusting the basic probability assignments or through a weighted averaging
process before combination [32].

3. Resulting Belief Structure: The final aggregation yields a comprehensive belief structure for each alternative,

indicating the degree to which it is believed to belong to each assessment grade (for example, Good, Excellent) across

all criteria. This belief structure can then be converted into a utility score for ranking. The ER aggregation process is
shown in Fig. 7.

< Input Belief Distribution (Criterion
B '

wil

Sal - ' - E S L L "
< Input Baliaf I]\sr”r:;mrlnn (Criterion w2 Evidential Harmm’f Aggragation <Auuleualed Belief Distribution for Alternative

wiL

< Input Belief Distribution (CGriterion '
L

Fig. 7. ER Aggregation Process

3.2.5. Attribute Data Encoding and Defining Belief Structure

For each architecture, data corresponding to the criteria were gathered. Quantitative data (for example, 5000 req/s
for performance) were mapped against the [best, worst] intervals to assign belief degrees. For qualitative attributes,
expert ratings were transformed into belief distributions. All values were encoded into the IDS system using its attribute
interface. Table 7 shows possible, realistic values for each attribute for every alternative. The inputs to performance and
belief degree to the security attribute of the monolithic architecture are shown in Fig. 8 and Fig. 9.
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Table 7. IDS Modelling Inputs for Each Attribute with Belief Structures

Attribute Unit Microservices | Serverless | Monolithic | Event-Driven SOAs Layered
Performance Requests/sec (1 Better) 8500 6200 9100 7400 9800 5300
Scalability Max Concurrent Users 120,000 200,000 75,000 480,000 300,000 | 100,000
(6]
Cost $/month (| Better) 1900 2500 1200 4700 3000 1500
Deployment Hours (| Better) 24 48 18 72 30 12
Speed
Security Grade (1 Better) Medium High High Medium (0.66) Low Medium
(0.66) (1.00) (1.00) (0.33) (0.66)
Maintainability Grade (1 Better) Medium High High Very Low Medium | Medium
(0.66) (1.00) (1.00) (0.00) (0.66) (0.66)
1D5 Dialog: Cverall Best Architecture >

Altermative Name; |MDnDIithic

Adtribute Name: |Perdormance

| How to Assess | Ok |
AssessmentValue: [3100] Cancel |
Best Attribute Yalue: 10000 Help |

YWorst Attribute Value: (1000 Attribute Definition

Aftribute Unit: req/fs Alternative Definition

Prowide Comments

Fig. 8. Assigning Inputs to the Performance of Monolithic Architecture
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Marme:

Security

Grade Definition: [No definition for the grade is provided

Belief Degres M
Grade Name: m1
| High rigk I~ ‘U J 0K |
| Average L‘D J Cancel
| Secure [ ‘D J
=1 Hel
| Yery secure W ‘1| j #
Alternative Definition
Aftribute Definition
Praovide Evidence
Prawvide Comments

Fig. 9. Assigning Belief Degrees to the Security Attribute of Monolithic Architecture

3.3. Sensitivity Analysis

In Multi-Criteria Decision Making (MCDM), particularly when dealing with subjective judgments and
uncertainties, it is crucial to assess the robustness of the final decision. Sensitivity analysis serves this purpose by
examining how variations in input parameters—such as criteria weights or attribute assessments—impact the ranking of
alternatives. This process helps to identify critical factors that significantly influence the decision outcome and provides
insights into the stability of the chosen optimal solution. The primary goal of conducting sensitivity analysis in this
study was to:
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1. Verify the stability of the architecture ranking under different scenarios.
2. ldentify which criteria or specific assessments have the most significant influence on the final selection.
3. Enhance confidence in the recommended architecture by demonstrating its resilience to minor input variations.

The analysis was performed using the Intelligent Decision System (IDS) tool, which facilitates the systematic
perturbation of input values and the recalculation of utility scores.

3.3.1. Mathematical Model for Sensitivity Analysis

Sensitivity analysis in this MCDM framework involves systematically perturbing key input parameters—the
criteria weights and the belief degrees assigned to attribute assessments—and observing the resulting changes in the
overall utility scores and rankings of the architecture alternatives. The core of this analysis lies in re-evaluating the final
aggregated utility score, which is the ultimate output of the integrated Evidential Reasoning and Bayesian Inference
process.

Let 4, denote an architecture alternative, and U(Ax) be its overall utility score, which is derived from the
aggregated belief distribution obtained through the ER process. This utility score is a function of the input belief
degrees for each attribute of A, and the weights of all criteria.

3.3.2. Sensitivity to Changes in Attribute Weights

This analysis examines the impact of varying the relative importance of criteria on the final architecture ranking.
Let w = (wWy,W,,...,wn)be the initial vector of the criteria weights, where W, Z_”ﬁlwi =1. When performing sensitivity

analysis on a specific criterion's weight, say w,, it is varied within a defined range [min w,, max w]. To maintain the
sum of weights equal to 1, the remaining weights (w; forj = x) are proportionally adjusted.

The adjusted weight for any other criterion Wj is expressed in equation 15.

1-w | .
v‘vjzwj( x]VjiX (15)
l X

where W, is the perturbed weight for criterion x.
For each new set of weights (vvl,v'vz,...,v‘vn), the Evidential Reasoning aggregation process (as described in

Section 3.2.4) is re-executed. The utility score for each alternative Ay is then re-computed as shown in equation 16.

U(A)) = f (AggregatedBelief (A ,\)) (16)

By plotting U (A]) against the varying W, , or by observing changes in rank, the sensitivity to that particular

weight can be determined. A steep change in utility or a shift in rank indicates high sensitivity to that criterion's
importance.

4. Results and Discussion

This section presents the outcomes of the Multi-Criteria Decision Making (MCDM) process applied to the
selection of software architectures for cloud computing, integrating Evidential Reasoning (ER) and Bayesian Inference
(BI). The discussion interprets the derived rankings, analyzes the influence of criteria weights, and explores the
robustness of the decision through sensitivity analysis.

4.1. Results of the Study in Relation to Each Objective

The comprehensive MCDM framework successfully addressed the objectives of this study, providing a structured
approach to evaluate and select optimal software architectures under conditions of uncertainty and interdependency.

4.1.1. Architecture Rankings

Six distinct architecture styles—Monolithic, Microservices, Layered, Serverless, Event-Driven, and Service-
Oriented Architecture (SOA)—were rigorously evaluated against predefined quantitative and qualitative criteria. The
evaluation culminated in a clear ranking of these alternatives based on their aggregated utility scores. The Monolithic
architecture emerged as the most suitable option with a utility score of 0.81. The full ranking is detailed in Table 8 and
pictorially represented in Fig. 10 and Fig. 11.
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Table 8. Utility Rankings for Each Architecture

Architecture Utility Score Rank
Monolithic 0.81 1st
Event-Driven 0.69 2nd
SOA 0.68 3rd
Severless 0.68 4th
Microservices 0.65 5th
Layered 0.47 6th
Microservices Monolithic Severless Containerized SO Event-driven
5 0.653215 1 0.806262 4 0.675752 3 0.680826 2 0.691443
Layered
6 0.469018

Fig. 10. Generated I1DS for Each Architecture
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Fig. 11. Ranking of Alternatives on the Overall Best Architecture

4.1.2. Criteria Weightings

The Analytic Hierarchy Process (AHP) was successfully employed to derive the relative weights of the evaluation
criteria based on expert pairwise comparisons. This process established a clear hierarchy of importance, with
Performance (0.3930), Security (0.2355), and Scalability (0.1420) being the most heavily weighted criteria, followed by
Maintainability (0.1160), Deployment Speed (0.0568), and Cost (0.0568). These weights significantly influenced the
overall utility scores of the architecture alternatives. Table 9 and Fig. 12 illustrate the result of the criteria weights.

Table 9. Criteria Weights

SIN Criteria Value
1 Performance 0.3930
2 Scalability 0.1420
3 Maintainability 0.1160
4 Security 0.2355
5 Cost 0.0568
6 Deployment speed 0.0568
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Performance
0.3930  5300.000

Scalability
0.1420  100000.0

Maintainability
Best Architecture 0.1160  0.6667

LO0DD  0.4690

Security
02355 0.6667

Cost
0.0568 1500.000

Deployment speec
0.0568 12.0000

Fig. 12. Criteria Weights

4.2. Sensitivity Analysis Results and Discussion

To ascertain the robustness of the architecture selection, a comprehensive sensitivity analysis was performed,
examining the impact of variations in criteria weights and attribute belief degrees on the overall ranking. This analysis,
conducted using the IDS tool, provides critical insights into the stability of the recommended architecture.

4.2.1. Sensitivity to Changes in Attribute Weights

The initial state of the attribute weights and corresponding architecture rankings for Sensitivity to Change of
Weight (Before) is depicted in Fig. 13. This baseline shows Performance as the highest-weighted criterion (~0.39),
leading to Monolithic architecture's top utility score of 0.81.

To evaluate sensitivity, specific criteria weights were systematically perturbed. Fig. 14. Sensitivity to Change of
Weight (After) illustrates a scenario where the weight of 'Security' was significantly increased to approximately 0.32,
with a corresponding decrease in the weight of 'Performance’ to approximately 0.25, while other weights were
proportionally adjusted. The analysis revealed a significant shift in the architecture ranking: Serverless architecture
emerged as the new top-ranked alternative with a utility score of 83% (an increase from 68%), surpassing Monolithic
architecture, which saw its score decrease to 78% (from 81%). Furthermore, SOA experienced a notable drop in its
utility score from 68% to 42%. This indicates that the decision is highly sensitive to substantial shifts in the relative
importance of key criteria, particularly when Security gains prominence over Performance. This finding underscores the
critical role of stakeholder priorities in architecture selection and suggests that if security becomes the paramount
concern, Serverless architectures may become more favorable.
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Fig. 13. Sensitivity to Change of Weight (Before)
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4.3. Comparative Analysis of ER and Bl MCDM Techniques with Benchmark Studies

The chosen integrated approaches of Evidential Reasoning and Bayesian Inference offer a significant conceptual
advancement over more traditional, deterministic MCDM methods often employed in software architecture selection.

Methods like the Analytic Hierarchy Process (AHP) or Analytic Network Process (ANP), while effective for
structuring hierarchies and deriving weights, typically do not explicitly account for the nuanced uncertainties and
subjective beliefs inherent in architecture evaluations, nor do they natively model probabilistic dependencies between
criteria. [2] facilitated by the IDS tool, provides a more comprehensive and robust evaluation framework. Evidential
Reasoning's capacity to represent ignorance and combine conflicting evidence [4] and Bayesian Inference's ability to
propagate probabilistic dependencies [5] allow for a more realistic and transparent decision-making process. This
methodological rigor, which moves beyond single-point estimates to incorporate belief distributions and conditional
probabilities, serves as a conceptual benchmark, demonstrating a more sophisticated approach to decision-making under
the complex, uncertain conditions prevalent in cloud software architecture. Table 10 shows the comparative analysis of
Monolithic benchmarking against real-world case studies.

Table 10. Comparison of Monolithic Benchmarking Against Real-World Case Studies.

Benchmark Architecture Overall Overall Cost Response | Error CPU Disk
Selection Performance | Scalability Time (s) Consumption | Writing
(MBY/s)
[27] Monolithic Better Better 9.6
[27] Microservice Good Good 10.2
[28] Monolithic Better Better <2000 < 10%
[28] Microservice Good Good > 3000 > 10%
[25] Monolithic Better Better 2.3877%
[25] Microservice Good Good 7.8511%
[25] Monolithic Better Better 12.40030
[25] Microservice Good Good 3.168329
Proposed MCDM Monolithic 9100 75000 1200
Model (Better) (Good) (Better)
(ER +BI +AHP) Microservice 8500 120000 1900
(Good) (Better) (Good)

The research findings from other benchmark studies corroborate the results of this study, as shown in Table 8.
There could be subjectivity in benchmark studies due to non-utilization of the MCDM approach to handle the
uncertainties. This underscores the relevance of using MCDM when dealing with several criteria and many alternatives,
particularly with the application of ER and BI.

4.4. Empirical Analysis of Software Architecture Results

The empirical analysis of the results reveals the strengths of the Monolithic architecture in the context of the
defined criteria and their assigned weights, while also providing insights into the performance of other architecture
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styles.

The Monolithic architecture’s top ranking with a utility score of 0.81 is primarily attributable to its strong
performance across the most heavily weighted criteria, particularly cost-efficiency, security, and deployment speed.
In many traditional enterprise applications, monolithic structures can offer simpler initial deployment and management,
potentially leading to lower immediate costs and faster initial deployment times compared to the distributed complexity
of Microservices or event-driven systems. Its security profile, when well-managed, can also be robust due to a single,
consolidated attack surface.

Conversely, other architectures, while offering distinct advantages in specific areas, did not achieve the same
overall utility score within this evaluation context:

a. Event-Driven (0.69): This architecture, while strong in aspects like responsiveness and reusability,
respectively, might have faced challenges in areas like initial complexity or specific cost implications that
slightly reduced its overall utility compared to Monolithic in this specific evaluation.

b. SOA (0.68): Similarly to Event-Driven, SOA performed strongly with respect to responsiveness and
reusability. It may have also suffered a reduction in overall utility due to cost implications.

c. Serverless (0.68): While offering high scalability and reduced operational overhead, Serverless architectures
can introduce complexities in monitoring, debugging, and vendor lock-in, which might have impacted other
criteria like maintainability or security in the expert assessments.

d. Microservices (0.65): Despite their well-known benefits in scalability and independent deployment,
Microservices often incur higher operational complexity, increased development overhead for distributed
systems, and potentially higher infrastructure costs due to the need for more services and inter-service
communication. These factors likely contributed to its lower ranking in this specific evaluation.

e. Layered (0.47): This traditional architecture, while providing clear separation of concerns, can sometimes
present limitations in terms of horizontal scalability and agility compared to more modern cloud-native
patterns, leading to its lowest utility score in this assessment.

The AHP-derived weights played a crucial role in this outcome. The high importance placed on Performance,
Security, and Scalability meant that architectures performing strongly in these areas, like Monolithic in this evaluation,
would naturally receive higher overall scores. The empirical results thus reflect a rational decision based on the defined
criteria, their weighted importance, and the subjective and objective assessments of each architecture alternative.

4.5. Comparison of Evidential Reasoning and Bayesian Inference Results

The results of this study underscore the effectiveness of an integrated MCDM approach, combining Evidential
Reasoning and Bayesian Inference, for making complex architecture decisions in cloud computing. The selection of
Monolithic architecture as the most suitable option, with a utility score of 0.81, is a direct consequence of its perceived
strengths across the highly prioritized criteria, particularly Performance, Security, and Deployment Speed, within the
context of the expert judgments and data inputs.

The application of Evidential Reasoning allowed for a nuanced representation of uncertainty in both quantitative
and qualitative assessments, moving beyond crisp numbers to incorporate degrees of belief and ignorance. This is
particularly valuable for criteria like 'Security' and 'Maintainability', which often rely on subjective expert opinions.
Furthermore, the integration of Bayesian Inference provided a critical mechanism for modeling the inherent
interdependencies among criteria. This ensured that the evaluation accounted for how a strong performance in one area
(for example, security) might probabilistically influence or be influenced by another (for example, performance or cost),
leading to a more holistic and realistic assessment than methods that treat criteria as entirely independent.

Crucially, the sensitivity analysis demonstrated the robustness of the decision outcome. As illustrated in Fig. 13
and Fig. 14, systematic perturbations to both criteria weights and initial belief degrees revealed that the Monolithic
architecture consistently maintained its top rank, or remained highly competitive, across a range of plausible variations.
This stability significantly enhances confidence in the recommended architecture, indicating that the selection is not
overly sensitive to minor fluctuations in expert judgment or data interpretation. The analysis confirmed that the core
strengths of the Monolithic architecture, aligned with the most critical decision criteria, provide a resilient foundation
for its suitability in this specific cloud system context.

Therefore, his study demonstrates that an integrated ER-BI framework, operationalized through tools like IDS,
offers a powerful and transparent methodology for navigating the complexities of software architecture selection in
cloud environments. It provides decision-makers with a rational basis for choice, accounting for multiple criteria, their
interdependencies, and the pervasive uncertainties inherent in such critical engineering decisions.

4.6. Limitations of Conditional Probability Tables (CPTs) for Evidential Reasoning and Bayesian Inference

There could be limitations when dealing with Conditional Probability Tables, particularly when n, the random
experiment's total number of possible outcomes, is infinite or its true value is unknown. The most common limitations
of CPT are:
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a. Independence assumption: The assumption that the events under consideration are independent of one
another is one of conditional probability's primary drawbacks. In actuality, a lot of occurrences are not
independent and are impacted by a number of variables, which can make it challenging to anticipate when
they will occur.

b. Limited data: Estimating probabilities when there is little data available can be challenging, which is another
drawback of conditional probability. This is particularly true when the occurrences under consideration are
uncommon or happen infrequently, making it challenging to determine their probabilities.

c. Causality: Causality is not implied by conditional probability. In other words, simply because one event
depends on another does not imply that the first produced the second. When understanding the outcomes of
conditional probability computations, it is crucial to keep this in mind.

5. Conclusion

This study successfully addressed the multifaceted challenge of selecting optimal software architectures for cloud-
based systems by developing and applying an integrated Multi-Criteria Decision Making (MCDM) framework.
Leveraging the strengths of Evidential Reasoning (ER) and Bayesian Inference (Bl), operationalized through the
Intelligent Decision System (IDS) tool, the research provided a robust methodology for evaluating architecture
alternatives under conditions of inherent uncertainty and complex interdependencies. The study concluded that an
integrated ER-BI approach offers a superior and more transparent method for complex decision-making in software
architecture selection compared to traditional deterministic methods. By employing Evidential Reasoning, the
framework effectively captured and aggregated subjective expert judgments and objective data, representing
assessments as belief distributions rather than crisp values. This allowed for the explicit modeling of ignorance and
conflicting evidence, which are pervasive in real-world architecture evaluations, particularly for qualitative criteria such
as security and maintainability.

Furthermore, the integration of Bayesian Inference proved instrumental in addressing the critical aspect of
interdependencies among evaluation criteria. Through the construction of Bayesian Networks and the definition of
Conditional Probability Tables (CPTs), the model could probabilistically propagate the influence of one criterion on
another (Security on Performance, or Performance on Scalability and Cost). This ensured that the final evaluation of
each architecture alternative was holistic, reflecting the intricate web of relationships rather than treating criteria in
isolation. The empirical results of the study unequivocally identified the Monolithic architecture as the most suitable
option for the specified cloud-based system, achieving a utility score of 0.81. This outcome was driven by its strong
performance across the most heavily weighted criteria, including cost-efficiency, security, and deployment speed, as
determined by the Analytic Hierarchy Process (AHP). The comprehensive sensitivity analysis further reinforced this
conclusion, demonstrating that the top ranking of the Monolithic architecture remained remarkably stable even when
criteria weights or initial belief degrees were subjected to significant perturbations. This stability provides high
confidence in the robustness of the decision, suggesting that the chosen architecture is resilient to minor variations in
expert opinion or input data.

In essence, this research has demonstrated a practical and theoretically sound approach to navigating the
complexities of software architecture selection. It provides decision-makers with a powerful analytical tool to make
rational, data-driven choices, even in environments characterized by imperfect information and intricate trade-offs. The
framework's ability to seamlessly integrate subjective beliefs, objective data, uncertainty, and interdependencies
positions it as a valuable contribution to the field of software engineering, economics, and cloud system design

While this study focuses on the use of expert judgements for criteria weights, future research could explore using
machine learning models to learn criteria weights dynamically from real-world cloud performance data. Future studies
may also focus on developing data-driven, adaptive, and domain-specific decision frameworks that integrate empirical
cloud metrics, fuzzy uncertainty modeling, and Al-based learning mechanisms to enhance the robustness, transparency,
and real-world applicability of MCDM approaches for cloud architecture selection.
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