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Abstract: This research tackles the fundamental requirement of synthetic data generation to tighten up machine
learning model precision and one-shot shot learning to lessen the need to pursue data input. The project aims to develop
a service that can generate reasonable synthetic data from a given dataset. It was first designed and developed, and then
the project structure was set, and libraries were chosen for predevelopment analysis. This continued development
process also included subsequent phases that included dataset collecting, assessment, and iterative research. Different
hyperparameters were run over multiple models to select an optimal configuration. To evaluate the model's performance
over produced synthetic datasets, about 1.5 and 2 times the original, synthetic data was produced, providing a basis for a
robust synthetic data generating process.

Index Terms: Generative Adversarial Network, Machine Learning, One-shot Learning, Python, Synthetic Data
Generation, Enterprise Applications

1. Introduction

Synthetic data holds immense promise in the development of business software. Significant progress has been
made in wireframing and chatbots with Generative Adversarial Networks (GANSs), however, using Generative
Adversarial Networks (GANSs) for generating synthetic data for business machine learning models has been less
explored. With that said, this research identifies a specific opportunity for the corporate software industry to fill a gap of
utilizing GANs due to the limited availability of training data. Today, the machine learning models in this domain still
heavily depend on pre-processed client data, which in most cases turns out to be insufficient to adequately train those
models resulting in models with poor performance and therefore low market value. This paper proposes an innovative
method for synthesizing synthetic data whose properties closely resemble those of true customer data, especially for
business types of applications. They introduce a 'Bring Your Own Data’ model whereby users can train and synthesize
data according to their needs while incorporating metrics for assessing how ‘close’ their data is to the ground truth. The
research focuses on improving the operational efficiency of data creation procedures in industrial applications using
GAN for synthetic data generation.

The main contributions of this research are to adapt GANs to domain-specific scenarios, e.g., Digital Twins
specialized in the format of Industrial Internet of Things (Industrial 10T) Asset Administration Shell (AAS) through the
introduction of AASGAN. [1] This work addresses a key missing piece of software engineering methodology for
systems where synthetic data is generated for enterprise solutions and pioneers new techniques for improving machine
learning algorithms in business software. In recent times, interest in the development of synthetic data has grown
markedly in areas where data privacy and access constraints impede progress. Although GANs have the potential to
generate synthetic data for many applications, the extent of GAN capability in enterprise settings remains uncertain.
The primary focus of current literature is on general benefits such as improved model correctness and performance,
while the few exceptions provide only partial guidance towards principled ways of combining multiple learning
algorithms. However, these claims are often vague and case comparisons; the evidence for the practical success of GAN
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based synthetic data is not necessarily straightforward.

The specific issues faced when employing GANs as synthetic data generating tools for workload generation on
enterprise applications are solved in this research. Specifically, it addresses the key data scarcity, privacy, and domain
specific data production challenge. The purpose of this study is to show through de ned metrics and case studies how
GANs can be used to create high quality synthetic data aligned with organization requirements in order to perform
essential business operations and decision-making processes.

2. Literature Survey

By using synthetic data generation, it is possible to create a network of original equipment manufacturers (OEMs)
that serves as the foundation for the network. It is necessary to possess a comprehensive understanding of many
methodologies for generating synthetic data. A variety of open-source software solutions, like Synthetic Data Vault
(SDV), facilitate the generation of such data. [2] Furthermore, within the realm of intelligent manufacturing, machine
learning models and algorithms have been used to create computational models inside data-driven frameworks for
digital twins. [3] Recently, Gaussian neural networks (GANS) have relocated their emphasis from image formation to
the production of tabular data. Extensive research has been conducted on generative adversarial networks (GAN) in the
domains of engineering and computer science, and several practical applications have been implemented. A diverse
array of general-purpose network (GAN) designs, including as CycleGAN, DCGAN, and TableGAN [4], are widely
used in research undertaken by academic institutions and private commercial organizations. These structures offer a
robust foundation that enables the production of synthetic data. [5] Within the framework of an Industry 4.0 scenario,
this study proposes an innovative approach to generate artificial data for software systems that directly engage with a
network of original equipment manufacturers (OEMSs). The method leverages the robust foundation provided by GAN
for data collecting, along with the continuous development of Digital Twins and the achieved standards.

Digital Twins are used to manufacture digital replicas of tangible objects in the physical world. The field of
Synthetic Data Generation has received little research attention, despite its importance for corporations to effectively
address challenges in the Automotive Industry and Industry 4.0. The present work presents a novel concept named
AASGAN. It employs the knowledge model of a Digital Twin data via an Asset Administration Shell, using a technique
for generating synthetic data known as Generative Adversarial Network (GAN) to produce data that closely resembles
authentic data. The significance lies in the existence of a recognized research deficiency regarding the standardization
of the knowledge model of Digital Twins and the generation of fabricated data for a network of manufacturers, often
referred to as Original Equipment Manufacturers (OEMS).

This project attempts to leverage GANs as opposed to transformer-based models like GPT — 3, etc. This enables
data to be generated without the need to “teach” a model progressively. It intends to use data to provide sufficiently
similar synthetic data in reasonable spans of time. The project also focuses on enterprise application over general
purpose data, thereby breaking new ground.

3. Proposed Idea
The solution consists of mainly two parts:

e TheUl, and
e  The backend service.

The process of data generation can often be time-consuming. So, both components are designed with asynchronous
process flow in mind. The Ul is the user-facing component which allows upload of data, tweak metadata of source data,
checking status of running generation jobs, and displaying metrics of generated data. In order to start a data generation
job, the user uploads a data, which is the only mandatory input. However, the solution also accepts two optional inputs
— hyperparameters and categorical columns. In case neither are provided, a default value will be used for
hyperparameters (which are epochs and retention period, at the moment) and the solution will infer the kind of columns
which the user can the edit in the UL.

The backend service comprised of 5 components:

API server
GAN worker
Cleanup worker
Database
Filesystem
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Fig. 1. Solution Architecture of the proposed Idea
The API Server exposes endpoint to the frontend Ul for all the functionalities, which include:

e  Data management (creation, deletion, and updating)
e Job management (deletion of job metadata, model, and metrics)

API for data management allows users to delete source data, generated data, or both. Job management API allows
the deletion job information persisted in the service like start time, duration, etc. as well as the metrics for a particular
job. Metrics and models are associated with a particular job as opposed to a particular dataset as the same data can be
used to run multiple jobs with different hyperparameters.
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Fig. 2. Alternative Architecture where GAN agents are scaled horizontally based on several requests.

Volume 17 (2025), Issue 6 73



Synthetic Data Generation Using Generative Adversarial Networks for Enterprise Application

The GAN worker runs the actual training job and creates all the output artefacts, like output data, metrics, etc. The
number of GAN worker instance can be scaled up and scaled down, if needed, although it is preconfigured in the above
architecture. The cleanup worker runs periodic jobs to clean up all entities, uploaded or generated, to ensure that no data
is retained for longer than is needed. The cleanup worker checks the retention period against the time creation and
cleans up dataset and model that have breached their user-provided or default retention period.

The service’s database acts as the single source of truth that binds all the above components together. Each create
request to the API adds a new entry in the table, which is then picked up by the GAN workers. The cleanup worker also
periodically reads and cleans up expired entries. The filesystem stores the artefacts uploaded and generated. For the
sake of simplicity, a server’s native filesystem is used here.

The above diagram depicts an alternative architecture where GAN workers are scaled horizontally based on several
requests that need to be processed. It involves a fourth component, the Auto-scaler, which communicates with the
database and depending on the volume of unprocessed jobs scales up and assigns jobs to the GAN workers. Due to time
constraints, the previous architecture has been chosen.

4. Implementation Resources

The testing setup and production environment of this work used different technologies and tools. The experiments
were conducted on a UNIX-based operating system, such as Ubuntu or macOS, which facilitated the management of
processes, tasks, and system resources. These elements are crucial for effectively handling high-performance computing
jobs, particularly those involving deep learning and data-intensive procedures. The research used a system equipped
with 8 GB of RAM, sufficient for managing medium-sized datasets and training models using the CT GAN library.
Although the memory capacity was limited, it proved sufficient to execute the applications without significant memory
issues, particularly when using effective memory management techniques. The computer was equipped with an octa-
core CPU, enabling it to process files simultaneously and expedite program execution. This configuration greatly
facilitated the acceleration of model training, particularly during the pre-processing and execution phases, therefore
enhancing the overall efficiency and speed of the process.

Python served as the primary programming language utilized throughout the project. The CT GAN library, along
with its suite of machine learning tools including TensorFlow, Keras, and PyTorch, facilitated the construction and
evaluation of many generative adversarial network (GAN) models. To ensure consistent functionality across various
operational environments, the application was "containerized" using Docker. This enabled the team to partition the
whole application into individual containers, including all of its dependencies, frameworks, and configurations. This
reduced the likelihood of compatibility issues and facilitated the implementation and expansion stages. The Kubernetes
framework was used to systematically arrange and manage the configuration of Docker containers within a cluster.
Kubernetes facilitated the seamless expansion of the service and efficient management of resource sharing. This ensured
optimal use of CPU resources for executing demanding GAN training algorithms. Google Colab, a cloud-based
platform, was used for the construction and evaluation of models. The provision of GPU and TPU resources at no cost
significantly accelerated the training process of deep learning models such as CT GAN. This reduced the duration of
training and enhanced processing efficiency in comparison to operating on local hardware with restricted resources.
Creating and refining code was largely carried out in Visual Studio Code, the primary integrated development
environment (IDE). The development process was facilitated by the presence of several add-ons dedicated to Python,
Docker, and Kubernetes, which integrated the techniques for development, testing, and release into a single tool.
Furthermore, the software had user-friendly remote programming capabilities that enabled the execution of code
directly on cloud platforms such as Google Colab. This configuration ensured a convenient and efficient method for
conducting tests, supporting seamless development cycles, and optimizing the use of hardware and cloud-based
resources.

5. Results & Discussions
At the time of writing, steps 1 through 3 have been completed, with still being refined upon. Step 4 is in progress
with sufficient progress being made in the initial evaluation of performance of model created using 100% source data vs

50% source data + 50% synthetic data vs 40% source data + 60% synthetic data vs 34% source data + 66% synthetic
data. The results are as follows in Fig. 3:
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Fig. 3. Model Performance
Major challenges were observed as part of the results which can be explored as follows:

e Model Training Complexity: Training GANS is a trap deeply rooted in complexity, computational resources,
and expertise. A major problem is that we must balance the generator and discriminator during training to
prevent things like mode collapse.

e Finding quality datasets: Good-quality datasets that provide reasonable performance without much tweaking
were hard to come by, especially since the focus domain is industrial data.

e Constant changes to the library: This project leveraged a library called CTGAN for GAN creation and data
generation. During the initial phase, the library was still in 0.x.x releases. So, there were constant API changes,
some of which were incompatible with the previous version, requiring significant amounts of time for rewrites.

As part of the research, potential risks and their mitigation techniques are covered that require consideration during
integration with any software solutions:

e GDPR-compliance: Handling data containing personally identifiable data can be a legal issue. This is mitigated
using a retention period, after which data is cleaned. Furthermore, data can be deleted on demand as well.

e Resource management: If too many training jobs run in parallel, there might be a chance that the system will
run out of resources, blocking the whole flow. Mitigated by limiting the number of jobs that can run
concurrently.

It is shown that real and synthetic are strongly related, not indifferent overall data variances. Generator,
discriminator, and auxiliary losses are combined with the loss function of CTGAN totals. [13] Iterative update of both
generator and discriminator networks, with gradient-based optimization based on reducing their respective losses
striving for equilibrium. The generator loss is a sum of Adversarial and Reconstruction loss. In CTGAN, the loss
functions for generating synthetic data can be articulated as follows:

= — 32, [D(x'®) =D (x)] )
lo = ==X [D(xP)] + H @

While equations (1) and (2) say x is actual data and x’ is bogus data, x represents what we observed and x’
represents what we do not. The output D(x) corresponds to the output of the Discriminator in real data, and the output
D(x’) for synthetic data. This typically advantageous h is equal to the cross-entropy score. This is juxtaposed with
distributed real and artificial data using the table_evaluator Python module, [14, 15] where the slope of the graphs
shows the disparity or similarity between the distributions of real and generated data during the distribution
comparisons. Several statistical methods are used to determine the slope, i.e., the relationship between the x-axis
(attribute values) and y-axis (frequency or count). Comparison of source data against each of 600, 900, and 1200 rows
of generated synthetic data for this research work is shown as follows in Fig. 4, Fig. 5, and Fig. 6:
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Fig. 4. Comparison of source data against each of 600 rows of synthetic data
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Fig. 5. Comparison of source data against each of 900 rows of synthetic data on more attributes
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Fig. 6. Comparison of source data against each of 1200 rows of synthetic data on more attributes

78

Volume 17 (2025), Issue 6



Synthetic Data Generation Using Generative Adversarial Networks for Enterprise Application

6. Conclusion

Generative adversarial networks, often known as GAN, are a cutting-edge approach to machine learning that has a
wide range of applications across a variety of fields. The usefulness of Generative Adversarial Networks (GANS) in
extrapolating data from a very small sample size has been shown by the GANs on their own. Other Machine Learning
(ML) models, such as BERT and Large Language Models, are used to improve and expand the capabilities of
Generative Adversarial Networks (GANs). When these models are combined, the creation of data via the use of
Generative Adversarial Networks (GANSs) has the potential to demonstrate even greater efficacy. This also involves a
few challenges as discussed in the previous sections but overall provides several benefits to applications of different
industries. Industries like Aerospace, Architecture, Agribusiness, Banking, Aerospace, Chemicals, Consumer Products,
Construction, Real Estate, Automotive, Aerospace, Power and Energy, Aerospace, Infrastructure, Aerospace, Retail,
Aerospace, Healthcare, Aerospace, High Technology, Aerospace, Defense and Security, Aerospace, Fashion, Aerospace,
Utilities, Aerospace, Sports and Entertainment, Aerospace, Travel, and Aerospace, Material and Energy, that would
have potential application in their digital twins to solve the need for synthetic data. The domains of Sustainability and
Human Resource Management contain domains in which data of real-life things are replicated, or should be, and
considered; synthetic data is developed for this, and the suggested concept is important.

The application that was developed as a part of this research has the potential to be enhanced in the future to
incorporate the characteristics that were specified above, provided that a significant amount of work and financial
resources is invested. This application has the potential to become a viable option to produce synthetic data that more
closely mimics the data that is being collected.

7. Future Works

Within the field of generative artificial intelligence, both Language Models (LLMs) and Generative Adversarial
Networks (GANS) are regarded as subcategories. The incorporation of Language Models (LLMs), such as GPT, along
with other language models like BERT and USE, can significantly enhance the generation of synthetic data by
harnessing Generative Adversarial Networks (GANSs). Generational Adversarial Networks (GANs) may be utilized and
combined with language models to improve their performance and enable language models to boost their overall
capabilities. The advancement of generative artificial intelligence can transform data production while simultaneously
mitigating the associated risks. The incorporation of Language Models (LLMs) in this project will greatly enhance the
current capabilities of Generative Adversarial Networks (GANS).
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