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Abstract: The Routing Protocol for Low-Power and Lossy Networks (RPL) is a widely adopted protocol for managing 

and optimizing routing in resource-constrained Internet of Things (IoT) environments.  RPL operates by constructing a 

Destination-Oriented Directed Acyclic Graph (DODAG) to establish efficient routes between nodes. This protocol is 

designed to address the unique challenges of IoT networks, such as limited energy resources, unreliable wireless links, 

and frequent topology changes. RPL's adaptability and scalability render it particularly suitable for large-scale IoT 

deployments in various applications, including smart cities, industrial automation, and environmental monitoring. 

However, the protocol's vulnerability to various security attacks poses significant threats to the reliability and 

confidentiality of IoT networks. To address this issue, a novel deep-stacked neuro-fuzzy system (DSNFyS) has been 

developed for attack detection in RPL-based IoT. The proposed approach begins with simulating RPL routing in IoT, 

followed by attack detection processing at the Base Station (BS) using log data. Data normalization is accomplished 

through the application of min-max normalization techniques. The most crucial features are then identified through 

feature selection, utilizing information gain and Support Vector Machine-Recursive Feature Elimination (SVM-RFE). 

Attack detection is subsequently performed using DSNFyS, which integrates a Deep Stacked Autoencoder (DSA) with 

an Adaptive Neuro-Fuzzy Inference System (ANFIS). Upon detection of an attack, mitigation is carried out employing 

a DSA trained using the Hiking Optimization Algorithm (HOA). The proposed DSNFyS demonstrated exceptional 

performance, achieving the better accuracy of 97.41%, True Positive Rate (TPR) of 97.60%, and True Negative Rate 

(TNR) of 97.12%. 

 

Index Terms: Internet of Things, Routing, Attack Detection, Deep Learning, Attack Mitigation 

 

 

1. Introduction 

The extensive integration of IoT networks into every aspect of our everyday lives has transformed our world into a 

transformative technological revolution in recent years. This has changed dramatically with the introduction of IoT 

networks, which have produced self-automated settings designed to facilitate the data transfer between processes. This 

has been crucial in influencing the Internet’s capabilities [1]. Owing to the growing number of smart, ubiquitous, and 

connected devices, IoT systems are evolving quickly. IP-connected IoT is distributed across various domains, such as 

the e-health sector, smart homes, industrial cyber-physical systems, autonomous vehicles, and smart cities. It comprises 

a multitude of connected heterogeneous objects [2]. Allowing for smooth data sharing and automation, IoT has emerged 

as a new model that integrates various systems, sensors, and smart devices. Billions of people are expected to use IoT 

devices across a wide range of industries such as manufacturing, smart cities, healthcare, and transportation [3]. 

Through the Internet, physical objects can be connected to the virtual world, enhancing human lifestyle and enabling 

countless next-generation applications [4]. IoT networks are more susceptible to attacks owing to the wide range of 

connected devices, each of which may have different processing speeds, storage capacities, and security measures. The 
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wireless communication techniques of the devices are vulnerable to eavesdropping and interference, which may 

compromise private information and sensitive data. IoT network security is complicated owing to the different sensors 

and protocols used [3].  

Low-Power and Lossy Networks (LLNs) have limited processing, storage, and energy resources. RPL is a protocol 

designed for such networks [1]. Routing protocol security is essential owing to the widespread use of RPL in IoT 

applications. However, the introduction of RPL-based IoT has resulted in major security vulnerabilities that must be 

fixed, making it imperative to solve these problems in RPL-based IoT [5]. RPL can easily be optimized to meet the 

network requirements of any IoT deployment owing to its versatile design and customizable functionality[6]. Moreover, 

IoT security issues cannot be resolved by the most recent security laws that only address data encryption, identity-

authenticated key agreements, digital signatures, and spam detection. These techniques have a coercive effect on device 

performance and utilize numerous IoT resources. Furthermore, the internal authentication of nodes renders 

cryptographic systems vulnerable to external threats [7]. IoT security solutions are insufficient, which has led to a 

number of disruptive attacks recorded in recent years. Furthermore, the rapid development and expansion of IoT will 

raise future security threats, risks, and impact of attacks [8]. Thus, more significant and practical improvements in RPL 

security are required to improve its suitability for practical IoT applications [6]. Attackers are now more interested in 

IoT devices than ever before owing to their increasing popularity. For an IoT environment to function properly, new 

security vulnerabilities must be addressed [9]. 

Version number attacks, blackhole, greyhole, wormhole, and rank decrease attacks are a few types of these attacks 

[9]. The most harmful types of attacks are sinkhole and Sybil attacks, which can disrupt and avoid network-device 

connections [7]. Therefore, creating more effective protection against internal routing attacks is essential to increase the 

resilience of RPL networks [6]. Machine Learning (ML) algorithms are used to track network behaviour, categorize 

network traffic, detect and prevent network intrusions, etc. However, in the IoT, these intelligent security models 

present memory and computational power challenges because they require considerable memory and processing power 

to function [5], [10]. By first learning the behavior of nodes and then identifying normal and abnormal conduct, Deep 

Learning (DL) is thought to be an efficient technique for solving various types of problems [11]. The accuracy and 

effectiveness of IoT attack detection schemes increase when Convolutional Neural Networks (CNNs) are used to 

choose feature sets that aid in the detection of IoT attacks[12]. Attack detection requires a CNN to identify and 

prioritize critical features [3]. Reinforcement Learning (RL), cloud-based security mechanisms, cross-layer intrusion 

detection, IoT data analysis, and ML are modern solutions that rely on DL techniques [9]. Intrusion detection using DL 

has proven to be a promising method for RPL-IoT attack detection, owing to its detection accuracy [2]. Massive 

heterogeneous IoT data can be handled by DL algorithms, which are capable of identifying advanced attacks with high 

attack detection efficiency [4].  

Existing attack detection systems in RPL-based IoT networks face unique challenges, including limited resources, 

complexity of the RPL protocol, scalability issues, and a lack of standardization. The dynamic nature of IoT networks, 

limited visibility, and potential for false positives and negatives further complicate detection efforts. Additionally, 

sophisticated attackers may employ evasion techniques, and network congestion can affect the detection system 

performance. To overcome these challenges, innovative solutions such as machine learning-based detection, distributed 

detection systems, anomaly based detection, and collaborative detection are being explored to improve the detection 

accuracy and adapt to evolving threats. 

A novel DSNFyS is proposed in this work for attack detection in RPL-based IoT. IoT was simulated using the RPL 

routing protocol. After routing, attack detection is performed at the Base Station based on the log file data. Here, the 

input log data is taken from specified database [13] to train model. Then, the min-max normalization technique is used 

to perform data normalization to convert data into a structured format. Thereafter, feature selection was performed by 

employing SVM-RFE and information gain to identify the most relevant features. Subsequently, attack detection is 

performed by exploiting DSNFyS, which is the unification of DSA and ANFIS. Finally, attack mitigation is performed 

when an attack is detected by employing DSA, which is tuned using the HOA. 

The proposed DSNFyS algorithm offers several improvements over the existing algorithms for attack detection 

and mitigation in RPL-based IoT networks. By integrating DSA and ANFIS, DSNFyS achieves improved accuracy and 

effective mitigation. The algorithm's feature selection process, using SVM-RFE and information gain, helps to identify 

the most relevant features, leading to robust detection performance. Additionally, DSNFyS is more scalable, flexible, 

and reduces the number of false positives compared with existing algorithms. Overall, the DSNFyS provides a more 

effective and efficient solution for attack detection and mitigation in RPL-based IoT networks. 

The primary contributions of this research are listed below. 

 

 Proposed DSNFyS for Attack Detection in RPL-based IoT: This paper proposes an effective technique for 

attack detection in RPL-based IoT. Attack detection is carried out by exploiting DSNFyS, which is a 

unification of DSA and ANFIS. 

 Proposed DSNFyS+DSA_HOA for attack mitigation in the RPL routing protocol: An effective technique 

was introduced for attack mitigation in the RPL routing protocol. Attack mitigation is performed when an 

attack is detected using DSA, which is trained using HOA. 
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The remainder of this paper is organized as follows. Section 2 provides a detailed description of the current 

approaches and the challenges encountered. Section 3 presents the system model of IoT. Section 4 discusses the 

DSNFyS model that was developed for attack detection. The results for the introduced DSNFyS and 

DSNFyS+DSA_HOA are discussed in Section 5. Finally, Section 6 concludes the paper. 

2. Motivation 

RPL is extensively utilized in low-power and resource-constrained networks such as IoT environments. High loss 

rates, limited bandwidth, and energy constraints are characteristics of networks in which RPL is intended to support 

routing. RPL is susceptible to different types of security attacks because of the resource constraints of IoT devices, 

although it works well in these scenarios. Although the RPL protocol is effective at controlling and maximizing routing 

in limited settings, it has serious safety problems that may harm network performance and integrity. To solve this 

problem, an efficient technique called DSNFyS and DSNFyS+DSA_ HOA was introduced for attack detection and 

mitigation in the RPL routing protocol using DL. 

2.1 Literature survey 

Albishari et al. [14] devised a DL-based early stage detection (DL-ESD) model for routing attacks in IoT networks. 

This approach performed better, was lightweight, had a lower error rate, and better detection efficacy. Unfortunately, 

the computational complexity and cost of this method are extremely high. A Security, Mobility, and Trust-based 

(SMTrust) model was developed by Muzammal et al. [8] to provide security in IoT against RPL attacks. This approach 

offers more flexibility, better scalability, a lower packet loss rate, high throughput, secure communication, 

dependability, and trustworthiness. Nevertheless, this approach had a significant delay and was unable to reduce the 

power consumption. A Multi-Mobile agent-based trust framework for Mitigating-RPL (MMTM-RPL) was developed 

by Farooq et al. [7] to mitigate internal attacks and enhance RPL security. This technique reduces the processing time, 

increases the storage capacity, and consumes less energy while improving the RPL security. However, real-time 

scenarios are not applicable to this method. A Collaborative and Distributed security scheme for RPL (CDRPL) was 

developed by Alsukayti et al. [6] to mitigate RPL version-number attacks in IoT networks. This approach requires less 

energy, has no extra entities, is scalable and secure, and requires less communication overhead to maintain network 

stability. However, the execution of a physical testbed with various IoT device types running real data traffic was 

unsuccessful using this approach.  

An Intrusion Detection System (IDS) for RPL-based IoT networks was developed by Ribera et al. [9] . This 

technique allows rapid and high-accuracy detection of version number, blackhole, greyhole, and flooding attacks. 

Nevertheless, this approach does not automatically extract accurate data regarding intrusions from their observed 

characteristics. A Trust-based Hybrid Cooperative RPL protocol (THC-RPL) was introduced by Arshad et al. [15] in an 

RPL-based IoT network to identify malicious Sybil nodes. This technique easily detects malicious nodes and enhances 

the lifespan of the IoT network. However, this approach was unable to assess the THC-RPL in an actual testbed setup. 

A moth-flame Optimization-based secure method for RPL (MFO-RPL) was devised by Seyfollahi et al. [16] to improve 

the routing procedure and rank attack detection in RPL. This technique has fewer lost packets, less rank switching, and 

less convergence time. However, this approach is not suitable for other common RPL attacks, such as replay, version, 

and Destination Oriented Directed Acyclic Graph (DODAG) inconsistency attacks. To detect RPL attacks, Bokka and 

Sadasivam [10] established a DL-based Gated Recurrent Unit (GRU) model. This approach was better, with a lower 

rate of false positives, accurate prediction, and stability. However, this model does not investigate the application of 

GRU models to multiclass classification. 

2.2 Major challenges 

The subsequent are the main difficulties with current attack detection in the RPL-based IoT. 

 

 MMTM-RPL [7] improved RPL security, extended network lifetime, and reduced internal attacks in IoT-

based Wireless Sensor Networks (WSNs). Unfortunately, this method was unable to handle complex attack 

patterns for security-critical applications. 

 CDRPL was devised in [6]  to mitigate RPL version-number attacks in IoT networks. Here, this model had 

less communication complexity and efficiently maintained network stability. However, this approach was 

unable to identify the necessary characteristics for managing complicated data connections in attack detection. 

 In [15], the THC-RPL technique was established to identify malicious Sybil nodes. In this case, the approach 

increases network lifetime and consumes less energy. However, this approach does not consider the 

quantitative measurement of attack detection features to improve the network security. 

 MFO-RPL [16] used a trust mechanism and next-hop node selection to reduce the impact of rank attacks. 

Nevertheless, this model did not consider attack severity based on the observed network behaviors and 

activities. 
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 The need for security solutions in the IoT domain is highlighted by the exponential growth in the number of 

smart devices. Nonetheless, full support for routing security remains an unresolved issue in the RPL design. 

Some studies have ignored routing attacks and security issues in favor of concentrating only on routing 

behavior and network performance. In addition, trust-based network security solutions do not assess critical 

security threats, particularly routing attacks in RPL. 

3. System Model of IoT 

Smart tools exchange data and process data in the IoT. The number of IoT devices and applications is increasing 

rapidly  [8]. However, end users face challenges when implementing IoT, mainly because of security and privacy 

problems. In an IoT network, information exchange is crucial but is also vulnerable to hacking attacks. The Internet 

Engineering Task Force (IETF) established the Internet Protocol version 6 (IPv6) Routing Protocol for RPL to 

efficiently address the routing needs of IoT. Owing to the correlation between the IoT and WSN fields, a significant 

number of routing attacks, such as RPL attacks and threats acquired from WSNs, are certainly probable in RPL. The 

requirements and necessities of IoT methods and services make it challenging to secure a network against routing 

threats in an IoT network. Considering the traditional use of RPL in the smart world, it is important to address security 

risks. The structure of the RPL network is illustrated in Fig. 1.  

 

 

Fig. 1. System model of RPL network 

3.1 Energy model 

It is essential to assess the energy used in each node during packet processing when implementing energy-efficient 

routing protocols [17]. This energy encompasses the power required to transmit, receive, or forward a packet along a 

designated path. In addition, the node requires energy to listen to incoming packets. The Media Access Control (MAC) 

sublayer manages the transitions of nodes into their respective operational modes. 

For the node u , the residual energy is stated below, 

 
u u u u

res ini con harE E E E                                                                        (1) 

From the above equation, 
u

conE  specifies the energy consumption of the 
thu node,

u

resE exemplifies residual energy, 

u

iniE signifies initial energy and 
u

harE  indicates harvested energy. 
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3.2 Trust model 

The security of the network depends on trust models because it allows secure data transfer between parties without 

direct contact. When calculating trust, factors such as direct trust, indirect trust [18] and beta distribution [19] are 

considered. Furthermore, witness trust [20], availability factors and integrity factors [21]  were considered. 

The ensuing is a calculation of total trust, 

 

,

1
{ ( ) ( ) ( ) ( ) ( )}

7
s t st st st st s st stT D ID H BD W AF IF                                          (2) 

 

Here, time is denoted as  , direct trust is specified by ( )stD  , the beta distribution is indicated as 
stBD , integrity 

factor is designated as ( )stIF  , historical trust is exemplified as ( )stH  , witness trust is represented as 
sW , total trust is 

denoted as stT , indirect factor is signified by ( )stID  , and available factor is denoted as ( )stAF  . 

4. Proposed Deep Stacked Neuro-Fuzzy System (DSNFyS) for attack detectionin RPL-based IoT 

A novel method for attack detection in the RPL-based IoT was proposed in this study. First, IoT is simulated using 

the RPL Protocol. Subsequently, attack detection is processed at the BS concerning log data. In this case, the input log 

data were obtained from a given database to train the model. Further, data normalization is carried out by employing the 

min-max normalization method [22] to convert the data into a structured format. Next, feature selection is carried out by 

exploiting SVM-RFE [23] and information gain [24] to find the most relevant features. Subsequently, attack detection is 

performed by utilizing DSNFyS, which is designed by integrating DSA [25] and ANFIS [26]. Finally, attack mitigation 

is performed when an attack is detected by employing DSA [25] , which is tuned by exploiting HOA [27]. Fig. 2 shows 

a schematic view of the DSNFySfor attack detection in the RPL-based IoT. 

 

 

Fig. 2. Systematic representation of DSNFySfor attack detection in RPL-based IoT
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4.1 RPL-based routing 

In RPL routing protocols, the routing process is effectively managed using DODAG, in which the nodes are 

organized as a directed acyclic graph. Thus, the reliability of the data communication is ensured. The subsequent 

procedures are used in the RPL to construct the DODAG structure, and the network topology is considered first. 

Subsequently, node energy and numerous trust factors, including beta distribution, witness, integrity, availability, 

historical, recent, recommend, indirect, and direct trust, are considered together with delay and distance to measure the 

rank of the node in the multi-objective route discovery stage. The nodes are then selected for DODAG using the 

Northern Goshawk Group Search Optimization (NGGSO), which was created by combining Northern Goshawk 

Optimization (NGO) [28] and Group Search Optimization (GSO) [29], with the previously stated parameters being 

taken into account for estimating fitness. The next step is to create an ideal DODAG graph and establish a data-

transmission path. Finally, the routing algorithm pattern allows the data to be forwarded. 

4.1.1 Topology configuration 

Network topology was established during the configuration phase after the IoT was simulated [30]. Every node 

receives a broadcast of the DODAG Information Object (DIO) packets from the root node. In the routing table, the root 

node is added as the parent node for each node that obtains a DIO message from the sender. Local node addresses are 

stored in the routing table and can be used for future usage, either upward or downward. 

4.1.2 Multi-objective route discovery stage 

The information found in the DIO messages is used to determine the rank of the node during the route-discovery 

phase. The DIO message’s preferred parent is chosen to be the DIO sender if the determined rank is higher than the 

rank within the message [30]. To join the network, a new node must send a DODAG Information Solicitation (DIS) 

message requesting the DIO of its neighbors. Every neighborhood node that receives the DIS message is thus required 

to send a DIO to compute its rank in a DODAG. Trust, distance, delay, and energy were the factors considered when 

calculating the rank. 

4.1.3 Optimal node selection for DODAG graph 

The NGGSO technique is used to determine the optimal node that leads to the optimal path from a DODAG source 

to the destination. The path from the root node to the sink node in the DODAG can be found by storing a small portion 

of the forwarding information of the parent node and routing table because RPL routing is used in this instance. 

NGGSO was introduced by incorporating GSO [29]  and NGO [28]. The NGO is a swarm-based algorithm formulated 

concerning northern goshawks and operates in two stages: the tail and chase processes and prey identification. This 

algorithm simply handles real-world problems. Animal characteristics serve as inspiration for the GSO, especially the 

way animals search for things. The method operates according to the mathematical formulation of the animal scanning 

process and exhibits robust convergence. A better exploration ability is achieved when NGO and GSO are combined. 

The following details the final updated equation of the NGGSO. 

 

 
1

( 1) ( ( 1))(1 (2 1)
(2 1)

v vl Y o Y C Q
C Q

      


                                                         (3) 

 

Here, Y indicates iteration count, radius is designated as C , random number ranging in [0,1] is demonstrated by 

Q , distance vector is indicated by  , the direction vector is signified by o ,  1l Y  indicates location of 
th  northern 

goshawk at  1
th

Y  iteration, and head angle is specified by  . 

4.1.4 Construct the optimal DODAG graph 

The DODAG graph was used to establish data transmission. It is optimally constructed based on the nodes 

specified by the NGGSO. 

4.1.5 Data Transmission 

The best DODAG produced was used to transfer the data from the source to the destination. Finally, RPL routing 

for IoT is used for data forwarding. 

4.2 Attack detection 

Attack detection is the process of locating anomalies or malicious activity in a network or computer environment 

and taking the necessary measures. Identifying indications of security breaches, unauthorized access, or other harmful 

activities involves tracking and evaluating network traffic, system behavior, and other data sources. Here, the input log 

file data are primarily allowed for data normalization by exploiting min-max normalization [22]. Furthermore, the 

features are selected from the normalized data by employing information gain [24]  and SVM-RFE [23]. Finally, attacks  
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were detected from the selected features using DSNFyS. Furthermore, the detection procedure performed is detailed as 

follows, 

4.2.1 Log file acquisition 

The input log file data is obtained from the BoT-IoT dataset [13], which includes log data and IP address. The log 

information is labeled as, 

 

 1 2, ,..., ,...,e m    
 
                                                                   (4) 

 

Here,   denotes the BoT-IoT database, overall count of log files is represented by m , and 
the log file 

contemplated for attack detection is specified by e .  

4.2.2 Data normalization 

Min-max normalization [22] is an important technique for improving model performance by standardizing the 

scales of features. This ensures that all features contribute equally to the learning process, preventing larger values from 

overshadowing smaller ones. Additionally, min-max normalization helps speed up the convergence of optimization 

algorithms, such as gradient descent, allowing models to train more quickly and effectively. It also makes models more 

robust against outliers, reducing their influence on predictions and leading to more stable results.   

Data normalization is usually performed to clean up and organize the data in the input data e to assist in effective 

decision-making. In this work, Min-Max normalization [22]  is exploited for normalizing the data. Moreover, min-max 

normalization is simple to calculate and understand, making it available for several applications. Using a linear 

transformation to compare the value of input data e before and after the procedure, the Min-Max normalization 

method balances the actual data. The Min-Max normalization is articulated by, 

 

 

   
e e

N

e e

min

max min

 


 





                                                                        (5) 

 

In this case, maximum value of the attribute is indicated by  emax  and minimum value is signified by  emin  . 

In addition, resultant normalized outcome acquired while normalizing input data e by employing Min-Max 

normalization is represented by N , which is further passed to feature selection phase.  

4.2.3 Feature selection 

In order to remove unnecessary data from the log data file and enable accurate detection, feature selection is 

performed. Here, information gain [24]  and SVM-RFE [23] were used to select pertinent features from the normalized 

log data file N . 

-SVM-RFE 

The SVM-RFE [23]  algorithm determines the signature attributes by generating a ranking coefficient based on the 

weight vector  that SVM generates during training. The signature feature with minimum ranking coefficient after 

every iteration is eliminated. Additionally, the features of the normalized data are eliminated utilizing SVM-RFE 

algorithm to generate new feature set. 

Consider training samples    , , 1, 1n n nh i i     and  signifies the output feature ordering set. 

a) Set the initial feature set 1,2,...,  h ; feature organized set   . 

b) Repeat these steps until   . 

i) Obtain the candidate feature set along with training set 

ii) Get  by training SVM classifier. 

iii) Compute ranking norms score: 

 
2 , 1,2,...,N NU N                                                                         (6) 

 

iv) Recognize the features with lowest ranking criteria score. 

 

arg min N
N

U                                                                                    (7)
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v) Apprise feature set     ,  indicate the features with the lowest ranking. 

vi) Eradicate this feature in  so as    . 

The outcome acquired from SVM-RFE is denoted by 1f . 

-Information gain 

Information gain is a measurement of the amount of information obtained from normalized log file data based on a 

particular feature [24]. Information gain was calculated by comparing the entropies of the original set of data and the 

two child sets. Higher information gain indicates a feature that splits the data more effectively, and the formula of 

information gain is articulated below, 

 

( , ) ( ) ( | )L P k P P k                                                                            (8) 

 

Here, P represents class label, k indicates feature, class label’s entropy is designated by  P , information gain 

is denoted as L ,  |P k represents the possibility of class P for a given feature k . Moreover, the features selected 

with information gain is signified by 2f . 

The most relevant features are obtained by combining the outputs 1f  and 2f  selected using SVM-RFE and 

information gain. The selected feature is articulated as, 

 

1 2S f f U                                                                                      (9) 

 

wherein, S specifies selected features.  

4.2.4 Attack detection using DSNFyS 

The protection of networks and information systems from malicious and unauthorized activities requires effective 

attack detection. Its efficacy improves an organization's overall cybersecurity while having a direct impact on data 

integrity, system availability, and regulatory compliance. The DSNFyS technique was devised in this study to detect 

attacks in RPL-based IoT. By combining DSA [25], [31] and ANFIS [26]], DSNFyS was presented.  

The three components encompass the DSNFyS model, namely, the DSA method, DSNFyS layer, and ANFIS 

method. Additionally, the DSNFyS model's detection performance is improved by using the Fractional Calculus (FC) 

[32] for regression modeling. The input log file data e  is fed into DSA technique to obtain the outcome 1J during 

attack detection. Following this, the outcome 1J along with selected feature S is fed to the DSNFyS layer to attain the 

outcome 2J . Thereafter, the outcome 2J acquired from DSNFyS layer is fed to ANFIS for attaining attack detection 

outcome 3J . Moreover, the schematic representation of DSNFyS for attack detection in RPL routing protocol is 

depicted in Fig. 3. 

a) DSA model 

The DSA model [25], [31]  is a type of Deep Neural Network (DNN) that consists of multiple autoencoder layers, 

each of which is trained using the output of the layer before it. The relationship between independent and dependent 

features is also described by autoencoders, which are used to efficiently reduce the dimension of the data. DSA is 

regarded as an unsupervised learning technique that typically obtains an output value using a backpropagation method. 

Encoders and decoders are two broad categories in which the autoencoders can be separated. In this case, the encoder is 

employed to perform dimensionality reduction by executing the encoding process, whereas the decoder reconstructs the 

original data from the reduced representation through the decoding process. As a result, anomalies with high 

reconstruction errors in the data can be precisely identified using DSA. 
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Fig. 3. Pictorial representation of DSNFyS for attack detection 

The DSA encoder encompasses a mapping function, a hidden layer, and an input layer. The hidden layer's outcome 

is articulated below, 

 

   e ez I                                                                            (10) 

 

Here, activation function is specified by  . ,  represents encoding weight matrix, bias vector is exemplified by 

I and input log file data is signified as e . Likewise, the decoder alters the hidden layer, mapping function and 

output layer. The decoder uses a mapping function to transform hidden layer outcome into input layer. The outcome 

that is produced as a result of the reconstructed data ̂  is stated as, 

 

   * *ˆ
e w r w I                                                                             (11) 

 

In the above equation, 
*I signifies decoded bias vector, decoding weight matrix is represented by the term 

* , 

reconstructed input data is demonstrated as ˆ
e ,  .r exemplifies decoder activation function. In addition, Mean Square 

Error (MSE) is utilized to evaluate reconstruction effect of autoencoder, and is articulated below, 
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21
ˆ

2
e eMSE                                                                            (12) 

 

Typically, the DSA model is trained through two stages such as unsupervised layer-by-layer pre-training and 

supervised reverse fine-tuning. The learning accuracy and rate of the model were improved by these stages. The initial 

operation is dropout, which involves averaging predictions from multiple model instances to ensure that the weight 

updates are no longer influenced by fixed interactions among neurons. The second strategy for addressing overfitting 

involves the incorporation of a weight decay term into the loss function. 

A subnetwork of the original network is created in a dropout operation by random discarding the neurons in a 

hidden layer with probability
bG . The Bernoulli distribution is confirmed by the discarded matrix

1 2 3, , ,...,p p p p p
   

. 

The function that is produced as a consequence of probability distribution is articulated below, 
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G d
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                                                                  (13) 

 

wherein, possible outcome is represented by d . Following the updating of the mapping function at the original neural 

network, the dropout operation is then executed in hidden layers, as follows: 
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In the above equation, 
yp signifies discarded matrix and y denotes amount of elements. Further, the overfitting 

problems are also addressed by including weight decay coefficient in the loss function. Furthermore, Categorical Cross 

Entropy (CCE) function is the existing loss function for the classification of multilabel. The network structure of DSA 

method is illustrated in Fig. 4. Also, resultant outcome 1J  is achieved while subjecting input log file data e into DSA 

framework. 

 

Fig. 4. Pictorial view of DSA  
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b) DSNFyS layer 

The selected feature S and the DSA model’s outcome 1J  are fed into the DSNFyS layer to identify the 

relationship among the inputs by involving regression modeling to the system and the regression is carried out by 

employing FC [32]. FC provides solutions for a range of integrals and derivatives using Laplace transform. Moreover, 

inverse Laplace transform is used to get the desired solutions. The output of the DSNFyS layer is produced by 

contemplating weighted features at several time intervals. Consequently, at 
thF interval the output of DSNFyS layer is 

demonstrated below, 

 

 1

1

V

cc
c

B S a


                                                                              (16) 

 

Here, V denotes feature size and a represents weight coefficient. Furthermore, at  1
th

F  time interval, DSA 

model outcome 1J is considered to produce DSNFyS layer outcome.  

Lastly, regression modeling is done for the fusion of the inputs acquired at different intervals using FC [32]. 

According to FC,  

 

     
1

1 1
2

F F F                                                                       (17) 

 

Here,  indicates order of derivatives. Consider,   21F J   ,   1F B  and  1F  . Furthermore, the final 

outcome from DSNFyS layer is articulated beneath, 

 

2 1 1

1

2
J B J                                                                               (18) 

 

The outcome 1J from DSA and the value of 1B
 
from equation (16) are substituted in equation (18). Thus, above 

equation can be rewritten as, 
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   
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Afterwards, the resulting DSNFyS layer outcome 2J  is fed into the ANFIS framework for attack detection. 

c) ANFIS model 

The output 2J from the DSNFyS layer is included with the ANFIS [26]  to detect attacks.The ANFIS technique 

combines the concepts of Artificial Neural Network (ANN) and Fuzzy Interference System (FIS). Designing a non-

linear system was made feasible by the ANFIS's capacity to adapt and learn. Because of its fast-learning capabilities, 

ANFIS improves parameter optimization and can solve complicated problems more effectively. Here, output from 

DSNFyS layer 
2J  is fed as input, and ANFIS functions based on two fuzzy rules, which are articulated as beneath,  

Rule-a): If  is 1 and A  is 
1X , then  1 1 1 1A O       

Rule-b): If  is 
2 and A  is 

2X , then  2 2 2 2A O       

Here, 
1 2 1 2 1, , , , ,O    and

2O signifies linear parameters, fuzzy rule is indicated as . Furthermore, 
1 ,

1X , 
2 , 

and 
2X exemplifies membership function of inputs  and A . Furthermore, the ANFIS architecture consists of five 

layers, which are described below.  

Layer-1: The initial layer encompassed of square nodes  in layer 1, also known as the 
the fuzzification layer. 

The following describes the layer-1 ANFIS technique operation,  
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where,  R Z
 

indicates degree of membership function for fuzzy   , which is articulated beneath, 
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                                                                     (21) 

 

The following describes the outcome J , which is the representation of the input’s membership grade: 

 

 3, , 1,2,3J R A
  


                                                                   (22) 

 

 3, , 3,4XJ R B
 


                                                                   (23) 

 

Let’s consider, 
2A J  and 

NB   , the equation becomes, 
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 3, 2 , 3,4X NJ R
  
 

                                                                  (25) 

wherein,  , ,e g    
 specifies set of parameters.  

Layer-2:Each rigid node in this layer works by multiplying incoming signals and then sends the resulting product. 

The procedure executed within layer 2 can be articulated as follows, 
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Layer-3: The 
th node computes the ratio of 

th rule to the total firing strength. Additionally, an expression for 

layer 3 is shown below,  
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In this case,  
 specifies firing rule strength and thenormalized firing strength is represented by 

 
 .  

Layer-4: The 
th node in layer-4 of ANFIS is a squared node that performs node function, and the formula is 

articulated beneath,  
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(28) 

 

The parameter set is denoted by , ,w O     
 , which signifies the consequent parameter and variables in the node 

are exemplified by w A O     
   

. 

Layer-5: In this layer, the node processes all incoming signals and produces the resultant value as expressed as,  
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wherein, 7J specifies ANFIS outcome. Fig. 5 provides the pictorial representation of the ANFIS technique. 
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Fig. 5. Schematic view of ANFIS  

4.2.5 Attack mitigation 

Attack mitigation is the procedure of applying strategies and techniques to stop, lessen, or handle attacks on data, 

networks, and systems. Attack mitigation is primarily used to minimize damage in the event of an attack and to reduce 

the risk and impact of security incidents by defending against possible attacks. In this study, the impact of the detected 

attacks was minimized by employing the DSA_HOA model. In this case, the DSA [25]  model was ideally tuned by 

exploiting HOA  [27] . Moreover, the detected output 2J  is fed as an input to the attack mitigation process. 

i) Architecture of DSA 

The main applications of a DSA [25] neural network architecture are dimensionality reduction, feature extraction, 

and unsupervised learning. It expands the idea of autoencoders, which are neural networks trained to decode input data 

back into its original form after encoding it into a lower-dimensional representation. DSAs have the ability to decrease 

data complexity by compressing high dimensional data into a lower dimensional latent space. Finding patterns and 

anomalies that might be indications of an attack may become simpler as a result. Furthermore, the developed DSA 

model is elucidated in detail in section 4.2.4. The outcome acquired from DSA model is represented as mD , which is 

the attack mitigation result. 

ii) Training of DSA using HOA 

An optimization method called HOA  [27] is used to carry out the DSA training process. In this case, HOA is used 

to generate the classifier weights in order to produce the best consequence. HOA improve the performance of DSA by 

ideally training with HOA. Hiking is a popular recreational activity, and HOA takes inspiration from the mountainous 

terrain hikers traverse in their search landscapes for optimization problems. Tobler's Hiking Function is an exponential 

function used to model a hiker's velocity by accounting for the gradient or incline of the terrain. HOA maintains a good 

balance among exploration and exploitation of the solution space, which assists in finding optimal solutions effectually. 

The updated formula of HOA is stated beneath: 

 

, 1 , ,x x xK                                                                           (30) 

 

where, hiker is denoted as  , hikers’ location is signified by 
,x , iteration is specified as x and present velocity of 

th hiker is represented as K . 

-Fitness function 

Fitness measure is defined as the difference among the DSA’s projected and achieved outcomes, and it can be 

quantified using the subsequent expression: 
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From the above equation, number of training samples is signified by v , expected outcome of DSA is represented 

as *

mD and attained output is specified by
mD .  

5. Results and Discussion 

The experimental consequences measured by DSNFyS employed for attack detection and DSA_HOA for attack 

mitigation in in RPL-based IoT is deliberated in this section. Furthermore, the corresponding discussions of detection 

techniques are briefed beneath. 

5.1 Experimental setup 

The DSNFyS model devised for the attack detection in RPL routing protocol is executed by exploiting python tool 

using BoT-IoT dataset [13]. 

5.2 Dataset description 

The BoT-IoT dataset [13] was created in the Cyber Range Lab of UNSW Canberra to simulate a realistic network 

environment with normal and botnet traffic. The tshark tool was utilized to create the raw network packets (Pcap files) 

of the BoT-IoT dataset. The packets consist of both normal and abnormal traffic. Ostinato tool and Node-red were used 

to generate simulated network traffic. The source files for the database are available in a variability of formats, contain 

original PCAP files, the generated Argus files, and the CSV format. It includes various attack categories such as DDoS, 

DoS, OS and Service Scan, Keylogging, and Data exfiltration, with over 72 million records in the original dataset (69.3 

GB pcap files and 16.7 GB csv files). A 5% subset (1.07 GB, three million records) was extracted for easier handling 

[13]. 

5.3 Evaluation metrics 

The efficiency of the DSNFyS technique in identifying attacks in the RPL based IoT is carried out using various 

assessment parameters, which are further described below, 

a) Accuracy 

It is the relationship among real and predicted output acquired by DSNFyS is referred to as accuracy, which is 

stated beneath,  

 

tp tn

tp tn fp fn

j j
Accuracy

j j j j



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                                                                     (32) 

 

In the above equation, tnj signifies true negative, 
fpj specifies false positive, true positive is exemplified as

tpj

and
fnj represents false negative. 

b) TNR 

The percentage of real negative cases that the model precisely detects is measured by the TNR. Additionally, TNR 

is determined by applying the specified expression, 
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j
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j j



                                                                             (33) 

c) TPR 

The amount of true positives divided by the overall amount of cases that are actually positive yields the TPR. 

Furthermore, TPR is determined with the below expression, 

 

tp

tp fn

j
TPR

j j



                                                                          (34) 

5.4 Comparative methods 

This study devises a new model called DSNFyS for attack detection in RPL-based IoT, and the 

DSNFyS+DSA_HOA model for attack mitigation in RPL-based IoT. To assess the performance of DSNFyS and 

DSNFyS+DSA_HOA, these methods were compared with conventional methods, including MMTM-RPL [7], CDRPL 

[6] , THC-RPL [15] , and MFO-RPL [16]. 
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5.5 Comparative analysis 

The evaluation is carried out by contemplating parameters including accuracy, TPR, and TNR by considering 

“with mitigation” and “without mitigation” scenarios. 

5.5.1 Without mitigation 

This evaluation concentrated on contrasting the performance of several techniques for attack detection in RPL-

based IoT with the proposed DSNFyS concerning k-fold [33] and learning data without mitigation. The choice of k-

value in k-fold cross-validation for analyzing deep learning models is crucial for reliable performance estimates. K-fold 

cross-validation involves splitting the dataset into k subsets, or folds, and systematically training the model on k-1 folds 

while validating it on the remaining fold. This process is repeated k times, ensuring each data point is used for both 

training and validation. In this research work k value is selected as 8, providing a good balance between computational 

efficiency and robust evaluation. A smaller k may lead to less reliable estimates due to larger training sets, while a 

larger k can yield more granular insights but increase computational time. The chosen k-value helps mitigate overfitting 

by ensuring diverse training and testing scenarios, leading to a more comprehensive understanding of the model's 

generalization capabilities. 

-Based on learning data 

The examination of DSNFyS approach considering learning data is depicted in Fig. 6. In Fig. 6a), the examination 

of DSNFyS method concerning accuracy is portrayed. The DSNFyS achieved an accuracy of 90.244%, while 

conventional schemes, like MMTM-RPL, CDRPL, THC-RPL and MFO-RPL measured accuracy of 72.456%, 75.490%, 

80.557%, and 85.967%, with a learning data of 90%. This shows that DSNFyS computed an improved performance by 

19.71%, 16.35%, 10.73%, and 4.74%. In Fig. 6b), the investigation of DSNFyS with respect to TPR is signified. The 

DSNFyS calculated TPR value of 91.345%, with 90% learning data, whereas TPR computed by MMTM-RPL is 

74.316%, CDRPL is 77.648%, THC-RPL is 81.042%, and MFO-RPL is 86.135%. This shows that DSNFyS acquired a 

higher performance by 18.64%, 15.00%, 11.28%, and 5.70%. Fig. 6c) displays the analysis of DSNFyS contemplating 

the TNR metric. With 90% learning data, the classical techniques, namely MMTM-RPL, CDRPL, THC-RPL, MFO-

RPL, and DSNFyS computed TNR of 73.240%, 75.436%, 81.679%, 85.642%, and 91.042%, which shows that 

DSNFyS generated a superior TNR by 19.55%, 17.14%, 10.28%, and 5.93%. 

 

  

(a) (b) 
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(c) 

Fig. 6. Evaluation of DSNFyS altering learning data based on, a) accuracy, b) TPR, and c) TNR by assuming without mitigation 

-Based on k-fold 

The DSNFyS approach is examined in contrast with classical attack detection systems concerning k-fold and this is 

signified in Fig. 7. The valuation of DSNFyS model concerning accuracy is depicted in Fig. 7a). The DSNFyS obtained 

a maximum accuracy of 89.345%, with k-fold of 8 whereas accuracy achieved by MMTM-RPL at 72.146%, CDRPL at 

74.166%, THC-RPL at 79.350%, and MFO-RPL at 84.345%. This infers that a performance improvement of 19.25%, 

16.99%, 11.19%, and 5.80% is computed by DSNFyS technique. Fig. 7b) denotes the evaluation of the DSNFyS with 

respect to TPR.  The TPR achieved by the several attack detections approaches, including MMTM-RPL is73.455%, 

CDRPL is 75.488%, THC-RPL is 80.167%, MFO-RPL is 87.246% and DSNFyS is 90.424%, with k-fold 8. This shows 

that DSNFyS acquired a higher performance by 18.77%, 16.52%, 11.34%, and 3.51%. The examination of DSNFyS 

based on TNR is portrayed in Fig. 7c). The DSNFyS calculated TNR of 90.021%, which is superior by 18.89%, 15.75%, 

15.21%, and 6.05% than TNR recorded by MMTM-RPL at 73.015%, CDRPL at 75.843%, THC-RPL at 76.325%, and 

MFO-RPL at 84.577%, with k-fold 8. 

 

  

(a) (b) 
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(c) 

Fig. 7. Valuation of DSNFyS altering k-fold with a) accuracy, b) TPR, and c) TNR by taking into account without mitigation 

5.5.2 With mitigation 

The valuation of the DSNFyS+DSA_HOA method in “with mitigation” scenario is effectuated using several 

learning data and k value. 

-Based on learning data 

Fig. 8 shows valuation of DSNFyS+DSA_HOA technique with varying learning data. The accuracy-based 

evaluation of DSNFyS+DSA_HOA is portrayed in Fig. 8a). The DSNFyS+DSA_HOA model achieved an accuracy of 

92.043%, while prevailing schemes, like MMTM-RPL, CDRPL, THC-RPL and MFO-RPL attained accuracy of 

80.425%, 86.459%, 87.013%, and 88.216%, with a learning data of 90%. This displays that DSNFyS+DSA_HOA 

acquired an enhanced performance by 12.62%, 6.07%, 5.47%, and 4.16%. In Fig. 8b), the examination of the 

DSNFyS+DSA_HOA regarding TPR is illustrated. The DSNFyS+DSA_HOA calculated TPR value of 92.847%, with 

90% learning data, while TPR recorded by MMTM-RPL is 79.466%, CDRPL is 86.958%, THC-RPL is 87.855%, and 

MFO-RPL is 88.976%. This shows that the DSNFyS+DSA_HOA gained a higher performance by 14.41%, 6.34%, 

5.38%, and 4.17%. Fig. 8c) depicts the investigation of DSNFyS+DSA_HOA regarding TNR measure. With 90% 

learning data, the traditional techniques, such as MMTM-RPL, CDRPL, THC-RPL, MFO-RPL, and 

DSNFyS+DSA_HOA quantified TNR of 79.246%, 81.043%, 84.676%, 87.400%, and 92.014%, which shows that 

DSNFyS+DSA_HOA generated a superior TNR by 13.88%, 11.92%, 7.97%, and 5.01%. 

 

  

(a) (b) 
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(c) 

Fig. 8. Evaluation of DSNFyS+DSA_HOA changing learning data with a) accuracy, b) TPR, and c) TNR by contemplating with mitigation 

-Based on k-fold 

Fig. 9 shows the valuation of DSNFyS+DSA_HOA model in relation to conventional attack detection schemes 

concerning the k-fold. The accuracy-based evaluation of the DSNFyS+DSA_HOA technique is presented in Fig. 9a). 

The DSNFyS+DSA_HOA obtained a maximum accuracy of 90.710%, with a k-fold of 8 in comparison to accuracy 

quantified by MMTM-RPL at 79.453%, CDRPL at 83.125%, THC-RPL at 85.469%, and MFO-RPL at 87.045%. This 

displays that a performance improvement of 12.41%, 8.36%, 5.78%, and 4.04% is attained by the DSNFyS+DSA_HOA 

technique. Fig. 9b) portrays the examination of the DSNFyS+DSA_HOA concerning TPR.  The TPR acquired by 

several attack detection models, like MMTM-RPL is78.425%, CDRPL is 82.578%, THC-RPL is 85.246%, MFO-RPL 

is 86.431% and DSNFyS+DSA_HOA is 92.387%, with k-fold 8. This demonstrates that DSNFyS gained a maximum 

performance by 15.11%, 10.62%, 7.73%, and 6.45%. The examination of DSNFyS+DSA_HOA based on TNR is 

demonstrated in Fig. 9c). The DSNFyS+DSA_HOA acquired TNR of 91.570%, which is superior by 18.89%, 15.75%, 

15.21%, and 6.05% than the TNR measured by MMTM-RPL at 77.425%, CDRPL at 87.401%, THC-RPL at 82.496%, 

and MFO-RPL at 85.734%, with k-fold 8. 

 

  

(a) (b) 
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(c) 

Fig.  9. Examination of DSNFyS+DSA_HOA changing k-fold with a) accuracy, b) TPR, and c) TNR by considering with mitigation 

5.6 Comparative discussion 

The effectiveness of the DSNFyS technique proposed in this study for attack detection in RPL-based IoT is 

assessed by comparing it with the other methods used, as indicated in Table 1. The table presents multiple metrics that 

are quantified by considering a 90% learning dataset and a k-value of 8. From Table 1, it can be seen that DSNFyS is 

effective in attaining superior accuracy, TPR, and TNR values of 90.244%, 91.345%, and 91.042%, respectively. 

Moreover, classical techniques, namely, MMTM-RPL, CDRPL, THC-RPL, and MFO-RPL, quantified accuracies of 

72.456%, 75.490%, 80.557%, and 85.967%, respectively. The TPR measured by the MMTM-RPL was 74.316%, 

CDRPL was 77.648%, THC-RPL was 81.042%, and MFO-RPL was 86.135%. Likewise, traditional models, such as 

MMTM-RPL, CDRPL, THC-RPL, and MFO-RPL, obtained TNR of 73.240%, 75.436%, 81.679%, and 85.642%, 

respectively. Thus, the DSNFyS developed by the amalgamation of DSA and ANFIS models achieved more effective 

results than conventional techniques. DSA enhances computational efficacy, while ANFIS improves the robustness and 

stability of the framework with limited data. Therefore, unification of these two frameworks resulted in the best 

outcomes. 

Table 1. Comparative discussion of DSNFyS 

Variations Metrics MMTM-RPL CDRPL THC-RPL MFO-RPL 
Proposed 

DSNFyS 

Without mitigation 

Learning data 

Accuracy (%) 72.456 75.490 80.557 85.967 90.244 

TPR (%) 74.316 77.648 81.042 86.135 91.345 

TNR (%) 73.240 75.436 81.679 85.642 91.042 

K-fold 

Accuracy (%) 72.146 74.166 79.350 84.163 89.345 

TPR (%) 73.455 75.488 80.167 87.246 90.424 

TNR (%) 73.015 75.843 76.325 84.577 90.021 

 

The efficacy of the DSNFyS+DSA_HOA methodology developed in the paper for attack mitigation in RPL-based 

IoT is assessed by correlating it with other methods used in this section, as indicated in Table 2. The table shows several 

types of measures that have been quantified using a k-value of 8 and learning data of 90%. Table 2 demonstrates that 

the DSNFyS+DSA_HOA method achieved optimal performance, with maximum values for accuracy, TPR, and TNR 

recorded at 92.043%, 92.847%, and 92.014%, respectively. Additionally, traditional models such as MMTM-RPL, 

CDRPL, THC-RPL, and MFO-RPL achieved accuracy of 80.425%, 86.459%, 87.013%, and 88.216%, respectively. 

TPR is measured as 79.466% for MMTM-RPL, 86.958% for CDRPL, 87.855% for THC-RPL, and 88.976% for MFO-

RPL. Furthermore, conventional schemes including MMTM-RPL, CDRPL, THC-RPL, and MFO-RPL achieved TNR 

of 79.246%, 81.043%, 84.676%, and 87.400%, respectively. It can be seen from the experimental results that the 

DSNFyS+DSA_HOA model outperforms other existing schemes when different evaluation parameters are used, and it 

converges quickly to achieve superior experimental results. The DSNFyS+DSA_HOA precisely mitigates attacks 

without any manual intervention. Furthermore, DSA converges faster than prevailing networks in attack mitigation 

more correctly by maintaining accuracy. Also, HOA handled complex search spaces efficiently. 
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Table 2. Comparative discussion of DSNFyS+DSA_HOA 

Variations Metrics MMTM-RPL CDRPL THC-RPL MFO-RPL 

Proposed 

DSNFyS+DSA_H

OA 

With mitigation 

Learning data 

Accuracy (%) 80.425 86.459 87.013 88.216 92.043 

TPR (%) 79.466 86.958 87.855 88.976 92.847 

TNR (%) 79.246 81.043 84.676 87.400 92.014 

K-fold 

Accuracy (%) 79.453 83.125 85.469 87.045 90.710 

TPR (%) 78.425 82.578 85.246 86.431 92.387 

TNR (%) 77.425 87.401 82.496 85.734 91.570 

6. Conclusion 

Attack detection is a fundamental element of cybersecurity, and is dedicated to identifying and responding to 

unauthorized or malicious activities within an information system or network infrastructure. This paper proposes an 

innovative technique for attack detection in RPL-based IoT. Primarily, the IoT is simulated, and attack detection is 

handled at the Base Station based on log data. In this case, the input log data are obtained from the Bot-IoT dataset, e. 

After that, data normalization is executed by utilizing min-max normalization method to convert the data into a 

structured format. Then, feature selection is done by employing SVM-RFE and information gain to determine the most 

relevant features. Later, attack detection is performed by exploiting DSNFyS, which is devised by the incorporation of 

DSA and ANFIS. Lastly, attack mitigation is performed in case an attack is detected utilizing DSA, which is tuned 

using HOA. The DSNFyS acquired maximum values of accuracy, TPR and TNR at 90.244%, 91.345%, and 91.042% 

respectively without mitigation. DSNFyS+DSA_HOA is effective in attaining superior accuracy, TPR, and TNR values 

of 92.043%, 92.847%, and 92.014%, respectively. Future work will aim to contemplate large datasets to improve the 

early detection and response capabilities. 
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