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Abstract: The financial sector is grappling with significant challenges in detecting cyber attacks, leading to potential 

short- and long-term financial losses for banks and other institutions. The statistical and machine learning methods have 

been effective in identifying suspicious activities, they have struggled to achieve a balance between recall and precision. 

To improve accuracy, this paper introduces a novel approach that employs deep learning and bio-inspired algorithms to 

detect suspicious activities. The proposed model analyzes transactional patterns, quantities, and temporal aspects using 

a carefully curated dataset of labeled transactions. The model shows promising results in distinguishing between 

legitimate and fraudulent operations, achieving a balance between recall and precision. Further, many in the industry are 

transitioning to cloud computing infrastructures to enhance application performance. However, these infrastructures are 

not ideal for delay-sensitive applications, such as those in the medical and finance sectors. To address communication 

delays, fog computing has emerged as a new paradigm. The proposed model was simulated using Python and the 

Google Colab framework, and  experimental results shows that improved accuracy and a balanced recall and precision. 

 

Index Terms: Suspicious activity detection, Deep learning model, LSTM, Bio-inspired algorithms, Fog Computing, 

Google Colab 

 

 

1. Introduction 

The rapid growth of transactions in todays digital financial world has sparked the emergence of more sophisticated 

tactics for committing banking frauds [1]. It is essential to improve the security and authenticity of bank transactions by 

adopting advanced detection models to identify the unauthorized and suspicious activities. The existing statistical 

mechanisms static in nature and do not support dynamically changing domains. Further, a new era of machine learning 

and deep learning model captures the dynamism but these models needs appropriate optimization technical that support 

dynamism and increase the performance. So it is essential to use appropriate optimization methods to improve the 

accuracy. This paper proposed a novel solution where it combines deep learning model and bio-inspired algorithm to 

improve the accuracy of suspicious activity detection model. 

When it comes to digital transactions frequent use poses a challenge because of the nuanced differences in 

fraudulent behavior necessitating a more sophisticated and flexible strategy Deep learning methods provide a hopeful 

resolution for swiftly and precisely pinpoint suspect activities in banking transactions by leveraging their capacity to 

identify intricate patterns and connections, within extensive datasets. Numerous financial institutions are switching from 

in house computing setups to cloud computing because of the many advantages it offers. Like scalability and reliability 

as well as a pay as you go approach with robust support [2]. The cloud computing may not be the fit for time sensitive 

applications such as medical or financial systems due, to the communication delays when the cloud data centers are far 

away from stake holders. To mitigate this communication delays and enhance performance cloud service, a new data- 
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centers need to install near to stake-holder locations and it is practically not possible due to hardware / firmware and 

maintenance cost. A new computing paradigm called Fog Computing, was introduced to avoid the communication 

delay where computational devices are installed closer to data sources [3], thereby reducing communication delays. 

These computational devices are lightweight and it need less investments. Figure 1 Shows the fog computing 

infrastructure for financial and banking applications. 

The increasing frequency of cyberattacks and the cleverness in fraudulent activities impose a shift from traditional 

Models [5]. The deep learning is aa subset of machine learning [4], that mimics the human brain (artificial neural 

network) has proven records to achieve good accuracy and performance for different types of applications. These 

models provide a practical and intelligent protection against malicious activities by utilizing the Long Short-Term 

Memory (LSTM) neural network model [6], which enables autonomous learning and adaptation to embryonic patterns 

of suspicious activity behavior. This research work combines the new intelligent algorithm to improve the accuracy in  

detecting suspicious bank transactions.   

 

 

Fig. 1. Adoption of fog computing in the financial sector 

The proposed model uses the LSTM deep learning model [6] to detect suspicious activities in bank transactions, 

while also combining a bio-inspired algorithm called the Artificial Bee Colony to optimize the LSTM model's 

performance. The data preprocessing is necessary for the improving performance of machine learning and deep learning 

models. Converting raw data into a curated form is a challenging task as it contains duplicate, null, invalid, inconsistent 

data and outlier data. The proposed model uses various data preprocessing methods to standardize the data by 

converting raw data to curated data. LSTM, a deep learning model based on the Recurrent Neural Network (RNN), is 

particularly suited for analyzing temporal data, such as time-series data, to detect suspicious activities and identify 

patterns. One of the main advantages of LSTM is to overcome the vanishing gradient problem, allowing it to learn from 

inputs that are independent of each other and retain longer memories. This gives more accurate and effective solutions 

in dynamically and complex patterns of data. To further optimize the LSTM model's performance, a bio-inspired 

algorithm [7,12] is used to select the optimize the values of  hyperparameters, achieving a good  balance between recall 

and precision. 

The scope of this research article encompasses the development and evaluation of a Suspicious Activity Detection 

Model for bank transactions, using deep learning techniques within a fog computing infrastructure. The study focuses 

on designing a robust model capable of identifying suspicious transaction patterns to  avoid fraudulent or suspicious 

activity in banking sectors. Key components of the research include the integration of deep learning algorithms to 

enhance the accuracy of detection, and the utilization of fog computing to efficiently process and analyze transaction 

data at the edge of the network. The research aims to address challenges associated with real-time detection, detection 

accuracy and latency, providing insights into how fog computing can optimize the performance of deep learning models 

in financial domains.  

The combination of a Long Short-Term Memory (LSTM) model with an Artificial Bee Colony (ABC) bio-inspired 

algorithm is highly effective for detecting suspicious activities in banking systems due to the distinct but 

complementary strengths of each method in managing complex data patterns and optimization tasks. Here’s why this 

combination is particularly advantageous: 

1. The LSTM model for looking at sequential data:The LSTM model is a type of recurrent neural network (RNN) 

that is built to handle sequential data, which is popular in banking. The time and order of transactions can often show 

important trends that can point to fraud or other bad behavior. One of the best things about LSTM networks is that they 

can find long-term connections and ties in time series data. This is very important for finding strange things that might 

not be clear from looking at short-term data but become clear when you look at long-term chains of transactions. Ability 
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to Respond to Changes in Behavior: LSTM models can adapt quickly to changes in how users act, which makes them 

very good at finding new fraud schemes that static models might miss. 

2. The ABC algorithm for improving model performance: The ABC algorithm uses the way honey bees find food, 

which is known for being a fast and effective way to find the best answer in large search areas. In the context of finding 

fraud, this method can be used to improve the LSTM model's settings, making it better at finding oddities. The ABC 

algorithm is very good at exploring and taking advantage of search spaces. This lets it fine-tune the LSTM model's 

hyperparameters, like the learning rate, the number of layers, and the size of each layer. This makes the model more 

correct and trustworthy. The ABC method is flexible and can be used to solve many different kinds of optimization 

problems, even ones that aren't linear or have more than one goal. This flexibility is very important in banking systems 

where what is considered suspicious behavior can change a lot and may need various optimization techniques. 

3. Synergistic Integration: The LSTM model's ability to understand and predict sequential data patterns and the 

ABC algorithm's ability to find the best model parameters work together to make a powerful tool for finding fishy 

activities in bank transactions.Also, the ABC algorithm's improvement of the LSTM model makes it easier to tell the 

difference between normal and suspicious transactions. This lowers the chance of false positives and improves the total 

accuracy of identification. When the ABC algorithm is used to fine-tune an improved LSTM model, it can work in real 

time. This makes it perfect for constantly watching banking systems where finding scam quickly is important.. 

The main objective of proposed model are as follows: 

 

1. Integrating deep learning models with fog computing infrastructure greatly improves the precision of 

identifying suspicious activity in bank transactions when compared to conventional centralized solutions. It is 

possible to achieve enhanced real-time analysis and detection of fraudulent actions by integrating deep 

learning algorithms with the distributed architecture of fog computing, resulting in improved outcome 

accuracy. 

2. The implementation of fog computing infrastructure decreases the delay in identifying questionable 

transactions in banking systems, allowing for quicker response times in comparison to alternatives that only 

rely on cloud technology. Fog computing aims to decentralize processing power by placing it in close 

proximity to the data source, such as ATMs and bank offices. Processing data locally in the fog will decrease 

the distance it needs to travel, leading to faster identification and mitigation of suspicious behaviors.  

3. The deep learning model is capable of accurately detecting growing patterns of suspicious activity that go 

unnoticed by rule-based or standard machine learning methods. The Long Short Term Memory (LSTM) model 

is proficient at acquiring intricate patterns from extensive datasets. Therefore, the model has the ability to 

detect novel forms of fraudulent activity that traditional approaches may overlook. 

1.1 Scope of research work 

This research study focuses on the creation and assessment of a Suspicious Activity Detection Model for bank 

transactions. The model utilizes advanced deep learning techniques and is implemented within a fog computing 

infrastructure. The project aims to create a resilient model that can accurately detect and highlight abnormal transaction 

patterns that suggest fraudulent or suspicious behavior. The research incorporates deep learning methods to improve the 

accuracy of detection and utilizes fog computing to quickly process and analyze transaction data at the network's edge. 

The research seeks to tackle the difficulties related to detecting and scaling in real-time, offering valuable information 

on how fog computing might enhance the efficiency of deep learning models in financial settings. The scope of the 

project includes assessing the performance of the model using established measures such as accuracy, recall, and F1-

score. Additionally, an examination of the model's sensitivity and specificity will be conducted. 

1.2 Outline 

The significance of the proposed model lies in its potential to transform the financial security landscape by delving 

into the intricacies of deep learning-based detection of suspicious activities. Financial institutions can leverage neural 

network-based models not only to detect and respond swiftly to known fraudulent behaviors but also to identify and 

address emerging risks. The remainder of the paper is organized as follows: Section 2 reviews the current state of 

research related to suspicious activity detection. Section 3 details the proposed model and its underlying principles. The 

experiment and its evaluation are discussed in Section 4. Finally, Section 6 presents the conclusion and offers 

recommendations based on the research findings. 

2. Literature Review 

Logistic regression is a type of machine learning that is used to guess the values from a binary classification. The 

explanatory factors don't have to be related or have a normal distribution for this method to work [16]. The results of 

Logistic Regression models are qualitative, and the factors used to explain them can be numbers or groups. A lot of 

experts have used logistic regression to figure out which banks are going bankrupt. In banking, decision trees can be 

used for many things, like finding different types of risk based on patterns, finding transactions that are likely to go 

wrong, and sorting transactions into those that are legal and those that are not. It is suggested that a data driven 
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multiagent-based anomaly detection model be used to find changes in the sensors that are set up in a fog-based cloud 

computing system [14]. In the process of anomaly identification, different bots are placed in different places and used to 

carry out different tasks. The LSTM deep learning method is used to find sensor readings that don't seem to match up. 

The results of the experiment show that the proposed model is more accurate than the most recent cutting-edge study on 

anomaly detection.  

Decision trees are a type of non-linear classification that uses a set of factors to split a sample into smaller and 

smaller subgroups. According to a set of rules, the process picks the explanatory variable that is most strongly linked to 

the outcome variable at each branch of the tree [17]. It's easy to add a variety of quantitative or qualitative data 

structures because it's not parametric, and you don't even have to choose training data. But when decision trees are used 

on the whole set of data, they tend to overfit the training data, which could lead to bad results.  The R random forest 

package [19] was used to make models for bagging and random forests. It is possible to rate how important each trait is 

compared to the training set. Random forests, on the other hand, prefer traits that have a lot of levels for data, like 

qualitative variables that have a lot of levels. Random forest can be used to separate parts of movies, sort pictures for 

pixel analysis, and look at big biological data in biology. There needs to be a safe and effective way to keep track of the 

details given by the agent. The proposed model [15] is the fastest, safest, and most useful way to find fraud in this study. 

In the BCPS for the post-quantum era, cognitive computing and quantum computing were used to find strange entities. 

The suggested way correctly labels transactions as either real or fake 97.04% of the time and makes only 0.03% of 

mistakes. 

A novel technique for detecting fraudulent financial transfers by utilizing actual bank data and assessing client 

information, transactional actions, and customer connections is introduced in [18]. In order to tackle the problem of 

limited fraudulent data samples and minimize training challenges arising from imbalanced data, different advanced 

generative models such as the conditional variational autoencoder and Wasserstein generative adversarial network are 

utilized to produce extra fraudulent raw data and enhance the number of fraud samples in the latent space. The 

reparameterization approach is used into the encoder-decoder architecture to enhance the model's generative capacities. 

Moreover, a Graph Neural Network (GNN) is employed to represent customer connections. The suggested method 

employs end-to-end learning by combining the reconstruction loss of the autoencoder, the KL divergence loss (when the 

reparameterization strategy is used), and the classification loss for fraud detection. In order to enhance the use of 

computing resources, the technique of neighborhood sampling for Graph Neural Networks (GNN) is integrated with 

mini-batch training for the autoencoder. This integration leads to improvements in both the efficiency of the training 

process and the dependability of the resulting model. The efficiency of the proposed fusion network is demonstrated 

through comprehensive experiments, which emphasize the significance of each component and preprocessing phase. 

The model demonstrates significant enhancements in fraud detection, as seen by the increased areas under the precision-

recall curves.This approach shows promise for broader applications in anomaly identification, especially in datasets 

with irregular time series and intricate customer interactions. The model improves 2% accuracy as compared to existing 

models. 

[22] made a machine learning-based way to find credit card fraud by using hybrid models with Ada Boost and 

majority vote processes. For ease of use, they added noise to their blend models at levels between 10% and 30%. 

Multiple vote procedures got a good score of 0.942 based on data from the sample with 30% more noise. In the end, 

they decided that the vote system was the best way to deal with the noise. [23] offered two different random forest 

models that were used to teach the behaviors of both normal and abnormal trades. of these two different kinds of 

random woods.  

The asynchronous advantage actor-critic (A3C) method [19] is the most advanced and dynamic reinforcement 

learning system used to solve the problem of finding suspicious behavior. The experiment shows that the results are 

better at recalling and identifying strange behavior compared to other machine learning-based models. A vector 

convolution deep learning (VDCL) model is used to find big differences in the Internet of Things. The main goal is to 

make it easier to identify suspicious behavior on a larger scale, since network traffic records in the Internet of Things 

can't naturally be scaled up. The VCDL model helps the master fog node sort known and unknown problems into 

groups. The experiment results showed that the suggested framework was more accurate, precise, and able to remember 

things compared to the current method for finding suspicious behavior.  

The research emphasizes the integration of computer vision and artificial intelligence in automated video detection 

systems. This combination is essential for enhancing the effectiveness of surveillance in public spaces, addressing the 

limitations of traditional method [24]. One of the primary functionalities of the proposed system is its ability to detect 

anomalies in surveillance footage using CNN model. By differentiating between normal and abnormal behaviors, the 

system can effectively flag potential security threats, thereby enhancing public safety. The accuracy of model is not 

encouraging and but optimization in multiple stages. 

The paper introduces a novel model that integrates Long-term Recurrent Convolutional Networks (LRCN), 

combining the strengths of Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks 

[30]. This integration allows for effective learning of visual features from video frames, enhancing the model's ability to 

recognize and classify behaviors accurately. The model is implemented using widely-used frameworks such as Python, 

Keras, and TensorFlow and recorded good accuracy of approximately 91.55%. Although the model can classify 13 

different categories of suspicious activities, this may not encompass all possible behaviors that could be deemed 

suspicious. While the model is designed to function with limited resources, the initial training phase may still require 
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significant computational power and time, especially when dealing with large datasets. The authors introduce a novel 

approach for detecting fraudulent financial statements (FFS) by utilizing an ensemble model that combines Feedforward 

Neural Networks (FNNs) and Long Short-Term Memory (LSTM) networks [31]. This method enhances the detection of 

complex fraud patterns that traditional techniques may overlook. The Spotted Hyena Optimizer, a metaheuristic 

optimization method inspired by spotted hyena social behavior, is a major contribution. Designed to optimize LSTM 

model weights and biases, this optimizer improves fraud detection. The Spotted Hyena Optimizer, in conjunction with 

the ensemble model that combines FNNs and LSTMs, may introduce complexity that could impede its practical 

implementation in real-world scenarios. 

Table 1. Related works on suspicious activities in bank / finance sectors 

Ref Methodology Advantages Limitations 

[14] LSTM Deep learning Model Good Accuracy Limited Dataset, more complexity 

[15] Quantum Computing Good Accuracy, Time Effective More Complexity 

[16] Logistic Regression Moderate Accuracy Limited Dataset features, moderate 
complexity 

[17] Decision Tree Moderate Accuract High Complexity, More training time 

[18] Graph Neural Network High Accuracy High Computation resources consumption 

[19] Random Forest High Accuracy High Computation resources consumption 

[21] Hidden Markov Model Moderate Accuracy Static in Nature, traditional Method 

[22] hybrid models with Ada Boost and 
majority vote processes 

High Accuracy High Complexity, High Computation 
resources consumption 

[23] Random Forest High Accuracy More complexity as it uses two RF model to 

train normal and suspicious activities. 

[24] CNN Moderate Accuracy Video analysis 

[25] Support Vector Machine model Moderate Accuracy High Complexity 

[26] Auto-encoder Moderate Accuracy Takes more training time when dataset 

features are changed 

[30] LSTM Good Accuracy Performance can be improved if 
optimizations were used 

[31] FF LSTM Good accuracy Performance can be improved if 

optimizations were used 

[34] LSTM Goof Accuracy High Complexity 

 

The existing model have multiple limitations, first, complexity increases as accuracy increases, it is essential to 

keep tradeoff between accuracy and complexity. Second, latency is compromised when cloud based services are used. 

Third, the features in the dataset are limited, due to this accuracy will increase, but in real time, more number of features 

are used in real world applications. Table 2 shows related work with its limitations.  In this paper, the LSTM model is 

used to detect suspicious activity in the present transaction based historical data. The LSTM extract the features from 

historical data and categorized binary classification. The present transaction data matches with extracts features then 

that transaction is considered as suspicious the paper contribution to knowledge includes: 

 

• Design and Develop a deep learning model called LSTM to detect suspicious activity in the transactions. 

• Preprocess the dataset using standard techniques normalization, and filling missing and wrong values 

• Tune the hyperparameters of LSTM model to improve the accuracy of suspicious transactions using bio-

inspired algorithm. 

• Integrate the deep learning model in fog computing infrastructure to reduce the communication delay and get 

the model result quickly. 

3.  Methodology 

The proposed model for detecting suspicious activity is structured into three key processes: (i) Data ingestion, (ii) 

Data preprocessing, and (iii) Suspicious activity detection. The input dataset comprises historical data, which includes 

both suspicious and non-suspicious transactions. This dataset contains detailed information about past transactions as 

well as current ones. Figure 2 illustrates the different stages of the proposed model aimed at detecting suspicious 

activity. Data is ingested into the model through two primary methods: historical load and incremental load. These 

transactional data sets are then fed into a deep learning model, which is trained and tested to identify suspicious 

activities by analyzing patterns in the historical data. Accurate identification of suspicious transactions heavily depends 

on the quality of the data. Therefore, a data preprocessing mechanism is employed to refine the dataset by addressing 

issues such as missing values, outliers, and null entries. To enhance the accuracy of the Long Short-Term Memory 

(LSTM) learning model, a bio-inspired algorithm is utilized to optimize performance by selecting suitable 

hyperparameters. The process of suspicious activity detection and performance tuning is iterative, continuing until the 

model achieves the highest possible accuracy. 
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Fig. 2. Working principle of suspicious activity detection 

3.1 Data ingestion 

Data is collected from several streaming servers and stored in a designated landing zone. There are two primary 

types of data loading processes involved: the initial load and the incremental load [9]. The initial load refers to the 

process of transferring all historical data into the system for the first time. In contrast, the incremental load involves 

regularly updating the system with new data at predefined intervals, which could be hourly, daily, weekly, or monthly. 

Since the model is designed for bank transactions, we have configured the data loading process to occur daily. This 

ensures that all transactions are processed at the end of each day, keeping the system up to date with the latest 

information. Figure 3 shows the process data ingestion 

 

 

Fig. 3. Data ingestion Process 

3.2 Data Preprocessing 

When training deep learning models, ensuring high-quality data is crucial for achieving accurate and reliable 

results. The process of refining and preparing data, often referred to as data preparation, involves eliminating irrelevant 

or redundant information and transforming the data into a suitable format for deep learning algorithms. In the proposed 

system, data is collected, filtered, and normalized from a transaction dataset using a streaming server. This data 

preparation involves several steps, including data collection, aggregation, filtering, handling missing values, and 

normalization, all of which are facilitated by a fog monitoring system. 

The quality of data is one of the key factors that determine the performance of deep learning models. To enhance 

this quality, the proposed model employs three main data processing strategies: addressing missing data and 

normalizing the data. Missing data is handled by calculating the mean, median, or mode of a specific feature and using 

these values to fill in the gaps. Additionally, to avoid the redundancy of collecting similar data multiple times, the 

model is designed to gather temporal data only when there is a significant difference between past and current data. 

This ensures that the data used for training the model is both relevant and diverse, which contributes to the model's 

overall effectiveness. 
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Addressing outliers in data is essential for improving the performance of deep learning models. Outliers are data 

points that significantly differ from the majority of the dataset, and they can skew the results and hinder the model's 

ability to learn effectively. To mitigate this impact, it's important to normalize the data by scaling it to a specific range, 

such as between a minimum and maximum value. This process helps ensure that all data points are treated consistently, 

thereby enhancing the accuracy and reliability of the model's predictions. 
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   ( )      ( )
                                                                                (5) 

 

To detect suspicious activity, a Long Short-Term Memory (LSTM) network model is trained using processed data 

to enhance accuracy. The proposed approach leverages historical data trends to identify potentially suspicious behaviors. 

Various features are extracted from this historical data, enabling the model to learn patterns associated with suspicious 

activities. These learned patterns are then compared against current transaction patterns to detect anomalies. In time-

series data, certain patterns may emerge, and when temporal data interference is present, such patterns can indicate 

suspicious activities. 

To effectively model time-series data, an LSTM, a type of Recurrent Neural Network (RNN), is particularly well-

suited. LSTM networks are advantageous over traditional RNNs because they can retain information over long 

sequences, learn from inputs that may not be directly related, and address the vanishing gradient problem commonly 

encountered in RNNs. Time-series data often include unexpected gaps between critical events, making LSTM networks 

ideal for analyzing, classifying, and predicting based on such data.For the task of detecting suspicious activity, the 

LSTM network model is utilized. The architecture of the LSTM unit, which includes components specifically designed 

for managing long-term dependencies and sequence prediction, is illustrated in Figure 4. 

 

 

Fig. 4. LSTM Model  

The Long Short-Term Memory (LSTM) network operates using three key gates: the input gate, the forget gate, and 

the output gate. These gates play a crucial role in regulating the flow of information within the LSTM cell. The input 

gate selectively permits only relevant information to enter the LSTM cell, effectively filtering out unnecessary input. 

Meanwhile, the forget gate discards any data deemed irrelevant as it enters the cell, ensuring that only valuable 

information is retained. Finally, the output gate controls which values are transmitted as the output of the LSTM cell. 

At a specific time step t, the input     is fed into the network. The forget gate assesses the significance of the output 

from the previous time step       in the context of the current input     Based on this assessment, the forget gate 

determines which portions of the information should be preserved in the cell state. To make this decision, the activation 

function is applied to the sum of       and    , which helps to evaluate the importance of the preceding value. If the 

result of the activation function is close to zero, the information is considered unimportant and is discarded; otherwise, 

it is retained. The operation of the forget gate is governed by the following process: 

 

     (                                                                                        (6) 

 

In this context, σ represents the sigmoid activation function, "." signifies matrix multiplication, and     are the 

weights associated with the forget gate, while     denotes the corresponding bias. The next phase includes two key 
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processes that determine what new information should be added to the cell state. Initially, the input gate evaluates 

which portions of the cell state need to be updated. Following this, the tanh activation function is applied to produce a 

vector containing the potential new values that could be incorporated into the cell state. 

 

     (                                                                                      (7) 

 

         (                                                                                  (8) 

 

The current cell state Ct is then modified using the outputs from the input gate, forget gate, and tanh layer: 

 

                                                                                           (9) 

 

Finally, the output gate and a tanh function compute the network's output, as 

 

     (                    )                                                             (10) 

 

            (  )                                                                         (11) 

 

The terms (Wto, bso) represent the bias and input weight for the output gate, respectively. To mitigate the risk of 

overfitting, dropout regularization is employed to randomly deactivate certain neurons during training. This technique 

involves training each hidden unit with a randomly selected subset of other units, which helps prevent overfitting by 

ensuring that no single neuron becomes overly reliant on its neighbors. By dropping out a fraction of hidden units and 

their connections during each training iteration, dropout encourages each unit to develop more robust and independent 

features. This process reduces the likelihood of overfitting, as the model becomes less dependent on specific neurons 

and learns to generalize better. Dropout is applied exclusively to the hidden layers in the proposed model. 

The underlying idea is to train an LSTM-based neural network to predict the next "n" time steps using regular data 

inputs. If the difference between the predicted and actual values exceeds a predetermined threshold, the data is 

classified as anomalous. Anomalies are then categorized into three classes: warning, error, and issue, based on the 

density of these anomalous points. 

The LSTM (Long Short-Term Memory) model plays a crucial role in developing a system designed to detect 

suspicious activities. In this context, consider X = {x1, x2... xt−1}, as a sequence of time series data, where each xix_ixi 

denotes the value at time-stamp iii. The objective is to identify any anomalous or suspicious behavior associated with 

the transaction occurring at   . 

To achieve accurate multi-step suspicious activity detection, a sliding window technique is employed. This 

technique involves analyzing a set of historical data points within a defined window size www. Specifically, the sliding 

window encompasses values from {xt−w, xt+1-w...xt−1}, allowing the model to utilize recent historical data for 

detecting anomalies. 

The LSTM network is then trained using these sequences in mini-batches over nnn epochs. This iterative training 

process helps the model learn and adapt to patterns of normal and suspicious behavior, improving its ability to flag 

potential anomalies effectively. 

 

       (                     )                                                              (12) 

 

Where “    ” is the suspicious activity,    is any LSTM Learning model outcome.  

3.3 Hyperparameter optimization 

The Artificial Bee Colony (ABC) algorithm is inspired by the foraging behavior of bees, mimicking their efficient 

search for food sources. This bio-inspired approach has been effectively applied across various fields to enhance 

performance. The ABC algorithm classifies bee colonies into three types: employee bees, bystander bees, and scout 

bees. Employee bees use their memory to locate nearby food sources and share this information with others. Bystander 

bees, leveraging this shared knowledge, can then identify high-quality nectar sources. Scout bees, after finding new 

food sources, transition into employee bees. To improve accuracy, the proposed model employs the ABC algorithm to 

fine-tune its hyperparameters. 

In machine learning, hyperparameters control the training process and can be optimized to enhance model 

performance. The goal of using ABC optimization strategies is to determine the best hyperparameter configuration to 

improve the detection accuracy of suspicious activities. Automatic hyperparameter optimization, facilitated by the ABC 

method, reduces manual effort and computational resources compared to traditional manual tuning, which is labor-

intensive and resource-heavy. The effectiveness of the hyperparameter settings depends on the nature and complexity of 

the problem at hand. By identifying the optimal hyperparameter values for a specific application, the machine learning 

model's performance is significantly improved, leading to more consistent and reliable results. 
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In the context of suspicious activity detection, the ABC method is used to optimize the Long Short-Term Memory 

(LSTM) network, aiming to enhance detection accuracy. The relevant hyperparameters for the LSTM model are 

selected through the ABC algorithm. This algorithm, inspired by the bees' behavior of storing high-quality honey, 

involves using 'n' bees to evaluate 'n' food sources, with observer bees collecting data on nectar quality from employed 

bees. The LSTM model benefits from this optimization by refining hyperparameters to maximize accuracy in detecting 

suspicious activities over multiple steps. To address challenges related to exploration and exploitation in the 

conventional ABC algorithm, modifications have been made to improve search efficiency and reduce the time required 

to find optimal solutions. 

 

1. Predefined values, not arbitrary integers, make up the initial hyperparameters. These numbers are derived from 

professional advice and provide the initial hyperparameter optimum values. As an illustration: Rate of Learning: 

0.1  

2. To reduce search space and time, a new search method is implemented. We'll search between pbest and gbest 

for the solution. Therefore, the following tactic is used to enhance the search method:: 

 

           (       )     *(
           

 
    )  (

           

 
     )+                        (13) 

 

Where φ(x_ij-x_kj) is the difference between the current and new locations, ψ_ij is a random value between [0,1], 

and Xiji is the current position. The third and fourth terms of the aforementioned equation look for the local best and 

global best answer. Figure 5 shows the algorithm for proposed model. 

 
Algorithm: Suspicous activity detection with hyperparameter optimization using Artificial Bee Colony 

1: Initialize the Hyperparameter value (min, max) values,  window size, time-steps, Employee Bees (EB), Onlooker Bees(OB), 

Maximum Cycle Number MCN), Solutions (SN), k=0, and set the threshold value (0.5) 
2. Create Initial population HPx={SLW, N, DR, LR, RR, OP} and assign random values 

                                       
        (   )(  

   -    
   ) 

 Where i = 1. . . SN, j = 1. . . D. SN is the number of solutions, and D is the number of optimized hyperparameters. 

3. Read input values to sliding windows  
4. Initialize the counter= 0 

5. do 

         Counter++ 
         Assign sliding window values to LSTM network 

         Train the LSTM network 

         Evaluate the fitness value of training using  

                                    {

 

(    )
         

     (  )       
 

                           
        

∑         
  
 

 for i = 1.. EB      

         Check fitness values previous solution    

                  if (pi<threshold) then 

                         break 
           else  

create a new solution by modifying old solution (hyperparameters) 

               (        )  

    While(counter >=MCN) 
6. Memorize the best hyperparameter combination.                                                                             

7. Get multi-step prediction values from trained LSTM model 

8. calculate the error vector and standard deviation 
9. do 

        if SD >= threshold then 

        k++ 

   while (timesteps)   

10. if k>1 then  

Print “ Suspicious activity” 

Fig. 5. Algorithm for suspicious activity detection 

4.  Results and Discussion 

In this section, we will examine the outcomes of implementing our model for detecting suspicious activities in 

bank transactions. This model employs advanced deep learning techniques in conjunction with fog computing 

infrastructure to identify potentially fraudulent behavior more effectively. It provides a comprehensive overview of the 

experimental setup, dataset specifications, and performance evaluation for the proposed model designed to detect 
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suspicious activities. Additionally, it includes a comparative analysis between the suggested model and existing state-

of-the-art techniques for detecting suspicious behavior.  

4.1 Simulation Setup 

The simulation model was developed using TensorFlow Keras in conjunction with the Python programming 

language. To conduct the evaluation of this model, we utilized a Google Colab environment equipped with a 2 GB GPU, 

16 GB of RAM, and 160 GB of storage. Python served as the foundational language for implementing various 

components of the model, including data ingestion, preprocessing, and the detection of suspicious activities. This was 

achieved by leveraging several predefined libraries to streamline the development process. 

4.2 Dataset 

The dataset used for customer transactions includes a variety of attributes, such as is_Alerted, is_Suspicious, 

Account_number, Transaction_date, Transaction_location, Transaction_amount, correspondent_bank, party_name, 

primary_party_account_number, debit_credit, Account_First_name, Account_Last_Name, Account_Open_date, 

Account_type, Account_Classification, Risk_level, Zipcode, Annual_income, citizenship_country, email, address, 

branch, Business_Sector, identification_number, Score1 through Score7, Score, is_noncitizen, and so forth. The Score 

column is computed using a set of predefined rules, including thresholds like a transaction amount greater than $10,000 

and other risk-related criteria that are part of the ETL (Extract, Transform, Load) process. The Risk_level also 

influences the score calculation, alongside various other rule-based scenarios typical of ETL logic. The is_Alerted 

column indicates transactions flagged by the ETL system, while the is_Suspicious column reflects transactions deemed 

suspicious by compliance personnel. Figure 6 illustrates the attributes of the dataset along with their respective data 

types. The dataset is partitioned into training and testing sets, with a distribution ratio of 70:30. The heatmap and 

riskmlevel graph of dataset is presented in the figure 7 and 8. Is_suspecious and is_alerted attributers have lesser in a 

dataset. The risk level of is_suspecious and is_alerted are modetare values.  

 

 

Fig. 6. Data types of dataset attributes 

The data ingestion is discussed in section 3.1 where it periodically reads the data from multiple sources and stores 

the data into data warehouse system. Once the data stored in the system, pre-processing steps starts at scheduled time. 

The data in data warehouse system is raw data that contains duplicate data, invalid data, outliers in data, and null values. 

So it is essential to clean and curate the data before it is feed to into LSTM model. The section 3.2 discusses how the 

data is preprocessed to remove above said inconsistent data. First step, outliers values are checked, if any outliers found 

then it are normalized to required range of values. Second step, duplicate check, where it validate the change degree of 

data, if it is within valid range, then data is used for further steps otherwise it will be deleted, third step is to null check, 

it is straightforward and delete the entire row if  all the values are null. If one or two values are null then it will replaced 

with mean, or median values of column; further same procedure is followed for missing values also.  

4.3 Hyperparameters 

In the process of optimizing the Long Short-Term Memory (LSTM) model, nine hyperparameters are carefully 

tuned to enhance its performance. These hyperparameters include: 

 

1. Sliding Window Size (hp1): This parameter determines the length of the input sequences used for training the 

model. 

2. LSTM Units (hp2): Refers to the number of units or neurons in each LSTM layer, which affects the model's 

ability to capture patterns. 
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3. Dropout Rate (hp3): This rate controls the proportion of neurons randomly dropped during training to prevent 

overfitting. 

4. Regularization (hp4): This includes techniques applied to avoid overfitting by penalizing large weights. 

5. Regularizer Rate (hp5): Specifies the strength of the regularization applied to the model. 

6. Optimizers (hp6): The algorithm used to update the model weights during training, which influences 

convergence and performance. 

7. Epochs (hp7): The number of complete passes through the training dataset, affecting the model's training 

duration and accuracy. 

8. Activation Function (hp8): The function used to introduce non-linearity in the model, which impacts how the 

network learns and generalizes. 

9. Learning Rate (hp9): The rate at which the model’s weights are updated, crucial for achieving convergence 

and stable training. 

 

Among these hyperparameters, the learning rate, number of epochs, and dropout rate are particularly critical. The 

learning rate influences how quickly the model adapts to the data, the number of epochs determines how thoroughly the 

model is trained, and the dropout rate helps in mitigating overfitting, thus directly impacting the overall accuracy and 

performance of the model. 

 

   

Fig. 7. Heap map and risk level graph of the transaction dataset 

The risk level associated with transactions is determined by analyzing historical data in relation to the transaction 

amount. Figure 7 illustrates how the risk level varies with different transaction amounts. It has been observed that the 

risk level tends to increase for transactions within a specific range. Specifically, the risk is elevated for transactions of 

moderate amounts, while it is lower for both very small and very large transaction amounts. This suggests that 

transactions of moderate value pose a higher risk compared to those at the extremes of the amount spectrum. 

 

 

Fig. 8. Risk level for different transaction amount 
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4.4 The performance metrics: 

Precision is a measure that tells us the percentage of correctly identified values. Simply put, it is a way to 

determine how accurately suspicious activity In order to evaluate the proposed model, we use commonly used 

performance metrics such as accuracy, recall, and the F1-score. It is important to consider these metrics when assessing 

the model's ability to detect suspicious behavior. In order to accurately calculate these performance measures, it is 

crucial to have a clear understanding of sensitivity and specificity. These two statistical indicators play a significant role 

in binary classification. Sensitivity, also known as the true positive rate, shows how well the model can accurately 

identify positive instances. On the other hand, specificity, also known as the true negative rate, measures how well the 

model can correctly identify negative instances. These metrics, when considered together, give us a complete 

understanding of how well the model is able to detect suspicious activities and how accurate it is in doing so. 
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There are several loss functions available for machine learning models, such as Mean Absolute Error Loss (MAE), 

Root Mean Squared Error (RMSE), and Mean Squared Logarithmic Error Loss (MSLEL). When you are evaluating a 

model for detecting suspicious activity in a time series, the best option to use is the Root Mean Square Error (RMSE). It 

is described as 

                         √
 

 
∑ (      

 )  
                                                   (19) 

4.5 Experiment procedure:  

We have implemented proposed model using Python programming language with predefined the libraries for 

various steps. The Python code is executed in Google Colab with different train and test dataset to capture the 

dynamism of proposed model. The implemented simulation model is configured with different epochs to validate the 

accuracy over different epochs. The ABC algorithm integrated into python code where it dynamically assigns values to 

hyperparameters and records the accuracy. The optimization algorithm changes values of parameters until maximum 

accuracy is recorded. Once the accuracy reaches to peak point or same accuracy values are recorded overs multiple 

iterations then algorithm stops its execution. 

Results: 

The initial result with default hyperparameters is an accuracy of 96.60% and a loss rate of 0.4% achieved in 117 

seconds. When the bio-inspired algorithm is applied, the performance of the LSTM model improves. The LSTM model 

achieved a highest accuracy of 99.89% with a loss of 0.11. The proposed model needs more training, and whenever new 

data appears, it needs to be trained multiple times. This can consume more resources in order to achieve good accuracy. 

Table 2 displays sample simulation results that demonstrate the improved performance of the proposed model. 

Table 2. Sample experiment results for tuning hyperparameters 

Sl. no sliding-

window-
size 

LSTM-

units 

dropout-

rate 

regulariz

e 

regulariz

er-rate 

optimize

r 

epochs activatio

n 
function 

learning-

rate 

accuracy Loss 

1 10 30 0.4 L2 0.014 RMSProp 100 ReLu 0.6 96.6 0.4 

2 20 30 0.3 L1 0.01 Adagrad 50 Sigmoid 0.5 96.9 0.32 

3 30 40 0.25 L2 0.018 Adam 100 Tanh 0.4 98.2 0.28 

.. .. .. .. .. . … .. .. .. .. .. 

n 20 30 0.25 L2 0..12 Adam 100 Sigmoid 0.25 99.89 0.11 
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In order to evaluate the suspicious activity detection model, the RMSE loss function is computed for both the test 

dataset and validation. Figure 9 shows the difference between the test and train loss for different epochs. The difference 

in loss between the test and train datasets is very small, and as the number of epochs increases, the loss continues to 

decrease. The accuracy of the suggested model for detecting suspicious activity is shown to be towards the higher end 

of the graph. 

 

 

Fig. 9. RMSE for epochs 

Figure 10 shows a comparison of the root mean square error (RMSE) for different models used in suspicious 

activity detection, such as HMM [21], DBN[32], LSTM [6] and ARIMA [27] A lower root mean square error (RMSE) 

indicates higher accuracy. The suggested model has a lower Root Mean Square Error (RMSE) when compared to other 

models for detecting suspicious behavior. 

 

 

Fig. 10. Comparison of RMSE values for various models and proposed models. 

The accuracy of the proposed model has increased compared to existing models. However, tuning the 

hyperparameters requires more memory and CPU cycles. So, the suggested method can be applied in critical situations 

where accuracy is extremely important. Figure 11 presents a comparison of various performance metrics, such as CPU 

and memory usage, detection time, and accuracy of suspicious behavior. 
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Fig. 11. Comparison of Normal AD and Hyperparameter Tuner AD 

Figure 12 shows a comparison of the suggested method and other methods for finding suspicious behavior based 

on memory, accuracy, and F1-score. LSTMs [6], RNNs [28], and auto-encoders [26] are what the latest models are 

based on. Using the suggested model instead of the first three methods gives better precision, memory, and F1-score. 

 

 

Fig. 12. Accuracy parameters of the existing and proposed system 

Table 3 shows the set of hyperparameters that resulted in an accuracy rate of 99.89% using a threshold value of 

0..65.The results of the experiments indicate that hyperparameter optimization outperformed models in terms of 

accuracy. 

Table 3. Hyperparameter values for highest accuracy 

Sliding-

window-

size 

LSTM-

units 

dropout-

rate 

regulariz

e 

regulariz

er-rate 

optimizer epochs activatio

n 

function 

learning-

rate 

accuracy Loss 

20 50 0.3 L2 0.02 RMSProp 100 ReLu 0.45 99.89 0.01 

Table 4. Hyperparameter values for highest accuracy 

References Accuracy Precision F1-Score Detection 

Time 

CPU 

consumption 

Memory 

Consumption 

Scalability 

support 

LSTM 
Autoencoder[2

6] 

97% 92% 96.6% More More More Yes 

LSTM [6] 92% 90 94 Less Less  Less NA 

Auto-encoder 
[32] 

95% 90% 95% More Moderate Moderate Yes 

RNN [28] 89% 90% 90% Moderate Moderate Moderate No 

HMM[21] 70 73.2% 72% Moderate Moderate Moderate No 

DBN [32]  80.5714% 94.5440%, 95.3% More Moderate Moderate No 

Proposed 
Model 

99.8% 98.2% 98% More More  More Yes 
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Table 4 shows comparison of proposed model and existing models with respect to accuracy, recall, precision, F1-

Score, scalability, detection time, CPU and Memory Consumption. The data is collected from various research articles 

as part of literature survey. The proposed model recorded highest accuracy and support scalability as it is using 

comnination of Deep Learning Model and Bio-inspired algorithms in fog computing infrastructure. 

Discussion 

The banking and financial institutes are more concern about accurate data and results. They can invest more on 

accurate data. So this work, a data driven suspicious activity detection model is proposed to improve the accuracy and 

scalability and reduce the latency.  The proposed suspicious activity detection model uses two popular technologies 

deep learning model and bio-inspired algorithm model. This combination is high effective and but complementary 

strengths of each method in managing complex data patterns and optimization tasks. The experiment results show the 

proposed model gains the high accuracy 99.89 as compared to existing state of art suspicious detection model.  

The latency is very important parameter for the time critical application such as finance and medical application. 

The adoption of fog computing can reduce the latency as compared to cloud based applications. Most of popular banks 

are migrating to cloud based applications from on-prem services due to maintenance cost. Cloud based applications 

having more latency if cloud servers. Data centers to far away from customers and end users [34]. So, the replacement 

of fog computing infrastructure model with cloud computing infrastructure will reduce the latency.  Further, fog 

computing infrastructure are having predefined configuration for scalability of applications. Fog computing model have 

load balancing and fault tolerance when uncertainties are happened in fog models; the fog nodes switch their task in 

between to balance the load and mitigate the issues. Hence the proposed model support scalability, minimal latency and 

provide high accuracy.  

The major limitation of the proposed model is to higher computation resource consumption; figure 10 show the 

resource consumption for proposed model with hyperparameter optimization and without hyperparameter optimization; 

the proposed model consume more computation resource as compared to classical LSTM model.  

5.  Conclusion 

One of the fundamental focuses to minimize financial loss for both bank segments and its customers is suspicious 

activity detection in your banking transaction. The core of this paper introduces a data driven approach to detecting 

suspicious activity in the bank customer transactions. A for infrastructure is employed to decrease the communication 

latency An LSTM model is used as a deep learning that will find the suspicious behaviour through some historical 

patterns of abnormal activities The LSTMs are subjected after initial training, using another bio-inspired optimizer 

called Artificial Bee Colony (ABC) algorithm hyperparameters fine-tuning this lead our LSTM-based detection models 

end in getting better accuracy.  We evaluate proposed model with NAB temperature and CPU utilization data in Google 

Drive (from Colab). The result of the experiment will show that they outperform state-of-the-arte models in terms of 

accuracy to detect dubious activities. Experimental results show that the performance of proposed model is better on 

accuracy than existing models for detecting suspicious activities. 
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