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Abstract: The increasing frequency and sophistication of cyberattacks targeting institutions have necessitated proactive
measures to prevent losses and mitigate damages. One of these measures is to monitor the dark web. The dark web is a
complex network of hidden services and encrypted communication protocols, with the primary purpose of providing
anonymity to its users. However, criminals use the dark web to sell stolen data, launch zero-day attacks, and distribute
malware. Therefore, identifying suspicious activity on the dark web is necessary for businesses to counter these threats.

An analysis of dark web monitoring as an emerging trend in cyber security strategy is presented in this article. The
article presents a systematic review of (a) why dark web surveillance enhances businesses' cybersecurity strategies, (b)
how advanced tools and technologies are used to monitor dark web data in the commercial sector, (c) the key features of
threat monitoring frameworks proposed by researchers, and (d) the limitations and challenges associated with dark web
monitoring solutions. In summary, the proposed work involves analyzing various sources of information related to the
topic and presenting a thorough assessment of the need and challenges of dark web surveillance to enhance the security
measures of businesses.

Index Terms: Dark web, Monitoring Tools, Commercial cybersecurity solutions, Threat Intelligence framework.

1. Introduction

Cybercriminals increasingly target businesses to steal valuable data for financial gain or other malicious purposes.
As a result, businesses in the modern age are increasingly facing threats from malicious cybercriminals who are
constantly looking for ways to exploit their sensitive data and information. This malicious activity can harm businesses,
being incredibly costly and potentially damaging their reputations. As such, it is paramount that businesses remain
vigilant and take all necessary steps to ensure their data remains secure. In addition, better strategies can be developed
to combat cyber attacks by systematically conceptualizing modern cyber attack platforms [1,2,3].

The term" dark web" refers to a part of the deep web comprising various darknets or private networks. Because
they require specialized software (like the TOR browser), one can not access dark websites using standard web
browsers. It is also more challenging to browse the contents of the dark web than on the public internet since it is
encrypted and can not be indexed by conventional search engines. The dark web is home to various kinds of
information, such as passwords, financial data, stolen credit cards, and software that can be used for attacks against
vulnerable systems [4,5]. Moreover, the anonymity of this platform makes it the ideal destination for criminals who
want to remain undetected while exchanging sensitive data or carrying out their malicious activities without facing any
consequences.

Hackers use the dark web to share knowledge on hacking tools and techniques, create malware or viruses, buy or
sell stolen credit cards and other personal data, plan cyberattacks against companies and governments, and launch
ransomware attacks. The hacker community shares information and learns from each other constantly. For example,
discovering cyber threat intelligence through conversations in online forums is possible [6]. Therefore, understanding
how this community works can help organizations protect themselves from these threats. In addition, security
professionals can gain valuable insights into the latest hacking attacks by learning about the latest hacking techniques,
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tools, and vulnerabilities. This information allows defenses to be developed, and the threat landscape can be better
understood.

Small and medium-sized enterprises lack the expertise and resources to implement adequate cybersecurity
measures. However, these businesses can secure their corporate ecosystems and protect sensitive information by
identifying pawned email accounts and other data breaches. Therefore, organizations must be aware of the risks the dark
web poses and take proactive steps to monitor their information on it. Dark web monitoring helps organizations detect
any threats or breaches associated with their data quickly and take action accordingly to protect their data from being
misused or stolen.

Monitoring the dark web is a proactive way to identify if a company's data has been compromised and to prevent it
from happening again. In addition, companies can use dark web monitoring tools to monitor the dark web for references
to their organization's name or sensitive information, such as login credentials or financial information. The presented
research article reviews dark web monitoring as an emerging trend in business cybersecurity strategy to investigate the
potential benefits and limitations of using dark web monitoring to improve an organization's cybersecurity posture. This
article provides an overview of the dark web and explains why enterprises must monitor it. It also evaluates the efficacy
of dark web monitoring to identify potential information security hazards to an organization.

The proposed review examines commercial dark web monitoring solutions and a framework for threat monitoring
proposed by researchers. The Systematic Literature Review (SLR) model is a systematic approach to conducting
literature reviews, aiming to increase the review process's reliability and transparency. Traditional literature reviews can
benefit from incorporating lessons from systematic reviews, such as mitigating bias, increasing transparency and
objectivity, and critically appraising the evidence. By applying these principles, traditional reviews can improve the
reliability of their findings, even when a full systematic review is not feasible.

The Systematic Literature Review (SLR) based approach is followed to present the review. The steps performed to
present SLR are as follows:

e The research objectives the proposed study aims to attempt are the following:

Research Objective 1: "How does dark web surveillance enhance businesses' cybersecurity strategies?"

Research Objective 2: "How does the commercial sector monitor dark web data with advanced tools and
technologies?”

Research Objective 3: "To collect, analyze, and share intelligence on criminal activities on the dark web, what are
some of the key approaches proposed by researchers?"

Research Objective 4: "What limitations or challenges are associated with dark web monitoring solutions and
threat monitoring frameworks, and can these be overcome?"

e Conduct a literature search to identify relevant dark web monitoring studies, reports, and other sources of
information [7].

Researching the literature on dark web monitoring is essential for identifying relevant studies, reports, and sources
of information. In online databases like Google Scholar, ACM, and IEEE digital libraries, relevant keywords can be
searched using relevant terms. A search can also be conducted for publications and reports from reputable organizations
and cybersecurity companies.

e Source selection and screening

After identifying sources, the next step is determining their relevance and quality. The inclusion and exclusion
criteria should be clearly defined to ensure consistency and reduce bias in the screening process.

e Obtain and analyze data

The next step is to gather and analyze information from the selected sources. Then, thematic analysis approaches
can be used to organize the data, and narrative summaries and tables can be used to summarize the results.

e  Conclude the findings
At the end of the research process, conclusions are drawn from the findings.
The following paper is organized as follows: Section 2 of the paper outlines the methodology used for conducting

this literature review. Then, the research question and key findings are discussed in Section 3. Finally, section 4
concludes the paper by discussing limitations and suggesting future research topics.
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2. Research Methodology to Conduct a Literature Review

This section describes the Systematic Literature Review (SLR) method. There is literature on the dark web, but
none addresses the research questions mentioned in this study. Researchers investigate recent studies involving the
analysis of dark web content to gain cyber threat intelligence (CTI), explaining how they used techniques, methods,
tools, approaches, and outcomes to analyze this content [8]. Another review comprehensively described dark web crime
threats and the technical and forensic challenges [9]. Additionally, researchers reviewed how extremist/terrorist
websites on the dark web are identified and handled [10].

The authors searched for studies examining dark web monitoring as a business cybersecurity strategy to address
their research questions. The studies included in this review discussed the advantages and challenges of implementing
dark web monitoring in business contexts and insights regarding threats on the dark web that can be monitored. As part
of the study, the authors also searched for studies that explored how dark web monitoring could be integrated into
existing cybersecurity frameworks and evaluated the effectiveness of dark web monitoring in identifying and mitigating
cyber threats. Finally, the authors included studies on guiding businesses in selecting and implementing dark web
monitoring tools, exploring the legal and ethical considerations associated with monitoring the dark web.

This review focused on dark web monitoring for cybersecurity strategy for businesses using the PRISMA flow
diagram to identify and select relevant articles. Systematically and transparently, the PRISMA flow diagram helps
identify and select articles relevant to a review.

Figure 1 shows the article searching process. As part of the first stage, searching relevant databases is essential to
determine which databases are relevant to the article the researcher is looking for. Table 1 shows part of the research;
the authors searched for studies on dark web monitoring as a cybersecurity strategy with the following keyword strings
in the second stage:

Keyword Search Preparation of

Initial Database > (Dark Web ) Title and Abstract > el aad
search = extracted : s
Monitoring) exclusion criteria

Fig. 1. Article searching process

Table 1. Search keywords strings

SrNo | Search keywords strings
1 Dark Web monitoring
2 Cybersecurity Strategy
3 Cybersecurity Strategy for Business
4 Dark web data leak
5 Data breach on the dark web
6 Zero-day exploits on the dark web
7 Enterprise security vulnerabilities discussion on a
dark web forum
8 Dark web forum for exploits
9 Dark web marketplace
10 Business security breaches on the dark web

Further, articles were screened for relevance to the review based on their titles and abstracts in the third stage.
Figure 2 visually represents a set of article titles, where certain words have been emphasized, and emphasized words
from article titles highlighted specific topics or themes discussed in the articles. When "cybersecurity" and "dark web"
are highlighted in Figure 2, the articles likely focus on those subjects.

Figure 3 gives closer glimpses of selected articles by presenting a word cloud of the mentioned keywords in
articles.

In the fourth stage, several criteria were used for selecting literature in this study as part of the inclusion principles
focusing on dark web monitoring and business cybersecurity strategy.

56 Volume 16 (2024), Issue 2



Dark Web Monitoring as an Emerging Cybersecurity Strategy for Businesses

confidence study - technology  ethics illicit
- - CYyOErsecurity
assurance data information

msdel emerging darkweb

businesses trend  based Monitoring

b u S I n eSS framework — net  intelligence
impacts marketp aces d a r k audit

marketplace underground
consumer threat Web

CYRer power security small strategy
algorithm crime
cybercriminal

Fig. 2. A word cloud of article titles
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Fig. 3. A word cloud of keywords mentioned in articles
Table 2. Article Inclusion Principles
Sr No Inclusion Principle
1 Literature relevant to the cybersecurity strategy of a business
2 Literature that addressed both the benefits and challenges of implementing dark
web monitoring in business
3 Literature that discussed tools, technologies, and methodologies for monitoring

dark web traffic, providing a comprehensive understanding of how dark web
monitoring works and how to implement it

4 Literature demonstrating how businesses have successfully utilized dark web
monitoring as part of their cybersecurity strategy

5 Language criteria — English

6 Publication years — 2001-2022

7 Article types — Journal and Conference publication, web articles

Table 3 presents exclusion criteria.

Table 3 Article Exclusion Principles

Sr No Exclusion Principle
1 Literature not relevant to the topic being researched
2 Based on the source of information, literature from less
creditable sources is excluded
3 Language criteria — Other than English
4 Before publication years — 2001-2022
5 Article types — Journal and Conference publication, web articles

Volume 16 (2024), Issue 2



Dark Web Monitoring as an Emerging Cybersecurity Strategy for Businesses

Figure 4 depicts the research article screening process. First, articles were identified through search records in
Google Scholar and other citation databases and merged into a citation management system. Then, for a comprehensive
search, all relevant studies were included. Duplicate articles are removed after the initial search has been conducted.
The digital object identifiers were used to remove duplicate records.

The third stage involved reading the remaining articles and determining whether they contributed to answering the
research question. To determine whether articles meet the inclusion criteria, the authors screened the titles and abstracts
of articles. An article that meets the inclusion criteria is screened for eligibility for the review through full-text
screening. Lastly, irrelevant studies were excluded from the systematic review list at the final stage. By eliminating
irrelevant studies and considering what was relevant, the authors determined the number of studies to be included in the
systematic review.

Srsbeddd s Additional Literature
datab;hsr: :ggrching identified
(using appropriate J through other sources
keywords)
4 v

Literature after duplicates removed

\ 4
Literature

screened(Keyword ——» Literature excluded
based screening )

v

Full-text articles > Full-text articles
assessed for excluded,
eligibility with reasons

Fig. 4. Literature article screening process

Some significant findings emerged after reviewing the literature on dark web monitoring as an emerging trend in
business cybersecurity. In recent years, there have been increasing research articles on this subject. Most publications
from the last five years were visualized in a pie diagram, shown in Figure 5, indicating a growing interest in the field.

2001

2012

2004

2016

2017

2019

Fig. 5. Distribution of papers based on the year

A wide range of publishers and databases has published research on dark web monitoring. As a result, there is a
multidisciplinary approach to understanding and dealing with the cybersecurity risks presented by the dark web, which
is evident from the contribution of researchers from various academic backgrounds. As shown in the pie diagram
visualization in Figure 6, IEEE, ELSEVIER, and Springer are among the top publishers in this area. Publishers like
these are well known for generating high-quality academic publications and are frequently involved in engineering,
computer science, and information technology research.
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Fig. 6. Publisher-based distribution of papers

SLR analyses are conducted using rigorous and systematic methods, including identifying relevant databases,
developing search strategies, screening titles and abstracts, evaluating full-text articles, analyzing data extraction and
synthesis, and presenting the results.

3. Discussion on Research Question

A. Research question 1: " How does dark web surveillance enhance businesses' cybersecurity strategies? "

Competition is encouraged in a legal business environment if everyone follows the same governing rules. However,
there are no rules on the illegal black market, and anyone can make money however they want. Particular geographic
has always been like this; they have always been limited to a specific location. Nevertheless, the black market has
expanded globally with the advent of the dark web [11]. Thus, whoever wants to participate in the black market can do
so without following the laws. As a result, black markets on the dark web pose significant threats to individuals,
governments, and businesses.

Illegal products, services, and content are traded on the dark web[12,13]. For example, drugs, weapons, counterfeit
goods, and stolen information are all available for purchase and sale on the dark web. In addition, identities, financial
fraud, and other illegal activities can be performed using stolen information, particularly among cybercriminals. Along
with ransomware-as-a-service (RaaS), cybercriminals offer malware distribution services. In addition, data breaches or
phishing attacks often lead to the sale of personal and financial information, such as credit card numbers and social
security numbers.

Cyber attackers often use dark web marketplaces to trade their digital gains. They include vulnerability and
exploitation tools, dumps, skimmers, identities, attack tools, mules, credit card information, fake tools, and Bitcoin,
among other goods and services. A few marketplaces even allow single-vendor stores, where sellers sell their products
on their websites. Buyers can create dark web marketplaces using a framework released as a "platform-as-a-service" in
2017 [14].

"As-a-service" cyber attacks have revolutionized cybercrime by making sophisticated and damaging attacks
accessible to inexperienced attackers [15]. Thus, organizations and individuals must counteract the "as-a-service™ model
for cyber attacks. Furthermore, organizations must take strong security measures and stay informed of the latest threats
to prevent cybercrime and protect businesses from its devastating effects. Consequently, monitoring corporate data and
financial information on the dark web and keeping updates about recent cyber attacks has become crucial to many cyber
threat intelligence operations.

Researchers assessed the ransomware-as-a-service (RaaS) economy in the dark web and found it a dangerous trend
[16]. When performed by experienced attackers, ransomware poses a severe threat. This study used observation of
forums, interviews, and available data to identify the value chains associated with the dark market. The paper presented
a value chain map to understand the underground economy behind ransomware and mitigate its threat. Furthermore, the
study highlighted how cryptocurrencies facilitate the development of the dark marketplace.

The financial sector is a prime target for cybercriminals because it contains sensitive data and money that can be
stolen from individuals and organizations. With less knowledge on the part of end users, attackers' expertise, and readily
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available tools and public data, ensuring the security of all online transactions is essential. Dark web activity and hidden
websites often threaten financial institutions with cybercrime [17]. Many businesses are unaware of the wide range of
activities on the dark web, including posting sensitive information that can be exploited for financial gain. Therefore,
keeping confidentiality and preventing negative publicity are significant challenges for businesses. In addition, it is
difficult for companies to track and prevent criminal activities on the dark web because criminals can access it easily
and disappear without leaving much trace.

It is common for attackers to make their stolen data public, which helps reveal the current state of cybersecurity
and potential threats. According to a surface and dark web dataset study, 71 cyberattacks were generated worldwide,
with the US being the top target for state-sponsored hackers [18]. The study proposed the FinFrame framework as a
four-step approach to secure financial organizations. Additionally, it suggested educating end users on cybersecurity.
Research provided insights into the current financial climate and potential threats.

Organizations can gather insight into cybercriminal tactics, techniques, and procedures by monitoring dark web
activities and the types of data and assets the cybercriminals are targeting [19]. It is possible to use this information to
develop effective defensive strategies and improve an organization's security posture with the help of this information.
A company can, for example, take steps to ensure it is not vulnerable to a particular attack if it sees it occurring more
frequently on the dark web.

The research examined the extent to which malware is distributed on the dark web, the trends in malware types
available, the methods for discovering new exploits, and the methods of discovering malware at the earliest possible
stage using darknet analysis [20]. In addition, it discussed banking Trojans, ransomware, and remote access Trojans as
examples of the types of malware available on the dark web. It also examined deceptive techniques such as honeypots,
which organizations could employ to find new exploits.

Researchers examined the use of the dark web in cybercrime, including stolen datasets, compromised email
accounts, and breached credentials, as well as hiring cyberattack botnets [21]. In addition, it discussed how to protect
small and medium-sized businesses (SMESs) and microenterprises (MEs) against the threats posed by these activities. As
part of this process, businesses must monitor the dark web for any mentions or discussions of their company or industry
and stay up-to-date on any new attack methods or tools that cybercriminals use. In addition, according to the paper,
businesses should prioritize protecting their email accounts since email is often the primary way cybercriminals gain
access to sensitive data.

Because healthcare holds sensitive information, including protected healthcare information (PHI), it is a high-value
target for cyberattacks [22]. A breach of patient privacy affects not only the privacy of patients but also the reputation
and ability to operate healthcare organizations. Unfortunately, healthcare entities frequently lack the resources and
expertise to keep up with the evolving threat landscape, putting them at risk. In addition to underinvesting, malicious
actors have been attracted by PHI's high value and have been searching for ways to steal and sell it on the dark web.
The loss, theft, or disclosure of sensitive healthcare information can result from insider attacks and external
cybercriminals. In the dark web, stolen healthcare data can be sold for hundreds of dollars per patient record, with a
complete record fetching thousands of dollars. As a result, cyberattacks are accelerating, and the healthcare sector needs
to take proactive and responsive measures to counter them.

Using the dark web, the authors of [23] analyzed the cybersecurity landscape and identified examples of data
dumps available for sale or download. The authors proposed a solution that involves monitoring social sites and hidden
services on the dark web and analyzing their content semantically. The proposed solution aims to provide a proactive
approach to cybersecurity by monitoring the dark web for potential threats. Organizations can gain valuable insights
regarding the evolving cybersecurity landscape on the dark web by monitoring social media and hidden services and
performing semantic analysis of retrieved content.

Large companies risk data breaches caused by malicious software attacks executed by hackers. Therefore, the
visibility of hacker communities and underground markets is critical to improving businesses' cybersecurity.
Organizations can stay updated on the latest cybercriminal threats and attacks by monitoring these communities.
Furthermore, according to the researchers, companies could use the framework developed in the study to extract assets
and appropriate functions from hacker forums [24]. The study claimed a valuable contribution to cybersecurity by using
hacker assets as a resource for analysis and would assist in developing more effective defenses for businesses.

To understand the market for crimeware, the researchers identify three essential players [25]. Aside from
anonymous e-currencies and anonymity networks, the authors also discuss mobile computing as a facilitator of
crimeware marketplaces. Crime marketplaces have grown due to these technologies, which have made it easier for
cybercriminals to operate. However, law enforcement agencies face many challenges, and the researchers suggest that
private-public cooperation is essential to combat cybercrime. According to the study, adapting to new technologies by
law enforcement and businesses is also essential in combating cybercrime.

Researchers explore the dark web's role in providing insight into malicious hacking communities and examine the
emerging field of cyber threat intelligence [26]. The researchers analyze dark web data using human and automated
techniques. Cybersecurity professionals and researchers could use this information to develop better strategies to protect
their networks and solutions. Therefore, dark web forum surveillance provides valuable information about cyber threats
and potential attacks, which can be used to enhance businesses' cybersecurity strategies.

Researchers mentioned that cyberattack trends could be understood by monitoring the dark web [27]. Therefore,
researchers proposed an Al web-content analyzer to monitor underground marketplaces, especially the dark web, where
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items used in cyberattacks are often traded illegally, such as exploits and malware. The researchers recommended a
two-step procedure for monitoring the dark web. The first step was to create a Tor crawler to collect product data from
AlphaBay, the largest marketplace. Additionally, Latent Dirichlet Allocation (LDA) was used to identify societal trends
and the most prevalent outcomes of cyberattacks. According to researchers, Law enforcement could benefit from their
work by identifying cyberattack products and tracking their sales. In addition, cybersecurity companies can benefit from
their expertise in developing products to protect against cyberattacks.

Cyber threat intelligence (CTI) is essential to identify and mitigate potential cyber threats. Therefore, using dark
web monitoring to generate CTI has become an upcoming cybersecurity trend. To provide timely, relevant, and
actionable information about emerging threats, cybersecurity companies like Deepwatch, DarkOwl, Norton Dark Web
Monitoring, and Ecosec Beacon are developing CTI capabilities with dark web investigation [28]. Using advanced
technologies, these companies collect data from various sources, including the dark web, and then analyze and interpret
it for intelligence.

As far as cybersecurity is concerned, the dark web presents both opportunities and risks for businesses. This
platform can be used for illegal activities, including selling stolen data and counterfeit documents and orchestrating
cyber attacks. However, it can also provide valuable threat information to businesses and security professionals [29]. In
addition, businesses can identify potential threats and vulnerabilities by monitoring the dark web for emerging threats
and vulnerabilities.

B. Research question 2: "How does the commercial sector monitor dark web data with advanced tools and
technologies?”

The research for this question is based on web-based articles. Commercial industries offering paid services to
monitor specific data on the dark web are on the rise. One of the standard features of dark web monitoring services is
searching the dark web and alerting the organization about the spread of data breaches or potential threats by curating
intelligence collected from the dark web. Following are a few such commercial solutions that refer to dark web
monitoring features:

e DarkOwl

Commercial solutions like DarkOwl Vision offer a proactive strategy of entity searching, monitoring, and tracking
to identify and assess the threats in the marketplace or environment to provide additional security measures if required
for prevention and cybersecurity defenses [ 30].

e Ecosec Beacon

It is a web-based threat and risk intelligence solution that rapidly detects critical online content [31]. Echosec
Beacon's protection mechanisms are proactive and reactive, depending on the functionality. Reactive measures include
asset tracking 24 hours a day, detecting and monitoring emerging threats, and recognizing potential threats. In addition,
it assists in comprehending risks, intruder motivations, and risk reduction.

e  Alert Logic Dark Web scanner

Alert Logic proactively monitors the dark web for stolen credentials and notifies users when stolen credentials are
found so that they can take immediate action [32]. It thus allows users to fight online fraud by informing them when
accounts have been compromised and contextualizing attacks in the Alert Logic portal. In addition, the tool shuts down
account takeover attacks by taking action when compromised accounts are identified. Part of Alert Logic's
comprehensive security solution provides Vulnerability Assessments, Threat Detection and Response, and Web
Application Security.

e ACID Cyberintelligence

Real-time monitoring of social networks, criminal sites, and the deep and dark web for suspected threats such as
leaked usernames and passwords, emails, and financial information is provided by ACID Cyberintelligence [33]. It also
has an easy-to-search interface with unlimited keywords to help find breached information, and the results can be
translated into any language. Real-time alerts and a smart and friendly dashboard are the most attractive features of this
tool.

e Norton Dark Web Monitoring

It searches for breached data on the dark web [34]. If users' relevant information is found, the user is notified to
take immediate actions, such as updating passwords for logging in to the account. Norton is an antivirus and
antimalware software product with a dark web monitoring feature that looks for breached data to verify whether the
user's information is present in the breached data to alert the user. The user should take immediate action in response to
the breach of sensitive information, such as a login or bank password. Users can turn to two-factor authentication and
build more secure and complex passwords, including lowercase and uppercase alphabets and special characters.

The summary features of the tools mentioned above are presented in the following table 4:
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Table 4. Scope of dark web monitoring tools

Sr No Tool name Mention of Mention of dedicated dark The form of information delivery mode
dedicated dark web/ darknet module
1 Dark Owl Yes Search Engine/ REST AP
2 Echosec Beacon Yes Search Engine
3 Alert Logic Dark Web Yes Account Takeover solution, managing
scanner passwords and access keys
4 ACID Cyberintelligence Yes Data Dumps finder
5 Norton Dark Web Yes Data Dumps finder
Monitoring
6 Matchlight Terbium Labs Yes Data Dumps finder

Monitoring the dark web with commercial solutions is on the rise, allowing proactive entity search, monitoring,
and threat tracking. It is possible to detect and monitor emerging threats, recognize potential threats, and notify users of
compromised credentials with dark web monitoring solutions. Social networks, criminal sites, and the deep and dark
web can all be monitored for suspected threats using these tools, which offer easy-to-use interfaces, unlimited keyword
searches, and intelligent dashboards. As a result of these solutions, businesses can aim for additional security measures
to enhance cybersecurity defenses and prevention measures.

C. Research question 3: " To collect, analyze, and share intelligence on criminal activities on the dark web, what are
some of the key approaches proposed by researchers?"

The dark web has become a vast data repository that requires automated content analysis to monitor and analyze.
To automate the process of crawling, indexing, and classifying content within the hidden services ecosystem,
researchers have developed numerous frameworks and tools. Dark web data is analyzed using advanced machine
learning techniques like deep learning and natural language processing. Using these approaches, researchers have
identified trends, patterns, and relationships between dark web actors and activities.

Researchers introduced a data analysis framework called ATOL for deriving thematic labels to analyze the content
of onions crawled [35]. OnionCrawler is an automated tool for crawling and analyzing content within the Tor hidden
service ecosystem. Thousands of pages have been crawled and classified by the system over the two years. In addition,
researchers mentioned that A keyword weighting scheme called TFICF combined with supervised machine learning
classification algorithms performed 12% better than a keyword-based baseline algorithm used by analysts. Finally,
researchers commented that several methods could be utilized to enrich keywords, such as multiclassifier analysis,
theme learning, graph analysis, and thematic census mining. The paper makes a valuable contribution to automated
content analysis in the Tor hidden service ecosystem and suggests promising directions for future research.

The BlackWidow system is designed to gather cyber security information from the dark web [36]. An analytics
framework based on a knowledge graph collects data from various sources and fuses it with a single analytics
framework. The system uses a Docker-based microservice architecture, combining preexisting and customized machine
learning tools. Within less than two days of monitoring seven popular dark web services, BlackWidow collected years
of pertinent cybersecurity and fraud monitoring information. In addition, the system can detect trends in topics related
to cybersecurity and identify relationships between authors of posts and forums.

The article describes a research study to determine the causal relationship between street crime and the closure of
dark web marketplaces[37]. Researchers use a regression discontinuity design to compare crime rates between days
before and after dark web marketplaces were shut down. These findings suggested that shutting down dark web
marketplaces does not affect street crime permanently. It was hypothesized that street drug dealers could quickly use
another dark web marketplace after one closes. Additionally, researchers suggested that street drug dealers could find
other means of obtaining drugs, including buying them from other street dealers or growing them.

According to researchers, ULMFit, Bert, and ROBERTa are pre-trained transferable models that could be used to
classify illicit activities on the dark web [38]. In comparison with traditional text classification methods such as LSTM,
the researchers found that Bert obtained the best accuracy in classifying dark web drug content and types. The
researcher approach is significant since law enforcement agencies can identify and track illicit activities on the dark web
without manually labeling data. There are, however, some limitations to the mentioned approach. This study's dataset is
limited and may not fully represent all onion sites and dark marketplaces.

Unlike traditional CTI, reactive and data-driven, hackers on the dark web can provide valuable proactive CTI
services that alert organizations to unknown threats. In addition, hacker forums on the dark web are rich in metadata,
with tens of thousands of freely available tools, techniques, and procedures. Therefore, the studies designed a web
crawler to collect hacker exploits continuously.

Researchers designed a crawler that can provide an additional layer of protection against the anti-crawling
mechanism to collect hacker exploits on an ongoing basis as part of this exploratory study [39]. To classify exploits
automatically into predefined categories on the fly and to develop interactive visualizations for proactive, timely CTI,
the study employed a state-of-the-art deep learning approach called Long Short-Term Memory (LSTM) Recurrent
Neural Network (RNN). According to the study, system and network exploits were significantly more commonly shared
than others.
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The article discussed cybercriminal shared exploits and relevant tools through online hacker communities to
launch cyber attacks against businesses[40]. Organizations could gain a proactive approach to cyber threat intelligence
with the proposed text-mining framework that leverages hacker communication's explicit and implicit features in online
hacker communities. Furthermore, utilizing machine learning algorithms, the framework could provide actionable
insights regarding hacker expertise to mitigate risks associated with detected cyber threats.

The research described the development of cross-lingual hacker asset detection (CLHAD), a software application
that detects hacker assets on dark web platforms that are not in English [41]. A major challenge in analyzing foreign-
language dark web content has been the lack of human-labeled training data. However, CLHAD utilizes generative
adversarial networks (GANSs) to generate multilingual text representations with the aid of Adversarial Deep
Representation Learning (ADREL). Researchers evaluated CLHAD on Russian, French, and Italian dark web platforms
and demonstrated its utility in hacker asset profiling, which provides managers with operational and strategic insights.
According to the study, Several dominant dark web languages are prevalent on the dark web, but cybersecurity
managers would benefit from focusing on Russia to identify sophisticated hacking assets.

Researchers proposed an exploit-vulnerability attention model based on deep learning to link exploits from the
dark web to vulnerabilities [42]. In addition, a device vulnerability severity metric is being developed to assist
cybersecurity professionals in prioritizing their efforts. Based on two case studies of CTI, the proposed model was
compared against state-of-the-art non-DL and DL-based methods. Researchers commented that with cyberattacks
becoming more costly, solutions like the EVA-DSSM and DVSM have important implications for security operations
centers, incident response teams, and cyber vendors.

It is crucial to understand dark web marketplaces to understand what kinds of goods and services cyber attackers
trade and how they conduct their illegal activities. Therefore, a study was conducted to develop techniques for
analyzing images on dark web marketplaces [43]. For dark vendor profiling (DVP), the researchers collected image-
based intelligence using various image hashing techniques and metadata. VVendors who conduct business across multiple
dark net marketplaces were identified through this profiling, and their aliases were determined. Researchers obtained
valuable information by investigating top vendors, markets, and hash analyses. The research investigated how image
analysis can provide insight into dark web activity detection and profiling.

D. Research question 4: "What limitations or challenges are associated with dark web monitoring solutions and threat
monitoring frameworks?"

There are several reasons why monitoring the dark web is a challenging task. First, anonymity and encryption of
the dark web network present a significant challenge to dark web monitoring [44]. By routing internet traffic through
multiple servers, Tor and other encryption tools allow users on the dark web to conceal their identities and activities.
Despite this, dark web users still have their identities linked to their Bitcoin addresses by postings on forums, tweets,
and other online information. The study found that users who had used Bitcoin to transact on the dark web could be
retroactively identified using the blockchain and publicly available information [45]. Even though the users had used
encryption tools to conceal their identities, their Bitcoin transactions remained vulnerable to identification. Thus, to
work within the constraints of the dark web, monitoring tools must be explicitly designed for it.

Monitoring the dark web is also challenging because of the volume of data. In addition, there is a constant flow of
new sites and services on the dark web; dark web marketplaces and forums are no exception. As a result, manually
monitoring dark websites is nearly impossible, and even with automated tools, it is hard to stay on top of the ever-
changing landscape. However, a monitoring process can be automated using artificial intelligence (Al) and machine
learning (ML). In addition, dark web data can be analyzed using Al and ML to detect patterns, anomalies, and potential
threats. By proactively identifying potential threats, businesses and organizations can mitigate them in advance.

One challenge of using Al and ML for dark web monitoring is the availability of labeled data. A labeled data set is
essential for training Al and ML models to detect patterns and anomalies. Here, labeled data refers to data classified and
tagged manually by humans. For example, labeled data would be data that has been classified as having cyber threats,
such as stolen information, hacking tools, or malware, as part of dark web monitoring.

For content classification, the researchers used legal documents to identify relevant terms [46]. Then, based on
these terms, they trained their system to automatically identify and classify dark web content using supervised learning
models. The study demonstrated that dark web content could be classified as illegal and harmful. Nevertheless, training
a model can still be challenging without predefined terms for identifying content. The terms may not capture variations
and nuances in the content. Additionally, illegal activities and content on the dark web are constantly evolving.

Creating and maintaining a dataset to monitor the dark web is intricate. In addition, maintaining an up-to-date dark
Web dataset is difficult because the content and structure are constantly changing. Furthermore, it is challenging to
identify cyber threats communicated in hacker forums and social media due to some posts' technical language and
unclear meanings [47]. For example, the language used on these platforms may be unfamiliar to those unfamiliar with
hacker or cybersecurity jargon. Moreover, some posts use coded language or are ambiguous, making it difficult to
understand their true intentions. It is, therefore, necessary to have specialized knowledge and expertise in cybersecurity
to detect potential cyber threats on these platforms.

A possible solution to this challenge involves manually labeling the data to create a reliable dataset. Researchers
manually labeled the data to create a reliable dataset for classifying content. For example, researchers manually labeled
the dark web forum dataset [48]. An SVM classifier was used to classify the content using a modified frequency-based
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term weighting scheme. However, this approach had limitations since it used existing data for content classification, and
manual data labeling was used to train the model.

Researchers gathered a large dataset of 232,792 pages containing illicit and banal contents from the Tor dark
web[49]. In particular, the researchers noted that existing conceptual models and labeling schemas were unsuitable for
law enforcement purposes. To address this problem, they manually labeled over 4000 unique Tor pages. There are other
examples where researcher resorts to annual labeling for dark web content classification [50,51].

There are also challenges associated with the lack of standardization in the content available on the dark web. As a
decentralized network, dark web content is not regulated by any governing body. Therefore, dark web monitoring tools
should be flexible enough to handle various content types and formats. With a focus on language, the study sought to
understand the spread of information on the dark web [52]. Diverse research questions were examined in the study,
including the diversity of Tor services and information, the importance of centralizing core services, and the insulation
among Tor services.

Researchers have attempted to categorize dark web content using image analysis techniques in addition to text-
based analysis. For instance, dark web images might be categorized into five categories using Compass Radius
Estimation for Image Classification (CREIC) [53]. In addition, researchers attempted to enhance machine learning
algorithms, including image classification on the dark web, by quantum computing [54].

Additionally, dark web monitoring poses significant ethical and legal challenges [55,56]. For example, user
privacy is at risk when monitoring the dark web. Therefore, monitoring the dark web must be done carefully and
ethically while safeguarding individual rights.

A final challenge is the high cost of dark web monitoring tools. Several factors can influence the cost of dark web
monitoring tools, including the type of tool, the level of security, and the amount of data being monitored [57]. In
addition, developing and maintaining specialized tools and expertise for dark web monitoring can be expensive. As a
result, it may be difficult for small businesses and individuals to invest in these tools, leaving them vulnerable to cyber
threats.

4, Conclusion

With the growth of the dark web over the years, cybercriminals can conduct their activities anonymously. In
addition, cybersecurity professionals cannot identify and track perpetrators using encryption technologies and hacking
codes, facilitating anonymity. The dark web has become harder to control and monitor owing to this. Consequently,
cybercriminals increasingly use the dark web to conduct their criminal activities. In addition, illegal activities, such as
selling drugs and weapons, are common on the dark web. Data stolen from businesses, such as login credentials, social
security numbers, and credit card numbers, is sold, bought, and shared on certain dark websites and forums. Despite
government and cybersecurity efforts, taking down the dark web remains challenging.

For businesses, monitoring the dark web is one of the most critical aspects of cybersecurity. Cyberattacks and data
breaches are becoming more prevalent, so businesses must stay vigilant in preventing sensitive information from being
sold on the dark web. Dark web monitoring services typically scan the dark web for data related to a specific individual
or organization using specialized software and tools. For example, it could scan for login credentials, personal
identification, and financial information. Companies can use these tools to stay informed about potential threats and
take action before a data breach occurs.

Also, monitoring services can track and monitor activity on dark web forums and marketplaces. Businesses can
gain valuable insights into cyber threats and vulnerabilities by monitoring dark web forums and marketplaces. Often,
cybercriminals use these forums and marketplaces to trade illegal goods and services, such as stolen data, malware, and
hacking tools. Therefore, an organization can identify specific threat actors and cybercriminal groups target by
monitoring Dark Web forums and marketplaces. As a result of this information, cybersecurity strategies can be
improved, such as implementing more robust access controls and security protocols. For example, a business can
restrict access to its network or limit its ability to steal data if it can identify a specific group that is targeting it.

Analyzing dark web activity can help businesses develop and implement new security measures ahead of the curve.
For example, when a business notices increased sales of a particular malware type on a dark web marketplace, it can
prevent that malware from entering its network before it becomes a problem.

In conclusion, by monitoring the dark web, businesses can improve their cybersecurity strategies, and commercial
industries can help with this by offering advanced tools and technologies. In addition, the review examined some
approaches researchers have proposed to collect, analyze, and share information about dark web activities. Nevertheless,
dark web monitoring solutions and threat monitoring frameworks face some limitations and challenges. Businesses need
to monitor the dark web as part of their cybersecurity strategies, but it must be done using the right tools and techniques.
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