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Abstract: The rising frequency of data breaches and unauthorized access in healthcare systems has heightened concerns 

over privacy protection in Electronic Health Records (EHRs), especially when third parties, such as insurance 

companies, are involved. Traditional EHR solutions are often inadequate in safeguarding data confidentiality during 

multi-user access. This paper presents the Blockchain-based Smart Medical Privacy-preserving Contract System 

(BSMPCS), a novel framework designed to address these privacy challenges. By integrating Bitcoin smart contracts and 

homomorphic encryption, BSMPCS ensures secure management of EHRs while restricting access to only authorized 

entities. The decentralized and immutable characteristics of blockchain enhance data integrity, while smart contracts 

prevent unauthorized disclosure of sensitive health information to insurance companies. Additionally, homomorphic 

encryption enables insurance claim verifications without exposing the actual health records, preserving both patient 
identity and medical privacy. Unlike conventional systems, BSMPCS eliminates the need for third-party intermediaries, 

significantly reducing the risk of data leaks. Combining blockchain and advanced cryptographic methods, this 

framework provides a robust, privacy-preserving solution suitable for modern healthcare systems. 

 

Index Terms: Electronic Health Records (EHR), Blockchain Smart Contracts, Homomorphic Encryption, Privacy 

Preservation, Cryptographic Computing 

 

 

1. Introduction 

At first, SMPC came about as a decentralized way to solve the known puzzle called the Millionaires‘ Problem, 

helping to compute a function without showing the inputs [1]. After that, the concept was further developed by 

Goodrich et al. to let many parties collaborate on computations, which provides a useful method for joint work in 

unsecure environments. Private data of several companies in SMPC is processed to calculate a function, yet only the 

outcome is shown and other information will not be revealed [2]. 

In the healthcare sector, Electronic Healthcare Information holds medical reports, prescriptions, pictures, as well as 

important details such as names, age, gender, and social security numbers. Since this information needs to be shared 

with insurance companies and research centers, it creates important social privacy difficulties. Centralized EHI storage 

and management systems do not always keep information safe and may easily suffer from unauthorized access. Because 

of this, cloud-based services have become viable, as they allow storage and access to grow as required [3]. Nevertheless, 

they remain vulnerable to a single weak area, data altering, and privacy leaks because they depend on third parties [4]. 
In addition, most access control systems, such as RBAC, ask for complicated rules and policies to be set up ahead 

of time based on different user roles. Since the model concentrates power, it is susceptible to privilege abuse and 

unapproved access of all the data [5]. Updating the system‘s access rules can leave it vulnerable to attacks since the 

main authority is always a one-point threat. 
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Because blockchain technology is decentralized, unchangeable, and safe, it can serve as a useful alternative to 

centralized management of EHI [7,8]. As a result of smart contracts being part of blockchain, people cannot gain access 

unless they are verified and authorized by different stakeholders, whose decisions are based on policies that cannot be 

changed by a single authority. ABAC mechanisms are also useful, since they allow creating access policies depending 

on user attributes, offering more flexibility. 

 

 

Fig. 1. BSMPCS Framework for Secure and Privacy-Preserving EHR Management 

The BSMPCS framework is explained in this figure-1, which uses Secure Multi-Party Computation (SMPC), 

homomorphic encryption, and blockchain to secure and protect Electronic Health Records (EHRs). Because of 

homomorphic encryption, EHR data is protected and can be processed without letting anyone access it. Next, the 

encrypted data is kept on a blockchain network, which makes it secure and unchangeable. Smart contracts make it 

possible to interact with insurance companies while validating the information without disclosing patients‘ names or 

private health records. Thanks to this architecture, privacy in EHRs is improved by not having single major weaknesses 

and blocking unapproved access. 
BSMPCS, a blockchain-based method, is our proposal to face the challenges of keeping information private and 

making sure EHR can be accessed only by authorized users. Homomorphic encryption method is used in this model to 

secure EHR data before it is stored on the blockchain. Computations on insurance verification are done on the 

encryption itself, so the private data stays hidden. Also, patients are able to keep their information and view its 

decrypted results when they want. This makes it possible to keep data private and at the same time give it value. 

Section 2 gives an overview of the major technologies that are part of our research. The third section explains the 

BSMPCS framework, and Section 4 goes further to detail how the study was conducted. Details of the experimental 

setup and the obtained results can be found in Section 5, and conclusion and future scope are prepared in Section 6. 

2. Literature Review 

2.1 Blockchain-Based Secure Multiple Computation Scheme 

Numerous secure multiple computation (MPC) techniques have been proposed in recent studies [5–8], with 

successful implementations in controlled environments [9]. These methods typically assume a semi-honest adversary 

model, where parties involved in MPC are assumed to follow the protocol but may attempt to glean additional 

information from the exchanged data. However, in reality, the adversaries may not always be so benign. Malicious 

actors, who intentionally disrupt the protocol to achieve desired outcomes, pose a significant challenge. Although there 

are several approaches to MPC that aim to secure computations under malicious adversary models [10–13], key 

challenges persist. For instance, when a participant gains a favorable outcome from the shared results, they may refuse 

to disclose them, thus preventing other participants from obtaining the benefits. The presence of malicious adversaries 

remains a continual threat, often hampering the protocol's proper execution. Thus, in practice, MPC systems must 

ensure that they are not only private but also resilient (protecting against denial-of-service attacks), fair (ensuring all 

parties receive the output or none), and efficient [14]. 

2.2 Smart Contract 

A smart contract is a protocol designed to automatically execute, verify, or enforce the terms of an agreement in a 

secure and transparent manner. These contracts facilitate private, trustworthy transactions between unacquainted parties 

without the need for centralized authority or external enforcement mechanisms [15–17]. They provide self-executing 

and immutable algorithms that govern transactions, ensuring the conditions of the agreement are met before any action 

is taken. 
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2.3 Bitcoin 

Bitcoin's decentralized platform allows users to interact with the blockchain and perform smart contract operations. 

The blockchain remains publicly accessible [8], with authenticated accounts enabling users to carry out blockchain 

transactions. Every operation and transaction is recorded in terms of gas units. The transaction cost is calculated by 

adding the execution cost (EC) and the transaction constant (TC), which represents the price of one gas unit: 

 

    (     )                                                                            (1) 

 

Where PoT is the price of a transaction, EC is the execution cost, TC is the transaction constant, and P is the price 

of a single gas unit. 

2.4 IPFS 

The InterPlanetary File System (IPFS) is a protocol and network designed to provide a decentralized method for 

storing and exchanging hypermedia across a distributed file system [18]. It generates content-addressed identifiers for 

stored files, such as documents, images, and videos. These identifiers are formed using a Merkle Directed Acyclic 

Graph (Merkle DAG), with Public Key Infrastructure (PKI) used for identity management [19]. Each IPFS node is 

identified by a private key, and the node's identity is represented as a hash value: 

 

                                                                                     (2) 

 

                 (     )                                                                 (3) 
 

The hashing scheme in IPFS is designed to ensure that hashes are deterministic, uncorrelated, unique, and one-way. 

The content identifier (CID) format in IPFS is structured as follows: 

 

<cidv1>::=<multibase−prefix><cid−version><multicode−content−type><multihash−content−address> 

 

Where the multiphase prefix encodes CIDs into different blocks, the CID version ensures upgradability, and the 

multicode content type identifies the data's format. 

Blockchain technology, particularly in healthcare systems, leverages its decentralized, immutable nature to 

improve data privacy and security. Authors have employed blockchain to create systems for remote patient monitoring 

and emergency alerts [20]. These systems ensure data privacy by utilizing smart contracts to process patient data 

without exposing sensitive information, while homomorphic encryption enables secure insurance claim checks. This 
innovation significantly enhances real-time monitoring for healthcare providers and ensures that patient information 

remains confidential. 

2.5 ApplicationinHealthcare 

The concept of privacy-enhanced electronic health record (EHR) systems using blockchain and cryptographic 

technologies, such as smart contracts and homomorphic encryption, has gained significant traction. One notable 

example is the Blockchain-based Smart Multiple Party Computation Scheme (BSMPCS), which tackles the privacy 

concerns related to EHRs. With increasing incidents of data breaches and unauthorized third-party access, traditional 

EHR systems often struggle to ensure confidentiality when accessed by multiple parties. BSMPCS addresses these 

issues by utilizing blockchain‘s decentralized nature and incorporating homomorphic encryption to perform operations 

on encrypted data. This ensures that sensitive patient information remains private, even when insurance companies or 

other entities need to verify certain claims or details. 
Unlike conventional systems that involve third-party intermediaries, BSMPCS eliminates the risk of data exposure 

by empowering only authorized entities with access to the data. Furthermore, the use of smart contracts ensures that no 

patient data is disclosed to external parties unless specific conditions are met, thus offering robust protection for patient 

privacy. The application of this blockchain and cryptographic computing combination in EHR management represents a 

promising solution to the challenges of data security in healthcare systems [31]. 

Thus, the integration of blockchain and cryptographic technologies offers a promising framework for securing 

healthcare data, providing privacy, and improving operational efficiency while mitigating the risks of data exposure in 

electronic health records. 

3. Proposed System 

The proposed system, BSMPCS (Blockchain-based Smart Contract and Privacy-preserving Computation System), 

establishes a secure, decentralized, and scalable platform for the management and exchange of Electronic Health 

Records (EHRs) among authorized stakeholders in healthcare environments. It integrates blockchain, smart contracts, 

multi-agent systems, homomorphic encryption, and IPFS-based storage to ensure privacy, integrity, and fine-grained 
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access control. Both Attribute-Based Access Control (ABAC) and Role-Based Access Control (RBAC) are employed to 

enforce permissions, while each entity—patients, physicians, hospitals, insurers, and researchers—is authenticated and 

assigned predefined roles to prevent unauthorized disclosure of sensitive data. 

Smart contracts play a central role in automating access policies, logging transactions, and ensuring transparency. 

In BSMPCS, Bitcoin smart contracts are used for immutable recording of consent, healthcare transactions, and 

verification processes, thereby guaranteeing traceability. Beyond simple access control, the smart contract logic 

supports complex scenarios such as updating patient records, resolving conflicts in shared access, and coordinating 

multi-party claim validations. Recognizing the importance of reliability, the system design incorporates security 

auditing and vulnerability testing to strengthen the resilience of deployed contracts in handling critical healthcare data. 

Privacy is further reinforced through the integration of homomorphic encryption, which allows computations to be 

performed on encrypted data without decryption. Patients encrypt their EHRs before uploading, enabling physicians to 
generate treatment plans, insurers to verify claims, and researchers to analyze datasets without accessing raw records. 

While this approach ensures strong confidentiality, the system acknowledges the computational overhead, latency, and 

key management challenges associated with homomorphic encryption, and thus support hybrid approaches where only 

sensitive data is encrypted while routine metadata may remain unencrypted for efficiency. To complement blockchain 

storage, encrypted records are stored in the Interplanetary File System (IPFS), while blockchain maintains immutable 

hashes and access logs, ensuring verifiability and tamper resistance while supporting large-scale storage demands. 

The system is designed to address scalability by combining blockchain with distributed IPFS storage and multi-

agent parallelism. It is capable of managing large volumes of healthcare data and handling increasing user participation, 

with evaluation benchmarks focusing on throughput, latency, and transaction costs under simulated workloads. At the 

same time, BSMPCS recognizes the inherent limitations of Bitcoin in terms of speed and transaction fees, and therefore 

explores the adoption of layer-2 solutions and Sidechain to enhance scalability. Cost awareness is emphasized by 
analyzing transaction overheads in the healthcare context, an important factor for real-world deployment. 

Compliance with regulations such as HIPAA and GDPR is an integral design goal. Smart contracts are 

programmed to enforce patient consent rules and role-specific permissions while blockchain audit trails facilitate 

accountability and regulatory inspections. Healthcare-specific concerns, including dynamic consent revocation, partial 

data sharing, and anonymous participation in research, are explicitly supported to align with privacy regulations. 

Furthermore, the environmental impact of blockchain adoption is acknowledged, as Bitcoin‘s proof-of-work consensus 

is energy-intensive. To address sustainability, the system considers energy-efficient alternatives and optimizations, 

ensuring that the adoption of blockchain in healthcare remains environmentally responsible. 

In terms of usability, BSMPCS incorporates a role-adaptive user interface to support different types of 

stakeholders. Patients are provided with simple dashboards to manage consent and monitor access logs, doctors are 

given clinical interfaces with seamless access to encrypted medical data, insurers are enabled to validate claims without 

exposure to sensitive details, and researchers can request anonymized datasets through dedicated modules. These design 
choices aim to improve usability and adoption across diverse user groups, with planned usability studies to further 

refine the interface and user experience. 

As depicted in Figure 2, the EHR privacy model illustrates the interaction of multiple authenticated agents through 

blockchain and smart contracts, ensuring transparency, traceability, and privacy in all healthcare-related exchanges. 

 

 

Fig. 2. EHR Privacy Model in Blockchain Architecture 

Further illustrated in Figure 3 is the Homomorphic Encryption flow in the BSMPCS model. Patients collect their 
medical documents, which are then digitized and encrypted using homomorphic encryption. The encrypted EHRs are 

uploaded to the blockchain, making them accessible for processing without decryption. Physicians access encrypted  
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data, generate treatment plans, and submit prescription details. Insurance companies receive encrypted treatment data to 

verify claims without gaining access to plain-text EHRs. Patients can also link their encrypted EHRs with insurance 

providers for claim validation. Additionally, research groups can request access to encrypted datasets for analysis, 

ensuring patient anonymity. Hospitals oversee the entire system and can authorize or revoke access to entities to 

maintain privacy compliance. 

 

 

Fig. 3. Flow of Homomorphic Encryption Process in the BSMPCS Model 

This figure-3 demonstrates the step-by-step flow of EHR handling—from patient-side encryption to data access 

and processing by doctors, insurance companies, and researchers. Homomorphic encryption allows secure operations on 

encrypted data, eliminating the need for decryption and enhancing privacy protection across the system. 

4. Methodology 

4.1 Homomorphic encryption 

The chosen algorithm for homomorphic encryption is ―ElGamal‖. In the case of ElGamal cryptosystem, a group G 

of order q with generator g and public key of (G, q, g, h) where h = gx and x is the secret key, then the encryption of a 

message m would be (gr, m, ℎr) . The homomorphic property refers to‖ 

 

(  )  (  )   (         (      )          )   (      )                                     (4) 

 

When x is multiplied by g and the result is taken (mod p), you get Y.   
And he will give his public key(Y, g, p) to Alice. After that, Alice prepares a message (M)to include in the packet.  

A random value chosen is known as k. After that, she calculates the values of a and g. 

 

 a is equal to the result of gk divided by p      

 b equals ykM when modulo p is applied       

 

then, each of them gets the cipher and decodes it using their respective keys. 

When using Euler‘s theorem, the result is  

 

   (     )                                                                              (5) 

 
It happens this way because of 

If the following is given: 

 

      (     )                                                                         (6) 
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       ( )                                                                               (7) 

 

Once you input for M, this formula is  

 

        (     )                                                                         (8) 

 
 

   is calculated by multiplying  

 

         (     )                                                                          (9) 

 

After that, we obtain 

The value of a is a1 multiplied by   , which is equal to the sum of gk and     
 

                                                                             (10) 
 

 

Fig. 4. Homomorphic Encryption process in HER-PP model 

4.2 Psudeo Algorithm for Registering Patients 

The smart contract will sign up patients, find out their data, and update their safety precautions in the blockchain. 

The pseudo algorithm is carried out in this way: 

 

1. Begin 

2. The details read have the patient‘s Aadhar number, name, address, phone number, blood group, insurance 
company, and emergency contact. 

3. if the Aadhaar details in the array are found valid, then 

4. if aadharnumber is found in the registered users then 

5. Present(―User already has an account‖) 

6. Else 

7. Include specific information in blockchain. 

8. Else 

9. Screen message (―Please make sure to provide valid user data‖) 

10. End 

 

It looks at the Aadhar number and sees if the details about the patient exist in the system. Should this be the case, 
the patient‘s details are then added to the blockchain. 

4.3 Algorithm for Citizen’s Need of Insurance and Medications 

It is the contract‘s job to properly save the data of the patients who registered with their insurance. They look after 

the information on drugs that the insurance company pays for. If there were any necessary drugs that were not 

suggested in the doctor‘s list earlier, the insurance company allows authorized doctors to add the medications. It 

requires medication information is put into the function. It reviews if the selected drugs are included on your insurance 

coverage.
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1. Begin 

2. Get any company‘s information by sending its ID, name, and telephone number to the function. 

3. If the Company is not registered then 

4. Make the company‘s information part of the blockchain network. 

5. Else 

6. Make the visitor see an informative message with the text (―ID is already registered.‖). Give a different value for 

the ID) 

7. End 

Medications: 

1. Begin 

2. Treating the disease often calls for administration of prescribed medications. 

3. address←fetching the address of the user 

4. if the entity is an insurance company then 

5. The Medic should use the details of the stored medications. 

6. If (Medic. A step known as (Medication) takes place then. 

7. The label should have a message that explains ―Medications not covered by your insurance.‖ 

8. Else 

9. Say(―Your insurance covers the price for the medication‖) 

10. Else 
11. Remind them that (―Insurance companies are the only ones who can handle this task‖) 

12. End 

4.4 Pseudo Algorithm for claim for insurance 

This function takes in input of patient‘s aadhar card number. It checks whether the entered aadhar number has 

already claimed for insurance or not. 

 

1. Begin 

2. Get the details (such as name or purpose) of medication. 

3. Get the address of the User. 

4. if (UADDRESS.insuranceCompany is true) then 

5. Medic [] ← get data (on the medications) 
6. If (Medic. There are (Medication) available. 

7. The label ‖Medications that insurance does not cover‖ belongs on the display. 

8. Else  

9. Show an explanation of ―covered procedures‖ on the website. 

10. Else   

11. According to the insurer, ―The operation must be handled only by the insurance company‖ 

12. End 

4.5 Doctor’s Pseudo Algorithm 

All the doctor‘s activities planned in the schedule are handled by the contract. In the system, a doctor has to create 

his account in order to start any operation. Since the medical data is confidential, the patient must give permission 

before the doctor looks at it. Once the doctor has all the needed permissions, he comes up with a treatment id, treats the 
patient, and then puts the prescription and bill on the blockchain. He passes along the list of medications that are not 

included in the insurance company‘s details to them so they can add them.  

 

1. Begin 

2. Gathering the user‘s details → get the user details 

3. The UADDRESS function is meant to retrieve the user‘s address. 

If this user has been added to the system before, the address will be found. 

5. When a person already registered, a message that reads ―You are already registered‖ should appear. 

6. Else 

7. Service providers‘ information is managed best utilizing the blockchain. 

8. End 

4.6 Pseudo Algorithm for accessing the Patients data for treatment 

This function reads the patient‘s Aadhar card number. It creates an OTP for the entered aadhar card number, using 

which doctor can access the patient‘s medical records. 
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1. Begin 

2. The Paadhar tool ← fetches the Aadhar information about the patient 

3. UADDRESS is found by using the function fetch on the User Address. 

4. If the person is a doctor, then 

5. OTP is calculated using Paadhar and keccak256. 

6. Change your OTP to operate on blockchain networks. 

7. Else 

8. Only authorized doctors have the rights to access the patient‘s information. 

9. End 

4.7 Pseudo Algorithm for treatment and insurance 

1. Begin 
2. You should fetch the user‘s address from the UADDRESS variable. 

3. If the role of the character is a doctor, then 

4. The year Tid is given by (142317 * Paadhar)%1000003 

5. Else 

6. When clicking the icon (―Only the doctor can create a treatment id‖), the treatment id appears. 

7. End 

4.8 Pseudo Algorithm for treating a patient 

Its requires one to enter the patient‘s Aadhar card number. It confirms whether the person has claimed the 

insurance under the entered Aadhar number in the past. 

 

1. Begin 
2. User Address← call (get User Address) 

3. if the status of being a doctor is set, then 

4. It gets its information from a list that contains details about existing patients. 

5. If all the patient‘s information is available, then 

6. You should continue by making a new prescription and bill. 

7. PatientDetails.add (Prescription) 

8. Note on the chart (―Prescriptions and treatment plans have been updated for the patient‖) 

9. Update blockchain 

10. Else 

11. One possibility would be to start with the registration process for the patient (―Display ―Register the patient 

first‖) 

12. Else 
13. This is saying that (―Only a doctor can provide treatments to patients‖) 

14. EndThe following modules create the MPS (multiple computation scheme) Contract, and this section explains 

what each module does. 

 

Before starting, every user needs to register in this contract and pay at least the required deposit. It is only after 

completing this step that the participant can be chosen by users to give computing support in return for getting paid. 

1) Reputation System: As part of this contract, every MPS node is given a reputation level. If a node in the MPS 

takes part and does its job well, its reputation value increases, or else it decreases. How useful MPS nodes become in 

the future is mostly decided by their reputational value. 

2) The source of MPS node revenue is from the user fees and the penalties given to misbehaving nodes. The way 

rewards are given to nodes once each MPS task is finished shows the actual value of the nodes, according to the 
Incentive Mechanism.  

3) Set the Quorum: To carry out the current calculation, users are allowed to select a certain number of MPS nodes 

depending on their reputation and deposits they have. If a company has a low reputation, it may still be chosen, but the 

chance of choosing that firm goes down very rapidly. The team should let the poor players chance to prove they can 

play better. It is important to consider someone just starting too. This reflects the truth in life. 

4.9 Compute contract 

Those who want to use multi-party computing sign up to Compute Contracts and add them to the blockchain. The 

Compute Contract provides details about the MPS architecture as well as which scripts are used per node. It happens 

round by round, and in each round, the contributors should supply precise information for the next stage of the process. 

The smart contract will ensure that the data supplied by the users is accurate. Also, the smart contract will notice if any 

member has missed sending the correct message in the first round. Afterwards, the blockchain will make sure the 

computation is allowed to progress. The length of the time limit can show when the block‘s peak will be reached. To 
begin, an actor will give an initial input to the MPS Contract so that MPS nodes start working on the calculation tasks.  
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At first, the users use the MPS nodes‘ public keys to encrypt their shares in the contract, and then pay the required fee. 

During the second and penultimate rounds, the MPS nodes add no worthful data to the blockchain just like the previous 

rounds. To finish, every MPS node handles and divides the production-related fees among themselves. From this 

perspective, the contract proves to be a dependable way for people to communicate. Put differently, this option serves as 

a real-time television broadcast. 

4.10 MPS protocol 

Let us look at some studies about current multi-party protocols that use contracts in the next group [40–42]. We are 

mainly concerned in our research with how robust and fair the model is. Checking the adherence of MPS protocols 

created using contracts is not included in our study. Malicious parties can also take part of the result of f‘ or calculate an 

amount that doesn‘t need to be there, as explained in [22]. As a result, each round‘s users and MPS will send their 

personal shares to the blockchain at the end of the round. As required, rewards and punishments are given by the Smart 
Contract. There are some duties the Users and MPS nodes should complete at the end of every cycle. 

The purpose of BSMPSS uses blockchain and applies threshold contracts that work in rotating featured rounds. 

Time stamps on blockchain increase the possibility of different protocols running smoothly together. The Smart 

Contract will find and remove players who say anything unlawful during the up-next round. The system handles all 

these functions on its own and everyone can check them directly. This issue could not be managed easily because there 

was no single point to oversee the network. Due to special accounts and key pairs given to each member, chances of 

identity theft on the blockchain are very slim. There are some important aspects that demonstrate how powerful 

BSMPSS is, as you will see below. 

 

a) Tracking anyone‘s reputation is possible because the ledger records all transactions made by each person. A 

reputation that has been built over a lengthy time is important for a person‘s chances of being selected. A deposit must 
be presented in the agreement when joining MPS as a strategy to protect against the Sybil Attack. Altogether, the 

attacker does not have the ability to use extra nodes to affect the protocol‘s operation. Should you stop the process at 

this stage, you may work on another subset and continue with it. 

b) Users equally have to pay service fees by transferring a number of coins when they submit their tasks. The 

user‘s contribution will be checked and validated by the smart contract. Those who do not supply the right information 

within the set time will be immediately charged. The cost per service request ensures the security of the programme 

from users trying hacks. 

c) The smart contracts also make use of the node‘s intermediate solution. When the node is selected, a valid 

message is needed, as if no response is provided, it will be moved to the corrupted set the next round. When the number 

of corrupt participants does not go beyond n-t, the protocol is put into effect. 

 

The protocol will be set so that anyone violating the rules is not allowed to change tasks. The plan works like a (t, 
n)-theshold scheme, so that if t is well set, small errors will not disrupt the recovery of the secret. Participants may 

choose to belong to a new subset to put forward a different rule when the prior one is wrapped up. Therefore, it has been 

noticed that BSMPSS poses many challenges. 

5. Experiment & Evaluation 

Simply put, IPFS Storage, the insurance company, the pharmacist, the blockchain network, the patient, and the 

doctor are all parts of implementation. A prototype of Java has been built with the aid of Geth, which is the software for 

blockchain development. You can get both source codes on the Internet without paying. Because the blockchain lacks 

adequate storage, the CID is added to the blockchain, but every report is saved in IPFS version 4. IPFS Network is 

based on version 4 technology. There are Intel Core i5 7th Gen processors used in these computers: some have (i) 8 GB 
RAM, 500 GB local storage, and Windows x64 as the operating system, and some have (ii) 6 GB RAM, 500 GB local 

storage, and Ubuntu 16 as their operating system. 

It is clear that the speed at which new blocks are made on the blockchain plays a big role in the performance of all 

blockchain applications. It usually needs about ten minutes for a Bitcoin transaction to happen. The organization has 

opted to use EOS blockchain. The EOS consensus method BFTDPoS allows the generation of a block every 0.5 

seconds. MPC and Compute activities are included in the chain‘s BSMPCS work. 

The PVSS data initiative process is the part of off-chain execution that takes the most time, since it means sending 

the Shamir secret and doing several asymmetric encryption calculations. The period it takes for MPC nodes to finish the 

Compute Contract Init phase mainly relies on how big the quorum is. 

It can be observed that higher quorum size means the time taken for one round of BSMPCS in Compute Contract 

is expected to grow exponentially. It allows asymmetric computations to be repeated with additional nodes being added 
to a computing node‘s workload in each round of computations. In addition, since only a higher power polynomial can 

enable sharing secrets, the size of the created shares gets bigger and takes more time because of the asymmetric 

encryption. Deciding to have more MPC nodes for a given compute job would have a great impact on efficiency if the 

quorum exceeds 40. 
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Fig. 5. Sequence diagram for EHR report in Healthcare System 

This module collects the patient‘s records and hands them over to the data encoder to get the information in 

encoded form. These files are going to be updated on the blockchain and stored using IPFS technology. This 

information is provided on Fig. 6. It is apparent from the graphs that the process of getting new transactions costs more 

time than the process of receiving them. 
 

 

Fig. 6. Transaction Upload and Download Execution Time 

a) As soon as a patient is registered, the request goes to a related doctor through the system. In order to fetch the 

data, he gains access by getting clearance from the blockchain‘s system. In addition, he produces a unique treatment ID 

for the procedure that is taking place now. As well as giving suggestions for drugs and tests, the doctor adds all the data 
to the blockchain. 

b) In this module, both the hospital and the patients are covered by the insurance company along with the 

blockchain network. The patients need to register with the insurance company depending on the details of their medical 

emergency. The necessary details are checked by the hospital and the doctor with the insurer. When it is proven that the 

request is valid, the claim of the patient is denied; but if not, the information is processed and monetary benefits are 

given to the patient. 
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c) Patients should use the online pharmacy and give their doctor‘s prescription to purchase the required medicine 

online. The blockchain will incorporate the same details as well.Finally, the reports from the surveys are saved in IPFS 

by the people in the network. When reports are uploaded, every file gets a Content Identifier assigned to it. It is used as 

a reference to access files on the network. This created Content Identifier is saved directly in the blockchain. 

d) The blockchain network module makes sure that the deals offered by several users are verified and then uses 

consensus methods to put together a fresh block. In the first step of mining, several blocks will be created with details of 

patients, doctors, treatment IDs, and insurance companies. It is visible that mining needs more time than the process of 

building a block. You can notice this in fig. 7. 

 

 

Fig. 7. Execution Time for Block Mining and Block Creation 

Fig. 8 shows the time it takes peers to access (availability) a transaction for a range of report sizes. It seems sense 

that the access time would rise as the report's size rose. Furthermore, a transaction takes longer to complete the more 

peers participate. 

 

 

Fig. 8. Transaction Access Running Time vs. Number of Nodes 

This section looks at how the new approach matches up with seven common methods in Health Record 

Information Systems focused on privacy. The comparison looks at frameworks set out by Azaria et al. [26], Omar et al. 

[24], Li et al. [25], Fan et al. [27], Zhang et al. [28], Shen et al. [29], and Uddin et al. [30]. 
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It is evaluated using seven main security and privacy factors like tamper-proofing, protection of patient privacy, 

safeguarding confidential information, keeping data authorized, preventing denying used services, revoking access 

when needed, and searching the database. The summary of these metrics can be found in Table 1. 

From the analysis, it is clear that the proposal is better than other schemes in all important aspects. When you use it, 

your EHR data remains secure because it deploys strong security mechanisms and privacy tools. Our solution is 

especially helpful in situations where other strategies do not work so well, especially for privacy, storing confidential 

data, and blocking access to information. 

Table 1. Metrics 

S.No Metrics 
Azaria [26] 

Omar 

[24] 
Li [25] 

Fan 

[27] 

Zhang 

[28] 

Shen 

[29] 

Uddin 

[30] 
Proposed 

1 Tamper – Proof √ √ √ √ √ √ √ √ 

2 Privacy Preserving of 

Patient ✗ √ ✗ √ ✗ ✗ ✗ √ 

3 Data 

Privacy(Confidentialit

y) ✗ √ ✗ ✗ ✗ ✗ ✗ √ 

4 Access Control √ ✗ ✗ ✗ √ √ √ √ 

5 Non – Repudiation √ √ √ √ √ √ √ √ 

6 Access Revocation ✗ ✗ ✗ ✗ √ ✗ √ √ 

7 Block Search √ ✗ ✗ √ √ √ √ √ 

5.1 Evaluations 

All the necessary patient data is kept safe and private by the application. There are modules ready for each group, 

from the physicians and patients to the research workers, hospitals, and those handling insurance. The main aim of the 

EHR system is to make sure data collected and stored is private. To summarize, the model in Blockchain aims to block 

data tampering, prevent unlawful changes, and offer support for online healthcare systems. Homomorphic encryption 

and blockchain are used in this system to assure that data remains secure and private. The by-design rules in smart 

contracts make it possible for given entities to exchange data. 

 

 

Fig. 9. HME working mechanism 

 

Fig. 10. Encryption process in ElGamal Encryption Algorithm 
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A test version of the system was established to find out how well it functions and how well the system handles 

privacy and security of the information included. The prototype was built by using Ethereum as the blockchain platform, 

go-Ethereum 7.5.4 for npm, and node 15.8.0 as its version. With version 5.1.66 of the Solidity Framework and IDE, you 

can deploy smart contracts, while writing the contracts in version 0.8.1 of the Solidity scripting language. When it 

comes to web3js for node queries on Ethereum [2], users should install version v1.2.0. Each of the six devices used to 

build the blockchain node features an Intel CPU of 2.30GHz and 8 GB of main memory. Different nodes were created 

in different systems including Windows 10 and Ubuntu 16. Encryption and decryption modules designed in the HME 

process of the EHR-PP system are created using Java 13.2, and Notepad++ is used for editing the code. 

After getting the word ―Fever‖, the algorithm transforms it to ―4zLE9‖ and then compares it with the encrypted 

information in the database.  

 

 

Fig. 11. Decryption process in ElGamal Decryption Algorithm 

Table 2. Transaction and execution cost 

S. 

No. 

Operation 

Performed 

Transaction cost Executionc ost Total cost(ine ther) 

In gas units In ethers In gas units Inethers 

1. Contract 

Deployment 

1955973 0.2621004 1444301 0.1935363 0.4556367 

2. Addchemist 166589 0.0223229 142821 0.019138 0.0414609 

3. Adddoctor 207754 0.027839 182834 0.0244998 0.0523388 

4. Addinsurance 

Company 

126755 0.0169852 104651 0.0140232 0.0310084 

5. Addpatient 208706 0.0279666 184170 0.0246788 0.0526454 

6. Getpatient 

Information 

29325 0.0039296 7797 0.0010448 0.0049744 

7. UpdatePrecautions 44111 0.0059109 21367 0.0028632 0.0087741 

8. Getchemist 25707 0.0034447 4243 0.0005686 0.0040133 

9. Getinsurance 

Company 

26489 0.0035495 5089 0.0006819 0.0042314 

 

10. 

AddMedications 

Notcoveredininsurance 

 

65770 

 

0.0088132 

 

44114 

 

0.0059113 

 

0.0147245 

11. CreateTreatment-Id 21857 0.0029288 329 0.0000441 0.0029729 

12. TreatPatient 189040 0.0253314 165144 0.0221293 0.0474607 

13. Gettreatment 

Details 

27482 0.0036826 5890 0.0007893 0.0044719 

 

14. 

Medication 

Includedininsurance 

 

53756 

 

0.0072033 

 

31780 

 

0.0042585 

 

0.0114618 

15. Getdoctordetails 24375 0.0032663 2911 0.0003901 0.0036564 

 

When the proposed framework is used, a smart contract is deployed and the amount of gas used defines its 

complexity. Table 1 shows the costs for every single operation in the setup, using Gwei as the standard. The total cost is 

reached by multiplying how many gas units were used by the price of each unit. 

We need to do certain actions from the list on the chart to make the framework fully work. The total gas needed for 

all the operations comes to 0.7274322 ETH. 
A comparison is made in this section between the proposed framework and existing ways to preserve privacy in 

HRI systems. During the assessment, main factors are checked, such as access control, revoking access, ensuring patient 

privacy, making the system accessible to patients, linking with analytics, and supporting smart choices. 
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The data in table 3 show the results of the comparison. Unlike the approaches being applied now, the suggested 

model integrates all the important features required to manage security and data access. It provides safe ways for users 

to access their health data and remove the access in the future, which boosts patient empowerment and uses machine 

learning to help healthcare workers make better choices. 

Table 3. Performance Comparison of Privacy-Preserving Health Record Information Systems 

Reference 
Access 

Control 

Access 

Revocation 

Patient 

Privacy 

Patient 

Data 

Access 

Predictive 

Analytics 

Intelligent 

Decision 

Support 

Al-Sumaidaee et 

al. (2023) ✔ ✔ ✖ ✖ ✖ ✔ 

Egala et al. 

(2023) ✔ ✖ ✖ ✔ ✖ ✖ 

Abou El Houda 

et al. (2022) ✔ ✖ ✔ ✔ ✖ ✖ 

Proposed 

Framework ✔ ✔ ✔ ✔ ✔ ✔ 

6. Conclusion 

It developed a framework that uses blockchain and a strong MPC scheme to deal with fairness and robustness in 

MPCs. A public reputation system is included, meaning that those with high scores are chosen first, so credible people 

play the biggest roles. We pointed out that protecting healthcare data is vital, mainly for privacy and security, and 

introduced an innovative system that encrypts the data in order to safeguard it at all times. Thanks to this encryption 

model, users are able to work on their encrypted data without first decrypting it. Connecting this model to blockchain, 

we created a more secure system that is better than the encryption and storage systems used commonly in the past. In 

order to decrease the possibility of altered results, the framework relies on a feature called smart contract that monitors 

each computation step. The setup encourages people to be honest since they can earn more as a result, while those who 

misbehave are disadvantaged. Due to the privacy issues of blockchain‘s public ledger, MPC was put in place to fix them. 
Going ahead, more research will concentrate on finding additional privacy benefits from MPC in healthcare-related 

blockchain projects, enhancing scalability, bringing in Machine Learning approaches, advancing Fully Homomorphic 

Encryption, and addressing issues related to healthcare regulation 
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