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Abstract: Cyber security is one of the fundamental research areas of software engineering. The systems that make up
today's information systems infrastructure have been developed largely with software support. Security vulnerabilities
in the software used in these systems may cause undesirable results. It is very important to manage software
vulnerabilities correctly. In addition, an effective communication mechanism and certain standards should be
established among those working in this field. The importance of the subject has been understood in recent years and
the studies in this area have gradually increased. The use of machine learning algorithms is increasing in recent studies
in this area. Although there is a large data set accumulated in vulnerability databases, there is often the problem of
unstructured data. Vulnerability databases and security reports are created in natural language that people can
understand and interpret. These reports are difficult to read and understand by machines. Our study focuses on the
difficulties of this unstructured and natural language system. In order to investigate this problem, firstly, up-to-date and
accessible databases used in scientific research were examined and evaluated. Then, a three-stage security framework
was proposed, consisting of the use of vulnerabilities by machines to assist experts from the notification stage to the
reporting stage. The rules and flow charts of each stage are defined. In order to increase the usability of different
databases in their own systems, the framework rules are defined as a guideline containing flexible directions, not rigid
items. The point of consideration is not the methods and tools used, but the definition of outputs as common and
similar attributes.

Index Terms: Software Security, Software Vulnerability, Vulnerability Databases, Cyber Security, Information
Security.

1. Introduction

Cyber security emerges as an important problem since the day information systems entered our lives. Cyber
security is basically in the literature; It is defined as the abuse of intellectual or actual property and personal information
through acts that violate the working principles of the resources, processes and structures of systems with cyber space
features [1]. In addition, cyber security is a science. Although it is considered as a sub-branch of computer science, it
concerns a multi-disciplinary field. Its main purpose is to protect information systems and software under attack by
using people and machines against hostile attacks [2]. Information systems have become an indispensable part of our
social, economic and commercial life. This situation has caused the subject of cyber security to be one of the important
research areas of today. One of the basic components of cyber security is software. Therefore, software has a very
important place in the field of cyber security. Problems that may occur in any software system can cause many
irreparable problems, including the loss of human life [3]. A lot of research is being done to find new techniques for
vulnerabilities [4]. In this way, it can be determined which software are more vulnerable to risk [5].

Platforms where the detected security vulnerabilities are listed and shared with the public are called vulnerability
databases. Security vulnerability databases have been created by different research groups that include software
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vulnerabilities detected. The transactions until the software vulnerability is detected, reported, scored and published are
carried out manually by experts from the moment the first record is kept.

There are different databases created by public support or private working groups. Although databases basically
use the same dictionary, different data collection and reporting methods are used. When the vulnerability reports are
examined, it is seen that it consists of identification number, product information affected by the vulnerability, a
description describing the vulnerability, dates, author information, solution suggestions, exploit codes, references and
the severity score of the vulnerability [6].

The reason behind the publication of this information is to ensure that application developers and users take action.
Of course, published reports also carry the risk of abuse. However, it is an important resource for researchers and
developers. Due to the increasing and accumulating security vulnerability data, unstructured structure and data size, it
makes it difficult for people to make meaningful results [7].

It has become an important requirement to determine the security levels of software systems and to predict their
vulnerabilities. There is a need for a road map to be followed for the development of secure software systems. In this
sense, software vulnerabilities and security vulnerabilities detected in the past should be analyzed well. In this way, the
same mistakes with past experiences will not be repeated. In this context, it has been observed that despite the increasing data
size, a regular reporting and reporting standard could not be achieved. For this reason, the main purpose of the study was determined
as to suggest a usable reporting and reporting framework for all databases by minimizing the problems caused by the human factor.
For this purpose, we focus on the question of whether a common security vulnerability database framework can be created. This
study brings about an innovation that will be an alternative to manual procedures, which is a big problem in the field. In addition, it
will provide a guideline for the application of machine learning and data mining techniques in this particular problem.

Other parts of the study are organized as follows. In the second section, the literature guiding the study was
examined in detail, in the third section, the research methodology and vulnerability database framework was presented
in the third section, in the following section, the threats to validity were summarized, the results of the study were
presented and future studies were expressed.

2. Related Works

The importance of software security vulnerabilities has been increasingly recognized due to the increased risks
recently [8]. It is very important to manage detected software vulnerabilities. Correct coordination and information
sharing between the researchers and stakeholders of the field is essential. In this way, attacks can be prevented by taking
preventive measures against cyber attack [9]. Studies confirm that individuals who perceive themselves as vulnerable to
a security threat are more likely to adopt an IS security innovation [10].

When any security vulnerability is detected, it is requested to be reported to the relevant organizations. This
notification can be made by individuals, companies or institutions. The notification process can be performed through
any vulnerability provider. Officially, the procedures provided by MITER company, which is funded and authorized by
the United States Department of Homeland Security, are followed [11]. The official process is initiated by making the
notification process through Common Vulnerabilities and Exposures (CVE), which is affiliated to the same company
and is the main reference source for vulnerabilities.

CVE was established in 1999. It has an international activity on software security vulnerabilities. The CVE
glossary provides a descriptive list of cyber security vulnerabilities. It defines itself as a dictionary rather than a
database. All known large databases are basically created on the basis of the lists published in the CVE [12]. CVE lists
are used by many academic and empirical studies [10,11].

Vulnerabilities in CVE database lists are analyzed by the National Vulnerability Database (NVD) and new
attributes are added. NVD is a database created in 2000, affiliated with the National Institute of Standards and
Technology (NIST). It is supported by the National Cyber Security Division of the US Department of Homeland
Security. The data published in the NVD database mainly includes related impact metrics, (Common Vulnerability
Rating System CVSS), types of vulnerability (Common Weakness Enumeration CWE) and other relevant metadata with
applicability statements (Common Platform Enumeration - CPE) [15].

After the security vulnerabilities are published in the NVD database, the official notification is completed.
However, the criticism that the definitions in the reports do not adequately express the relevant weakness is emphasized
by the experts in the field [16]. With these criticisms, security vulnerability databases have been published by different
organizations due to the problems caused by the institutional structures of CVE and NVD. These databases are the ones
used in academic studies that can be accessed up-to-date and actively; Exploit-DB [17], SecurityFocus [18], Rapid7
[19], Snyk [20] and SARD [21] databases.

Moore et al. [22], reveals that concerns about the abuse of security vulnerabilities have increased recently. As a
result, they state that it is necessary to quickly determine whether a security vulnerability can be exploited. In this way,
any openness can be prevented from being exploited. This situation is possible by accelerating the evaluation processes
of security vulnerabilities. The proposed method will contribute to this situation.

Kobek [23], It estimates that by the end of 2021, the damage from cybercrime will reach $ 6 trillion. An open
source and customizable management is required to prevent damages caused by security vulnerabilities. One of the
main goals of our study is to present the first conceptual suggestion on this path.
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Russo et al. [24], emphasizes that publicly published vulnerability reports are written in natural language and can
only be understood by experts. With these aspects, security vulnerabilities cannot be interpreted automatically by
machines. This situation causes time delays and errors. It is aimed to accelerate the processes by supporting the experts
with the proposed method.

Ruohonen [7], states that the number of security vulnerabilities is increasing day by day. He emphasizes that the
size of the archive formed as a result of this makes it difficult to evaluate with the statistical methods used by
researchers. The rate of increase in data size will accelerate further and the need for new approaches to processing these
data will arise.

Theisen et al. [25], notes that software vulnerabilities have accumulated over the years and become a huge chunk
of unstructured data. In this case, they state that the most accurate method for interpreting the data is machine learning
algorithms that have been successfully applied in different problems. They emphasize that comprehensive analysis of
the data cannot be made because these methods are not used for comprehensive analysis of the data. They state that this
means that there will be points in the data that cannot be discovered as a result. The proposed method will contribute to
the association and better interpretation of the information contained in security vulnerabilities.

Ghaffarian et al. [26], have provided a comprehensive review of many different academic studies using machine
learning and data mining techniques that fall under software vulnerability analysis and discovery. The authors who dealt
with the studies in the specified scope presented a detailed literature summary and made some suggestions in this
context. The most striking thing here is that they emphasize the need for a common data set and feature engineering
studies to be obtained and applied over this data set.

As can be seen in the studies examined, it was clear that there was a need to report and archive especially the
accumulated and continuously available data with a new structure. Recently, researchers have recommended that
feature engineering studies be carried out on data sets that can be used in machine learning algorithms [23, 24].
Machine learning algorithms are recommended to be used in this area. However, structured data sets with necessary
attributes are needed to obtain successful results from studies. Because the reports published by databases are written in
natural language, they are not suitable for direct use in machine learning algorithms.

3. Research Methodology

An accurate archiving and reporting method is essential in the face of the rapidly increasing number of
vulnerabilities with its importance. In this part of the study, the methods used by existing databases are examined and an
archiving and reporting method suitable for today's conditions is proposed. Thus, we tried to establish the answer to the
question of whether a common security vulnerability database framework can be created, which we aimed within the
scope of the study.

At this stage of our study, a security vulnerability database reporting framework that can be used directly with
machine learning algorithms and understood by machines is not recommended. Within our framework, both old data
can be converted and new data can be stored in a structured way. In this way, a system that can make much deeper
statistical analysis can be created from an increasingly unstructured and difficult to understand structure.

3.1. Recommended Vulnerability Framework

To encourage information providers to write structured reports, there is a need to identify vulnerabilities and flaws,
integrate the entire reporting and evaluation process. Taking into account the necessity and importance of a roadmap or
framework for developing databases with basic and desired security features, an integrated and prescriptive framework
is proposed here. We tried to make the proposed framework highly applicable and prescriptive in nature.

NOTIFICATION CONTROL REPORTING

Relational Json
Database XML

Extracting word frequencies
Minimum and optional features =~ and calculating vectors with Submission of reports with
for notification machine learning algorithms of =~ Json or XML data feeds
inputs

Fig. 1. An overall view of the proposed framework.

The vulnerability framework consists of three different phases. Actions to be taken at each stage are bound by a
certain rule. However, in order to increase the acceptability of different databases under their own principles,
complementary and basic components for a database have been proposed. Figure 1 shows an overview of the proposed

Volume 11 (2021), Issue 3 13



A New Vulnerability Reporting Framework for Software Vulnerability Databases

framework. The first stage is the reporting of vulnerabilities. The second phase is the control phase where
vulnerabilities and flaws are classified and prioritized for identified vulnerabilities. In the third stage, which is the
reporting stage, it is the layer where all the stored data can be presented to the end components in the form of JSON or
XML instructions. A brief explanation of each is provided below to symbolically represent the vulnerability framework
concepts, articulate their rules, and describe their stages. Figure 2 shows a general flow chart of the proposed
framework.
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Fig. 2. Overall View of the Proposed Framework
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Fig. 3. Word Frequency List [28]

3.2. Notification Phase

This phase starts with the sending of a vulnerability warning notification to a database provider by individuals,
institutions and companies that detect the vulnerability. This is done using a form filling or email template, although it
is different for each database provider. After this stage, the relevant notification is evaluated by the authorized experts
of each provider and the process continues. For example, CVE Numbering Authorities (CNA) have been defined for
this process in the CVE database. The CNA analyzes the vulnerable functions identified in the notification and detects
false notifications.

While we require a common notification feature list at the notification stage of our framework, whether or not
different features are requested is left to the discretion of the providers. The steps for the execution and monitoring of
the notification process are shown in Figure 4. Here, the basic fields specified in the vulnerability notification form
detected by a database provider are defined with extra fields if required, provided that they are mandatory. With this
definition, the notifying identifier can assign a priority that expresses the risk status of the related vulnerability. The
priority value can be a metric value between 1 and 10, and this definition can be normalized with the high-normal-low
range. The new vulnerability defined according to the determined priority value is transferred to the system via the
relevant priority queue.
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Fig. 4. Notification Stage

3.3. Control Phase

All of the security reports provided by current providers are written in natural language for people to understand. It
is not possible for them to be understood as such by machines. Today, advances in artificial intelligence algorithms and
natural language processing techniques can be applied to structure data. Especially for security vulnerabilities, the most
important information is the technical explanations that experts enter while processing notification reports. In the first
step of the control phase, we recommend adding the technical explanations to the data set as a new feature by removing
the word frequencies. In this process, we believe that it would be appropriate to use the list of words provided by NVD,
which includes the word frequencies of all technical explanations. Thus, we aim to ensure that scores can be predicted
more accurately and experts are motivated to enter more specific descriptions by using a common word set for all
database providers. Figure 3 shows NVD word frequencies.
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Fig. 5.Control Phase

In addition, the Common Vulnerability Scoring System (CVSS) is another important feature. However, not every
database contains this information. The generally accepted standard for grading importance scores is CVSS. In addition,
the Weighted Impact Vulnerability Scoring System (WIVSS) method, in which security vulnerabilities are calculated by
weighting, has also been proposed in the literature [29]. The CVSS standard has been developed by NVD and is
constantly updated. Currently versions 2.0 and 3.1 are officially used. CVSS 2.0 and WIVSS use the same set of metrics.
Vulnerability metrics are used to determine severity. The values of these metrics are also determined manually by
experts. Due to the manual determination of metrics, the accuracy of these values cannot be guaranteed due to their
nature. At this stage, our framework proposes a support system created with machine learning algorithms to assist
decision-making experts. In this structure, different algorithms can be used for classification purposes, or a multi-
layered classification can be preferred according to their performance. The processes in the control phase are shown in

Figure 5.

Web
Interface

Json/XML

Fig. 6. Reporting Phase
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3.4. Reporting Phase

A notification entering the system should be published on the web with a basic data feed technology after the basic
features required in the control phase are calculated. At this point, the important thing is to present the calculated values
together with the vector values and importance scores assigned by the experts. In this way, it will be possible to avoid
errors caused by manual processes. In addition, it will be possible to make semantic inferences about a vulnerability by
machines by presenting term matrices together with the explanation texts. At this stage, access to all data will be
facilitated by using a data feeding technology. It will be possible to present data in JSON or XML format here. At this
stage, with relational databases, data can be offered to users through an interface. The processes at the reporting stage
are presented in Figure 6.

4. Threats to Validity

There may be points that we overlook in terms of the data we examine. It should be noted that all database
information is extracted from official websites. The proposed framework was revealed with the information obtained
from the researched databases and literature, and it was presented as a theoretical study. The fact that it has not been
tested in this respect means that its deficiencies are not revealed clearly.

5. Conclusions

Natural language safety reports are structures created by people with their past experiences and knowledge. This
situation results in missing important points or not fully understanding the deficit. With the proposed framework, a
framework that will make sense of the views of all experts operating in the system and evaluate new deficits according
to the results of past deficits is proposed. The most important point of the system is the ability of the security reports,
which reach half a million in total, to evaluate all gained experiences. In addition, the fact that the data is presented by
structuring will contribute to increase the performance with different machine learning algorithms. While the
framework was proposed, the stages were created with basic principles rather than defined by strict rules. The reason
for this is to allow different database providers or researchers to integrate their ideas into the system. In this way, it will
provide motivation to increase performance among databases. In addition, the purpose of the framework is to ensure
that the printouts of security reports are highly understandable by machines. For this reason, no limitation has been
determined for the methods used in the control phase. The proposed framework is open to development and
contribution with its customizable structure. It can also be updated due to the open source principle. The model offers a
foresight that will form the basis for the work to be done in this field. It will contribute to future studies due to its
testable nature with different feature extraction methods and classification algorithms.

6. Future Works

In our future work, we intend to implement and verify the proposed framework with different algorithms. In this
way, we can identify the shortcomings of our frame. First of all, we plan to present our study, which includes the
analysis of all available and up-to-date security vulnerability databases. Next, we will present models that will perform
feature extraction and classification processes that will validate and test the proposed framework. We aim to improve
these processes by adding statistical and deep learning-based current methods.
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