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Abstract: Smart healthcare IoT systems are vulnerable to cyber threats as they deal with sensitive patient information.
Problems such as privacy, scalability, and delayed response to threats in distributed healthcare environments challenge
centralized security approaches. To mitigate the security challenges of cloud-edge healthcare IoT systems, this paper
presents FL-EZTF, a privacy-preserving, Federated Deep Learning and Enhanced Zero Trust Framework. The framework
combines federated learning, Enhanced Zero Trust Architecture (E-ZTA), and Secure Access Service Edge (SASE). In
this framework, lightweight deep learning models are developed locally at hospitals and various edge nodes without the
need to transfer sensitive medical data. In place of raw data, model updates are sent conveniently through a trust-aware
federated learning process. Simultaneously, E-ZTA performs continuous authentication, micro-segmentation, and access
control to rapidly contain threats. The framework is assessed using CIC-10T-2023, [0T-23, and WESAD datasets. The
experimental results show improved accuracy in detection, lower rates of false positives, a significant reduction in the
latency of decisions, and enhanced containment as compared to centralized and traditional federated learning.

Index Terms: Federated Learning, Zero Trust, SASE, Healthcare IoT, Intrusion Detection, Edge Computing, Privacy
preserving

1. Introduction

The Internet of Things (IoT) enables advanced communication that can be automated, interconnected, and simplified
using sensors and technologies [1]. These systems can collect and communicate data in real-time, work continuously, and
interact with other [oT infrastructures by collecting data and using communication protocols to transfer data [2]. There is
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a growing trend to utilize IoT infrastructures in smart industries [3], smart energy systems [4], intelligent surveillance [5],
as well as transportation, farming, and health ecosystems [6]. In healthcare, 0T systems range from wearable sensors
This work is open access and licensed under the Creative Commons CC BY 4.0 License. Volume 12 (2022), Issue 6 to monitoring
systems to infusion systems and even telemedicine. These systems rapidly change and exchange protected health
information to facilitate remote diagnosis and telehealth services. The growth of the IoT systems has expanded the range
of possible attacks on an IoT system and created numerous possible security exploits, including, but not limited to,
spoofing, distribution of malware, phishing, routing manipulation, data leakage, and distributed denial-of-service attacks
[7].

The unique characteristics of IoT ecosystems make centralized security mechanisms ineffective. IoT environments,
like healthcare, are the most impacted by this challenge. Ransomware, botnet attacks, and Man-in-the-Middle (MitM)
attacks are among the various vulnerabilities targeting IoT systems and their infrastructure [8]. To mitigate security
challenges, the adoption of the Zero Trust model is becoming popular. The Zero Trust model shifts from perimeter-based
security. More specifically, Zero Trust entails that no user, device, or entity should be trusted by default, even after
authentication. Contrarily, security mechanisms should be implemented to consistently evaluate requests. Zero Trust
increases security by removing concerns regarding threats from both outside and within [8].

Similarly, to address these challenges, IoT networks rely on Al-based intrusion detection systems. The main areas of
focus within Al-based intrusion detection systems for IoT networks include Federated Learning (FL). FL has received a
lot of consideration for IoT networks because of the data privacy concerns surrounding the systems [9, 10]. Within an FL
framework, local models are trained with private datasets at each node, and only model updates are transmitted to a
centralized server. The server updates the global model, and the distributed model is sent back to the nodes to continue
local learning [11]. Because of the distributed nature of FL, a global model is continuously updated based on the
networked data [12].

The use of federated learning (FL) in intrusion detection systems has two primary benefits. The first is that devices
only send information for model updates, and the raw data is not sent, which mitigates privacy and data exposure risks in
distributed systems [13]. The second benefit is that the lightweight model updates significantly decrease the volume of
communications when compared to centralized learning [14]. Moreover, learning in a distributed manner increases the
system’s flexibility, responsiveness, and robustness in the always-changing nature of IoT ecosystems [15]. From a security
standpoint, federated learning complements the Zero Trust model since it is assumed that no participating node is fully
trusted and that all model updates should be validated and then aggregated.

It is noted that many of the security IoT solutions in healthcare have some of the same limitations. Many of the
federated learning frameworks assume some form of intrusion detection with privacy protection but focus less on trust
evaluation, access control, and threat containment. In the same way, many Zero Trust architectures focus on authentication
and policy control but do not incorporate threat detection. Scalability, the efficiency of communications, and the
heterogeneity of IoT frameworks are other challenges that exist. Also, it is noted that there is a lack of integration of
federated intrusion detection systems and security enforcement constructs such as Zero Trust Architecture (ZTA) and
Secure Access Service Edge (SASE) in the context of the healthcare domain IoT systems.

In response to these issues, we propose FL-EZTF, a Federated Deep Learning and Enhanced Zero Trust Framework
combining privacy and security for cloud-edge healthcare IoT systems. This framework combines federated deep learning,
Enhanced Zero Trust Architecture (E-ZTA), and SASE-based policy enforcement within a single security architecture. At
the healthcare edge, lightweight deep learning models are built, and trust-aware aggregation, continuous authentication,
micro-segmentation, and adaptive containment are employed to enhance security. The framework combines intelligent
intrusion detection, trust enforcement, and edge-based policy to offer flexible and privacy-preserving protection in real
time for advanced healthcare IoT systems.

1.1. Motivation and Challenges

Healthcare IoT system development technologies quickly compromise system security and usability. Conventional
security measures cannot ensure privacy, scalability, or low latency for resource-constrained healthcare devices. One of
the key issues is the privacy of the centralized storage of sensitive patient data. While federated learning minimizes data
sharing, existing federated learning systems are still susceptible to adversarial model updates and poisoning. Moreover,
the diverse and dynamic nature of IoT systems creates challenges for effective centralized monitoring and increased
detection latency. Current Zero Trust implementation focuses mainly on authentication and access control, while most
federated learning-based IDSs do not offer a continuous trust and adaptive response. Integration of Federated Intelligence,
Zero Trust, and SASE Managed Healthcare Policy remains low. Based on these issues, this research proposes a
comprehensive and integrated healthcare IoT security framework, combining privacy-preserving federated learning,
continuous trust verification, and policy protection at the cloud-edge for resilient security.

1.2. Contributions

e Developed FL-EZTF based on FL, E-ZTA, and SASE.
e Proposed trust-aware federated aggregation for secure healthcare [oT.
e Developed adaptive containment and micro-segmentation on edge nodes.
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e Evaluated framework on CIC-10T-2023, IoT-23, and WESAD datasets.
e Achieved better accuracy with less latency and greater robustness.

1.3. Contributions

e We propose FL-EZTF, a federated anomaly-detection + E-ZTA + SASE architecture for healthcare IoT.

e We design lightweight local DL models (e.g., CNN-LSTM or LSTM-AE) suitable for edge nodes and federated
aggregation.

e We simulate a multi-hospital federated setup and quantify privacy, accuracy, latency, and containment time
compared to baselines.

2. Related Work

2.1. FL-Based Intrusion Detection Systems for IoT

Due to privacy concerns, securing loT environments using Federated Learning (FL) based intrusion detection
systems, has gained a lot of interest. The authors of [16] developed an FL based intrusion detection framework with the
capability of monitoring IoT communications over the MQTT protocol. The framework was tested on the MQTT-IoT-
IDS2020 dataset that contains almost 2 million instance of attacks and obtained over 80% detection accuracy. Although,
additional communication latency was introduced by the framework, there was no adaptive trust validation mechanism
to validate compromised devices.

To study the adversarial effects on FL systems, the authors of [17] studied the effects of model poisoning, by using
Generative Adversarial Networks (GANs). Among the many effects of including malicious clients, the authors observed
that FL based intrusion detection systems suffer from biased predictions, increased false positives, and decreased detection
trust. To construct a better balance between trust and security in a collaborative context, the authors proposed a trust-
aware relationship based social intrusion detection system (SIDS). Although the framework improved the trust in social
systems, the framework increased the trust in social systems, but worsened the computational burden, and failed to
perform real time containment.

The study in [18] proposed a federated CNN-based intrusion detection framework, using the CSE-CICIDS2018
dataset, to detect multiple types of attacks, including DoS-Slowloris, DoS-HOIC, and brute-force attacks. Although the
framework indicated good performance, it was mainly focused on attack classification and did not incorporate attack
response adaptively or trust continuously enforced. In [19], a semi-supervised FL-based framework for anomaly detection
in large-scale IoT environments using the N-BaloT dataset was introduced. Communication overhead in the federated
training rounds was a limitation of the framework, despite successfully detecting novel attacks. The study in [20], which
used the IoT-23 dataset, presented a decentralized FL-based CNN framework. The model achieved high detection
accuracy, but the high number of false positives limited its usability in real environments.

The study in [21] proposed a GRU-based federated threat classification model, using the ToN-IoT dataset to classify
query flooding, SYN flooding, and distributed denial-of-service attacks. Although the framework was able to classify
attacks effectively, the training times were long, and a scalability analysis for large healthcare IoT deployments was not
presented.

2.2. Privacy-Preserving FL Models

Multiple attempts have been made to enhance distributed learning and privacy preservation in IoT intrusion detection
systems. In [22], the authors introduced FEDGAN-IDS, a combination of federated learning with added privacy
preserving techniques. The proposed framework detected 24 types of attacks on the NSL-KDD, KDD-CUP99, and
UNSW-NBI15 datasets. However, the complexity added to the model increased communication delays and decreased the
efficiency of deployment in the real world.

In [23], the authors also proposed an FL-based intrusion detection framework for edge-assisted IoT systems. The
framework implemented local learning in edge nodes in order to decrease the exposure of centralized data, and the
framework was able to identify denial-of-service and unauthorized probing attacks. The detection performance of the
framework was satisfactory; however, the design had a strong focus on the identification of attacks, and there was no
design of adaptive trust management and automated containment

In the contribution in [24], the authors proposed a multi-view federated intrusion detection framework which
integrated Random Forest classification and Grey Wolf Optimization (GWO) based feature extraction. The approach
enabled the analysis of network traffic using uniflow, biflow and packet-level traffic, thus improving the reliability of
detection. However, the framework had a high false-positive rate and did not offer defense mechanisms for malicious
federated participants.

The authors of [25] proposed a framework for anomaly detection in the Modbus traffic data, centered on GRU
models, based on FL. Despite strong detection accuracy and recall, the framework has limited applicability in latency-
sensitive [oT environments due to time-intensive training and testing. Similarly, in [26], an FL-based unsupervised
intrusion detection framework demonstrated effective detection of botnet, denial-of-service, and port-scanning attacks
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based on the CICIDS2017 dataset. However, the framework lacks the incorporation of active resilience mechanisms to
counter adversarial conduct in the large-scale distributed IoT environments as well as the Byzantine attacks.

2.3. Robustness of FL and Model Poisoning Attacks

The application of federated learning (FL) in IoT intrusion detection is still new and comes with challenges. One of
the primary challenges is the effect of malicious participants in federated learning, especially in an loT environment. In
the work referenced as [17], it was shown that FL-based intrusion detection systems are subject to poisoning-based attacks
when malicious participants are allowed to perform updates on the to-be Federated global model. Some of the problems
highlighted were biased predictions, high false positive rates, and instability in the collaborative learning process. The
trust-based collaborative IoT framework (SIDS) proposed by the authors addressed some of the problems but still does
not have passive client validation and real-time adversarial mitigation. In the same way, the multi-view FL framework
proposed in [24] introduced improvements in threat and attack detection via RFs and GWO. As is, the primary focus of
the framework was on the improvement of detection capabilities and the issues of Byzantine-resilient aggregation,
malicious clients, and adaptive trust ratings were not addressed. As such, most of the offered research focuses on privacy-
preserving algorithms and the classification of attacks with the least focus on the adversarial attacks framework and
poisoning in the distributed healthcare [oT system.

2.4. Gap Analysis

Table 1 summarizes the notable drawbacks of current FL-based intrusion detection systems and juxtaposes them
with the FL-EZTF framework. While earlier works have made significant strides in enhancing privacy by not directly
exchanging raw data, the majority of these frameworks are still lacking in shielding against malicious clients and attacks,
including poisoning attacks and Byzantine behavior. Moreover, most approaches exhibit a communication burden and
higher rates of false positives along with low scalability in the context of heterogeneous IoT deployments. It is also
apparent that the current solutions incorporating Zero Trust and FL-based systems, do not offer adaptive trust scoring,
realtime response and containment, or integrated security enforcement on the cloud and the edge. The FL-EZTF
framework, on the other hand, employs trust-aware federated learning, Enhanced Zero Trust Architecture (E-ZTA), and
SASE-based orchestration, and presents an innovative solution that is scalable, privacy-preserving, and real-time for
secure healthcare [oT ecosystems.

3. Proposed Framework (FL-EZTF)

The FL-EZTF framework utilizes a three-layer cloud-edge IoT architecture for healthcare: device, edge, and
cloudedge coordination layers. The architecture supports privacy-preserving intrusion detection, continuous trust
verification, and adaptive security enforcement in distributed healthcare settings.

At the device layer, the healthcare IoT ecosystem includes hospitals and clinics, as well as devices such as wearable
sensors, patient monitoring systems, infusion pumps, and telehealth and telemedicine devices. These devices collect both
physiological and network data. Lightweight deep learning models, like LSTM Autoencoders and CNN-LSTM networks,
operate at the device layer to detect anomalous/suspicious behaviors. To enhance patient privacy and reduce exposure of
sensitive healthcare data, the aforementioned models (and data collected by these devices) remain in the local healthcare
facility. The only external data shared in the federated learning framework comprises locally updated model parameters
and encrypted updates.

The edge layer is implemented at the hospital gateways, acting as a federated learning and security enforcement
layer. Within this layer, local model updates from healthcare devices are pre-processed and sent to the global aggregation
server. The edge layer incorporates the Enhanced Zero Trust Architecture (E-ZTA) and continuous validation of device
identity, user behavior, and context requests. Continuous authentication, trust scoring, and reauthentication are employed.
Micro-segmentation and quarantine of devices, along with policy-based threat containment mechanisms are implemented
to provide a rapid response at the edge. The cloud—edge coordination layer integrates the centralized federated learning
server and SASE-enabled security orchestration services. The global federated server is responsible for the trust-aware
aggregation of model updates and the dissemination of global model updates to the edge nodes. The SASE component
integrates the SWG, CASB, FWaaS, and ZTNA, to provide consolidated policy-driven and automated cross-domain
security and traffic management. The framework leverages an iterative cycle of federated learning, in which healthcare
devices train the model locally, edge nodes validate and aggregate the model updates, and the cloud server processes the
global model for redistribution. The integration of federated learning, E-ZTA, and SASE-based orchestration enables the
FL-EZTF framework to deliver scalable, privacy-preserving, and real-time security for emerging healthcare IoT
ecosystems.
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Table 1. Gap Analysis between Existing FL-Based [oT IDS Approaches and the Proposed FL-EZTF Framework

Research Aspect

Limitations of Existing Works (Refs. [18]-[28])

FL-EZTF Improvements

Privacy Preservation

Existing studies focus mainly on preventing raw data
sharing but provide limited protection against
compromised clients and malicious model updates.

Introduces privacy-preserving federated learning
with trust-aware aggregation and continuous
validation at edge nodes.

Model Poisoningand Byzantine
Defense

Most existing frameworks do not address Byzantine-
resilient aggregation or malicious client filtering
during federated learning.

Incorporates trust-aware validation and adaptive
filtering of suspicious model updates before global
aggregation.

Detection Accuracy

Several approaches achieve high detection accuracy
but suffer from increased false positives and poor

Provides balanced intrusion detection with
improved accuracy and reduced false-positive rates

Communication Overhead

lizati het IoT . .
generaiization across clerogencous % | across diverse healthcare IoT scenarios.
environments.

Many FL-based systems experience excessive | Employs lightweight deep learning models and

communication latency and computational overhead
during federated training rounds.

optimized federated communication for edge-
assisted healthcare environments.

Trust Management

Existing works mainly focus on attack detection while
lacking continuous trust evaluation and contextual
risk assessment.

Integrates Enhanced Zero Trust Architecture (E-
ZTA) for continuous authentication, adaptive trust
scoring, and behavioral verification.

Real-Time Threat Containment

Detection outcomes are rarely connected with
automated response and containment mechanisms.

Enables real-time threat containment through
micro-segmentation, device quarantine, and
adaptive access control.

Edge—Cloud Coordination

Most studies provide limited coordination between
cloud security and edgelevel enforcement.

Combines federated learning, edge intelligence, and
SASE-based policy orchestration for unified cloud—
edge security management.

Scalability

Existing systems show performance degradation with
increasing federated clients and large-scale IoT
deployments.

Designed for scalable healthcare IoT environments
using distributed edge processing and hierarchical
federated learning.

Healthcare [oT Applica-bility

Most existing approaches target generic IoT
environments without considering healthcare-
specific privacy and latency requirements.

Specifically designed for healthcare IoT systems
with privacy preservation, low-latency response,
and secure medical data handling.

Cloud-Edge Layer

SASE
SWG CASB
FWaaS ZTNA
A Global Model
Updates
A 4
= Federated Learning
o Server
A
4 A4
E-ZTA

Local Model
Updates

Hospital/Edge
Nodes

Local Model -
Training :

. Local Model I
\ Updates |

Local Model ;
Training :

Fig. 1. High-level architecture of FL-EZTEF: federated learning across hospital/edge nodes, E-ZTA modules at edge, and SASE policy enforcement at
cloud-edge layer.
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3.1. Federated Deep Learning Module

The Federated Deep Learning module in the proposed FL-EZTF framework enables intrusion detection that
preserves the privacy of medical and network data against unauthorized access. Participating healthcare organizations,
hospital gateways, and edge nodes can train deep learning models on IoT traffic data and device data without sending this
data beyond the edge node. This enables organizations to cooperate and share information regarding threats and protect
valuable data at the same time. The FL-EZTF framework is designed to address the multi-faceted and non-stationary
nature of IoT data. It uses deep learning frameworks for LSTM Autoencoders, hybrid CNN-LSTM models, and 1D-CNN
models. LSTM Autoencoders, part of the deep learning framework, are used for anomaly detection and reconstruction to
identify abnormal behavior in healthcare IoT systems. The hybrid CNN-LSTM model combines spatial and temporal
domains to identify Denial-of-Service (DoS) attacks, as well as intrusion activities that occur in multiple steps. The
IDCNN model is an intrusion detection model for resource-constrained healthcare devices that allows for low latency
and low-power consumption. IoT traffic data is preprocessed to normalize, reduce the number of dimensions using PCA,
and segment time before the locals models are trained. Each federated client is required to train the model on a given
number of epochs using the Adam optimizer. The clients share only the trained model parameters and gradients to the
aggregating server which performs the model updates. To enhance resilience against untrustworthy or adversarial
participants, the framework introduces an aggregation mechanism under the concept of trust federated aggregation, which
is a variant of the Federated Averaging (FedAvg). For this model, a client’s local model parameter is denoted as wy' where
k is the index of the client and ¢ is the global communication round. 7} is the trust score of the k-th client derived from
behavioral confirmation and anomaly assessment. The global aggregation is described as follows:

K,
wtt1=Xoy, @8
k=1
where the aggregation weight ax is computed as:
TkXDk
O=SF o~ 2
¢ £, TxD; @

Here, Dy refers to the size of the local dataset belonging to client k. Trust-based aggregation methods effectively
decrease the impact of problematic or malicious clients, increasing the level of consistency and trust in the global federated
model. The federated learning algorithm is executed in iterations, which are divided into several global communication
rounds. For every round, local models are built and validated at healthcare edge nodes, and the improved global model is
sent back to the institutional users. To minimize the amount of data sent and the delay in healthcare networks that are
federated, methods such as gradient compression, sparse updates, and weight quantization are used. The global model,
once spread to every institutional user, functions as the basis for real-time anomaly detection and the adaptation of
countermeasures to continuously changing cyber threats, all without compromising the integrity of the data.

3.2. Enhanced Zero Trust Architecture (E-ZTA) at the Edge

The enhanced zero trust architecture (E-ZTA) module works at the healthcare edge layer to implement continuous
trust evaluation, adaptive access control, and adaptive threat containment at the healthcare edge layer for distributed IoT
environments. As opposed to conventional zero trust systems, which heavily depend on static authentication policies,
behavioral analytics, contextual risk assessment, and adaptive policy enforcement are emphasized to increase the security
resilience of the healthcare IoT ecosystem.

1. Continuous Behavioral Verification

The framework under consideration for implementation focuses on continuous verification rather than on a reliance
of one-time authentication methods. This involves observing user behavior, device behavior and network traffic patterns.
At edge nodes, lightweight anomaly detection models are used to identify suspicious behavior by analyzing access and
traffic patterns and deviations. An example may include a spectrum of communication behavior, and access and device
posture. Communication patterns may also include patient monitoring and affinity grouping over a spectrum of infusion
devices. Continuous verification extends beyond anomalous behavior, allowing for early detection of threats, while
maintaining barriers of unauthorized access within a healthcare environment.

2. Micro-Segmentation and Adaptive Isolation

To mitigate cyberattack spread, the structure of healthcare IoT environments is split into different logical
microsegments. loT wearable devices, patient and imaging monitoring systems, telemedicine devices, and administrative
systems fall into different micro-segments. The E-ZTA framework proposed here isolates faulty or high-risk entities using
adaptive segmentation policies. By restricting the lateral propagation of malware, insider threats, and other forms of
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attacks, the framework addresses the critical concern posed to integrated systems within the healthcare ecosystem. The
framework fulfills this concern while reducing the impact of a cyber incident and retaining the continuity of healthcare

services.

Algorithm 1 Trust-Aware Federated Training and Aggregation in FL-EZTF

Require: Global communication rounds 7, local epochs E, participating clients K, trust threshold z, local datasets Dy

1: Initialize global model parameters w°
2:fort=0to T—1 do
3: Server selects a subset S, of available healthcare clients
4: for all k €S;in parallel do
5: Client k receives global model w'
6: Preprocess local healthcare IoT data
7: Train local model for £ epochs using dataset D;8:  Compute local model update:

Aw=w-0'
9: Compute anomaly score A, from local behavioral analysis
10: Compute trust score:

I 1
K144,

11: if Ty < r then
12: Reject suspicious client update
13: else
14: Compress and encrypt A}
15: Transmit validated update to edge aggregator
16: endif 17: end for
18: Edge aggregators validate received updates
19: Compute trust-aware aggregation weights:

_ TyxDy

He K, T<D;
20:Update global federated model:
- Kwttl
=X ’ it
k=1

21:Perform secure aggregation and integrity validation
22:Redistribute updated global model to participating clients
23:Update E-ZTA and SASE policies using global threat analytics
24: end for

25: return Final global model w’

Algorithm 2 E-ZTA Risk Evaluation and Adaptive Threat Containment

Require: Risk threshold 7, escalation threshold 7ec, monitoring window W
1: while system is active do
2: Receive device activity and network events
3: Generate anomaly score s using local intrusion detection model

4:
score:

7:

Compute behavioral deviation score b 5: Compute device posture score p 6: Calculate composite risk

R = as+fb+yp

if R < Thigthen
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8: Allow normal activity and continue monitoring

9:  else if Tysk < R < Tesc then

10:  Trigger adaptive authentication

11:  Restrict device privileges

12:  Enable micro-segmentation

13:  Log suspicious activity

14:  if multiple violations detected within window W then

15: Notify administrator and security operations center
16: end if
17: else

18:  Initiate threat containment

19:  Quarantine compromised device

20: Revoke active sessions and access tokens

21:  Collect forensic logs and attack traces

22:  Notify SASE control plane for global policy enforcement

23:  Apply cross-site blocking and isolation policies

24: end if

25:Update local trust profile using feedback analytics

26:if false positive confirmed then

27:  Adjust thresholds and retrain local detection model
28: end if 29: end while

3. Risk Scoring and Decision Enforcement

The E-ZTA module calculates a composite risk score combining results from anomaly detection, device posture
verification, and behavioral deviation assessment. The risk assessment procedure is defined as follows:

R =as+fb+yp 3)

where s is the indicator of the anomaly score output by the intrusion detection model; b stands for behavioral deviation;
and p means the posture score for the device. The weighting coefficients a, , and y determine the level of impact of each
security factor. Depending on the ascertained risk score, the framework implements adaptive decision enforcement. By
default, low-risk entities are granted access; mid-risk entities are subjected to step-up authentication or controlled access;
and high-risk entities are subjected to automatic quarantining or isolation. This process of adaptive decision making not
only enables the swift containment of threats, but also ensures that critical system functionality is not impacted to a large
extent.

3.3. SASE Integration

For the integration of Secure Access Service Edge (SASE) with the proposed FL-EZTF framework, SASE interprets
the results of anomaly detection and applies adaptive security mechanisms across the distributed healthcare IoT
environment. The federated learning module is capable of performing Intrusion Detection and Risk Assessment at the
edge, while the SASE layer implements cloud-edge unified policy and orchestrated response to threats.

Within the proposed framework, each component of SASE implements a specific security function based on the risk
score and anomaly alerts generated by FL-EZTF. The SASE solution, Secure Web Gateway, prohibits access to malicious

Table 2. Roles of SASE Components and Their Integration with FL-EZTF

S{iif Compo- Primary Function Integragozlzr;vnth FL-

SWG F ilteArSA maliciops web traffic and | Blocks anomalous outbound traffic
suspicious sessions. detected by FL-EZTF.

CASB Cont.rols. access to healthcare cloud Restricts e_lbnorma_l access to EHR and
applications. telemedicine services.
Performs  distributed  firewall | Updates firewall rules based on detected

FWaaS .
policy enforcement. attack patterns.

ZTNA Provides identityaware and Adjusts authentication and quarantine
adaptive access control. policies using risk scores.

URLSs and blocks suspicious outbound traffic. The SASE solution, Cloud Access Security Broker, within the SASE
framework, blocks anomalous access to the healthcare cloud services, including access to the Electronic Health Record
(EHR) and the telemedicine platform. In a similar fashion, Firewall as a Service (FWaaS) employs an adaptive and context
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aware access control based on risk score, which controls the extent to which an attack can spread across the healthcare
network. Zero Trust Network Access (ZTNA) employs adaptive access control and context based control, based on risk
score, which is generated by the E-ZTA module.

To support dynamic policy enforcement, the framework adjusts security policies based on the evolving threat
situation using:

Pt = Pt-1+ ARt “)

where P is the revised security policy, R;is the risk score from FL-EZTF, and 4 is the factor for policy adaptation.
Integration of federated learning, E-ZTA, and SASE provides privacy-preserving intrusion detection and adaptive
trust enforcement and quick threat containment for large scale health care IoT systems.

3.4. Workflow Summary

The sequential workflow of the FL-EZTF framework is shown in Figure 2. The starting point involves the collection
of data from IoT healthcare devices, along with local data preprocessing steps of normalization and feature extraction.
Each device or hospital node implements local training and inference using lightweight deep learning models and
performs real-time anomaly detection. Local nodes send only federated model updates to the global server rather than the
raw data, thus maintaining privacy. At the edge, the Enhanced Zero Trust Architecture (E-ZTA) performs continuous and
real-time risk score assessments through device posture and user behavior monitoring. Depending on the results,
containment enforcement policies are applied: low-risk situations allow free access, medium-risk situations initiate step-
up authentication, and privilege restrictions are applied; high-risk situations cause total containment. At the final step, the
SASE layer makes these security controls cloud-level decisions, applying the same controls and policies to all distributed
healthcare environments.

4. Experimental Setup

This section outlines the experimental methodology used to validate the proposed FL-EZTF framework under
realistic deployment conditions. The evaluation focuses on measuring intrusion detection effectiveness, privacy
preservation, trust enforcement, and policy response behavior within distributed healthcare IoT environments. Details
regarding the datasets, preprocessing pipeline, federated simulation settings, model architectures and hyperparameters,
baseline configurations, and evaluation metrics are presented. Collectively, these components define a comprehensive
and reproducible experimental framework that enables fair and meaningful comparison with existing approaches.

4.1. Datasets

Table 4 contains a summary of the datasets developed to evaluate the proposed FL-EZTF framework. CIC-10T2023
is used as the primary dataset for federated intrusion detection because it contains a rich variety of IoT traffic profiles,
attack categories, and diverse behavioral patterns of IoT devices. To evaluate the framework’s robustness and
generalization capability, some unseen attack traffic patterns are considered using IoT-23, which consists of multiple
botnets and malicious IoT framework traffic. Unlike the other datasets, WESAD is not used for intrusion detection. It is
used as a dataset to model the normal behavioral and physiological patterns of healthcare devices. The use of this
collection of datasets achieves an adequate and balanced assessment of intrusion detection, behavioral verification, and
contextual trust enforcement in a distributed healthcare IoT system.

Table 3. Workflow Summary of FL-EZTF Framework

Step Process Description

1 Data Collection: IoT devices and medical sensors generate traffic and telemetry data at hospital or
home environments.

5 Local Preprocessing: Features are normalized, reduced (e.g., PCA), and encoded at device/edge
nodes for consistency.

3 Local Training & Inference: Lightweight DL models (LSTM-AE, CNN-LSTM, 1DCNN) perform
anomaly detection and generate local alerts.

4 Federated Update Sharing: Model updates (not raw data) are transmitted securely to the edge/global
aggregator for FedAvg.

5 Global Aggregation: Central server aggregates updates, validates the model, and redistributes
improved weights to all nodes.

6 E-ZTA Verification: Local risk scoring combines anomaly score, user behavior, and device posture
to evaluate trust level.

7 Decision  Enforcement: Low-risk — normal access; Medium-risk —  step-up
authentication/privilege reduction; High-risk — containment/quarantine.

3 SASE Policy Enforcement: SWG, CASB, FWaaS, and ZTNA modules enforce global access rules
and block suspicious sessions.

9 Continuous Feedback: Logs, alerts, and outcomes are fed back into federated models for retraining
and adaptive policy refinement.
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Table 4. Datasets Used in FL-EZTF Framework Experiments

Dataset Description Purpose in FL-EZTF Stage of Use
Large-scale IoT intrusion detection
dataset containing diverse IoT |Used as the primary benchmark for
traffic and 33 attack categories | federated intrusion detection and |Training and validation of

CIC-10T-2023

including DoS, DDoS, | anomaly classification in healthcare | federated deep learning models.
reconnaissance, and brute-force | IoT environments.
attacks.

Realistic IoT malware and benign | Used to evaluate model generalization
IoT-23 traffic dataset containing botnet and | and robustness against unseen IoT
device communication scenarios. attack behaviors.

External testing and robustness
evaluation.

Used only for modeling normal
behavioral patterns of healthcare | Behavioral profiling and
wearable devices within the E-ZTA | contextual risk verification at the
module. It is not used for intrusion | edge layer.

classification.

Physiological and wearable sensor
dataset containing ECG,
respiration, EDA, and motion
signals.

WESAD

6. SASE
Policy Enforcement

5. Federated
Update Sharing

6. Decision 6. E-ZTA
Enforcement Verification
1. Data 2. Lt;cal
Collection Preproce ssing

3. Local
Training & Inference

3. Local Train-
& Inferennce

© © @& Hf

Fig. 2. Workflow of the proposed FL-EZTF framework showing sequential steps: data collection, preprocessing, local training and inference,
federated update sharing, E-ZTA verification, decision enforcement, and SASE policy integration.

Table 5. Data Preprocessing Stages in the FL-EZTF Framework

Stage Preprocessing Step Techniques Used

Removal of duplicate records, null values, corrupted entries, and
irrelevant traffic features from raw IoT datasets.

One-hot encoding and label encoding of categorical attributes such as

1 Data Cleaning

2 F E i . .
cature Encoding protocol type, service category, and connection flags.
L Min-max normalization applied to numerical traffic features to
3 Feature Normalization o . .
maintain consistent feature ranges across heterogeneous IoT devices.
4 Feature Selectionand Reduction Cc_)rr_elatlon analysis and Principal Compor}ent A_nalyys (PCA) used to
eliminate redundant features and reduce dimensionality.
. . Sliding window segmentation applied to capture sequential traffic
5 Temporal Window Generation :
behavior and temporal attack patterns.
6 Non-TID Data Partitionin Dataset distributed across federated clients with uneven class and
& feature distributions to simulate realistic healthcare IoT environments.
7 Localized Edge Processing All preprocessing operations executed locally at healthcare edge nodes

to preserve privacy and reduce centralized data exposure.
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4.2. Data Preprocessing

Table 5 summarizes the data preprocessing pipeline integrated into the proposed FL-EZTF framework. First, raw
IoT traffic data and healthcare telemetry data are filtered to remove duplicate, incomplete, and irrelevant data. For
heterogeneous devices, categorical network attributes are transformed using one-hot and label encoding, while numerical
features are transformed using min-max normalization. Feature reduction and dimensionality optimization are performed
using Principal Component Analysis (PCA) and correlation analysis to balance edge computing and efficiency.

To capture the temporal behavior of attacks and the dependent structure of traffic, the sliding window segmentation
is used. The prepared data is then distributed to each federated client using a non-IID partitioning method aligned with
realistic healthcare loT deployments and traffic distribution. All preprocessing steps are done at the edge or client node,
which preserves data privacy and aligns with the principles of federated learning.

4.3. Federated Simulation Details

Table 6 presents the federated simulation parameters of the proposed FL-EZTF model. Each healthcare institution
represents a federated client with diverse loT traffic and device profiles. To simulate realistic healthcare [oT scenarios,
datasets are partitioned using a Non-IID strategy with imbalanced features and class distributions among clients.
Federated learning is performed over 100 global communication rounds. Each client performs 5 local epochs using the
Adam optimizer with a batch size of 64.

In addressing reviewers’ concerns about the scalability, experiments are also performed with 10, 25, and 50 federated
clients. Also, the FL-EZTF model adopts a trust-aware Federated Averaging method to enhance the framework’s
robustness against unreliable or malicious participants. Additionally, the combination of gradient compression and a
sparse model update approach reduces the communication overhead, allowing the framework to be efficiently applied to
distributed healthcare edge environments.

Table 6. Federated Simulation Configuration for the Proposed FL-EZTF Framework

Simulation Parameter Configuration Details

Number of Federated Clients 10, 25, and 50 simulated clients representing hospitals or healthcare edge gateways.

Each client represents an independent healthcare institution with local IoT devices and
heterogeneous traffic behavior.

Non-IID partitioning to simulate realistic traffic diversity across distributed healthcare
10T environments.

Client Representation

Data Distribution Strategy

Non-IID Partitioning Method

Uneven class distribution and feature skew applied across federated clients.

Global Communication Rounds

100 communication rounds performed for stable federated convergence.

Local Training Epochs 5 local epochs executed at each client during every communication round.
Batch Size Mini-batch size of 64 samples used for local model optimization.
Optimizer Adam optimizer with learning rate of 0.001.

Federated Aggregation Method

Trust-aware Federated Averaging (TA-FedAvg) with weighted client aggregation.

Client Participation Rate

Partial client participation enabled to simulate dynamic healthcare edge availability.

Communication Optimization

Gradient compression and sparse update transmission applied to reduce bandwidth
overhead.

Table 7. Model Architectures and Hyperparameter Configuration

Parameter

Configuration

Model Types

LSTM Autoencoder (LSTM-AE), CNN—
LSTM Hybrid, 1D-CNN

Input Features

Selected network and telemetry features after preprocessing and PCA reduction

LSTM-AE Structure

Two LSTM layers with 128 and 64 hidden units for sequential anomaly reconstruction

CNN-LSTM Structure

1D convolutional layers for spatial feature extraction followed by LSTM layers for
temporal learning

1D-CNN Structure

Lightweight convolutional layers optimized for resource-constrained healthcare IoT
devices

Activation Functions

ReLU for convolution layers and Tanh for
LSTM layers

Dropout Rate

0.3 for overfitting reduction and training stability

Optimizer

Adam optimizer

Learning Rate

0.001

Loss Functions

Mean Squared Error (LSTM-AE), Categorical Cross-Entropy (CNN-LSTM and 1D-
CNN)

Batch Size

64 samples

Training Strategy

Local federated training with trust-aware global aggregation (TA-FedAvg)
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4.4. Model Architectures & Hyperparameters

Table 7 describes the architectures and hyperparameters used within the proposed FL-EZTF framework. To deploy
in resource-limited healthcare loT environments while effectively capturing the temporal and spatial patterns of attacks,
lightweight deep learning models are used. The LSTM Autoencoder is used for the reconstruction of sequential anomalies
and the detection of abnormal IoT activities, while the CNN-LSTM hybrid model is used for the detection of coordinated
attacks due to its spatial and temporal feature learning abilities. The 1D-CNN model is designed for real-time, low latency
inferences on wearable and edge healthcare devices with limited computing capabilities.

All models are trained using dimensionally reduced feature vectors generated after feature preprocessing and
PCAbased feature reduction. In heterogeneous federated environments, dropout regularization is applied to mitigate the
impact of overfitting, and the Adam optimizer with a learning rate of 0.001 is used to ensure convergence. The proposed
trust-aware federated aggregation mechanism aggregates the local model updates generated at the federated healthcare
clients.

4.5. Baselines

Evaluating the performed comparisons with the FL-EZTF framework, various established baseline frameworks used
within the context of IoT security and intrusion detection have been considered. The first comparison is with a Centralized
Deep Learning Intrusion Detection System (Centralized DL IDS) [27]. Centralized learning models, although they can
achieve a high level of accuracy for detection, tend to be very risky for the privacy of users and for healthcare systems,
impose a high level of communication overhead, and lack scalability in a distributed setting.

Lack of adaptive trust management and policy enforcement, within the context of a Federated Learning (FL)-based
Intrusion Detection System (IDS), is referred to as the second baseline [28]. A comparison of this kind helps to determine
the merits and demerits of the frameworks incorporating federated learning only in the context of [oT Healthcare Security.
The evaluation scope is enlarged by comparing the framework with a Zero Trust Architecture (ZTA)-only framework
(ZTAonly 2025). Zero Trust (ZT) systems improve security of access; however, support to detect and mitigate attacks in
a real-time and automated manner is largely absent and remains unexplored. The evaluation framework also includes a
Single Architecture for Security in the Enterprise (SASE)-only framework [29]. Absence of federated intelligence, within
the context of access policy control and Cloud/Edge management security, is what this baseline considers. Distributed
security includes, but is not limited to, integration of Secure Web Gateways (SWG), Cloud Access Security Brokers
(CASB), Firewall-as-a-Service (FWaaS), and Zero Trust Network Access (ZTNA). The inability to address the evolving
nature of cyber threats through collaborative learning and adaptive threat intelligence remains a disadvantage for the
framework. Finally, the proposed FL-EZTF framework also compares FedProx and Byzantine-resilient aggregation
methods to assess scalability, communication efficiency, and the ability to counter malicious federated participants. With
these comparisons, FL-EZTF intends to offer advancements in privacy preservation, adaptive trust enforcement, detection
accuracy, robustness, and threat mitigation in real-time across distributed healthcare IoT ecosystems.

4.6. Evaluation Metrics

Table 8 lists the evaluation metrics of the proposed FL-EZTF framework. The evaluation of the federated learning
module is done using the standard classification metrics of accuracy, precision, recall, and F1-score. These assess the
reliability of intrusion detection and classification. Moreover, training efficiency and containment are evaluated by the
False Positive Rate (FPR) and the number of convergence rounds. The suitability of the proposed framework for resource-
constrained healthcare [oT is evaluated by the communication overhead. To measure the trust-aware federated aggregation
mechanism’s resilience to unreliable or malicious clients’ attacks, the Trust-aware Federated Aggregation Mechanism
incorporates the Attack Success Rate (ASR), the Byzantine Detection Rate (BDR), and exposed Poisoned Client Impact
(PCI). For the E-ZTA decision and containment layer, containment time, decision latency, and Mean Time to Detection
(MTTD) are the evaluation metrics for real time threat response and adaptive security infringement. In addition, the False
Rejection Rate (FRR) is evaluated to measure the influence of security measures on legitimate users and devices in
healthcare. Overall, these metrics provide a comprehensive evaluation of detection accuracy, scalability, the balance of
communication efficiency, and operational feasibility in distributed healthcare IoT environments.

5. Results and Discussion

5.1. Intrusion Detection Performance

The proposed FL-EZTF framework’s intrusion detection performance is assessed using multiple baseline approaches,
including Centralized DL IDS, FL-only IDS, ZTA-only, SASE-only, FedProx, and Byzantine-Robust FL models. Each
experiment was conducted five times. The results show average performance with standard deviation. As presented in
Table 9, FL-EZTF outperforms all the other methods in terms of detection accuracy and false positive rates. The
integration of trust-aware federated aggregation, adaptive trust verification, and edge-level policy enforcement enhances
detection reliability and trust within the federated learning architecture for distributed healthcare [oT systems.
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5.2. Federated Learning Convergence Analysis

The convergence capacity of the proposed FL-EZTF framework is analyzed by numerous federated communication
rounds. As presented in Table 10, the FL-EZTF framework offers rapid convergence and improved model stability,
compared to standard federated learning frameworks. The trust-aware aggregation mechanism lessens the detrimental
effects of both uncertain and unreliable client updates and enhances learning consistency across the health care IoT
ecosystems.

5.3. Communication Overhead and Scalability Analysis

The flexibility and efficiency of communication for various numbers of federated healthcare clients were tested. The
study analyzes communication latency, overhead, and the accuracy of detection versus the number of clients. Table 11
shows that the framework’s detection accuracy remains optimal with increased clients. The framework balances
communication overhead and latency despite a gradual increase with a large number of clients. The results of this study
confirm positive scalable results for the distributed Integrated Federated Learning for Healthcare IoT with Thin Client
(FL-EZTF) systems.

5.4. Robustness Against Poisoning and Byzantine Attacks

Poisoning attacks simulate adversarial robustness evaluations, permitting 20% of federated clients to send altered
model updates during aggregation. FL-EZTF’s performance is evaluated against other standard federated learning
methods, defending against malicious participatory clients. Table 12 displays how the FL-EZTF framework is more robust
in the presence of malicious federated clients than other baseline methods. The aggregation strategy is trust-aware, which
decreases the impact of malicious updates, and further enhances the detection of Byzantine clients. Consequently, FL-
EZTF has lower adversarial attack successes and overall stable performance for intrusion detection in adversarial
environments.

Table 8. Critical Evaluation Parameters for the FL-EZTF Framework

Parameter Description
Federated Learning (FL) Module
Accuracy (%) Opverall correctness of intrusion classification.
Precision (%) Percentage of predicted attacks that are true positives.
Recall (%) Fraction of actual attacks successfully detected.
F1-score (%) Harmonic balance between precision and recall.
False Positive Rate (FPR) Legitimate traffic incorrectly classified as malicious.
Convergence Rounds Number of federated rounds required for stable convergence.
Communication Overhead Bandwidth consumption during federated model updates.
Attack Success Rate (ASR) Percentage of successful adversarial or poisoning attacks.
Byzantine Detection Rate (BDR) Ability to identify malicious or unreliable federated clients.
Poisoned Client Impact (PCT) Influence of compromised client updates on global model
performance.

E-ZTA Decision and Containment Layer

Containment Time (s) Delay between threat detection and device isolation.
Decision Latency (ms) Time required for risk evaluation and policy enforcement.
Mean Time to Detection (MTTD) Average time required to detect malicious activity.

False Rejection Rate Legitimate users or devices incorrectly restricted or
(FRR) quarantined.

Table 9. Intrusion Detection Performance Comparison of FL-EZTF and Baseline Methods

Method Accuracy Precision Recall F1-Score FPR
Centralized DL IDS 95.4+0.5 94.8£0.6 959+£0.5 953+0.4 47+03
FL-only IDS 932+0.6 924+0.5 93.8+0.6 93.1+£0.5 5.6+04
ZTA-only 84.7+0.8 83.5+0.7 85.1+0.9 84.2+0.7 92£0.5
SASE-only 86.5+£0.7 85.9+0.8 86.7+0.7 86.2+0.6 8.4+04
FedProx 94.1+£0.5 93.7£0.6 94.4+£0.5 94.0+0.5 51£0.3
Byzantine-Robust FL 95.0+0.4 94.5+0.5 952+0.4 948+0.4 43+0.3
Proposed FL-EZTF 97.1+£0.3 96.6 £0.4 97.5+£0.3 97.0+0.3 3.1£0.2
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Table 10. Federated Learning Convergence Comparison

Method Convergence Rounds Final Accuracy
FedAvg 128 93.4
FedProx 112 94.3
Byzantine-Robust FL 104 95.1
Proposed FL-EZTF 89 97.1

Table 11. Scalability and Communication Overhead Analysis

Clients Accuracy (%) | Latency (ms) Communication Overhead
(MB)
10 97.1 82 4.1
25 96.5 97 5.8
50 95.8 118 7.2
Table 12. Robustness Evaluation Under Poisoning and Byzantine Attacks
Method Accuracy Under Attack (%) ASR (%) | BDR (%)
FedAvg 81.4 27.5 61.2
FedProx 86.3 19.8 73.6
Byzantine-Robust FL 91.5 11.2 88.4
Proposed FL-EZTF 94.6 6.7 94.1

5.5. E-ZTA Decision and Threat Containment Analysis

The E-ZTA decision and containment layer seeks to understand the impact of adaptive trust enforcement coupled
with real-time threat enforcement in a distributed healthcare IoT context. As depicted in Table 13, the FL-EZTF
framework compared to baseline systems shows a dramatic improvement in containment and decision latency. The
combination of E-ZTA and SASE-based adaptive policy enforcement leads to the quick isolation of breached devices and
containment of incidents within the healthcare IoT ecosystem. The framework also demonstrates effective security and
operational balance through further reductions in the False Rejection Rate.

5.6. Comparative Analysis with Baseline Methods

The comparative analysis indicates that the proposed FL-EZTF framework strikes a better balance among intrusion
detection, scalability, communication efficiency, adversarial robustness, and adaptive threat containment. Centralized
learning techniques enable strong detection, but privacy, scalability, and other challenges emerge with centralized data
collection. FL-only techniques, while strengthening privacy, do not offer adaptive trust management or real-time
enforcement. ZTA-only and SASE-only approaches provide access control and distributed policy enforcement but, in
tandem, exhibit limited intrusion detection and threat intelligence.

Under the integration of trust-aware federated learning and SASE-based security orchestration, the FL-EZTF
framework incorporates intelligent intrusion detection with adaptive trust and cloud-edge policy enforcement and
management. Hence, the proposed framework provides a scalable and privacy-preserving security solution that meets the
requirements of healthcare IoT.

5.7. Discussion and Practical Implications

The experimental evaluation verifies that the framework FL-EZTF markedly enhances the reliability of intrusion
detection and the efficiency of communication, as well as robustness to adversarial attacks. Moreover, it enhances the
containment of adaptive threats within healthcare IoT systems. The integration of trust-aware federated aggregation
mitigates the harmful effects of malicious participants within federated learning and enhances the overall stability of the
global model. The integration of E-ZTA and SASE also promotes the enforcement of security control across both the
cloud and the edge, within acceptable latency for decisions and faster responses to threats. While the advantages
highlighted previously are important, some notable shortcomings exist. The operational testing was performed not on
actual hospital deployments but on simulated healthcare IoT environments. Additionally, significant communication
overhead could be experienced in very large federated networks with extremely high client mobility. The next steps will
concern the
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Table 13. E-ZTA Decision and Threat Containment Performance

Framework Containment Time (s) Decision Latency (ms) FRR (%)
Centralized DL IDS 6.8 176 6.1
FL-only IDS 7.3 162 5.5
ZTA-only 8.7 214 7.9
SASE-only 7.8 191 6.8
Proposed FL-EZTF 32 81 34

integration of lightweight explainable Al, and advanced federated Byzantine-resilient optimization for large federated loT
environments within the healthcare domain. In the provided figure 3, we visualize the performance of the proposed

Intrusion Detection Performance Comparison of FL-EZTF and Baseline Methods

Models Accuracy Precision F1-score False Positive | Convergence
(%) (%) (%) Rate (PR) (%) Rounds
Centralized DL IDS 95.4 94.8 95.9 95.3 4.7 65
FL-only IDS 93.2 92.4 93.8 93.1 5.6 125
ZTA-only 84.7 83.5 85.1 84.2 - 150
SASE-only 86.5 85.9 86.7 86.2 8.4 138
FedProx 94.1 93.7 94.4 94.0 5.1 112

Byzantine-Robust FL 95.0 94.5 95.2

Proposed FL-EZTF 97.1 96.6 97.5

Fig. 3. Heatmap comparison of baseline models and the proposed FL-EZTF framework across key detection and efficiency metrics.

FL-EZTF framework with various baseline methods using heatmaps. From the visualization we can see that FL-EZTF is
consistently better in detection accuracy, fewer false positives, and better convergence.

Figure 4 depicts the in-depth assessment of the FL-EZTF framework, addressing multiple dimensions of
performance. Evidence in Figure 4a indicates that FL-EZTF outperforms all baseline methods in detection with respect
to accuracy, precision, recall, F1-score, and the false positive rate. The results in Figure 4b suggest that compared to other
typical federated learning methods, the integration of trust-aware federated aggregation improves the stability of the
global model and decreases the convergence time. Figure 4c depicts that as the number of federated healthcare clients
increases, the detection performance of FL-EZTF remains stable, and the communication overhead remains low. In Figure
4d, the framework outperforms existing solutions against poisoning and Byzantine attacks in terms of both attack success
rate and malicious client detection. Finally, the results in Figure 4e indicate that the use of the E-ZTA decision and
containment layer improves the adaptive healthcare IoT security enforcement by reducing decision and containment
latency and the false rejection rate.

6. Conclusion and Future Work

In this study, an innovative framework called FL-EZTF was developed, based on trust-aware federated learning,
Enhanced Zero Trust Architecture (E-ZTA), and SASE-enabled policy enforcement, to deliver adaptive privacy and
security mechanisms for loT-based healthcare systems. The principles of this framework differ from traditional methods
of centralized or standalone federated intrusion detection. Instead, it combines distributed anomaly detection with ongoing
trust verification and adaptive threat containment within the cloud-edge continuum. FL-EZTF enhances privacy
preservation and intrusion detection capability and enables federated collaboration by retaining sensitive healthcare data
within the local boundaries of the participating healthcare organizations.
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FL-EZTF’s experimental evaluation in various healthcare IoT settings demonstrated improvements in detection
accuracy, reduction in false positives, convergence, adversarial attacks, and containment response times in comparison to
centralized, federated-only, and policy-only baseline approaches. Due to the incorporation of the trust-aware aggregation
and adaptive policy enforcement, FL-EZTF demonstrates resilience to malicious federated participants with low decision
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Fig. 4. Comprehensive performance evaluation of the proposed FL-EZTF framework across intrusion detection, federated convergence, scalability,
adversarial robustness, and adaptive threat containment metrics.

latency. The framework also supports containment in time-critical healthcare scenarios. The framework’s resilience to
performance degradation under increasing participation of federated clients also supports its feasibility for large-scale,
highly distributed IoT systems.

Promising as these initial results may be, some shortcomings remain. The framework was only validated in
healthcare IoT simulation setups, and some evaluations in real hospital infrastructures should be completed to improve
this framework. The focus of the upcoming studies will be to develop the framework into larger and more dynamic
federated systems and to integrate Byzantine-resilient aggregation, lightweight explainable Al, and real-time adaptive
learning in order to address evolving threats and provide resilience to the frame. Energy-efficient federated optimization
for real-time deployment of FL-EZTF in functional smart healthcare systems will also be prioritized.
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