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Abstract—Cloud Computing refers to network-based
service provided by a large number of computers, sharing
computing and storage resources. Combined with on-
demand provisioning mechanisms and relied on a pay-
per-use business model.

The Cloud Computing offers the possibilities to scale
rapidly, to store data remotely and to share services in a
dynamic environment. However, these benefits can be
seen as weaknesses for assuring trust, and providing
confidence to the users of service. In this case, some
traditional mechanisms to guarantee reliable services are
no longer suitable or dynamic enough, and new models
need to be developed to fit this paradigm.

This study describes the assessment of the trust in the
context of Cloud Computing, proposes a new trust model
adapted to Cloud environments, and shows some
experiments in regards of the proposed solution.

Index Terms—Trust, Cloud Computing, service selection,
Cloud Service Provider, Certain Logic, Direct Trust,
Recommended Trust.

|. INTRODUCTION

Trust and security remain ones of the greatest
challenges in Cloud Computing. Globally, the users do
not have enough knowledge about the trust and the
reliability of service providers. In Cloud environments,
the consumers make complex decisions, requiring trust
for several services and various reasons. These decisions
require many aspects that cannot be combined in isolation,
but all the features impact each other's in a dynamic way.

Therefore, trust-computing systems [10, 17] are used to
predict the trust of service providers. Diverse parameters
and characteristics are aggregated, filtered and offered to
users, to minimize the risks.

In trust research, most existing works use the simple
average [18], the Bayesian [32, 36] or the belief models
[12, 35] to compute the trust as statistical values.
However, the consumers cannot decide how much to rely
on the prediction for selecting a reliable provider based
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only on these probabilistic mechanisms. Another value
must be integrated to the accuracy of the feedback.

For assessing Cloud Computing service selection,
dynamic based trust mechanisms need to be used, in
combination with social mechanisms for providing
persistent trust. This way, when information about the
performance of the Cloud service is offered, that
information can only be trusted.

In this paper, a solution based on CertainLogic [21]
and performance values of the service providers is
proposed.

The remainder of this paper is organized as follows.
Section 2 introduces what is known about trust in
computing, and how it affects the design decisions for
trust computing. Section 3 describes the contribution of
our work and section 4 presents the proposed trust model.
Experimental results are presented in Section 5. At last,
section 6 concludes the paper.

Il. LITERATURE REVIEW

The way in which individuals form beliefs about
trustworthiness has been predominantly studied through
surveys [3, 5, 26, 27, 30]. The role of trust has been
acknowledged in IT domain, and it has been shown that
trust is among the main concern in the adoption of Cloud
Computing [3, 18, 19].

Although, the trust has been studied in different fields,
there is not a global agreement on its definition among
researchers. Trust can be defined as “the subjective
probability by which a party expects another to perform a
given action” [10].

It can also be defined as “the degree to which one
entity is eager to rely on something or someone, in a
situation with the concept of relative security” [10].

Several studies have been made about the trust,
covering various features:

The trust can be represented by its information and
feedback sources: it can be direct values from users, or it
can be recommendations from others parties. However,
these two sides cannot be dissociated for a total overview
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of the situation. And must be combined to reach a reliable
trust model.

Trust can also be formalized using logical or
quantitative approach, the logical approach focuses
mainly on the semantic structure of trust and effects of
trust. The quantitative approach focuses on the
uncertainty of trust, trust quantification, and the models
and algorithms of trust computing. Our research have
been pointed to quantitative approaches since the trust in
Cloud environment is mostly based on social interactions
and certainty. Therefore, the semantic of the trust
structure is not sufficient to represent realistic interactions
as trust represents the confidence of users in using cloud
services by mitigating technical and social factors.

In other works, trust has been classified as soft and
hard trust [28]. Hard trust represents the trust
relationships, which is derived from cryptography based
on security mechanisms, and soft trust is based on
relationships through social control mechanisms to derive
from the localized and external of system behaviour. In
our point, these aspects can be used as a set in different
contexts.

Finally, to model a trust system two main parties must
be included: the trust measures and the mathematical
model (metrics) used to aggregate ratings. Trust can be
measured using discrete or continuous values. Metrics
can be based on a simple summation or an average of
ratings [22], fuzzy logic [1, 7, 24, 25, 37], flow-based
models [2, 6, 13, 14, 29], probabilistic models such as
Bayesian systems [31, 32, 34, 36], or beta probability
density [17, 33] and subjective Logic [9, 12, 35].

A lot of research have used these properties to
represent compute trust.

In March formalism [16], trust is quantified as three
values: -1, 0, +1. Where +1 represents complete trust, -1
represents completely distrust, and O represents no trust
(un-trust). In these representation Marsh clearly defines
un-trust and distrust, but the relation between trust, un-
trust and distrust is rather simplified. A trust value is
either among trust and un-trust or among un-trust and
distrust. This representation doesn't characterize realistic
interactions, especially in Cloud environments.

In the most of quantitative trust models [13] the trust
rate is represented by a real value in interval [0, 1].

Jesang [11] described uncertain belief representation
by using subjective logic. In subjective logic, an opinion
is represented as a triple (b; d; u), with b, d, and u refer to
the rates of belief, disbelief, and uncertainty. Their sums
is equal to 1 (b+d+u=1). Later, Jesang [8] applied the
subjective logic to represent uncertain trust. The concrete
formalization of uncertainty u permits to express and
explain degrees of distrust, un-trust and trust; which takes
into account incomplete knowledge about a trustee.

Song [24] developed a reputation system based on a
fuzzy-logic approach. They used fuzzy-logic's ability to
handle uncertainty, fuzziness, and incomplete information
adaptively. The proposed system uses fuzzy logic
inference rules to calculate local trust scores and to
compute global reputation.
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The Bayesian reputation [36] computes values of the
trust depending on the beta probability density functions.
The reputation value is decided by a+p+2, where o and 3
are two parameters denoting the number of positive and
negative results.

Wang and Singh [35] modelled the reputation as a
three dimension belief (b, d, u), representing the
probabilities of positive, negative and uncertain outcomes.

Huang [6] proposed a method to aggregate
heterogeneous social networks and used the enhanced
topology of the trust graph to predict the reputation.

All these models quantify the trust as a probability
value based on direct trust or recommended trust.
However, they ignore the objective factors for the
provided service (QoS).

So, these trust models cannot assess the accuracy of the
trust value made by itself. In contrast, the performance
value is considered to give a more accurate evaluation in
our model, and both the trust and performance values are
used for selecting the best service.

In [21] the author proposed a model for the assessment
of propositional logic terms under uncertainty. The model
have been proved to be compliant with the standard
probabilistic evaluation of propositional logic terms and
with subjective logic, which provides the justification for
the mathematical validity of the model. The proposed
approach is more expressive than the standard
probabilistic approach, and although it is as expressive as
subjective logic. It provides simpler representation since
it is based on independent parameters and provides a
more intuitive and more expressive  graphical
representation. Furthermore, it has been shown that the
parameters for assessing opinions in Certain-Logic can be
derived using multiple approaches and sources. Finally,
they have shown the applicability and the benefits of the
model in a use case. They have evaluated the
trustworthiness of their system in Cloud Computing
scenario. This trust measure is adopted, to represent the
proposed model.

I1l. CONTRIBUTION

In this paper, we introduce a general trust model. This
model is based on QoS selection and CertainTrust model,
proposed in [21], which extends the Opinion model. The
main contributions of our work are as follows:

» Selecting a Cloud provider based on different
sources: direct trust, user feedback, QoS parameters,
and user preference.

* Representing the trust by two attributes: trust value
and performance value, in contrast to existing trust
models. The model is tracked by a performance
value, so that a more comprehensive and accurate
trust can be evaluated. The assessment of the
performance can help to achieve a better local
decision.

» Considering consumers' preferences in selecting
reliable sources of opinions.
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* Including to the model, consumer's behaviour for the
selection of reliable cloud providers independently of
rating, which was presented as an effective factor for
computation of trustworthiness in [20].

»  Calculating the bias of the trust estimation, to defend
against malicious feedbacks automatically without
any previous experience (the difference between the
value expectations and the true value of the factor
being estimated.), so that inexact ratings will have
low trust degree, making it have less or even no
influence in the final evaluation.

«  Comparing the proposed solution to well-known trust
computing models as Eigen trust [13] or subjective
logic [9], and implementing it in a simulated Cloud
environment.

IV. PROPOSED SOLUTION

In Cloud Computing, the entities are divided into
Cloud Server Provider (CSP) and Cloud User (CU).
Computing trust depends on interactions evidences
between the CSP and the CU.

In Section 2, various approaches for computing the
trust value have been discussed. However, these
approaches are not appropriate to the modelling of our
solution.

First, the probabilistic approaches, allow representing
uncertainty of the next evidence but the probabilities are
assumed to be known, which, is most likely difficult in a
Cloud environment. The approaches based on Bayesian
probabilities suppose the use of the probability density
function, which bring to complex mathematical
distributions and hard interpretations. The approaches
based on fuzzy logic models represent a different type of
certainty, more oriented to linguistic uncertainty or
fuzziness.

Finally, the approaches based on subjective logic are
more appropriates, but the parameters of belief, disbelief
and certainty are dependent with each other. So, the
CertainTrust [23] model and the CertainLogic [21]
operators as the basis of our proposed solution have been
used in this paper.

For future mention, the notation that is used through
this paper are recapitulated in Table 1.

Table 1. Definitions of Notation

Notation | Definition

X Consumer;

O(x) Opinion Model for a user x;
E(x) Expectation value for a user x;
r(x) Average rating for a user x;
c(x) Certainty for a user x;

f(x) Initial expectation for a user x;
p Amount of positive evidences;

n Amount of negative evidences;

t Total of rating givenast=p +n;

N Total of evidences given as N = p + n + NA;
Evidences without rate (neutrals)

NA
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A. The CertainLogic Model

The proposed solution uses the CertainTrust model
proposed in [23], and combine the opinions by the
CertainLogic [21] operators. The opinion model is based
on subjective logic [9] and is used to design the
uncertainty of trust.

In the model, the trustworthiness of a service
represents the belief that a proposition (or a combination
of propositions) is true. For example, a service is
trustworthy if it is expected to deliver a certain service
with a certain quality.

Each opinion of a proposition x represented as O(x) =
(t, c, f) is modelled as a triple of values: average rating,
certainty and initial expectation:

« Average Rating r(x) or rx, degree of which past
observation support the truth of a proposition,

»  Certainty c(x) or cx, degree to which the belief is
assumed representative for the future,

« Initial Expectation f(x) degree that provides the
weight of certainty and uncertainty of a proposition

The Certain Logic model is given as follows:

O(x) = (rx,cx, fx) 1)
rx = %5 if p+n=0 (2)
N *t
X = 3
w*(N —t) + N *t
fx=0.99 (4)

With w is a given weight to neutral evidences.

The probability expectation of an opinion is used to
provide the trust rating. The expectation of an opinion is
given as:

E(O(xX))=r*c+(1—-c)*f (5)

Where E €[0,1]

B. Model Description

In trust selection process, three main steps can be
described. At first, users send requests where the initial
global trust value is computed. If the resulted value is
more than the threshold, a transaction is established. Then,
the selection process goes into an evolution step where,
the value of the global trust value is updated. This value
results by the computing of the performance and the trust
values. The resulted degree is compared to a threshold,
after every transaction. The service transaction between
the user and the provider is concluded, if the rate of the
trust is less than the threshold. This process is shown in
Fig. 1.

I.J. Computer Network and Information Security, 2015, 5, 41-50



44 Global Trust: A Trust Model for Cloud Service Selection

&

Quit List of Trusted

Providers 1

——— Providers Selection

.. | i
Initsal Trust : Trust Progress I Trust End
|
Com 5 ' '
|
N Y | -
1
- ? Threshold ! Terminate
| .
Provide | : Transaction
|
Requests Initial Global Trust: I !
I Update Global |
Trust=0.5 1 |
| Trust Degree "
Performance = QoS | |
Registe 1 |
egister : !
Services 1 || Performance Trust :
1
1 Computing Computing :
|
i S
| | "
N Y : |
> Threshold " Transaction |
! Establishment :
! I
! I
! I
! I
|
|
1
1

Fig. 1. Trust model process

C. Global Trust Computation

In this section, the proposed trust model for Cloud
service selection is formally described. Our computing
model concentrates on the estimation of the trust value
for a provider in cloud computing and is based on the
direct and other information.

In the model, information (evidences) are collected
from different sources:

« User Interface,

Cloud Service Provider,

* Recommendation from other sources,
* QoS values.

In the most proposed works, trust has been computed
using user feedback by a certain formalism. All these
methods are based on ratings. However, they neglect the
fact that the provided performance of the service take an
important part to win user confidence. Hence, a model
that integrate these two parts to compute the global value
of trust is proposed:

C.1 Performance Value

Several researchers have surveyed the existing trust
models. They defined the trust as "the firm belief in the
capability of an entity to act consistently, securely and
reliably within a specified context”. They also claim that
the trust is the composition of multiple features such as
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reliability, honesty, truthfulness, dependability, security,
competence, timeliness, QoS in the environment context.

In [15] the authors proposed a trust model based on
QoS for Cloud Computing, based on four attributes:
availability, reliability, data integrity and Turnaround
Efficiency. However, computing performance based on
these four attributes is insufficient to achieve a valid
model. It must rely on standardized and approved
measures in the context of Cloud Computing.

In order to form a performance model, attributes
defined by Service Measurement Index (SMI) are used.
Cloud Service Measurement Index Consortium (CSMIC)
[4] proposes a framework based on common
characteristics of cloud services. The purpose of this
consortium is to express each of QoS attributes given in
the framework and offer a methodology for computing a
relative index for comparing different cloud services.
CSMIC has designed the Service Measurement Index
(SMI), which consists of a set of Key Performance
Indicators (KPI) that aids to standardize the measurement
of services.

The attributes (a;) used in our model include power,
cost, response time, efficiency, transparency,
interoperability, reliability, availability, security. Each of
these features is included in a set of Key Performance
Indicators (KPIs), which describe the data to be gathered
for measurement.

The performance value for Cloud Service (x) is
computed by a utility function used with the described
objective attributes.
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PO = w*x ©
i=0

W, is aweight for each attribute with > w; =1

X; is the attribute i for the service x.

C.2 Trust Value

The trust is a term that describes how much one
believes in another. Evaluating trust for service can help
users to predict its future behaviour [17]. For service
selection, the trust value is denoted as T(x).

In our opinion, the three main features that a reliable
service must offer besides the performance values are the
time, the cost and the overall satisfaction of the service.
Thus, to compute the final value of the trust, these three
factors: time, cost, satisfaction that are presented in the
SMI framework [4] have been used.

For each transaction, the trust value is computed as a
combination of these factors.

0.5 initial
=l T FE)* )

n

()

k: the k™ use of the service.
a: represent the adjustment factor, and is calculated by:

T+1

n: Number of satisfactory service use,
T: Total use of the service

f (t.) : Attenuation factor.

e_(to_tkfl)
ft)=—— 9
(t)=—= 9
f(c,) : Cost factor [4].
f(c,)= G (10)

cpu® *net” *vm® * capacity®

Witha+b+c+d=1
f (s, ) Satisfaction factor.

1 if user satisfied
f(s)= ZDissatisfaction criteria
Total criteria

(11)

else

The satisfaction criteria is defined by the performance
attribute. The user gives a rate to each attribute defined in
the Performance model. These values are normalized to
give a final satisfaction factor.
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To protect the system against malicious rating, the bias
function for the satisfaction factor has been computed.

C.3 Selection Process

Our cloud service selection approach consists of six
steps:

Step 1: (Initialize the values of Performance providers):

The initial values of performance represent the QoS
delivered in the process of provider's registration.

The initial performance value is computed from the
credentials of the resource provider.

Step 2: (Initialize the values of trust):
The initial Opinion model initializes the values of trust.

Step 3: (Computing the Performance values):

After a transaction, a performance value is computed
for each use of the service.

The potential cloud consumer who asks for cloud
service selection gives an importance weight to each
attribute. Then, this value is converted into a normalized
weight.

The opinion of the performance model is as follow:

O(P)=E(r,c, T) (12)
0 if p+n=0
Xx=4 p (13)
p+n
___ N*(p+n) (14)
2*NA+N*(p+n)
f =R (x) (15)

Where Py(x) represents the computed performance
value for the user performing the selection, if none the
credentials of the service provider are taken. NA
represents the neutral assertions of the performance value.

In certain trust model, the authors set the initial
expectation as a high value (0,99). In our model, we take
the initial expectation as the initial performance based on
the credentials of the service provider.

After each transaction, we collect the Performance
value for the user. Then, we apply the opinion model for
the total evidence of each value.

For the performance model, the evidence is positive if
it complies with the expectation value of the total
performance values.

The average rating t is calculated based on the number
of performance value conforms to the expectation of the
total performance values and the number of negative
assertions.

The certainty c is calculated based on the total number
of assertions N and the number of positive and negative
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assertions. The ¢ is 1 when all the assertions are
"positive" or "negative” and 0 if no answer.

Step 4: (Filtering biased subjective satisfaction for the
trust values):

The Euclidean distance between the feedbacks
submitted by the user about the resource provider's
service and the expectation for the ratings of the
corresponding associated attribute is computed for each
cloud service. When the distance exceeds the threshold,
the biased subjective assessments having the exceeded
distances are filter out. The allowable minimum threshold
difference value is 0.05, and it is used as minimum
threshold value.

The less similar is the rating, the less reliable is the
subjective assessments and therefore the lower is the
threshold.

1. Let the user feedback rating for the satisfaction
criteria be ug = {Ug;, Uy, ... U}

2. Let the expectation for total feedback rating for the
satisfaction criteria e = {Eg, Esy ... Eso}

3. Compute the expectation values E(us) and E(es) of
the sets us and e.

4. Compute the standard deviations of the set us and e,
of Ds and Des using the Equation (16) and Equation
(17) respectively as follows.

D, = JEW)-[EW)] o

D, = \/E(ef)—[E(es)]2 (17)

5. Using the same expectation values and standard
deviation formula from the previous algorithm,
compute the regression line using Equation (18) as

u —E(u) c*(e,—E(g,))
D B D

Ug €

(18)

Where c is the correlation coefficient.

6. Assign the c value to ug such as ug = c.

If this correlation coefficient value of ug > threshold
value then the feedback from the consumer satisfaction is
considered as biased one as it deviates from the total
satisfaction threshold value of 0.05.

Step 5: (Computing Trust Value):

In the same way as the performance model, after each
transaction, the Trust value for the user is collected. Then,
the opinion model for the total evidence of each value is
applied.

The opinion of the trust model is as follow:

O(T)=E(r,c, ) (19)
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0 if p+n=0
=1 p_ (20)
p+n
*
_ N*(p+n) 1)
2*NA+N*(p+n)
f=T,(x) (22)

Where To(x) represents the direct trust for the user
performing the selection, and NA represents the neutral
assertions of the trust values.

In certain trust model, the authors set the initial
expectation as a high value (0,99). Hence, this is not
accurate and does not represent realistic situations. Hence,
the initial expectation in our model has been set as the
computed direct trust for the user.

For the trust model, the evidence is positive if the trust
value is over a certain threshold. The threshold is defined
by the user preferences.

The average rating t is calculated based on the number
of positive assertions and the number of negative
assertions.

The certainty c is calculated based on the total number
of assertions N and the number of positive and negative
assertions. The c is 1 when all the assertions are
"positive" or "negative" and 0 if no answer.

Step 6: (Determining the Global trust value):

The proposed model uses the Certain Logic model
proposed in [23]. This model is based on the subjective
logic operators [21] for combining the opinions.

In the proposed model, the trust of the cloud service
provider is calculated in terms of its:

e Performance P(x), is provided by the service
provider initially, then by the performance provided
after each user’s transaction.

e Trustworthiness T(x), is evaluated by direct
experiences and feedback from other consumers.

The values of the two models are aggregated according
to a consensus operator of CertainLogic [23] on the
opinions obtained from each of these computations. Then
the results of all services are ranked for selection.

The operators proposed in [21] are used to combine
multiple opinions to form a single opinion using the
operators such as conjunction, consensus that allows
performing logical operations on opinions. The consensus

operator (® ) provides means for aggregating opinions
on the same statement from different and independent
sources. Thus, the trust of a service x is:

R=0(0O(P(x) ®O(T (x))) (23)
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V. EXPERIMENTS AND RESULTS

This section demonstrates the applicability of our
developed trust model in a simulated cloud environment.

A. Simulation

Simulation is techniques for performing experiments
on a system other than construct a real system. It is a
simpler and effective approach for analysing and
evaluating designed mechanisms, protocols, algorithms.

Cloud-Sim is a simulation toolkit developed by Buyya
[38] for creating cloud simulation environment. The
simulated cloud environment contains various resources
to incorporate the heterogeneous concept. Each resource
has different characteristics of computational factors such
as processor speed, hard disk memory, ram memory and
network values as bandwidth and latency.

The simulation has been performed using the latest
version of cloudsim-3.0.3.

Inspired by various simulation works in the service
trustworthiness evaluation, a prototype system was
developed using the platform Netbeans. This Trust
Management System is integrated with cloud simulation
toolkit to select the resources based on the trust value
other than time based and spaced based resource
allocation.

A simulation experiment to demonstrate the
effectiveness of our method has been conducted. The
simulation is carried out with different user requirements
of processor speed, ram memory, hard disk memory and
number of services requirements.

Table 2. Simulation Parameters

No user No No No No
provider DC/provider | VM/DC | service
100-1000 25 1-5 5-25 50

Experiment 1: Accuracy

100 rounds of simulation totally has been conducted.
For each round, from 100 to 150 requests are generated
randomly. Therefore, the request is an execution flow of
different types of services. Then, three methods to select
trustworthy providers are used:

1. Eigen Selection: based on EigenTrust algorithm as
described by Hector Garcia-molina [13].

2. Subjective Logic Selection: Trust Network Analysis
with Subjective Logic' approach of Jesang [8].

3. Proposed Solution: It selects the provider by the
proposed solution.

For the simulation rounds, the accuracy of the
simulation are calculated. The accuracy of each method is
equal to the total number of the successful transaction by
the round of simulation.

The results are given in Fig 2. From the figure, it can
be noted that our trust model can increase the number of
successful transactions. During the 100 rounds of
simulation, the successful number of transactions with the
proposed solution increase significantly and remain stable
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at some point, in comparison to the Eigen algorithm and
Subjective logic.

Comparison of Accuracy

150

Number Completed Transactions
3
8

0 26 50 75 100 125 150 175 200
Simulation Round

[BEgen selectic

n [Elsubjective Logic Selection [C]Proposed Solution |

Fig. 2. Comparison of Accuracy

As the proposed solution is based on the user’s rating
but also on the performance value, it would be expected
that the number of complete successful transactions have
a higher ratio of accuracy compared to the others
solutions.

Experiment 2: Execution time

250 rounds of simulation totally has been conducted.
For each round, requests are issued randomly. Then three
methods to select trustworthy providers are used:

1. Random Selection: It selects a random provider
among the providers that fit all the functional SLA
service requirements.

2. Performance Selection: It selects the provider that
fits all the functional SLA service requirements.

3. Proposed Solution: It selects the provider by the
proposed solution.

The results are shown in Fig 3. Given a certain humber
of transactions, all the propositions present a similar
execution time. However with the overloading of the
services demand, the exaction time of the random and
performance selection increase where the proposed
solution maintain a certain level. The major reason why
the solution is better is that the proposed solution
performs the selection of the provider based not only on
the QoS, but also on the overall feedback of users,
increasing the reliability of the provided service and
minimizing along the execution time.

Minimization of Execution Time
12 000
11 000
10 000

9 000 {
8 000

7 000 1

6000 {
5 000

4000 {

3000 1
2000
1000
0

Execution Time

0 25 50 75 100 125 150
No of Transactions

175 200 225 250

|E:’F‘av dom Selection []Performance Selection [=]Proposed Solution

Fig. 3. Minimization of Execution Time
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Experiment 3: The effectiveness of proposed model

In this experiment, the efficiency of our model is
evaluated with Eigen algorithm and Subjective Logic,
given 200 transactions.

The experimental result is as follows. Fig 4 reveals that
the number of completed transaction is higher than the
other strategies. At the same time, the proposed solution
can averagely perform more valid transaction as the
number of failed committed transaction is the lowest.

Simulation

175
150
125
100
=0

i
0]

Complete

No

Incomplete Fallures

Transactions

|l Eigen Trust M Subjective Logic © Proposed SCI|LItI-i-I1|

Fig. 4. Effectiveness of the transactions
Experiment 4: User Satisfaction

User Satisfaction

1000 ;P\JJI'[\\

750 rf\
[
500 { NI
250
o
10 20 a0 40 50

o 1E=

o &0 70 a0 a0 100

Execution Time

|7 Performance Selection Proposed Solution ‘

Fig. 5. User Satisfaction

In the fig 5, the comparative study of request numbers
served with time, between the proposed solution and the
Performance model is given. It can be seen, as the time of
VMs creation is reduced in the proposed model additional
requests can be served compared to the Performance
model. Hence, user satisfaction and economic profit can
be achieved. Here, as the time of service increases, the
difference in serving requests between our proposition
and performance model also increases.

B. Discussion

In order, to validate the Global Trust model we have
implemented the system and two other strategies (Eigen
Trust and Subjective Logic). We believe that our results
confirm the accuracy and performance of our solution.

Eigen Trust [13] is a reputation algorithm described by
Hector Garcia-molina. The algorithm was proposed for a
p2p network. This solution was extended to be performed
in cloud services and application. The algorithm calculate
for each node in the network a global trust value based on
the history of the consumer.

Copyright © 2015 MECS

Subjective Logic [8] is an approach proposed by
Josang. It is based on probabilities and takes into account
the belief and uncertainty to providing a trustful selection.

The proposed solution aims to provide good
performance and trusted selection for diverse services
customers.

Clearly, the proposed solution offers a more accurate
selection as a result of computing the trust and the
performance of the selected service, in comparison to
Eigen Trust and Subjective Logic which are based only
on trust values (Fig. 2). Like the presented results (Fig. 4),
the proposed solution fulfils the highest amount of
transactions.

Furthermore, we have implemented and tested the
proposed solution with a performance selection based
only on the QoS of the provided service, and a random
selection which consists a selecting randomly the services.

As presented in Figure 3, the proposed model achieves
much less than the performance and random selection in
execution time. The performance selection performs
lowest execution time when the number of transaction is
least, but with the overload of the services demand the
execution time rise significantly. Where, the proposed
solution tends to a more stable execution time.

Hence, the solution can concurrently support numerous
services demands with maintaining accurate selection and
user satisfaction (Fig 5.).

These results clearly show that the service selection
used by the proposed model is quite higher compared to
other algorithms. These values demonstrate the feasibility
of Global Trust model.

V1. CONCLUSION AND FUTURE WORK

Trust is the basis of the service relationships in cloud
computing. In this paper, some trust models have been
reviewed and the issues of these models have been shown.
A trust model which aims at providing a truthful access to
users has been presented. It can dynamically evaluate
QoS for Cloud services according to effective
performance and users ratings in the context of Cloud
Computing. The improved solution is efficient because of
the convergence speed and stability compared to other
propositions. Furthermore, the feasibility of our approach
has been validated by various simulations and
comparisons with approved strategies as Eigen Trust or
Subjective Logic. The results of simulations show that the
service selection model can decide on an appropriate
service for user from various Cloud services. Currently
the overall system for this model is being developed. This
system integrates additional requirements for Cloud
Security as authentication, SLA technology... Finally, it
would be interesting to examine how the presented trust
model can be integrated to treat the security requirements
of a real Cloud environment.
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