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Abstract—Mobile forensics deals with evidence from
mobile devices. Data recovered from the mobile devices
are helpful in investigation to solve criminal cases. It is
crucial to preserve the integrity of these data. According
to research carried out [1], it has been noted that not all
data extracted from mobile phones have discrepancies in
hash values during integrity verification. It has been
reported that only the Multimedia Messaging Service
message type showed a variation in hash values when
performing data extraction. The main objective in this
work is to study the variance in the content of the graphic
files transferred between mobile phones via Bluetooth or
MMS. We also determine the causes of such variations, if
any, while checking the graphics file integrity. Different
parameters including distance and file format have been
varied and a series of test were conducted using: mobile
sets of same make same model, same make different
model and different make different model on different
graphic file formats of different sizes. Results obtained
confirmed that there was no alteration of graphic files
during Bluetooth transmission. However, while
transmitting the graphic files through Multimedia
Messaging Service, results showed notable alteration
level for graphic files of certain file format and size.

Index Terms—Mobile devices, Mobile
Bluetooth, Multimedia Messages, graphic file.

forensics,

I. INTRODUCTION

The population of mobile phone users is increasing
rapidly worldwide. Hence over the last few years, mobile
forensics has been gaining much attention from
researchers and has become an active area of research.
Data recovered from the mobile devices namely the
phonebook information, appointment  calendar
information, text messages, call logs, photos; audio, video
recordings and multimedia messages are helpful in
investigation and in solving criminal cases. For mobile
forensic investigation, data integrity implies correctness
of data from evidence collection to reporting in court of
law. Data integrity check proves correctness of data that
is there is no alteration to the evidence. Cryptographic
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hashing algorithms, e.g. MD 5 and SHA, are used to
verify the integrity of the evidence (data) obtained from
the mobile devices. If there is a single bit change in the
data during/after evidence extraction, recomputed hash
values will differ. Research works have proven that there
is a problem occurring during transmission of graphic
files by Multimedia Messaging Service (MMS). The
content of the graphic files undergoes alteration during
the transmission by MMS. MMS is an extension of the
basic Short Message Service (SMS). It is a standard way
of transferring messages that involve multimedia content
to and from mobile devices. The MMS standard
possesses the ability to generate messages with text,
sound, video and images. MMS messages may comprise
of multiple pages known as slides; each slides consisting
of its own text, sound, video and images. MMS can be
sent from one mobile device to another mobile device and
from a mobile device to an email address. Different
mobile sets support different picture resolution. Studies
[1] concluded “inconsistencies occur when mobile device
graphic files are transferred using MMS”. The file size of
the graphic files does change during transmission through
MMS, thus causing a change in recomputed hash value.
The study carried out in [2] showed that transfer of
graphic files via MMS showed different hash values even
between the same make and model of phone. Previous
research work on this alteration happening during MMS
transmission has been minimal. Most research done have
mentioned about an existing variation in MMS
transmission with little focus on the grounds behind this
alteration. The aim of this research work is to further
investigate on the causes of graphic files changes during
transmission by Bluetooth or MMS and determine the
different parameters not included in past studies for the
existing variations. Different parameters including
distance , file format ,file size and network carrier have
been varied and a series of test was conducted using:
mobile sets of same make same model (SMSM), same
make different model (SMDM) and different make
different model (DMDM) on different graphic file
formats of different sizes.

This rest of the paper is organized as follows: Section
Il describes the related works and section Il presents the
methodology used. Experimental results are explained in
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section IV and discussions are reported in section V.
Finally, section VI concludes the paper.

Il. RELATED WORKS

MMS can be sent from one mobile device to another
mobile device and from a mobile device to an email
address. MMS is viewed as a complicated standard
employed by mobile phones due to its numerous
challenges. One of its major challenges remains carriers
and mobile  make/models incompatibility.  As
incompatibility exists between mobile manufacturers and
even between mobile carriers, risks of "interoperability"
issues are high. Different mobile devices support
different picture resolution; some support low-resolution
while others support higher. With time, mobile sets are
evolving faster and with higher resolution capabilities.
As reported in [3], there are some limitations in the MMS
SMIL specification. Most are related to the limited
screen size and limited processing capabilities of different
mobile devices available at that time [3]. According to
research carried out [1], MMS hash values for transmitted
graphic files were found to be inconsistent within
different mobile device families. The hash inconsistencies
were related to different mobile device MMS format
implementations. Hence research works have proven that
there is a problem occurring during graphic file MMS
transmission at the level of the hash values which alter;
compromising the quality and authenticity of MMS
content.

I1l. METHODOLOGY

A series of test was conducted using different mobile
sets through two different local carrier networks. The
mobile sets include:

e set of Same Make Same Model — SMSM : Nokia
C2-01

e set of Same Make Different Model — SMDM :
Nokia Asha 311

e set of Different Make Different Model -
DMDM : Sony Ericsson Txt Pro

Mobile sets were used for the graphic file transmission
while a personal computer was used as workstation for
the hashing and other analysis processing. Different test
series were simulated and processed via the workstation.
The results of each series were compared to note the
different observations obtained from each test. For both
Bluetooth and MMS graphic file transmission, same
original graphic files were used. In this study, graphic
files with format bmp, gif, jpg and png have been used.
Fifty-two graphic files have been chosen to carry out the
tests. Selection of the fifty two files were based on the
file format, file size and file dimension. The file size were
ranged from 1kb to 2550kb; chosen at random interval.
The file size of each 13 graphic file for each formats were
as follows:
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kb | 23kb | 60kb | 110kb| 250kb | 500kb | 810kb | 1200kb | 1300kb | 1800kb
2000kb | 2550kb

A. Test for Bluetooth

Parameters involved for Bluetooth tests were:

e Distance: Tests were conducted at 1 meter
interval up to 10 meters.
e Other interfering devices such as
television, other mobile devices
e  Space:
Tests were carried out:
o within same room (1 to 5 meters) —
closed space
o within same open space (1 to 10 meters)
— without obstacles between the
transferring devices and
o within different space (1 to 10 meters)

radio,

— with obstacles between the
transferring devices like walls
o Time:
Taking time into consideration, tests were

conducted at peak hours and during other
periods as well. Test series were repeated thrice
a day; early morning, mid-day and evening.

e Four different graphic file formats used were:
bmp, gif, jpg and png

o Different graphic file size were used: 1kb to
2550kb

The different test series conducted for Bluetooth are
listed in the table 1 below.

Table 1. Bluetooth Test Series

Test Category  Test Series (Sending original graphic files)

SMSM Nokia C2-01 sending to ancther Nokia C2-01
Nokia C2-01 sending to Nokia Asha 311

SMDM Nokia Asha 311sending to Nokia C2-01
Nokia C2-01 sending to Sonv Ericson Txt Pro

DMDM Sonv Ericson Txt Pro sending to Nokia C2-01

Bluetooth Simulation

Fig. 1. below illustrated the process of the Bluetooth test
series:

Fig. 1. Bluetooth Test Series Flowchart
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Step 1: The comparative study for Bluetooth began by
extracting a list of original graphic file from the mobile
set X to the workstation.

Step 2: All the hashing process were computed on the
original graphic file (from mobile X) individually on the
workstation. Information including image dimension,
image size in kb, image file format, image RGB/HSV and
Exif information about of each image was noted.

Step 3: From the mobile set X, the same list of graphic
files was sent to another mobile set Y via Bluetooth.

Step 4: The list of graphic files received on mobile set Y
was hashed and other image information was recorded.
Step 5: The hash values obtained for test series on mobile
set Y were compared to the known start value of mobile
set X (Hash value of original files to those of received
files). The graphic files were transferred from the mobile
devices to the workstation and vice versa before and after
Bluetooth and MMS transmission by using USB cable in
order to ensure integrity of data.

B. B.MMS Simulation

The table 2.0 below describes the test series conducted
for MMS over carrier A and B. Fig 2 illustrates each step.

Table 2.0: MMS Test Series
Test Series (Sending original graphic files)
Nokia C2-01 sending to another Nokia C2-01

Test Category

SMSM Nokia C2-01 sending to the same set Nokia C2-01 (itself)
Nokia C2-01 sending to Nokia Asha 311

SMDM Nokia Asha 311sending to Nokia C2-01
Nokia C2-01 sending to Sonv Ericson Txt Pro

DMDM Sonv Ericson Txt Pro sending to Nokia C2-01

Test Category Test Series (Resending early received graphic files)

SMSM Nokia C2-01 resending to Nokia C2-01

SMDM Nokia C2-01 resending to Nokia Asha 311

DMDM Nokia C2-01 resending to Sonv Ericson Txt Pro

Test Category Test Series (Receiving devices sending to early sending device)

SMSM Nokia C2-01 sending to Nokia C2-01

SMDM Nokia Asha 311 sending to Nokia C2-01

DMDM Sonv Ericson Txt Pro sending to Nokia C2-01

Data of original files New Test: Send Graphic files sent Sentfiles from
noted original graphic files via MMS from mobile X noted:

hash, format, size & to sending mobile mobile X to mebile hash, format, size &

dimension device dimension

Start:
Selection of graphic
files kb - 2550ks

Recieved filesfrom
mabile Y noted:
hash, format, size

& dimension

Analysis of test
results with
comparison of test
results

Further analysis

Fig. 2. MMS Test Series Flowchart

Step 1: The comparative study for MMS began by
extracting a list of original graphic file from the mobile
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set X to the workstation.

Step 2: All the hashing process were computed on the
original graphic file (from mobile X) individually on a
workstation. Information including image dimension,
image size in kb, image file format, image RGB/HSV and
Exif information of each image was noted.

Step 3: From the mobile set X, the same list of graphic
files was sent to another mobile set Y via MMS
transmission.

Step 4: The images information of the sent images from
mobile set X were again noted and the hash value was
computed for each graphic file.

Step 5: The list of graphic files received on mobile set Y
was hashed and other image information was recorded.
Step 6: The hash values obtained for test series on mobile
set Y were compared to the known start value of mobile
set X (Hash value of original files to those of sent ones
and those of received files).

IV. EXPERIMENTAL RESULTS

The 13 original graphic files of each file format were
hashed and noted with their original dimension, size and
format. Fig. 3 shows the information retrieved about the
52 original graphic files.

TSERIES IMAGE FILES ORIGINAL
Name Hash Values Dimension Size Format
bmp_1KB.bmp T58c98e4aT 565953 9ada%ad 0661 2h5 205200 0.34 bmp
Original gif_1KB.gif a0f4d741a35ecR3 2883003 fd5fa30002 32x32 0.52 gif
<1kb Jpg_1KB.jpg al99cae88d6041 2b80eaboed 00F2dT57 33x20 0.88 jpg
png_1KB.png f2924a666fable S09fh23996da30a97F 6dx64 (.68 png
bmp_2KB.bmp 200264812bf0b0bca55735ch3eb6896d 44x27 1.99 bmp
Original gif 2KH.gif 7993da8 1c611123a3d66fad207f47d5 20x35 1.99 gif
2kb  Jpe 2KB jpg 3aecTans08f73eT1%edd8e456173dad 64x64 1.99 jpg
png_2KB png 1775a0ce09fdfT 2ce 327 2dbeh7 69222 32x32 1.99 png
bmp_25KB.bmp  af97fdc3a236d14b43e 34b28cdeanddT 181x133 24.9 bmp
Original gif 25KB. gif 630b392c8fdcfl3bB3073d5T7da01dal 50x50 24.9 gif

6ah3adac3901ffeecend SaefcOc9d 185
abb77a21dead20bSec16014899fd59b7 400x300 24.9 png
eef208d7 5ba0f44b0d7 6e Rded 1c08h23 300x201 39.9 bmp
401c7a60771dd672878333723d2bd2eb 88xBE 39.9 gif
60kb  Jpe_60KB jpg 6d31b313742e3a08dfabd243af593cf 640x393 599 jpg
png_60KR. png 38c24850fd83d1b5aff500a0dbd09 16 TO0x700 59.9 png
bmp_110KB.bmp  0e903f5c2d2ca3147ed%be3ca02balse 332x113 109 bmp

25kb  1p2_25KBjpg B00x490 249 jpg
png_25KB.png
bmp_60KB.bmp

Original pif 60KB.gif

Original gif_110KB. gif 163020b02a5a14d1ec2f5halcd1b] 2de 203x186 109 gif
110kb  Jpz_110KB jpg 4a504d 1cTec 153fe610b63aT354fe 0045 6635x425 109 jpg
png_110KB.png  06b7f0c1 9d29ff045a91 12967963669 195x250 109 png

bmp_250KB.bmp  677{76575a24ec] 89c1add Sffefede 2
Original gif 250KB.gif

348x245 249 bmp
80e97dafab9296a75bb336836991c624 310x180 249 gif
250kb Jjpg 250KB.jpg  ab933913ba25652d514c64a239159fal 1001x653 249 jpg
png_250KB.png  (025chOccflafd2842350eci560edfffd 400x302 249 png
bmp_S00KB.bmp  b190f9760978555fhededal94(98da3f 585x292 499 bmp
Original gif_300KB.gif S0cteaTed%eeT df9c2a581 3 28 11b55 500x285 499 gif
S00kh 1pe_SODKB.jpg cb8127b42a578addc141297713628ba3 1004x677 499 jpg
png S00KB.png  d4a6355% f40e72dd206c612e3bdBa20 T0x479 499 png
bmp_810KB.bmp  bff15d8d25aada02edabe86b51be0330 576x480 810 bmp
Original oif_810KB.gif 134693edh6e6 1 123c0c7932f40305332 513x593 810 gif
$10kb Jpg_8S10KE jpg 0332507 ledc35a0fd58dafe6442dcSdd 1024x957 810 jpg
png_810KB.png  Od714feSeabdadd901bf3 Tha6RfceTas T00x525 810 png
bmp_1200KB.bmp 44b448e342b512e0d1 Ocacd3f9%3e2a 1022x400 1198 bmp
Original gif_1200KB gif Ochatcfaadef1e500f6b7 bd38bd6 77 2b 400x165 1198 gif
1200kb Jpg 1200KB.jpg  8bb2319049c65e068d{Thddal Yectal 836x1022 1198 jpg
png 1200KB.png  47b68b41c3a68da30dfbfl78dT0a5 1a 1000x1000 1198 png
bmp_1500KB.bmp 388e5d204bd349fafca01 1a8cdbb588d T03x546 1499 bmp
Original pif_1500KB gif 33886b27bd6TRA0TI60f52202 1016666 350x198 1499 gif
1500kb Jpe_1500KB.jpg  e6f898ddc3bac975b97 Taf2f3ali350% 1858x1858 1499 jpg
png_1300KB.png 93862533 cT946d7435bTa0cdcBOScd6 T77x630 1499 png
bmp_1800KB.bmp Teca77f3a5bf32ae94cf8b2dd7427eld 1203x510 1798 bmp
Original gif_1800KB gif Of383d4c273520aa33dae 30997 alk9da S00x150 1798 gif
1800kb Jpg 1800KB.jpg  bd60bc2blbed121beSab3848447a3820  1050x1485 1798 jpg
png 1800KB.png 7612855a524c19bf36321e137a348b18 990x816 1798 png
bmp_2000KB.bmp 41a571efal4c85aa8eal 38ac8T D6ad2f 1214x562 1999 bmp
Original gif_2000KB gif 15f4d4940665F1 a6c40c574002a800db 360x640 1999 gif
2000kb jpg 2000KB.ipg  e34faaf5d212eaaTal4ce3S2TiBb0%d6 1500x1500 1999 jpg
png_2000KB.png  lac1195eh2%e065d6f6e Th2dBd77026 1152x864 1999 png
bmp_2550KB.bmp 129fh28333ff91e1ee7574bb06353262 1280x680 2550 bmp
Original pif 2550KB.gif  4eb262df4e450d4d128%dal 17991958 360x640 2550 gif
2550kb Jpg 2550KB.jpg  ab&bdlaeTlecdcOdcd4504d2d00bRI3 L 1575x2362 2550 jpg
png_2550KB.png e9d363e26f24498d442718565ebe 196ce 1280x800 2550 png

Fig 3: retrieved results
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Test series for Bluetooth

Test Category  Test Series (Sending original graphic files)

SMSM Nokia C2-01 sending to another Nokia C2-01
Nokia C2-01 sending to Nokia Asha 311
SMDM Nokia Asha 311sending to Nokia C2-01

Nokia C2-01 sending to Sony Ericsson Txt

Pro

Sony Ericsson Txt Pro sending to Nokia C2-
DMDM 01

Bluetooth Acquisition %
SMSM - SMDM - DMDM
R e B B B BE B BE B BN BE B
230k
gg%IIIIIIIIIIImDCkb
1 1800k
3 50k
-j 0% 1200k
;" 810k
gl‘ ¥300kh
g 40% 1250kh
3 ¥ 110k
B "
0% 125k
kb
1<l
0%
M M M M MMM O M LM SENT
BMP-GIF-IPG-PNG
Graphic File Format - Distance

Fig. 4. Percentage of graphics files vs. distance

The graphic files were received as they were sent i.e.
same as the original graphic files. As Fig. 4 illustrates,
graphic files transmission via Bluetooth were sent at
100%. Hence there was no alteration in file size,
dimension, file format or hash value independent of
distance and other interference devices or frequencies for
SMSM, SMDM and DMDM. Graphic files sent using
Nokia Asha 311 and Sony Ericsson Txt Pro via Bluetooth
to Nokia C2-01 resulted in same data. No alteration in file
size, dimension or hash values.

As stated in past studies, bandwidth could lead to data
lost if too limited. However, in this study, the
transmission of graphic files showed no variation in the
data transferred most probably as no high level
compression is required to transfer graphic files
compared to video transmission.

Direct communication between Bluetooth devices (ho
intermediate) can as well explain the 100% acquisition
rate of graphic files via Bluetooth. Even with other
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interfering parameters, results show that not all
interference affects Bluetooth graphic file transmission.
Future works can confirm whether transmission variation
can arise with Bluetooth if there is interference in the
same frequency range of Bluetooth.

Test series for MMS

-Cl;gifagory Test Series (Sending original graphic files)
Nokia C2-01 sending to another Nokia C2-
01
Nokia C2-01 sending to the same set Nokia
SMSM C2-01 (itself)
Nokia C2-01 sending to Nokia Asha 311
SMDM Nokia Asha 311sending to Nokia C2-01

Nokia C2-01 sending to Sony Ericsson Txt
Pro
Sony Ericsson Txt Pro sending to Nokia C2-
DMDM 01
Test Test Series (Resending early received

Category  graphic files)
SMSM Nokia C2-01 resending to Nokia C2-01
SMDM Nokia C2-01 resending to Nokia Asha 311

Nokia C2-01 resending to Sony Ericsson Txt
DMDM Pro

Test Test Series (Receiving devices sending to

Category  early sending device)
SMSM Nokia C2-01 sending to Nokia C2-01
SMDM Nokia Asha 311 sending to Nokia C2-01

Sony Ericsson Txt Pro sending to Nokia C2-
DMDM 01

Result obtained shows that jpeg file showed variation
below 500 kb on carrier A. Gif files were received as sent
on both carrier A and B. However, for other formats like
bmp, png, data below 500 kb showed no variation
between original, sent and received file via all mobile sets
and carriers. Hence, alteration between sent and received
files occurred only through carrier A. These are
illustrated in Fig. 5, 6 and 7.

MMS % Acquisition: Sent & Received Files (BMP)
Carrier A vs. Carrier B

10%
2550kb
8% = 2000kb
w1500k
6% = 1500kb
= 1200kb
4% =510kb
= 500kb
2%
0%

\lnkm C2- \"okm C2- Nokia 311 Sony \Iukm C€2- Nokia 311 Sony
Ericsson

Percentage Sent & Received

Ericsson

Sent Received (Carrier A)
(A&B)

Received (Carrier B)

Fig. 5. Sent and Received BMP files
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MMS % Acqusition: Sent & Received Files (GIF)
Carrier A vs. Carrier B

5%

g

15%

1 10%

Percentage Sent & Received

[
=

0%
Nokia C2- Nokia C2- Nokia 311 Sony ~ Nokia C2- Nokia 311 Seny
0l 01 Eriesson 01 Ericsson
Sent Received (Carrier A) Received (Carrier B)
(A&B)

w500kh

u§10kh

W 1200kb
W 1500kh
w1800kb
u2000kb
u2550kb

Fig. 6. Sent and Received GIF files

MMS % Acuisition: Sent & Received Files (JPG)
Carrier A vs. Carrier B

100%
90% w< kb
u kb
80% u25kb
e
3 0% "
g =110k
% 60% u250kD
4
B 500k
g 50%
@ = 810kb
1
g 40% = 1200kb
3 u 1500kb
5 30%
& = 1800kh
20% = 2000kb
2550kb
10%
%
Nokia C2- Nokia C2- Nokia311 ~ Somy  NokiaC2- Nokia31l1  Sony
01 01 Ericsson 01 Ericsson
Sent Received (Carrier A) Received (Carrier B)

Fig. 7. Sent and Received JPG files

All JPG files have shown variation on carrier A.
Results shows that file size less than 1 kb also shows
variation on carrier A. However, no alteration was

observed in received files via carrier B for jpg files.
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MMS % Acquisition: Sent & Received Files (JPG)
Carrier A vs. Carrier B

80%

2
B

i
=
S

w
=
=

Percentage Sent & Received
= g
= &

Nokia C2- Nokia311  Sony | NokiaC2- Nokia31l  Sony
01 Ericsson 01

Received (Carrier A) Received (Carrier B)

2
=

2550kh
=2000kb
B 1800k
=1500kb
= 1200kb
m810kb
m500kb

Ericsson

Fig. 8. Sent and Received JPG files 500-2550 kb

Fig. 8 illustrates variations of JPG files of size 500-
2550 kb on carrier A and carrier B. Result shows that

there is variation on only carrier A.

MMS % Acquisition: Sent & Received Files (PNG)
Carrier A vs. Carrier B
35%

30%
25% —
20%
15%

10% -+

Percentage Sent & Received

%

(2]
Nokia C2- Nokia C2- Nokia31l  Sony

Nokia C2- Nokia311  Somy

01 01 Ericsson 01 Ericsson
Sent Received (Carrier A) Received (Carrier B)
(A&B)

u2550kb
2000k
0 1800kb
W 1500kb
u1200kb
u510kb

u 500kh

Fig. 9. Sent and Received PNG files

Fig. 9 illustrates the variation of PNG files over carrier
A and carrier B. Result concludes that there is an increase
in file size over carrier A while in carrier B no variation

was noted for files sent and received.
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MNMS % Acquisition Sent & Received: Carrier A vs. Carrier B

SMSM - SMDM - DMDM Original Files Versus Sent Files (Carrier A & B)
25 wousczor [T Original From From From
22 wokinczo [N DI JPG Nokia C2-  Nokia Asha Sony
EZ= sow mricson [N NI Files >= 01 311 Ericsson
22 wokiac2o | O — 500kb SMSM SMDM TP
22 ~okiaczor |GG N — . DMDM
iz i IS
sony Ericsson I o
S vedasn N
Notia c2-01 | 0 —
Sony Evicsson | 1 O
S vowiasn | T ‘
E ) P
e ———
= : 0% 5“/0 1.0.9'11 15% 20% 25% .30.‘%:. 35“’-‘: 40‘% 45% 1004X677 640X432 640X432 640X431
» - z

Fig. 10. Sent and Received BMP, GIF,JPG and PNG files

Fig. 10 summarizes the MMS tests over carriers A and
B using different mobile sets. The alteration between
original files and sent files remain same over both carriers
and using the different mobile sets. However, received
files over carrier A showed alterations while no variations
were noted from data sent via carrier B. Via carrier A,
SMSM and SMDM showed same alteration on the
received files. For DMDM, the alteration was different
from the two other sets. Carrier B noted 100% of
acquisition rate from what was sent from SMSM, SMDM
and DMDM.

1198kb — 92.3kb —
836x1922 522x1200

144kb — 6.92kb —
160x120

1499kb - 244Kb - 244Kb —

MMS Threshold
Different Sending Devices 18§8X58 | ];2 100 1.21 0 1.6 20
100% A A i v A i 1
™G ? )
90%
0% /
T 0% )
: / A
EN [ 1499kb — 103kb — 103kb—  144kb—
g 1 ! 961x953 484x480 484x480 484x480
< 30%
20%
10% ’
0% —
——NokiaC2-01 ~ ——NokiaAsha31l ~ ——Sony Ericsson Txt Pro 1999kb — 272kb — 272kb — 77.6kb —

1500x1500 1200x1200  1200x1200  480x480

[} e

n

ig. 12. MMS Threshold

Fig. 11 shows how the jpeg files vary when sent over
carrier A and carrier B from different mobile sets. Results
conclude that the file size and file dimensions are
changing.

-

2550kb — 165kb —

274kb — 0.96kb —

1575x2362 800x1200 1067x1600  160x120

Fig. 11. Variation of JPG files for SMSM, SMDM and DMDM
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Fig. 12 shows the range of graphic files tested with the
upper limit at 290kb for the three device sets. The
percentage of sent files size to that of the original files
size was calculated to obtain the percentage of alteration
in sent files. Results obtained independent of carrier used.
Various facts and findings were brought to light
following the test series. Past research [1] showed that
alteration do occur on graphic file transmission via MMS.
According to research carried out [2] which revealed that
the transfer of a graphic file via MMS showed different
hash values, even between the same make and model of
phone; findings in this study confirm this fact not only on
SMSM but also on SMDM and DMDM. However, 100%
acquisition rate of MMS graphic file transmission was
noted for a specific range of files size. Results showed
that graphic files lesser or equal to 290kb were sent as
they were originally on all three sending devices. Despite
this fact, receiving devices used on carrier A and B were
retrieving different files. Upon receiving devices,
alteration was detected on all jpg files (original jpg files
and files converted to jpg) on carrier A while carrier B
showed no alteration on all received files compared to the
sent files. On the sending device, for graphic files greater
than 500kb, alteration occurs somewhere between 290kb
— 300kb (exclusive).

V. DISCUSSION

The three elements which altered were: the graphic file
size, dimension and format. On the sending devices, all
processed files led to a considerable decrease in the file
size and dimension. At this level, all processed files were
converted to jpg format. On the receiving devices, for
large graphic files mainly, file size altered either by a
considerable decrease or a slight increase while the file
dimension incurred a reduction only on device of DMDM
over carrier A.

It was observed that the decrease in file size occurring
via carrier A were due to changes in pixel level, i.e. the
intensity of RGB was different on sent and received files.
The HSV level was also altered on the two graphic files.
Files which were of png format by origin and which were
converted to jpg format after conversion showed a slight
increase on the receiving device and that increase was
consistent on the three receiving models. All jpg file (by
origin png) had an increase in saturation level. One
hypothesis could be that the increase in saturation is
bringing this slight increase in file size for all jpg file
which were of png format by origin. Due to increase in
intensity, with an increase in saturation, it may bring
slight increase in file size. As all receiving devices on
carrier A showed the same increase in size, we presume
that the carrier is working out the files in such a way that
a fix and consistent change is occurring on each transfer.
In this case, the conversion method is particular to the
carrier.

Graphic files of jpg format by origin were sub-sampled
during the transmission from 4:4:4 (1 1) where resolution
is full to 4:2:0 (2 2) where horizontal and vertical
resolution is reduced by half; affecting again the quality
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of the file. The Exif information of bmp and png files by
origin both showed same extracted sub-sample data.
However, bmp files decreased while png files increased
on receiving devices.

Sub-sampling 4:2:0 includes different sampling
scheme which is regarded as a complex format [3]. This
system of sub-sampling may be distinct to the carrier.
This brings to another assumption about the contrasting
behavior of both jpg files (bmp/png by origin) could be
that the scheme used may be different at carrier A level.

The Exif information extracted showed that the files
were indeed manipulated over carrier A but not over
carrier B. JFIF of sent files was of version 1.01 while
upon received the version changed to 1.02. This fact
again demonstrates that the file is certainly influenced by
the network before it is sent on the receiving device over
carrier A.

All the alteration which occurred on network A did not
happened over network B. This fact demonstrated that
network A did manipulate the MMS content rather than
the receiving devices.

A. When does the alteration occur — factors affecting the
file?

On the sending device: The decrease in file size is
happening primarily before the graphic file is sent; on the
sending device itself during the message conversion to
MMS where the files are cropped or resized to suit MMS
transfer supported by particular sending device. More
than 98% of the size of the original graphic file decrease
in this process as the dimension of the file has decreased
significantly. Thus, while attaching a particular graphic
file, major decline in size happen due to large
compression and/or conversion process specific to the
sending device. It has been noted that all test series show
the same results using carrier A and B in this phase; the
sending phase.

Over the network: The network phase however reveals
dissimilar results which help towards a conclusion about
network role in MMS graphic file transmission. Test
series carried out with same graphic files on different
carriers A and B confirm that the network does influence
graphic file transmission via MMS. The file sent through
carrier A caused a decrease in file size; namely on all jpg
files either they were of jpg format by origin or after
conversion to jpg on the sending device. Not only was the
size of the jpg file altering for SMSM, SMDM and
DMDM but also for DMDM, some large jpg files
dimension were further reduced considerably upon
receiving device over carrier A.

The one main question which was unanswered till then
was: was it the network which brought this alteration on
the receiving device or was it the receiving device which
was altering the files during the retrieval phase? Hence,
the same test series were conducted on another local
carrier using SMSM, SMDM and DMDM to resolve this
part of the puzzle. The test results on carrier B uncovered
this part by showing 100% acquisition rate of the sent
files on all receiving devices. That is, even if the original
files were not same as the sent file; which changed during
the attachment process on the sending device — same
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scenario as carrier A, the received files on all three
models SMSM, SMDM and DMDM were all identical to
the sent files. Hence, that it was not the receiving device,
but rather the network which was responsible for any
alteration happening during test series on carrier A.

B. Why did the alteration happen?

The alteration from original file to the sent file
happening on the sending device confirms that the
alteration is happening because the sending device
supports different file size and dimension. Each device
has its own way of processing images.

The Sending device: The sending device plays a major
role in the alteration of the graphic file. In order to suit
the individual sending device, an integrated process in the
sending device manipulates the graphic file accordingly
before the transfer.

This is why most large files could not be processed by
the Sony Ericsson Txt Pro set whereas the two other sets
handled the file successfully. Not only was the processing
of the different sending devices different but files from
1kb to 290kb did not change in terms of size and
dimension during the attachment of the file on the
sending device. This was mainly because of the capacity
of the sending device which determined whether the
conversion process would take place or not. Additional
tests were conducted and it could be deduced that each
sending device had its own way of proceeding with an
MMS; however, the MMS file size capacity of the device
was the key. The sending devices checked whether the
files were within its support capacity regardless of its
dimension.

1. If the graphic file was within its support capacity in
terms of file size:

a) if the file dimension was large (dimension
predetermined in the device), the conversion process
started by cropping and/or resizing. The file was
reduced in dimension leading to a decrease in file
size and a change in file format from current format
to jpg format

b) else if the file dimension were too large, the device
could not proceed with any conversion, a message
was displayed to inform the user that the processing
of the image had failed

c) else if the file dimension was within limits, the file
was attached as it was; no change in file size nor
dimension or any other elements

2. If the graphic file was beyond its support capacity in
terms of file size, the device either:

a) triggered the processing of the image automatically.
The file was thus resized leading to a reduction in
file dimension and size and a change in file format

b) prompted the user for the next action, either to
proceed with downscaling and/or cropping and so on.
The file size, dimension and format were again
compromised

Any of the two actions mentioned above could either
fail or succeed depending on various factors which were
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specific to the sending device. Test series showed that
Sony Ericsson Txt Pro cropped large files while the two
other models resized large files. At the sending device
level, the network had no link to the file manipulation as
carrier sent graphic files on all sending devices were
similar over carrier A and B. Some additional tests
carried out showed that depending on the capacity that a
sending device could support, the graphic file would be
manipulated to better fit the MMS transmission over the
particular device.

The three sets used for this research work showed
rather same support capacity of graphic file. The test
series showed that files less or equal to 290kb with not
too large dimensions (~1300x1300) were not changing as
the devices seemed to support the size and dimension.
However, the same size tested with larger dimension
showed that the processing of the file failed. This proved
that sending devices did control the initiation of graphic
file transmission. However, it might be that other sets
support smaller or bigger files which would avoid a
decrease in file size, dimension or format. In order to
double check this particular finding, a second test was
carried out on received files from SMDM (Nokia Asha
311) and DMDM (Sony Ericsson Txt Pro) where the
received files of the two receiving devices were resent
through Nokia C2-01.

The second test series of resent files confirmed the fact
that:

i)  graphic files which were already adapted to MMS
and to the sending device did not alter again on the
sending device,

ii) ii) carrier A did change all jpg resent file again and
each time the MMS content would go through its
MMSC. However, carrier B once more showed no
alteration on receiving devices. This fact concluded
that carrier A was designed to manipulate all jpg
files of any size and dimension.

The network’s MSSC level: MMS past research [5]
addressed the interoperability challenges involved for
mobile terminal capabilities. According to the paper[5],
multimedia content might not be entirely compatible with
the capabilities of the receiving device. The recipient
MMSC could identify content formats incompatibilities
and handle them properly [6]. Therefore, the addressee
MMSC was in charge for providing services such as
image resizing, and media simplification depending on
the configuration and the capability of the recipient.
However, content adaptation depended on service
providers. If the network was content adaptation enabled,
its MMSC controlled MMS contents. The findings about
network manipulation over the graphic file were thus
justified. According to [7], before multimedia messages
were dispatched, various processing could be applied
depending on the MMSC in order to better adapt the
particular content to set standards and other protocols.
Before delivering content, some MMSCs might
incorporate a conversion service that attempted to adjust
the multimedia content into a format suitable not only to
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its environment but to the receiving device as well. It was
this process which was mentioned above as the “content
adaptation" process. A notable adjustment ‘Image
Simplification” was highlighted [7]. Image simplification
discarded plain regions of an image having a lot of color
variation and edges. Content adaptation according to
legacy device could explain the different results which
cropped up in the test series. For the same graphic files
(all jpg files) received on SMSM and SMDM, no
alteration occurred on file dimension over carrier A.
However, on receiving device of DMDM, the same file
incurred a reduction file dimension. The alteration in
graphic file at MMSC level would depend on the degree
to which a particular carrier had been designed for
adjustment of “content adaptation”. Therefore, following
the test results obtained over carrier A and B for SMSM,
SMDM and DMDM,; it was understandable that carrier A
had been designed with “content adaptation” and/or other
conversion method as far as MMS contents were
concerned. Carrier A did control all jpg files by origin or
after conversion irrespective of the size and dimension or
other feathers. Carrier B had not yet shown any kind of
MMS content manipulation at its MMSC-end; thus it was
deduced that it did not support content adaptation or any
other kind of conversion so far.

Hence, results showed that there was no alteration in
Bluetooth transmission. However, transmissions by MMS
did cause some alteration. The alteration was mainly due
to different processing of the graphic files by different
mobile sets. For SMSM and SMDM, the test results
obtained were identical in terms of size, dimension and
file format. Hence the altered and non-altered graphic
files results were consistent for those two series. For
DMDM, some results were identical to the other two
series. However, at a certain point, the test results
differed from those of SMSM and SMDM. Hence,
mobiles of different make and different models process
graphic files differently and results concluded that during
transmission by MMS, the graphic files were cropped,
resized or downscaled.

V1. CONCLUSION

In view of finding grounds behind hash value variation
for graphic files between mobile devices, a comparative
study involving a set of test series was proposed and
carried out. Bluetooth graphic file transmission showed
no alteration on SMSM, SMDM and DMDM. MMS
graphics file transfer operated in a different way
compared to Bluetooth. Hash value variations were
detected on both sent and received graphic files via MMS
on the three different devices. However, according to test
results, the receiving devices were not responsible for the
alteration; but rather on variables such as the sending
device and the MMS network used.

Alteration in graphic files via MMS included size,
dimension and format, both before sending and during
transmission over a particular network. Apart from
alteration in hash values due to changes in file size,
dimension and format, altered files showed differences in
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RGB and HSV level and Exif information retrieved. It
was observed that alteration depended on the sending
devices; the capacity it supported for MMS transmission
and this feature was particular to each mobile make and
model. Limited processing capabilities of mobile devices
could compromise the MMS content. As each device
processed in its own way, variations on same files over
different sending devices differ. At the carrier level,
content adaptation might have been employed on
messages content in order to convert them into messages
more adapted and exchangeable in terms of size,
dimension and format. At this level, the receiving device
as well as some MMSC’s would manipulate the message
content after validating the legacy receipt so as to better
adapt the receiving file to the recipient device. MMSC
which were not designed for content adaptation or any
other conversion did not manipulate the message content,
hence leaving the content intact.

Therefore, Bluetooth seemed to be much more reliable
and stable as graphic file transmission method. However,
its limitation to 10 meters made MMS an interesting and
useful way of transferring data. With MMS graphic file
transmission, even if at the network level there was no
content manipulation, the sending device’s MMS
capacity was a key player in graphic file variation.
Graphic file transmission via MMS might not alter until
and unless the files sent from the sending devices were
within its capacity. Any file beyond its support capacity
would be processed and changed before being sent. The
graphic file size, dimension and format were not the only
important elements, but the carrier network over which
the MMS passed through was also an essential aspect that
should be considered. As a result, if the MMS was sent
within the sending device’s capacity, the user might be
already reducing the risk of altering its MMS content.

Future Work

Based on the results of this research, it is
recommended to carry further test on the given test series
using other mobile devices make and model with newer
technology, like Android if suitable over other carrier
network. In this study, the focal parameters were graphic
file size and format. The file size threshold was achieved
from the series of tests carried on different sending
devices. The same test can be performed focusing on
graphic file dimension in order to find out the limit of
graphic file in terms of dimension.
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