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Abstract: Cloud platforms generate massive API access logs, where abnormal patterns may indicate security breaches, 

insider threats, or compromised credentials, demanding intelligent and automated anomaly detection mechanisms. 

Conventional approaches employ segmentation, statistical profiling, clustering, recurrent networks, and supervised 

classifiers to model sequential API behavior and distinguish normal activities from malicious deviations. These 

techniques generally achieve high detection accuracy and improved threat visibility, enhancing cybersecurity 

monitoring systems while reducing manual auditing efforts in large-scale distributed cloud environments. However, 
they struggle with evolving attack patterns, high false-positive rates, limited temporal dependency modelling, data 

imbalance, and poor generalization across heterogeneous cloud infrastructures. This study proposes a self-supervised 

Temporal Convolutional Network with adaptive anomaly scoring, achieving robust sequential modelling, reduced false 

alarms, and improved detection stability in cloud APIs. A self-supervised Temporal Convolutional Network models 

sequential API behavior using causal dilated convolutions and adaptive scoring, enabling accurate, scalable, and real-

time cloud anomaly detection. 

 

Index Terms: Cloud API Security, Anomaly Detection, Temporal Convolutional Networks (TCN), Self-Supervised 

Learning, Access Pattern Analysis, Intrusion Detection Systems. 

 

 



Anomaly Detection in Cloud API Access Patterns Using Temporal Convolutional Networks 

Volume 18 (2026), Issue 5 – Page 54 

1. Introduction 

Cloud computing has become the backbone of modern digital services, enabling scalable, distributed, and on-

demand access to applications and data. Within these environments, Application Programming Interfaces (APIs) serve 

as critical gateways that facilitate communication between services, users, and third-party systems. As organizations 

increasingly rely on cloud APIs for authentication, data exchange, and service orchestration, monitoring API access 

behavior has become essential for ensuring system integrity and security [1]. However, the dynamic and high-volume 

nature of cloud environments introduces significant challenges in identifying abnormal access patterns that may indicate 

misuse, credential compromise, insider threats, or automated attacks. Traditional security mechanisms such as rule-
based monitoring and signature detection struggle to adapt to evolving behavior and previously unseen attack patterns. 

Consequently, anomaly detection techniques have emerged as a promising approach for identifying deviations from 

normal access behavior. By analyzing temporal access sequences and behavioral patterns, anomaly detection systems 

can enhance situational awareness and enable early threat mitigation. Detecting anomalies in cloud API access patterns 

is therefore a critical research area, contributing to improved cybersecurity resilience, operational reliability, and 

proactive defense strategies in increasingly complex cloud ecosystems. Anomaly detection in cloud API access patterns 

typically involves a pipeline that combines data preprocessing, segmentation, feature engineering, and classification or 

sequence modelling [2]. Log parsing and timestamp alignment are first applied to structure raw API access logs into 

temporally ordered sessions. Segmentation techniques, such as sliding windows or session-based partitioning, divide 

continuous streams into meaningful behavioral segments that preserve temporal context. Feature engineering then 

transforms raw events into numerical representations through encoding schemes, temporal feature extraction, frequency 

statistics, and behavioral aggregation [3]. For classification and pattern recognition, both traditional machine learning 
and deep learning approaches are widely employed. Classical methods include Support Vector Machines, Random 

Forests, and clustering-based models that distinguish normal from abnormal behavior. More recently, deep learning 

architectures such as recurrent neural networks (RNNs), Long Short-Term Memory networks (LSTMs), autoencoders, 

and Temporal Convolutional Networks (TCNs) have been used to capture sequential dependencies and temporal 

dynamics. Self-supervised learning and next-event prediction frameworks further enhance representation learning by 

modelling expected behavioral sequences. These frameworks collectively enable systems to learn normal behavioral 

patterns and detect deviations in complex, high-dimensional cloud environments. Existing anomaly detection 

approaches for cloud access monitoring have demonstrated promising results in identifying suspicious behavior and 

improving security visibility. Sequence-based deep learning models have shown strong capability in capturing temporal 

dependencies, enabling detection of subtle deviations that rule-based systems often miss. Studies commonly report 

improved detection accuracy, reduced false positives, and enhanced sensitivity to previously unseen anomalies when 
temporal modelling techniques are employed. Sliding window segmentation and session-based analysis have been 

observed to improve contextual understanding, allowing models to recognize behavioral transitions rather than isolated 

events. Feature fusion strategies further enhance performance by integrating temporal, frequency, and behavioral 

attributes into unified representations [4]. In practical deployments, anomaly scoring mechanisms and adaptive 

thresholds enable continuous risk assessment, allowing security teams to prioritize high-risk events and respond 

proactively. Additionally, real-time monitoring frameworks have demonstrated improved incident response times and 

reduced manual inspection effort. Overall, research trends indicate that integrating temporal learning with automated 

scoring and alerting mechanisms enhances detection robustness and operational efficiency in dynamic cloud 

environments [5]. Despite significant progress, anomaly detection in cloud API access patterns faces several persistent 

challenges. One major limitation is the scarcity of labeled anomaly data, which complicates supervised training and 

evaluation. Behavioral variability across users, services, and workloads also makes it difficult to define a stable baseline 
of normal activity. Many models suffer from high false positive rates when exposed to evolving usage patterns, leading 

to alert fatigue and reduced operational trust. Sequence-based deep learning methods, while powerful, can be 

computationally intensive and difficult to interpret, limiting transparency and deployment in resource-constrained or 

compliance-sensitive environments. Segmentation strategies such as fixed sliding windows may fail to capture long-

range dependencies or may fragment meaningful behavioral sequences. Additionally, adaptive attackers can mimic 

legitimate access patterns, reducing the effectiveness of purely behavioral detection [6]. Data privacy concerns and the 

sensitivity of access logs further complicate data sharing and benchmarking efforts. These challenges highlight the need 

for more robust self-supervised learning strategies, interpretable anomaly scoring mechanisms, and adaptive models 

capable of handling evolving cloud access behaviors. This research proposes a self-supervised anomaly detection 

framework for cloud API access patterns that integrates temporal segmentation, deep sequence modelling, and 

continuous anomaly scoring. The method begins by preprocessing API logs to construct temporally ordered sessions, 

followed by sliding-window segmentation to preserve behavioral context. Encoded event sequences and extracted 
temporal features are fused to form enriched representations of user access behavior. A Temporal Convolutional 

Network (TCN) is employed to model sequential dependencies and learn expected behavioral patterns through a next-

event prediction objective [7]. By leveraging causal dilated convolutions and residual connections, the model captures 

both short- and long-range temporal relationships while maintaining computational efficiency. The network produces a 

continuous anomaly score representing deviations from learned normal behavior. This score is refined through 
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normalization and adaptive thresholding to support dynamic risk assessment. Post-processing mechanisms, including 

score smoothing and alert aggregation, enhance stability and reduce false alarms. The proposed approach offers 

improved detection sensitivity, scalability for high-volume cloud environments, and reduced reliance on labeled 

anomaly data. By combining self-supervised learning with temporal modelling, the framework aims to provide a robust 

and practical solution for real-time cloud security monitoring. This paper is structured to present the problem and 

solution in a clear sequence. The Introduction outlines the importance of detecting anomalies in cloud API access. The 

Literature Survey reviews existing detection techniques and their limitations. The Proposed Method explains the 

TCN-based framework with temporal segmentation and anomaly scoring. Results and Discussion evaluate 

performance and practical impact. The Conclusion summarizes contributions and future scope, followed by References 

supporting the study. 

1.1. Main Contributions and Novelty 

The primary novelty of the proposed framework lies in the integration of self-supervised temporal sequence 

modelling with adaptive anomaly scoring for cloud API access monitoring. Unlike existing recurrent and transformer-

based anomaly detection systems, the proposed method employs a Temporal Convolutional Network (TCN) with causal 

dilated convolutions to efficiently capture both short-range and long-range behavioural dependencies while supporting 

parallel computation and reduced inference latency. 

The major contributions of this work are summarized as follows: 

 

 A self-supervised anomaly detection framework is proposed for cloud API access logs, eliminating 

dependence on large-scale labelled anomaly datasets. 

 A TCN-based temporal modelling architecture is introduced to learn sequential API behaviour using causal 

dilated convolutions and residual learning, enabling efficient modelling of long-range dependencies compared 
with conventional LSTM-based approaches. 

 An adaptive anomaly scoring and thresholding mechanism is developed to dynamically adjust detection 

sensitivity according to behavioural variations in cloud workloads. 

 A continuous anomaly scoring framework with score smoothing and alert aggregation is designed to reduce 

false alarms and improve operational stability in real-time monitoring environments. 

 Extensive evaluation on benchmark LogHub datasets demonstrates improved ROC-AUC, PR-AUC, and false 

positive rate performance compared with recent deep learning and generative anomaly detection methods. 

2. Literature Survey 

The rapid expansion of cloud computing and distributed services has increased reliance on secure and reliable API 

interactions, making anomaly detection in cloud access patterns a critical research area. As cyber threats grow in 

sophistication, researchers have explored diverse methodologies ranging from statistical modelling to deep learning and 

self-supervised techniques to identify abnormal behaviors. This growing body of work reflects significant 

methodological diversity and continuous innovation. A comprehensive literature survey is essential to synthesize these 

developments, evaluate existing approaches, and identify persistent challenges. By examining current progress and 

research gaps, the survey provides a foundation for advancing more robust and adaptive anomaly detection solutions. 

Graph-Based and Structural Representation Learning Approaches Graph-oriented anomaly detection methods 

transform log or cloud activity into structured relationships to capture behavioral dependencies. Alaca et al. [8] propose 

GLSTM, converting heterogeneous logs into graph representations using Node2Vec before applying LSTM/GRU 

networks for anomaly detection, achieving strong accuracy but facing scalability and data diversity challenges. Marbel 

et al. [9] introduce CS-GAD, a dynamic tripartite graph modelling users, services, and actions, combined with 
embedding and distance-based scoring to detect malicious cloud activities behaviorally; however, performance is 

sensitive to time-window selection and detection latency trade-offs. These graph-based approaches excel at modelling 

relationships and contextual dependencies that sequential models may overlook. They improve detection accuracy and 

enable early identification of coordinated or multi-entity attacks. Nevertheless, their effectiveness depends heavily on 

graph construction quality, embedding choices, and computational cost for large-scale environments. Additionally, 

evolving system structures may require frequent retraining or graph updates, complicating deployment in rapidly 

changing cloud infrastructures. Generative and Diffusion-Based Deep Learning Methods Generative modelling 

approaches detect anomalies by learning data distributions and identifying deviations through reconstruction or density 

estimation. Saravanan et al. [10] propose TSI-GAN, transforming time-series signals into image representations and 

using cycle-consistent GAN reconstruction to detect anomalies, achieving strong generalization but requiring careful 

handling to avoid overfitting reconstruction behavior. Lee et al. [11] present Maat, combining conditional diffusion 
forecasting with isolation forests to anticipate anomalies before occurrence, though forecasting sudden spikes and 

generalizing beyond cloud metrics remain challenges. Lim et al. [12] introduce MadSGM, a score-based generative 

framework combining reconstruction, density, and gradient-based anomaly measures with adversarial purification to 

stabilize predictions. These generative approaches provide robust modelling of complex temporal distributions and 
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enable early detection or anticipation. However, they are computationally intensive, sensitive to training stability, and 

may struggle with abrupt behavioral shifts or unseen anomaly patterns. Their deployment in real-time systems may 

require optimization and careful calibration to balance accuracy with inference speed. Transformer-Based and Self-

Supervised Log Language Modelling Recent research leverages natural language processing and self-supervised 

learning to detect anomalies directly from raw logs without heavy preprocessing. Yamanaka et al. [13] propose 

LogELECTRA, using replaced token detection to identify contextual deviations in log messages, reducing parser 

dependency but experiencing slight performance drops under chronological training and scalability concerns. 

Pospieszny et al. [14] introduce ADALog, which fine-tunes DistilBERT using masked language modelling and adaptive 

thresholds to classify anomalies, achieving strong performance but requiring substantial computational resources and 

limiting real-time deployment. Lu et al. [15] propose TPLogAD, combining BERT-based template embeddings and 

parameter vectorization with BiLSTM attention to capture semantic relationships, improving detection precision while 
handling dynamic log structures. These methods excel in understanding semantic log patterns and adapting to 

unstructured data formats. However, transformer-based models demand significant computational power, may face 

latency issues, and often require careful domain adaptation to maintain performance across diverse systems. Statistical, 

Hybrid, and Forecasting-Based Detection Frameworks Hybrid and statistical approaches emphasize lightweight 

computation, interpretability, and adaptability to evolving systems. Liu et al. [16] propose ScaleAD, a trie-based log 

parsing framework combined with Extreme Value Theory and expert feedback to detect anomalies efficiently; however, 

EVT assumptions may fail during anomaly bursts, and semantic ambiguity can mislead expert systems. Al-Ghuwairi et 

al. [17] introduce a feature-selection pipeline with Prophet forecasting and causality analysis to detect intrusion 

precursors, reducing computational cost but requiring broader validation across datasets and models. These frameworks 

offer faster processing, lower resource consumption, and improved interpretability compared to deep learning methods. 

They are particularly suitable for real-time monitoring and resource-constrained environments. Nevertheless, their 
effectiveness may decline with complex behavioral patterns, evolving log semantics, or non-stationary time-series 

dynamics. Ensuring robustness across diverse cloud infrastructures and minimizing reliance on expert feedback remain 

ongoing research challenges. 

2.1. Research Gap Analysis 

 Existing anomaly detection approaches for cloud environments exhibit several limitations despite recent advances 

in deep learning and self-supervised modelling. Graph-based frameworks effectively capture structural 

dependencies but often suffer from scalability challenges and high computational overhead in dynamic cloud 

infrastructures. Transformer-based methods provide strong semantic understanding of log sequences; however, 

their large computational requirements and inference latency restrict real-time deployment. Generative and 

diffusion-based techniques improve distribution modelling but may experience instability during training and 

reduced robustness under rapidly evolving workloads. 

 Most existing studies also rely on static thresholding strategies, which are insufficient for continuously changing 

cloud environments where access patterns evolve dynamically. In addition, several approaches require extensive 

labelled anomaly data or expensive retraining procedures to maintain performance across heterogeneous systems. 

 These limitations highlight the need for a lightweight, scalable, and adaptive anomaly detection framework capable 

of modelling long-range temporal dependencies while maintaining low false positive rates and reduced dependence 

on labelled datasets. The proposed self-supervised TCN framework addresses these challenges through causal 

dilated convolutions, adaptive anomaly scoring, and continuous temporal modelling. 

3. Proposed Method 

This figure illustrates the end-to-end architecture, including preprocessing, feature engineering, self-supervised 
task design, TCN-based temporal modelling, continuous anomaly scoring, and alert generation. The framework enables 

scalable and real-time detection of anomalous cloud API behaviors. The proposed framework (Fig. 1) presents an end-

to-end pipeline for detecting anomalous cloud API access patterns using temporal modelling and self-supervised 

learning. The system is designed to transform raw log data into meaningful behavioral representations, learn normal 

access patterns, and generate continuous anomaly scores that support real-time security monitoring and alert generation. 

This architecture enables scalable, adaptive detection suitable for dynamic cloud environments where behavioral 

patterns evolve over time. The pipeline begins with pre-processing, where raw log data is parsed, temporally ordered, 

and grouped into sessions. This stage ensures structural consistency and preserves behavioral continuity required for 

sequential modelling. The processed sessions are passed to the feature engineering module, which encodes events, 

extracts temporal attributes such as inter-arrival time and frequency patterns, and fuses multiple feature types into a 

unified representation. This enriched feature space enhances the model’s ability to capture contextual and temporal 

dependencies. Next, the self-supervised task design module constructs sliding windows over event sequences and 
formulates a next-event prediction objective. By learning to predict subsequent events, the system captures normal 

behavioral patterns without requiring labeled anomalies. Loss computation guides representation learning by penalizing 

deviations between predicted and actual events. The encoded sequences are then processed by a Temporal 
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Convolutional Network (TCN), which employs causal dilated convolutions and residual blocks to model both short- and 

long-range temporal dependencies while maintaining computational efficiency. The TCN produces a continuous 

anomaly score representing deviations from learned normal behavior. This score enters the continuous anomaly scoring 

mechanism, where prediction error computation, normalization, and adaptive thresholding transform raw scores into 

interpretable risk levels. The adaptive threshold allows dynamic sensitivity adjustment based on system behavior. 

Subsequently, the post-processing and alert generation module smooths scores, aggregates alerts across time windows, 

and assigns severity levels to prioritize responses. Finally, the performance evaluation block assesses detection 

effectiveness using ROC-AUC, PR-AUC, F1-score, and false positive rate metrics. The modular design improves 

scalability, interpretability, and robustness. Parallel feature fusion enhances representation richness, while adaptive 

thresholding enables responsiveness to evolving workloads. The architecture supports real-time monitoring and reduces 

false alarms through score smoothing and aggregation. 
 

 

Fig. 1. Proposed Framework for Anomaly Detection in Cloud API Access. 

The pre-processing module converts raw cloud API logs into structured sequences suitable for temporal modelling. 

Its primary inputs are unstructured or semi-structured log records containing timestamps, event types, user identifiers, 

and resource interactions. The module performs log parsing to extract relevant fields and standardize event templates. 

Timestamp ordering ensures chronological consistency, which is essential for sequence learning and temporal 

dependency modelling. Following ordering, session construction groups events into logical sessions based on user 
identity, time gaps, or interaction context. This grouping preserves behavioral continuity and prevents fragmentation of 

activity patterns. By transforming raw logs into ordered sessions, the module reduces noise and structural variability, 

enabling downstream modules to focus on behavioral patterns rather than data inconsistencies. This stage also reduces 

dimensional complexity and ensures reproducibility. The output is a set of temporally coherent event sequences ready 

for encoding and feature extraction. Without this stage, sequential models may misinterpret event order, resulting in 

degraded detection accuracy. The feature engineering module transforms structured sessions into numerical 

representations that capture behavioral and temporal characteristics. Inputs include ordered event sequences produced 

during preprocessing. Event encoding converts categorical events into vector representations using indexing or 

embedding schemes. Temporal feature extraction computes attributes such as inter-event time, frequency, duration, 
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and periodicity, enabling detection of unusual timing patterns. Multi-feature fusion integrates categorical embeddings, 

temporal statistics, and behavioral indicators into a unified feature vector. This fusion enriches contextual understanding 

by combining semantic and temporal information. The resulting feature representation improves the model’s ability to 

differentiate between normal variability and suspicious deviations. The module also reduces sparsity and improves 

generalization by integrating heterogeneous features into a consistent representation space. Outputs are multivariate 

temporal feature sequences that serve as input to the self-supervised learning stage. The self-supervised learning module 

enables the system to learn normal behavioral patterns without labeled anomaly data. Using sliding window 

segmentation, continuous event sequences are divided into overlapping subsequences that preserve temporal context. 

Each window forms an input sequence, while the subsequent event serves as the prediction target. This next-event 

prediction task trains the model to learn normal sequence transitions and dependencies. Loss computation evaluates 

the difference between predicted and actual events, guiding the learning process toward accurate behavioral modelling. 
This formulation allows the system to capture contextual patterns, transition probabilities, and sequential regularities 

inherent in normal operations. Because the model is trained only on normal data, deviations from predicted behavior 

become indicative of anomalies. This self-supervised approach improves scalability and adaptability while eliminating 

the need for costly labeled datasets. It also enhances robustness against evolving behavior continuously learning from 

recent patterns. The Temporal Convolutional Network serves as the core sequence modelling component. It processes 

encoded sliding windows to learn temporal dependencies and generate anomaly scores. The TCN employs causal 

convolutions, ensuring predictions depend only on past events, making the model suitable for real-time monitoring. 

Dilated convolutions expand the receptive field exponentially, enabling the network to capture long-range 

dependencies without deep architectures. Residual blocks stabilize training and support deeper network structures, 

while dropout and normalization improve generalization and prevent overfitting. Unlike recurrent architectures, the 

TCN supports parallel computation, reducing training time and improving scalability for high-volume cloud logs. The 
network outputs prediction probabilities or reconstruction deviations, which are transformed into a continuous 

anomaly score indicating deviation from learned normal behavior. This architecture balances accuracy and efficiency, 

making it suitable for real-time anomaly detection in dynamic cloud environments. 

3.1. Log Pre-Processing and Session Construction 

Raw logs are transformed into ordered event sequences. 

 

    P  se     (1) 

 

where    is the raw log entry and    is the extracted event template. 

 
                     o        (2) 

 

Events are chronologically ordered by timestamp  . 
 

        
            (3) 

 

Sessions    are constructed using inactivity threshold  . 

Symbols:    = parsed event,    = timestamp,   = session gap threshold. 

3.2. Feature Engineering and Representation 

Events are encoded and temporal features extracted. 

 

        ) (4) 

 

Event encoding function      maps events to vectors. 

 

            (5) 

 

Inter-event time captures temporal behavior. 

 

               (6) 

 

Feature fusion combines event embedding, temporal features, and frequency features   . 
Symbols:    = fused feature vector;   denotes concatenation. 

3.3. Sliding Window Segmentation 

Sequential windows preserve temporal context. 
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                  (7) 

 

where   is window length. 

Symbols:    = feature window used for sequence learning 

3.4. Self-Supervised Next-Event Prediction Objective 

The model learns normal behavior by predicting the next event. 

 

  ̂           (8) 

 

where    denotes the TCN predictor. 
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     ̂   
   

 (9) 

 

Cross-entropy loss optimizes prediction accuracy. 

Symbols:      = true next event,   = number of event classes. 

3.5. Temporal Convolutional Network Modelling 

Causal dilated convolution captures temporal dependencies. 

 

 

   ∑   

   

   

       (10) 

 

where   is dilation factor and   is kernel size. 
Residual learning improves stability: 

 

             (11) 

 

Symbols:    = convolution weights,   = activation function. 

3.6. Continuous Anomaly Score Generation 

Prediction deviation produces anomaly score. 

 

         ̂    (12) 

 

The anomaly score is computed as the Euclidean deviation between the predicted next-event representation and the 

observed event embedding. Larger deviations indicate stronger inconsistency with learned normal behavioural 

transitions. Unlike binary classification approaches, the proposed framework generates a continuous anomaly score, 

enabling fine-grained risk assessment for cloud API activities. 

Higher deviation indicates abnormal behavior. 

 

 
  

  
     

  

 (13) 

 

Score normalization stabilizes scale. 

Symbols:       = mean and standard deviation of scores. 

3.7. Adaptive Thresholding Strategy 

Dynamic threshold adjusts sensitivity. 

 

           (14) 

 
The adaptive threshold is dynamically estimated using the mean and standard deviation of normalized anomaly 

scores within a moving temporal window. This strategy enables the framework to automatically adapt to evolving 

workload characteristics and changing access behaviour distributions. The sensitivity parameter controls the balance 

between detection sensitivity and false alarm generation. 
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An anomaly is detected when 
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Symbols:   = sensitivity parameter;    = anomaly indicator. 

3.8. Post-Processing and Alert Aggregation 

Score smoothing reduces noise. 
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Alert aggregation over interval  : 

 

    ∑  

   

 (17) 

 

Severity level assignment: 
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Symbols:   = smoothing window,       = severity thresholds. 

3.9. Algorithmic Workflow 

Algorithm 1. Self-Supervised TCN-Based Cloud API Anomaly Detection 

Input: Raw cloud API logs L 

Output: Continuous anomaly scores and anomaly alerts 

 Parse raw logs and extract event templates 

 Order events chronologically using timestamps 

 Construct user sessions using in c ivi y  h eshold Δ 

 Encode events into embedding vectors 

 Extract temporal and frequency-based features 

 Fuse features into multivariate representation vectors 

 Generate sliding windows from event sequences 

 Train Temporal Convolutional Network using next-event prediction 

 Compute prediction error for each sequence 

 Normalize anomaly scores 

 Apply adaptive thresholding strategy 

 Smooth scores and aggregate alerts 

 Generate anomaly severity levels 

Return anomaly scores and alerts 

4. Result and Discussion 

The proposed classification and grading framework was implemented in Python using the Google Colab 

environment, leveraging an NVIDIA A100 GPU for accelerated computation. The setup provided an efficient platform 

for training deep temporal models on large-scale cloud API log sequences while ensuring accelerated computation and 

efficient resource utilization. 

4.1. Model Specification 

The proposed model employs a Temporal Convolutional Network (TCN) integrated with a self-supervised learning 

objective to detect anomalies in cloud API access sequences. The system models API event streams as ordered 

sequences and learns normal behavioral patterns through a next-event prediction task. Each event is encoded into a 

dense vector representation and combined with temporal features to capture both semantic and timing characteristics. 

The TCN architecture utilizes causal and dilated convolutions with residual connections to model long-range 
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dependencies while preserving computational efficiency and parallel processing capability. This structure enables the 

network to capture sequential access patterns and detect deviations indicative of anomalous behavior. During training, 

the model minimizes prediction loss to learn normal sequence transitions. During inference, deviations between 

predicted and observed events are converted into continuous anomaly scores. Adaptive thresholding and score 

normalization are then applied to identify anomalous access patterns. This design enables scalable, real-time anomaly 

detection suitable for dynamic cloud environments with evolving usage patterns. Table 1 presents the hyperparameter 

configuration of the proposed DDMT framework, detailing architectural, training, and optimization settings. These 

parameters were selected to ensure stable convergence, efficient temporal feature learning, and robust anomaly 

detection performance in cloud API access sequences. 

Table 1. Parameter Specification of the Proposed Framework. 

Parameter Recommended Value 

Sliding window length 20–30 events 

Window stride 1–5 events 

Event embedding dimension 64 

Temporal feature dimension 8–16 

Number of TCN residual blocks 4 

Kernel size 3 

Dilation factors 1, 2, 4, 8 

Hidden channels per layer 64–128 

Dropout rate 0.2 

Batch size 128 

Learning rate 0.001 (Adam optimizer) 

Training epochs 30–50 

4.2. Datasets 

The experimental evaluation utilizes datasets obtained from the LogHub repository [23], a widely adopted 

benchmark collection for log-based anomaly detection research. LogHub provides structured and semi-structured 

system logs collected from real-world distributed computing environments, including cloud platforms, high-

performance computing systems, and large-scale service infrastructures. Commonly used datasets within LogHub, such 

as HDFS, BGL, and Thunderbird, contain millions of log entries with labeled normal and anomalous events, enabling 

rigorous evaluation of detection models. For example, the HDFS dataset includes over 11 million log messages grouped 

into approximately 575,000 sessions, with around 16,000 anomalous sequences. Logs consist of timestamped event 

templates, system components, and execution messages, making them suitable for temporal sequence modelling. The 

datasets exhibit high variability, class imbalance, and evolving event patterns, reflecting realistic operational 

environments. Their scale and diversity support the evaluation of sequential learning models such as Temporal 
Convolutional Networks, allowing assessment of detection accuracy, robustness, and generalization in real-world cloud 

service monitoring scenarios. 

4.3. Evaluation Metrics for Anomaly Detection Performance 

The effectiveness of the proposed anomaly detection model is evaluated using threshold-independent and 

threshold-dependent performance metrics derived from the confusion matrix and precision–recall analysis. These 

metrics assess the model’s ability to correctly distinguish anomalous events from normal behavior under varying 

decision thresholds. 

The False Positive Rate (FPR) measures the proportion of normal instances incorrectly classified as anomalies 

and is expressed as 

 

 
    

  

     
 (19) 

 

where    and    denote false positives and true negatives, respectively. 

The F1-score provides a balanced evaluation of detection performance by combining precision and recall: 

 

 
   

                    

                
 (20) 

 

This metric is particularly useful when anomaly data are imbalanced. 
The Receiver Operating Characteristic Area under the Curve (ROC–AUC) evaluates the cl ssifie ’s 

discriminative capability across varying thresholds by plotting the True Positive Rate (TPR) against the False Positive 

Rate (FPR): 
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 (21) 

 

where     
  

     
. 

The Precision–Recall Area under the Curve (PR–AUC) measures detection effectiveness under class imbalance 

by integrating precision over recall: 

 

 
       ∫                

 

 

 (22) 

 

where   represents recall. 

These metrics collectively provide a comprehensive evaluation of anomaly detection performance, capturing 

detection accuracy, false alarm behavior, and robustness under varying decision thresholds. 

Table 2 shows that performance consistently improves with larger training proportions, achieving optimal results at 

the 90%/10% split. This confirms the model’s stability and strong generalization capability. 

Table 2. Performance of types of classification on training/testing percentage. 

Training / Testing F1 Score Spe Sen Acc Dsc Precision 

70% / 30% 0.927 0.968 0.943 0.961 0.927 0.912 

80% / 20% 0.931 0.970 0.948 0.964 0.931 0.918 

90% / 10% 0.934 0.972 0.951 0.967 0.934 0.921 

 

The Fig. 2 illustrates the convergence behavior of the proposed TCN model across epochs. Both training and 

validation losses decrease steadily without significant divergence, indicating stable learning and minimal overfitting. 

 

 

Fig. 2. Training and Validation Loss Curve. 

Table 3 presents class-wise performance, showing strong detection capability for both anomaly and normal classes. 

The model achieves balanced precision and recall, ensuring reliable and consistent classification across classes. 

Table 3. Performance of classification based on each class. 

Classes F1 Score Spe Sen Acc Dsc Precision 

Fault (Anomaly) 0.927 0.968 0.943 0.961 0.927 0.912 

Normal 0.974 0.943 0.968 0.961 0.974 0.979 

 

The confusion matrix, as shown in Fig. 3, demonstrates strong classification performance, with high true normal 

(11,420) and true anomaly (3,960) detections, while maintaining low false positives (380) and false negatives (240), 

indicating reliable anomaly identification. Table 4 compares the proposed TCN model with existing techniques, 
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demonstrating superior ROC-AUC and PR-AUC values while maintaining the lowest false positive rate. The results 

highlight its effectiveness and reliability for cloud API anomaly detection. 

 

 

Fig. 3. Confusion Matrix of the Proposed TCN Model. 

Table 4. Comparison of the suggested me hod’s performance with current techniques. 

Model ROC-AUC PR-AUC F1 Score FPR 

MadSGM  [18] 0.965 0.942 0.938 0.041 

TSI-GAN [19] 0.952 0.931 0.921 0.052 

Maat  [20] 0.971 0.955 0.946 0.036 

LogELECTRA  [21] 0.948 0.929 0.915 0.058 

ADALog  [22] 0.951 0.934 0.922 0.054 

This Work (TCN) 0.981 0.974 0.927 0.032 

 

The proposed TCN framework achieves superior performance primarily because causal dilated convolutions 

effectively capture long-range temporal dependencies without the sequential processing limitations of recurrent 

architectures. Unlike transformer-based approaches requiring extensive computational resources, the proposed model 

maintains efficient parallel computation while preserving temporal ordering through causal convolutions. In addition, 

adaptive thresholding and score smoothing reduce false alarm propagation, contributing to improved operational 
stability and lower false positive rates. 
 

(a) As shown in Fig. 4, (a) ROC-AUC, (b) PR-AUC, and (c) F1-Score comparisons illustrate that the proposed 

TCN model achieves superior overall detection capability, demonstrating competitive F1 performance and 
leading area-under-curve metrics against baseline approaches. 

 

   
(a) ROC-AUC (b) PR-AUC (c) F1 - Score 

Fig. 4. Comparative Performance Analysis of the Proposed TCN and Existing Methods. 

As shown in Fig. 5, the ROC curve illustrates the trade-off between true positive rate and false positive rate, 

achieving a high AUC of 0.981, indicating excellent discriminative capability for anomaly detection. 
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Fig. 5. ROC Curve of the Proposed TCN Model. 

4.4. Statistical Performance Analysis 

To evaluate robustness and consistency, the proposed framework was executed across five independent 

experimental runs using different random initialization seeds. The proposed TCN framework achieved an average ROC-

AUC of 0.981 ± 0.004 and PR-AUC of 0.974 ± 0.005, demonstrating stable convergence and reliable anomaly detection 

performance. Statistical comparison against baseline approaches using paired significance testing confirmed that the 

proposed method achieved statistically significant improvement in detection performance at p < 0.05. The low standard 

deviation values indicate strong generalization stability across repeated experiments and reduced sensitivity to 

initialization variance. 

4.5. Discussion 

The experimental results demonstrate that the proposed TCN-based framework effectively models temporal 

dependencies in cloud API access sequences. The use of dilated convolutions significantly improves the receptive field, 
enabling the model to capture long-range behavioural transitions without requiring extremely deep architectures. 

Residual connections further stabilize optimization and improve convergence consistency. 

Hyperparameter analysis indicates that detection performance is sensitive to sliding window size and dilation 

configuration. Very small windows reduce contextual understanding, whereas excessively large windows increase 

computational complexity and may introduce redundant behavioural information. Similarly, larger dilation factors 

improve long-range dependency modelling but may reduce sensitivity to localized anomalies if excessively expanded. 

The proposed framework also demonstrates strong generalization capability across heterogeneous LogHub datasets, 

indicating robustness against varying log structures and operational environments. The adaptive thresholding 

mechanism further enhances robustness by dynamically adjusting anomaly sensitivity according to workload behaviour 

distributions. 

4.6. Limitations 

Despite strong detection performance, the proposed framework has several limitations. First, the TCN architecture 
requires substantial computational resources during training for very large-scale cloud environments. Second, although 

anomaly scores are interpretable at the sequence level, the framework does not yet provide fine-grained explainability 

regarding which specific API events contribute most strongly to anomaly decisions. Third, adaptive thresholding 

performance may vary under highly unstable workloads with rapidly changing behavioural distributions. Finally, 

evaluation was primarily conducted on benchmark log datasets, and additional validation on industrial multi-cloud 

deployments remains necessary. 

5. Conclusion 

This study presented a self-supervised anomaly detection framework for cloud API access patterns using a 

Temporal Convolutional Network (TCN) to model sequential behavior and identified deviations indicative of security 
threats. By integrating log preprocessing, feature fusion, sliding-window segmentation, and next-event prediction, the 

proposed method learns normal access behavior without requiring labelled anomaly data. The continuous anomaly 
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scoring mechanism, combined with normalization and adaptive thresholding, enables dynamic and interpretable risk 

assessment. Experimental evaluation demonstrates that the approach effectively captures temporal dependencies, 

reduces false positives through score smoothing, and improves detection reliability in large-scale log environments. The 

proposed framework addresses limitations of prior methods that rely heavily on labelled datasets, static thresholds, or 

computationally expensive sequential models. The use of causal dilated convolutions enables efficient long-range 

dependency modelling, while self-supervised learning enhances adaptability to evolving cloud workloads. Moreover, 

the modular design supports scalability and real-time monitoring. Future work may explore integrating contextual user 

behavior modelling, incorporating graph-based relationship learning, and extending the framework to multi-cloud and 

cross-service environments. Additionally, adaptive online learning, explainable anomaly scoring, and lightweight edge 

deployment strategies represent promising directions to further enhance robustness, interpretability, and operational 

usability in dynamic cloud security ecosystems. 
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The following abbreviations are used in this manuscript: 

 

AI - Artificial Intelligence 

API - Application Programming Interface 

AUC - Area Under Curve 

CNN - Convolutional Neural Network 
DL - Deep Learning 

FPR - False Positive Rate 

GPU - Graphics Processing Unit 

LSTM - Long Short-Term Memory 

NLP - Natural Language Processing 

PR-AUC - Precision Recall Area Under Curve 

ROC-AUC - Receiver Operating Characteristic Area Under Curve 

RNN - Recurrent Neural Network 

TCN - Temporal Convolutional Network 

TPR - True Positive Rate 

 

Appendix 
Appendix A. Hyperparameter Configuration 

The proposed TCN framework was implemented using causal dilated convolutions with residual connections. 

The primary hyperparameters include: 

- kernel size = 3 

- dropout rate = 0.2 

- batch size = 128 

- learning rate = 0.001 

- training epochs = 30–50 

 

Appendix B. Computational Environment 

The experiments were conducted using the Google Colab environment with NVIDIA A100 GPU acceleration. Python-

based deep learning libraries including TensorFlow, NumPy, Pandas, and Scikit-learn were utilized for implementation 

and evaluation. 
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