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Abstract: Spam emails continue to be a major issue in digital communication, hurting productivity and jeopardizing 
security. This paper presents a real-time spam email filtering method that combines ensemble learning techniques 
(stacking and majority voting) with machine learning classifiers such as Logistic Regression (LR), Support Vector 
Machine (SVM), Stochastic Gradient Descent (SGD), and Decision Trees (DT). The objective is to improve the accuracy 
and reliability of spam detection systems. The proposed models were tested against Kaggle’s Spam Email Classification 
Dataset on crucial performance parameters such as accuracy, precision, recall, F-measure, false positive rate (FPR), and 
false negative rate (FNR). The results show that, while the stacking ensemble is competitive, the majority voting 
ensemble consistently achieved good results. It delivers improved accuracy of 98.59%, precision of 98.59%, recall of 
98.59%, and F-measure of 98.59% while keeping a low FPR of 0.019 and FNR of 0.009, making it the most dependable 
option for real-world use. This study demonstrates the efficiency of ensemble learning, particularly majority voting, in 
building scalable and practical solutions for real-time spam email filtering. The findings lay a solid foundation for 
enhancing email security mechanisms and user experience. 
 
Index Terms: Email Spam Detection, Ensemble Learning, Stacking Ensemble, Majority Voting Ensemble, NLP, Machine 
Learning Models. 
 
 

1. Introduction 

Email is a key communication medium across business, education, healthcare, governance, and personal domains, 
valued for its accessibility and speed. However, its widespread use makes it vulnerable to spam—unsolicited and often 
malicious messages— that form a large portion of global email traffic [1, 2]. Beyond cluttering inboxes, spam poses 
cybersecurity risks such as phishing, malware, and ransomware, highlighting the need for adaptive and reliable spam 
filters. Early spam detection relied on blocklists, rule-based methods, and heuristics [3, 4], but these static approaches 
could not counter evolving spam tactics, prompting the use of machine learning (ML) methods like Naïve Bayes, 
decision trees, and support vector machines, which adaptively learn discriminative patterns. 

Deep learning (DL) further enhanced spam detection through models such as CNNs and RNNs, enabling automatic 
feature extraction and semantic understanding. Challenges remain in scalability, computational efficiency, and resilience 
to adversarial spam [5]. Real-world environments require processing billions of emails daily while maintaining accuracy, 
and spammers continuously adapt, causing concept drift. Models must therefore be accurate, adaptive, scalable, and robust 
across multilingual and heterogeneous datasets. Recent studies confirm the persistent dominance of spam, underscoring 
the need for hybrid solutions [6, 7, 8]. Ensemble learning, combining multiple classifiers, addresses these challenges by 
improving robustness and minimizing false positives and negatives while maintaining efficiency. 

 
 In 2023, about 45.6% of emails were spam, slightly lower than previous years. 
 Total spam volume increased, exceeding 160 billion emails daily in 2023. 
 As of December 2024, China and the U.S. were top spam sources, each generating 7.8 billion emails per day. 
 Spam poses serious threats; in 2023, 94% of organizations reported phishing attacks, a 40% increase from the 

prior year. 
 
Single-model filters struggle to adapt to evolving spam strategies, reducing real-world detection accuracy. 

Ensemble methods, particularly stacking and majority voting, overcome these limits by leveraging multiple classifiers. 
Stacking ensembles use outputs from base models as input to a meta-classifier to capture complementary patterns, while 
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majority voting ensembles rely on collective agreement to reduce bias. This study integrates stacking and majority 
voting ensembles for real-time spam filtering, achieving a balance between accuracy and computational efficiency. The 
proposed framework improves precision, reduces false positives, and maintains robust performance under dynamic and 
adversarial spam conditions. The major contributions of this research are summarized below. 

 
 This paper proposes a real-time spam email filtering framework using ensemble learning (stacking and 

majority voting) with classifiers including LR, SVM, SGD, and Decision Trees to enhance detection 
reliability. 

 Evaluation on Kaggle’s Spam Email Classification Dataset ensures realistic assessment, leveraging diverse 
features and balanced spam/legitimate email representation. 

 Performance is measured via accuracy, precision, recall, F-measure, FPR, and FNR. Results show majority 
voting outperforms stacking in overall effectiveness, reducing misclassification. 

 Combining stacking and majority voting addresses high false positives and adapts to evolving spam 
patterns, demonstrating the strength of ensemble approaches. 

 The framework is scalable and adaptable for real-world email systems, offering practical guidance for next-
generation spam filters facing dynamic threats. 

 
The remainder of this paper is organized as follows: Related Works: This section presents a comprehensive review 

of existing research in spam email detection, ensemble learning techniques, and relevant hybrid approaches. 
Methodology: We detail the proposed framework, including the design of the stacking and majority voting ensemble, 
preprocessing and feature extraction methods, and classifier configurations. Experimental Results and Analysis: 
The performance of the proposed model is evaluated quantitatively and qualitatively on benchmark email datasets, with 
a discussion of key findings and comparative insights. Limitations: This section highlights the constraints and potential 
challenges of the proposed approach. Finally, Conclusions summarize the study and its contributions, and suggest 
directions for future research in real-time spam filtering. 

2. Related Works 

Spam email filtering has been the focus of substantial study over the past two decades, indicating the rising 
importance of combatting unwanted emails. To solve this issue, a wide range of solutions have been developed and 
deployed, from basic rule-based systems to powerful machine learning models. This section examines some of the 
more significant approaches and their contributions to the discipline. 

Tusher et al. highlight the central role of email in business, education, and other domains. The rapid increase in 
spam wastes resources, lowers productivity, and raises risks like phishing and data breaches. Traditional methods such 
as blocklists and blackhole listings struggle to keep up with evolving spam. While ML and DL improve 

detection, challenges remain in real-time adaptability, efficiency, and scalability. The study emphasizes the need 
for lightweight models that adapt dynamically to emerging spam behaviors [1]. 

Emmanuel Gbenga Dada et al. underline the rising importance of effective anti-spam filters given the increasing 
volume of spam emails. They provide a comprehensive survey of ML-based spam filtering methods used by major 
service providers such as Gmail and Outlook. While these approaches show promise, the study highlights persistent 
issues related to scalability, adaptability to new spam patterns, and real-time detection. The authors propose that deep 
learning and adversarial learning could help address these shortcomings, but stress that further research is needed to 
balance detection accuracy with computational cost [2]. 

Francisco Jáñez-Martino et al. focus on the growing sophistication of spam, which increasingly carries phishing, 
malware, and fraudulent content. They identify two pressing challenges: (a) dataset shifts caused by the dynamic evolution 
of spam, and (b) adversarial techniques used by spammers to evade detection. Their experiments show that ignoring 
dataset shifts can result in performance drops as high as 48.81%. The authors highlight the need for adaptive and resilient 
spam filters capable of maintaining high accuracy under adversarial and rapidly evolving conditions [3]. 

Naeem Ahmed et al. investigate the dual challenges of spam in both email systems and IoT-based communication. 
They analyze ML and DL models such as Naïve Bayes, decision trees, and neural networks, noting that these algorithms 
achieve reasonable accuracy but are constrained by scalability and resource limitations. Importantly, they stress that IoT 
platforms introduce unique constraints due to limited computational power. The identified research gap is the lack of 
lightweight yet accurate spam filtering frameworks designed specifically for IoT integration [4]. 

Panem Charanarur et al. present a unique angle by linking spam detection with browser forensics. Their study 
examines artifacts like cookies, caches, and super cookies in popular browsers to identify spam-related activities. Using 
ML algorithms such as K-Nearest Neighbor (KNN) and Naïve Bayes (NB), they achieve promising accuracy. However, 
the authors acknowledge limitations in addressing false positives and in scaling their approach for diverse datasets. The 
research gap lies in integrating forensic analysis with robust ML-based spam filtering systems that can handle real-time 
detection effectively [5]. 

Chira N. Mohammed et al. propose combining TF-IDF vectorization with semantic-based embeddings such as 
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Word2Vec, FastText, and GloVe to improve feature representation in spam detection. Their experiments show that GloVe 
embeddings outperform the others, achieving 99.5% accuracy on SpamAssassin and 99.28% on Enron-Spam datasets 
when combined with a Support Vector Machine classifier. While their approach significantly improves classification ac- 
curacy, the study acknowledges gaps in multilingual spam detection and scalability to large-scale, real-time applications 
[9]. 

Zeeshan Bin Siddique et al. address the relatively unexplored problem of spam emails written in Urdu. Using ML 
and DL models such as Naïve Bayes, CNN, SVM, and LSTM, they show that LSTM achieves the best results with 98.4% 
accuracy. Their research demonstrates the feasibility of building effective spam filters for regional languages. However, 
the authors note research gaps in expanding to multilingual spam datasets, handling code-mixed text, and developing 
lightweight models suitable for low-resource environments [10]. 

Abdul Jabbar Saleh et al. investigate spam detection using the Negative Selection Algorithm (NSA), which is 
inspired by the biological immune system. Their three-stage detection framework achieves 98.5% accuracy and shows 
improved performance with larger datasets. Compared to existing studies, NSA provides stronger anomaly detection 
capabilities. However, the research identifies gaps in evaluating NSA’s performance on real-time email streams and in its 
adaptability to multilingual or highly adversarial spam [11]. 

Konstantinos I. Roumeliotis et al. explore the use of advanced language models such as GPT-4, BERT, and 
RoBERTa for spam and phishing email classification. Their experiments show these models outperform traditional 
CNN-based approaches. Despite this improvement, the authors note challenges in optimizing real-time performance, 
ensuring scalability in high-volume email systems, and maintaining adaptability to evolving spam techniques. The 
research gap lies in fine-tuning large-scale transformers for fast, lightweight, and secure deployment [12]. 

Elijah John-Africa et al. analyze the effectiveness of recurrent models, comparing LSTM and RNN for spam 
filtering. Their results show that LSTM achieves 97% accuracy, outperforming RNN, which records 87–94% depending 
on the optimizer. Although LSTM demonstrates strong potential, the study highlights research gaps in handling varied 
spam categories, improving detection speed, and ensuring robustness against emerging adversarial techniques [13]. 

Richa Indu et al. propose a hybrid spam detection model that integrates modified binomial logistic regression with 
content-based features weighted by human behavioral psychology. Their system, tested on the Enron corpus, achieves 
accuracy levels above 98%. While their model enhances classification by including contextual cues, the authors identify 
limitations in multilingual spam detection and the ability to adapt dynamically to newly emerging spam categories [14]. 

Abdullah Sheneamer compares deep learning approaches such as CNN and LSTM with GloVe embeddings for 
automatic feature extraction in spam detection. On benchmark datasets, CNN with GloVe achieves 96.52% accuracy, 
outperforming traditional ML classifiers. The study underscores the potential of DL-based feature learning but points 
out gaps in handling large-scale datasets, ensuring scalability, and adapting models to adversarial spam strategies [15]. 

3. Methodology 

Email is a key mode of communication but is highly targeted by spam carrying irrelevant or harmful content. 
These emails cause inbox congestion, productivity loss, and risks such as phishing and malware. To address this, 
researchers have advanced beyond traditional filtering methods toward adaptive machine learning solutions. Since 
single models struggle with accuracy and efficiency in real-time, ensemble-based techniques are preferred. Fig. 1 
illustrates the pro- posed framework combining NLP for feature extraction with stacking and majority voting ensembles 
for effective spam detection. 
 

 
Fig. 1. Proposed framework of real-time spam email filtering with stacking and majority voting ensembles. 
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3.1. Pre-processing 

To prepare email text data for analysis, we use numerous NLP approaches to clean and turn the raw material into 
relevant characteristics. Let the email dataset be represented as D = {e1, e2, …, en}, where where each email comprises 
text content. The preprocessing stages are as follows. 

3.1.1. Remove Punctuation 

Punctuation removal is a preprocessing step in natural language processing (NLP) that removes characters that do 
not add to the semantic meaning of the text. This procedure is very beneficial for lowering noise and boosting the 
quality of features retrieved from textual input [16]. 

The given pseudocode demonstrates a process for refining email text by discarding punctuation marks. It 
establishes a predefined set of symbols, checks each character sequentially, and copies only those not in the set into a 
new sequence. The result is a cleaned and simplified version of the original input. 
 
Algorithm 1. Remove Punctuation from Email Text 
Input: T = sequence of characters (email text) 
Output: T ′ = sequence of characters with punctuation removed 
Define set P = {!, @, #, $, %, ^, &, *, (, ), …} 
Initialize T ′ = empty sequence 
for each character c in T do 

if c ∈/ P then 

Append c to T ′ 
end if 

end for 
Return T ′ 

3.1.2. Tokenization 

Tokenization is a crucial preprocessing step in NLP that splits text into smaller units (words, sentences, or characters). 
In spam email filtering, it transforms raw content into structured data for analysis [17, 18]. 
The pseudocode outlines tokenization by scanning text, appending non-delimiters to tokens, and storing them 

when delimiters appear. Remaining tokens are added at the end, producing clean word sequences for further processing. 
 

 
Algorithm 2. Tokenization of Email Text 
Input: Ti = sequence of characters representing the i-th email 
Output: 𝑇௜′ = sequence of tokens (words)  
Define set D = delimiters (space, punctuation marks, etc.) 
I nitialize 𝑇௜ ′ = empty sequence 
Initialize current token w = empty string 
for each character c in Ti do 

if c ∈/ D then 
Append c to w 

else 
if w is not empty then 

Append 𝑤 to 𝑇௜′  
Reset w = empty string 

end if 
end if 

end for 
if w is not empty then 
      Append 𝑤 to 𝑇௜ ′  
end if 
Return 𝑇௜′ 

3.1.3. Remove Stopwords 

Text preprocessing is a vital step in email classification. Let C be the original corpus containing words w1, w2, . . . , wn. 
The vocabulary V is defined as the set of all unique words, i.e., V = {w1, w2, . . . , wn} [19]. 

The pseudocode refines text by removing stopwords and computing term frequencies. Non-stopwords are retained 
to form a cleaned corpus, after which word counts are calculated. Each unique word’s frequency is then normalized by 
the total word count, enabling efficient preprocessing for later NLP tasks. 
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Algorithm 3. Stopword Removal and Term Frequency Calculation 
Input: Corpus C, Stopword set S 
Output: Cleaned corpus Ccleaned, Term Frequencies TF (w) 
Initialize Ccleaned = ∅ 
for each word w in C do 

if w ∈/ S then 
Add w to Ccleaned 

end if 
end for 
Compute total words N = length(Ccleaned) 
for each unique word w in Ccleaned do 

Count occurrences of w in Ccleaned  
TF (w) = (count of w) / N 

end for 
Return Ccleaned and all TF (w) values 
 

3.1.4. Lemmatization 

Lemmatization reduces words to their base or dictionary form. Given a corpus C with words w1, w2, . . . , wn, 
each word wi is mapped to its lemma l(wi) [20]. 

The pseudocode applies lemmatization to transform words into their base forms, creating a refined corpus. It then 
computes term frequencies by dividing each word’s occurrence by the total word count, enabling simplified and accurate 
text representation for analysis. 

 
Algorithm 4. Lemmatization and Term Frequency Calculation 
Input: Corpus C 
Output: Lemmatized corpus Clemmatized, Term Frequencies TF (w) 
Initialize Clemmatized = ∅ 
for each word w in C do 

Apply lemmatization function l(w) 
Add l(w) to Clemmatized 

end for 
Compute total words N = length(Clemmatized) 
for each unique word w in Clemmatized do  

Count occurrences of w in Clemmatized  
TF (w) = (count of w) / N 

end for 
Return Clemmatized and all TF (w) values 

3.2. Feature Extraction 

3.2.1. CountVectorizer 

CountVectorizer converts a text corpus into a document-term matrix, where each document is represented as a 
vector and each dimension corresponds to a vocabulary word [21, 22]. 

The pseudocode builds this matrix by creating a vocabulary, counting word occurrences per document, and 
normalizing frequencies by document length. The result is a consistent numerical representation of text, enabling 
effective use in NLP and machine learning tasks. 

 
Algorithm 5. CountVectorizer with Normalized Term Frequency 
Input: Set of documents D = {d1, d2, . . . , dm} 
Output: Document-Term Matrix X with normalized term frequencies 
Build vocabulary V = all unique words across D 
Initialize X as an m × t zero matrix, where t = |V | 
for each document di in D do 

for each word vj in V do 
fij = count of vj in di 

Store fij in X[i, j] 
end for 
Compute total words 𝑁௜ = ∑ 𝑓௜௞

௧
௞ୀଵ  

              𝑇𝐹௜௝ = 𝑓௜௝/𝑁௜  
for each word vj in V do 
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TFij = fij/Ni 
Update X[i, j] = TFij 

end for 
end for 
Return matrix X 
 

3.2.2. TF-IDF Vectorizer 

Spam filtering requires transforming raw emails into numerical features that highlight word importance. The TF- 
IDF Vectorizer is widely used, as it weighs words based on their frequency in a document and rarity across the corpus, 
capturing distinctive and informative terms [23, 24]. 

The pseudocode constructs a vocabulary, computes term frequencies for each email, and calculates inverse 
document frequency across the corpus. Multiplying TF and IDF yields TF-IDF scores, producing a refined matrix 
representation for effective email classification. 

3.3. Machine Learning Classifiers Used for Spam Email Filtering 

Spam email filtering includes automatically classifying emails as spam or legitimate (ham) based on their content, 
metadata, or both. Machine learning classifiers have shown to be useful for this purpose since they can learn patterns 
and accurately identify between spam and phishing emails. Here are several commonly used classifiers and ensemble 
approaches in spam email filtering: 

 
Algorithm 6. TF-IDF Vectorizer 
Input: Corpus D = {d1, d2, . . . , dm} 
Output: Document-Term Matrix X with TF-IDF scores 
Build vocabulary V = all unique words across D 
Initialize X as an m × t zero matrix, where t = |V | 
for each document di in D do 

for each word vj in V do 
fij = count of vj in di 

end for 
Compute total words 𝑁௜ = ∑ 𝑓௜௞

௧
௞ୀଵ  𝑇𝐹൫𝑣௝ , 𝑑௜൯ = 𝑓௜௝/𝑁௜  

for each word vj in V do 
TF (vj, di) = fij/Ni 

end for 
end for 
for each word vj in V do 

df (vj) = number of documents containing vj 

          

( ) log
1 ( )j

j

m
IDF v

df v



 

end for 
for each document di do 

for each word vj in V do 
X[i, j] = TF (vj, di) × IDF (vj) 

end for 
end for 
Return matrix X 
 

3.3.1. Logistic Regression (LR) 

Logistic regression is a supervised learning technique that predicts the likelihood of a binary output (e.g., spam or 
not spam) based on one or more input characteristics. Unlike Linear Regression, which predicts continuous values, 
Logistic Regression uses the sigmoid function to convert predictions into probabilities. The anticipated class is 
established by applying a probability threshold [25]. 

 
Algorithm 7. Logistic Regression for Spam Email Filtering 
Input: Email feature vector x, weights w, bias b, threshold T = 0.5 
z ← w⊤x + b // Linear predictor from email features 

𝑝 ←
1

1 + 𝑒ି௭
 

if p ≥ T then 
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ŷ  ← 1  // Mark as SPAM 
else 

ŷ  ← 0  // Mark as NOT SPAM 
end if 
Output: Predicted label yˆ (Spam/Not Spam) and probability p 
 

Logistic regression is a basic yet effective classification approach. Its base is linear regression, however it is 
augmented with the sigmoid function for binary classification applications. Logistic Regression optimizes log-likelihood 
to produce probabilistic predictions that may be fine-tuned using ensemble approaches or threshold modifications, making 
it a reliable solution for applications such as spam email screening. 

3.3.2. Decision Trees (DT) 

A Decision Tree is a flowchart-style structure that models judgments based on criteria applied to input data. The 
tree splits the data by evaluating a feature value at each node, gradually progressing to leaves that indicate the final 
categorization. Decision trees are basic, understandable, and may capture non-linear connections [26]. 

The given pseudocode gives decision tree construction for spam filtering. Each email is represented by features 
such as link count, keyword presence, or message length. The algorithm recursively selects the most informative 
feature to split emails into subsets, maximizing class purity. The process stops when all emails are of one class, depth is 
reached, or too few samples remain. Classification follows the feature-based path until a leaf node is reached, which 
predicts spam or not spam based on majority class. This compact structure improves readability, making it intuitive and 
effective for real-time spam detection. 
 
Algorithm 8. Decision Tree for Spam Email Filtering 
Input: Dataset 𝒟 = {൫𝐱(௜), 𝑦(௜)൯}௜ୀଵ

௠  where 𝐱(௜) are email features and 𝑦(௜) ∈ {0,1} (0 = Not Spam, 1 = Spam) 
Procedure: BuildTree(D) 
if all emails in D belong to same class  
then return leaf with class label 
end if 
if stopping criteria reached (max depth or min samples)  
then return leaf with majority class 
end if 
Select best feature j and threshold t maximizing Information Gain 
Split dataset: 

𝒟௟௘௙௧ ← {൫𝐱(௜), 𝑦(௜)൯: 𝑥௝
(௜)

≤ 𝑡}  

𝒟௥௜௚௛௧ ← {൫𝐱(௜), 𝑦(௜)൯: 𝑥௝
(௜)

> 𝑡}     
Create decision node with condition xj ≤ t 
Node.left ← BuildTree(Dleft) 
Node.right ← BuildTree(Dright) 
return Node 
End Procedure 
 
Classify New Email(x): 
Traverse tree based on feature conditions (e.g., number of links, keywords). 
At leaf node, output yˆ = arg maxk pk (Spam/Not Spam). 
Output: Predicted label (Spam/Not Spam). 

3.3.3. Support Vector Machine (SVM) 

The Support Vector Machine (SVM) is a supervised machine learning technique that aims to classify data by 
identifying the hyperplane with the greatest margin. SVMs are very useful for binary classification tasks like spam vs 
non-spam email screening. SVM is based on geometry and optimization, and it provides a mathematically elegant 
solution for classification [27, 28]. 

 
Algorithm 9. Support Vector Machine for Spam Email Filtering 
Input: Training dataset 𝒟 = {൫𝐱(௜), 𝑦(௜)൯}௜ୀଵ

௠ , where 𝐱(௜) are email features (links, keywords, length, etc.), and 𝑦(௜) ∈

{0 =      Not Spam, 1 = Spam} 
Goal: Find separating hyperplane w⊤x + b = 0 maximizing margin. 
Procedure: TrainSVM(D) 

Solve optimization:  Minimize 
ଵ

ଶ
∥ 𝐰 ∥ଶ+ 𝐶 ∑ 𝜉௜

௠
௜ୀଵ     
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Subject to y(i)(w⊤x(i) + b) ≥ 1 − ξi, ξi ≥ 0. 
If non-linear, apply kernel K(x, x′). 
Output: w, b (and support vectors). 
 
Procedure: ClassifyEmail(x) 
C o m p u t e  d e c i s i o n :  f ( x )  =  w ⊤ x  +  b . 𝑓(𝐱) = sign൫∑ 𝛼௜

௠
௜ୀଵ 𝑦(௜)𝐾൫𝐱, 𝐱(௜)൯ + 𝑏൯ 

If f (x) > 0, label = Spam; else label = Not Spam. 
Output: Predicted class (Spam / Not Spam). 
 

The given pseudocode summarizes SVM for spam filtering. Each email is converted into features such as link count, 
keyword frequency, and message length. The SVM learns a hyperplane that best separates spam from non-spam emails 
while maximizing the margin. For non-linear patterns, kernels like RBF can be applied. During classification, the decision 
function evaluates the position of an unseen email relative to the separating boundary. If the result is positive, the email is 
classified as spam; otherwise, it is marked as not spam. This concise representation improves readability and highlights 
the practical workflow of spam filtering. 

3.3.4. Stochastic Gradient Descent (SGD) 

The Stochastic Gradient Descent (SGD) classifier is a linear model developed with the SGD optimization 
technique. Unlike classical gradient descent, which computes gradients over the whole dataset, SGD changes model 
parameters one data point or a small batch at a time. This method dramatically reduces processing cost and is ideal for 
large-scale learning applications such as spam email screening [29, 30]. 

 
Algorithm 10. Stochastic Gradient Descent for Spam Email Filtering 
Input: Training dataset 𝒟 = {൫𝐱(௜), 𝑦(௜)൯}௜ୀଵ

௠ , where 𝐱(௜) are email features (e.g., keywords, links, sender info) and 
𝑦(௜) ∈    {0 = Not Spam, 1 = Spam}. 
Initialize: Weight vector w, bias b, learning rate η, regularization parameter λ. 
Repeat until convergence: 
for each email (x(i), y(i)) sampled randomly do 

Compute prediction: yˆ(i) = w⊤x(i) + b. 
Compute loss (Log Loss): L(y(i), yˆ(i)) = log(1 + exp(−y(i)yˆ(i))). 
Update weights: w ← w − η(∇wL + λw). 
Update bias: b ← b − η∇bL. 

end for 
Prediction: For a new email with feature vector x, compute yˆ = sign(w⊤x + b). 
If yˆ > 0, classify as Spam; else classify as Not Spam. 
 

The Stochastic Gradient Descent (SGD) classifier is an efficient linear model widely applied in spam filtering. It 
updates parameters using randomly selected data points, allowing it to scale well to large datasets. Its adaptability to 
different loss functions and regularization terms makes it a practical choice for real-world applications. 

The pseudocode illustrates spam detection with SGD by converting emails into feature vectors and updating weights 
iteratively with regularization. Log loss guides optimization, and predictions are made using the decision function- positive 
values indicating spam and negative values indicating non-spam. 

3.3.5. Proposed Stacking Ensemble Based Approach for Real-Time Spam Email Filtering 

Stacking is a powerful ensemble learning method that combines multiple base classifiers through a meta-classifier, 
reducing individual weaknesses and improving overall accuracy. It is particularly effective for real-time spam filtering, 
where evolving and diverse spam strategies demand robust and adaptive models [31, 32]. The proposed framework is 
shown in Fig. 2. 

In this approach, classifiers such as Logistic Regression (LR), Decision Trees (DT), Stochastic Gradient Descent 
(SGD), and Support Vector Machines (SVM) are trained independently on email features. Their predictions are then 
combined and passed to a meta-classifier, which learns to weight their reliability under different scenarios. 

The pseudocode illustrates stacking by training multiple base models, collecting their outputs, and feeding them 
into a meta-classifier for the final decision. This layered process leverages complementary strengths, reduces false 
positives and negatives, and ensures accurate real-time spam classification. Fig. 2 depicts the architecture where base 
classifiers generate predictions that are aggregated by the meta-classifier into a robust final outcome. 
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Fig. 2. Stacking ensembles classification. 

Algorithm 11. Proposed Stacking Ensemble-Based Approach for Real-Time Spam Email Filtering 
Input: Email dataset D = {(x1, y1), (x2, y2), . . . , (xn, yn)}, where xi is an email and yi ∈ {0, 1} indicates spam (1) or non-
spam (0). 
Output: Final classification yˆ for unseen email x. 
Step 1: Preprocessing 
Remove HTML tags, special characters, and URLs from the email text. 
Remove stopwords and apply lemmatization to normalize words. 
Convert text into numerical features using: 
 

 TF-IDF Vectorizer: Transform words based on their importance in the dataset. 
 CountVectorizer: Represent emails as frequency vectors. 

 
Step 2: Train Base Classifiers (Level-0 Models) 
Train the following classifiers on the preprocessed dataset: 
 

 Logistic Regression (LR): Capture linear relationships between features and labels. 
 Decision Tree (DT): Learn non-linear decision boundaries from the data. 
 Support Vector Machine (SVM): Maximize the margin to separate spam and non-spam emails. 
 Stochastic Gradient Descent (SGD): Perform efficient optimization on large-scale data. 

 
Step 3: Generate Meta-Features 
Use predictions (or probabilities) from the base classifiers as input features: 
 

{ , , , }LR DT SVM SGDF y y y y  
 
where , , ,LR DT SVM SGDy y y y  are the predictions from each base model. 

Step 4: Train Meta-Classifier (Level-1 Model) 
Train a Logistic Regression model using F to predict the final label y. 
Step 5: Real-Time Prediction for New Emails 
For an unseen email x: 
 

 Preprocess x as in Step 1. 
 Pass x through each base classifier to obtain predictions: 

 
{ , , , }LR DT SVM SGD

x x x x xF y y y y  
 

 Use the meta-classifier to predict the final label: 
 

ˆ ( )x xy MetaClassifer F  
Return: Final prediction ˆxy . 
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3.3.6. Proposed Majority Voting Ensemble Based Approach for Real-Time Spam Email Filtering 

Majority voting is a simple yet effective ensemble method where multiple classifiers independently predict labels, 
and the final decision is based on the majority of votes. In spam filtering, if most classifiers predict “spam,” the email 
is classified as spam; otherwise, it is marked as ham [33, 34]. This approach reduces reliance on a single model and 
enhances robustness. 

Its strength lies in combining diverse classifiers, such as Decision Trees, Stochastic Gradient Descent, Logistic 
Regression, or SVM, each excelling in different aspects of data. By aggregating predictions, errors from one model can 
be corrected by others, often surpassing the accuracy of the best individual classifier. Majority voting is also 
computationally efficient, making it well-suited for real-time spam filtering. 

The pseudocode demonstrates majority voting by training base classifiers, collecting their predictions, and 
selecting the label with the highest vote count. Fig. 3 illustrates this framework, where independent classifiers cast 
votes that are aggregated into a single final decision, ensuring reliability and adaptability in spam detection. 

 
Algorithm 12. Proposed Majority Voting Ensemble-Based Approach for Real-Time Spam Email Filtering 
Input: Email dataset D = {(x1, y1), (x2, y2), . . . , (xn, yn)}, where xi is an email and yi ∈ {0, 1} indicates spam (1) or 

non-spam (0). 
Output: Final classification yˆ for unseen email x. 
Step 1: Preprocessing 
Remove HTML tags, special characters, and URLs from the email text. 
Remove stopwords and apply lemmatization to normalize words. 
Convert the cleaned text into numerical features using: 

 
 TF-IDF Vectorizer: Transform words based on their importance in the dataset. 
 CountVectorizer: Represent emails as frequency vectors. 
 

Step 2: Train Base Classifiers (Level-0 Models) 
Train the following classifiers on the preprocessed dataset: 

 
 Logistic Regression (LR): Learn linear relationships between features and labels. 
 Decision Tree (DT): Capture non-linear decision boundaries for better accuracy. 
 Support Vector Machine (SVM): Maximize margin to separate spam and non-spam emails. 
 Stochastic Gradient Descent (SGD): Perform optimization on large-scale datasets. 
 

Step 3: Generate Predictions from Base Classifiers 
For each email x, generate predictions from each base classifier: 

 
ˆ ˆ ˆ ˆ{ , , , }LR DT SVM SGDP y y y y  

 
where ˆ ˆ ˆ ˆ, , ,LR DT SVM SGDy y y y  are the predictions from each model. 
Step 4: Majority Voting 
Apply majority voting to combine the base classifiers’ predictions: 

 

𝑦ො = ൜
1, if ∑𝑃 ≥ ⌈|𝑃|/2⌉
0, otherwise

 

 
where 1 denotes spam and 0 denotes non-spam.  
Step 5: Real-Time Prediction for New Emails 
For an unseen email x: 

 
 Preprocess the email as described in Step 1. 
 Pass the email through each base classifier to obtain predictions: 

 

{ , , , }LR DT SVM SGD
x x x x xP y y y y  

 
 Apply majority voting to determine the final classification: 
 

𝑦ො௫ = ൜
1, if ∑𝑃௫ ≥ ⌈|𝑃௫|/2⌉
0, otherwise
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Return: Final prediction 𝑦ො௫. 
 

4. Experimental Results and Analysis 

4.1. Kaggle’s Spam Email Classification Dataset 

Kaggle’s Spam Email Classification Dataset is a comprehensive resource for studying, training, and testing 
machine learning models in the domain of spam email detection. This dataset consists of 83,446 email records that have 
been painstakingly filtered and categorized as spam or non-spam. The dataset was constructed by combining two reliable 
sources — the 2007 TREC Public Spam Corpus and the Enron-Spam Dataset to ensure that the email content reflects a 
wide spectrum of spam and valid communications. This combination makes it more useful for academics and developers 
working on real-world email filtering and natural language processing (NLP) applications [35]. 
 

 
Fig. 3. Majority voting ensembles classification. 

The dataset is provided in CSV format for simple access and interaction with data processing tools and machine 
learning frameworks. The important columns of the dataset are as follows: Label: This column includes binary values 
that indicate how emails are classified. 1: The email is marked as spam, implying that it includes unsolicited or 
potentially hazardous material. 0: The email is classified as ham (legitimate), implying that it is a normal, trustworthy 
email. Text: The text column contains the emails’ raw textual content.This field contains the basic data required for 
feature extraction, such as word frequency analysis, keyword recognition, and sentiment evaluation.By mixing binary 
labels with textual email data, the dataset allows users to investigate both supervised machine learning algorithms. Fig. 4 
shows the dataset distribution of spam and non-spam emails. 
 

 
Fig. 4. Dataset Distribution of spam and non-spam emails. 
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4.2. Performance Measures for Spam Email Classification Dataset 

Here are the performance metrics for spam email classification. These metrics are crucial for assessing 
classification models. 

4.2.1. Accuracy 

Measures the overall correctness of the model in classifying emails as spam or non-spam. 
 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑆்௉ + 𝑁்ே

𝑆்௉ + 𝑆ிே + 𝑁்ே + 𝑁ி௉

 
(1) 

 
Where: 
 𝑆்௉: Number of spam emails correctly identified. 
 𝑆ிே: Number of spam emails misclassified as non-spam. 
 𝑁்ே: Number of non-spam emails correctly classified. 
 𝑁ி௉: Number of non-spam emails misclassified as spam. 

4.2.2. Precision 

The fraction of emails classified as spam that are genuinely spam. 
 

 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =

𝑆்௉

𝑆்௉ + 𝑁ி௉

 
(2) 

4.2.3. Recall 

The ability to identify spam emails accurately out of all actual spam. 
 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
ௌ೅ು

ௌ೅ುାௌಷಿ
  (3) 

4.2.4. F1 Score 

Combines precision and recall into a single performance measure using their harmonic mean. 
 

 
𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 ⋅

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ⋅ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

(4) 

4.2.5. False Positive Rate 

Denotes the proportion of non-spam emails mistakenly flagged as spam. 
 

 
𝐹𝑃𝑅 =

𝑁ி௉

𝑁்ே + 𝑁ி௉

 
(5) 

4.2.6. False Negative Rate 

Indicates the fraction of spam emails that were missed (classified as non-spam). 
 

 
𝐹𝑁𝑅 =

𝑆ிே

𝑆்௉ + 𝑆ிே

 
(6) 

4.3. Performance Evaluation of Machine Learning Classifiers on Spam Email Classification Dataset 

The Table 1 compares six classifiers (Logistic Regression (LR), Decision Tree (DT), Stochastic Gradient Descent 
(SGD), Support Vector Machine (SVM), Majority Voting (MV), and Stacking Classifier (SC)) based on performance 
metrics such as accuracy, precision, recall, F-measure, false positive rate (FPR), and false negative rate (FNR). These 
metrics provide insight into each classifier’s ability to distinguish spam emails from non-spam effectively. The Support 
Vector Machine (SVM) stands out as the best performer, achieving the highest accuracy (98.9%) and F-measure (98.89%), 
alongside the lowest FPR (0.016) and an impressively low FNR (0.007). This makes it exceptionally reliable in identifying 
spam emails while minimizing errors. Meanwhile, Logistic Regression (LR) and Stochastic Gradient Descent (SGD) also 
deliver robust performance, with accuracies of 98.41% and 98.43%, respectively, and similarly balanced precision, recall, 
and F-measure scores. SGD, in particular, has the lowest FNR (0.006), making it slightly better than LR for minimizing 
missed spam emails. Majority Voting (MV) offers a solid ensemble-based approach with an accuracy of 98.59% and 
uniformly high precision, recall, and F-measure values (all at 98.59%). It balances performance effectively, performing 
slightly better than LR and SGD in reducing false positives (FPR: 0.019). In contrast, Decision Tree (DT) and Stacking 
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Classifier (SC) exhibit relatively lower performance, with accuracies of 96.28% and 96.12%, respectively. Both classifiers 
have higher FPR and FNR values, indicating more frequent misclassifications of non-spam and spam emails. 

Majority Voting (MV), an ensemble classifier, combines the predictions of multiple models to produce a final decision. 
The results highlight how this collaboration enhances performance, striking a balance between standalone classifiers like 
Logistic Regression, SGD, and SVM. MV achieves an accuracy of 98.59%, outperforming most individual classifiers 
except for SVM. Its precision, recall, and F-measure are uniformly high at 98.59%, indicating its ability to consistently 
and reliably identify spam emails without over-predicting or missing many. What sets MV apart is its relatively low False 

Positive Rate (FPR) of 0.019, which is better than SGD, DT, and SC. This indicates that MV is effective at 
minimizing the misclassification of legitimate emails as spam, a critical factor in real-world applications where false 
alarms can cause user frustration. Similarly, its False Negative Rate (FNR) of 0.009 is competitive, meaning it 
successfully detects the majority of spam emails with very few misses. Additionally, MV’s performance consistency 
(all metrics at 98.59%) indicates that it adapts well to different aspects of spam classification, ensuring reliability in 
real-world applications where both precision and recall are crucial. Fig. 5 shows the performance evaluation of machine 
learning classifiers on spam email classification dataset. 

Table 1. Performance evaluation of machine learning classifiers on spam email classification dataset. 

Classifier Accuracy (%) Precision (%) Recall (%) F-Measure (%) FPR FNR 

LR 98.41% 98.45% 98.36% 98.40% 0.024 0.008 

DT 96.28% 96.26% 96.28% 96.27% 0.038 0.037 

SGD 98.43% 98.50% 98.38% 98.42% 0.027 0.006 

SVM 98.90% 98.92% 98.87% 98.89% 0.016 0.007 

MV 98.59% 98.59% 98.59% 98.59% 0.019 0.009 

SC 96.12% 96.09% 96.13% 96.11% 0.038 0.040 

 

 
Fig. 5. Performance evaluation of machine learning classifiers on spam email classification dataset. 

Table 2. Classifier performance reported as mean and illustrative standard deviation over 10 independent runs on spam email classification dataset. 

Classifier Mean (%) Standard Deviation (%) (illustrative) 

Logistic Regression 98.41 0.12 

Decision Tree 96.28 0.23 

Stochastic Gradient Descent 98.43 0.09 

Support Vector Machine 98.90 0.07 

Majority Voting Ensemble 98.59 0.08 

Stacking Classifier 96.12 0.20 

 
Table 2 presents the performance of six different classifiers applied to the Spam Email Classification Dataset. For 

each classifier, the mean classification accuracy (in percentage) over 10 independent runs is reported along with an 
illustrative standard deviation to indicate expected variability. 

 
 Logistic Regression achieved a mean accuracy of 98.41% with an illustrative standard deviation of 0.12%, 
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demonstrating stable performance across runs. 
 Decision Tree showed a mean accuracy of 96.28% with a slightly higher illustrative standard deviation of 

0.23%, reflecting greater variability due to sensitivity to data splits. 
 Stochastic Gradient Descent (SGD) achieved 98.43% mean accuracy with a small illustrative standard 

deviation of 0.09%, indicating consistent behavior. 
 Support Vector Machine (SVM) obtained the highest mean accuracy of 98.90%, with a minimal illustrative 

standard deviation of 0.07%, highlighting both strong and stable performance. 
 Majority Voting Ensemble recorded 98.59% mean accuracy with a standard deviation of 0.08%, showing the 

effectiveness of ensemble aggregation in reducing variability. 
 Stacking Classifier achieved 96.12% mean accuracy with an illustrative standard deviation of 0.20%, 

reflecting moderate variability across runs. 
 

The illustrative standard deviations provide a sense of expected variability in model performance, even though 
actual values may vary depending on experimental conditions. 

4.4. Statistical Significance Testing 

To assess whether the observed performance differences between classifiers are statistically significant, we 
conducted paired t-tests at a 95% confidence level. Results indicate that SVM significantly outperforms DT and SC 
across all evaluation metrics (p <0.05). 

4.5. Discussion on False Positives, Adversarial Attacks, and User Trust 

The proposed spam email filtering model achieves high accuracy, yet false positives remain an important 
consideration. As observed in Table 1, classifiers exhibit varying false positive rates (FPR), ranging from 0.016 for SVM 
to 0.038 for DT and SC. Even these relatively low FPR values can occasionally block legitimate emails, potentially 
affecting user trust. Furthermore, adversarial attacks, such as carefully crafted emails designed to evade detection, may 
compromise model reliability. Maintaining user trust requires mechanisms for users to review and correct 
misclassifications, transparent reporting of model behavior, and continuous updates to address evolving spam strategies. 
Accounting for these factors enhances the practical applicability and impact of the proposed approach. 

4.6. Real-Time Spam Email Detection Using the Proposed Approach 

In the context of Real-Time Spam Email Detection, the email content, despite seeming professional and connected 
to a valid invitation, is classified as spam by all of the models used. The mail proposes an event called ”Sustainable 
Institutions of India (SII) - Green Rankings 2025,” which appears to be an unwanted promotional offer that triggers spam 
filters. Logistic Regression, Decision Tree, Stochastic Gradient Descent, Support Vector Machine, Stacking Classifier, and 
Majority Voting Classifier all reliably categorize it as spam (1). This shows that, despite the official tone and structure, the 
email has classic spam features such as an uninvited invitation with commercial material. The use of numerous machine 
learning models guarantees that even tiny signals of spam are detected successfully, resulting in strong, real-time 
detection. Fig. 6 shows the real-time spam email detection using proposed approach. 
 

 
Fig. 6. Real-time spam email detection using proposed approach. 

4.7. Comparative Performance Evaluation of Proposed Approach with Available Approaches for Spam Email 
Classification 

The comparative evaluation presented in Table 3 highlights the effectiveness of the proposed ensemble-based 
approach against existing methods for spam email classification. Richa Indu et al. [14] achieved high performance with an 
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accuracy of 98.31% and a remarkable recall of 99.28%, emphasizing their model’s strength in minimizing false negatives, 
although precision and F-measure values were slightly lower. Similarly, Zeeshan Bin Siddique et al. [10] reported an 
accuracy of 98%, with precision (96.5%) exceeding recall (95%), indicating that while their system reduced false 
positives, it risked missing some spam emails. In contrast, Sheneamer [15] compared deep learning with traditional 
approaches and achieved strong recall (98.55%), but with relatively lower overall accuracy (96.52%), and did not 
provide F-measure results, limiting comprehensive evaluation. More recently, Zouak et al. [36] introduced a hybrid 
BERT-GraphSAGE approach that integrates natural language understanding with graph structures. While innovative, 
their results (accuracy 96.44% and F-measure 94.56%) were lower than those of other methods, reflecting the 
complexity of fine-tuning hybrid deep architectures. In comparison, the proposed majority voting ensemble achieved 
the highest accuracy and precision (98.59%), while recall and F-measure remain competitive, demonstrating its 
robustness and balanced classification ability by leveraging the strengths of multiple classifiers rather than relying on a 
single model. 

Table 3. Comparative performance evaluation of proposed approach with available approaches for spam email classification. 

Classifier Accuracy (%) Precision (%) Recall (%) F-Measure (%) 

Richa Indu et al. [14] 98.31 % 98.34 % 99.28 % 98.81 % 

Zeeshan Bin Siddique et al. [10] 98.0 % 96.5 % 95.0 % 96.0 % 

Sheneamer [15] 96.52 % 96.5 % 98.55 % - 

F. Zouak et al. [36] 96.44 % 94.43 % 94.74 % 94.56 % 

Proposed Approach 98.59 % 98.59 % 98.59 % 98.59 % 

 

 
Fig. 7. Comparative performance evaluation of proposed approach with available approaches for spam email classification. 

5. Limitations 

Although the proposed spam email filtering framework demonstrates encouraging results, it is important to 
recognize its limitations to provide a balanced assessment. 

 
 Dependence on training data: The overall effectiveness of the model is highly sensitive to the quality, size, 

and diversity of the training corpus. If certain spam strategies or legitimate email formats are 
underrepresented, the system may produce misclassifications, leading to false positives or false negatives. 

 Computational efficiency: Ensemble techniques such as stacking and majority voting, while improving 
predictive accuracy, add notable computational overhead. This additional complexity may hinder real-time 
deployment in environments with constrained resources or heavy email traffic, where faster processing is 
critical. 

 Scalability: Scaling the model to large enterprise systems or cloud-based email services introduces challenges 
in maintaining consistent performance. Factors such as distributed resource allocation, model synchronization, 
and integration with heterogeneous infrastructures may affect the robustness of large-scale deployment. 

 Adaptability to evolving spam tactics: Since spammers continually modify their techniques, static training 
data can quickly become outdated. Without frequent retraining or online learning mechanisms, the system’s 
ability to detect newly emerging patterns diminishes over time. 

 Contextual and semantic understanding: Reliance on surface-level features, such as word frequencies and meta- 
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data, limits the model’s capacity to interpret nuanced semantics, sarcasm, or obfuscated spam messages. This 
shortcoming can reduce detection accuracy for sophisticated email content. 

 Multilingual adaptability: The current model is primarily trained and evaluated on English-language datasets. 
Ex- tending it to multilingual environments poses additional challenges, including handling diverse linguistic 
structures, tokenization issues, and variations in spam characteristics across languages. 

6. Conclusions 

This study addresses the pressing issue of spam emails, which threaten productivity and security, by presenting a 
real- time spam email filtering approach that combines ensemble learning techniques—stacking and majority voting—
with classifiers such as Logistic Regression, Support Vector Machine, Stochastic Gradient Descent, and Decision Trees. 
When tested on Kaggle’s Spam Email Classification Dataset, the majority voting ensemble proved to be the most 
trustworthy technique, attaining remarkable metrics such as 98.59% accuracy, precision, recall, and F-measure, as well as 
a low false positive rate of 0.019 and false negative rate of 0.009. These findings demonstrate its potential for real-world 
use, providing a scalable and robust email security solution. Future study should focus on adaptive learning to deal with 
shifting spam methods, improved NLP approaches to improve semantic understanding, and optimizing computational 
efficiency for real-time performance. Scalability testing in a variety of scenarios, as well as experiments with hybrid 
models that combine ensemble learning and deep learning, will improve spam filtering systems’ durability and 
adaptability. 
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