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Abstract: The rapid evolution of the Internet of Things (IoT), supported by the convergence of cloud, edge and mist
computing layers, opens new avenues for delivering reliable and responsive services to distributed smart devices.
However, ensuring efficient and adaptive service replication in such resource-constrained and dynamically changing IoT
environments remains a significant challenge. To tackle this, we introduce Elastic Context-Aware Replication (ECAR),
an intelligent replication strategy tailored for IoT systems. ECAR dynamically redistributes services across the IoT
continuum by leveraging both physical and logical contextual information. Unlike traditional replication schemes, ECAR
continuously adapts to real-time workload fluctuations and network conditions, ensuring low latency and efficient
resource usage. ECAR’s effectiveness is demonstrated through a comparative evaluation involving diverse loT
deployment scenarios, including Cloud-Intensive Replication (CIR), Cloud-Edge-Intensive Replication (CEIR) and
Cloud-Edge-Access-Intensive Replication (CEAIR), alongside two existing replication strategies, Group-Delay-Aware
Replication (GDAR) and Combined Context-Aware Replication (CCA). The evaluation shows ECAR achieving up to 18%
reduction in service drop rates, 82% improvement in allocation efficiency and 82% better resource utilization. These
results underline ECAR’s effectiveness in supporting scalable, reliable and latency-aware service delivery for IoT
deployments.

Index Terms: Service Replication, Internet of Things, Context-Aware, Proactive Sensing.
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Adaptive Context-Aware Replication Mechanism for Distributed IoT Environments

1. Introduction

Cloud computing has gained significant attention for its technical and economic benefits, particularly in enabling
on-demand capacity management. The exponential expansion of loT has intensified the need for responsive and secure
computing, as the massive data generated by IoT devices demands real-time processing. However, relying solely on cloud
infrastructures has revealed limitations such as latency issues, bandwidth constraints and concerns over data privacy and
security [1]. Edge computing brings computation closer to end-users, complementing cloud computing with reduced
latency, enhanced security and improved responsiveness [2, 3]. Initially, IoT devices were passive data collectors in cloud
and edge architectures; however, mist computing has evolved them into active participants leveraging their proximity to
users [4].

Service-Oriented Middleware (SOM) serves as a fundamental framework for managing the complex, distributed
nature of IoT environments [5]. It acts as a middleware layer that enables seamless communication, coordination and
decision-making among heterogeneous IoT devices, ensuring efficient interaction within large-scale networks. By
integrating various core functionalities of Service-Oriented Architecture (SOA) [6], such as service discovery, server
selection and service replication [7], SOM enhances interoperability and resource management across diverse IoT
infrastructures. SOM facilitates real-time data processing and adaptive decision-making through its ability to unify
different IoT components into a cohesive system. Additionally, SOM employs multiple agent-based mechanisms, where
installed agents across different nodes collaborate to achieve a global objective that optimizes system performance and
responsiveness in dynamic IoT ecosystems. Maximizing the fulfillment of QoS requirements for a larger number of
requests is a primary goal for any service provider. Replication plays a crucial role in achieving this objective across
diverse architectures, spanning from traditional cloud systems [§] to evolving cloud-edge frameworks [9]. While efficient
resource utilization sustains availability, replication serves as a fundamental mechanism to enhance resource accessibility
and reliability. For enhancing resource availability, replication has remained a cornerstone from early file-based cloud
service models [10] to peer-to-peer frameworks [11] and modern cloud-edge systems [12]. Now, replica distribution
throughout a large IoT network becomes pivotal due to uneven demand and changing requirement patterns across
different regions. In this paper, we focus on the challenge of service replication in a comprehensive three-tier architecture
(cloud-edge-access) and introduce a novel dynamic replication scheme that optimizes resource efficiency while
enhancing data availability across the network according to the demand disparity across the regions. Finding a node for
replication in a three-tier network becomes a challenge due to its wide search space. We introduce a context-aware
replication strategy designed to reduce the search space and accelerate the replication process. The effectiveness of the
proposed approach is validated through comprehensive experimentation and analysis, confirming its capability to address
the dynamic requirements of IoT environments. The key contributions of this work include:

1) To reduce the search space, we propose a procedure that divides the complete network into two different context
networks. Logical-Context: Based on the service consumption or provision similarities, nodes in the network are
segregated. Physical-Context: Based on the physical proximity, nodes are segregated. Next, nodes in the
network are grouped based on the Combined-Context, which is a combination of the Logical-Physical context.
The complete procedure is discussed in Section 4.

2) Next, a proactive distributed replication strategy is introduced that considers the requirement inconsistency in
different physical-context and runs over the combined-context network to reduce the service drop rate or
increase the service availability. To address the replication issue, we formulate it as a Distributed Constraint
Distribution Problem (DCDP) and solve it using the Min-Max algorithm, as discussed in Section 5.

3) To evaluate the performance of our proposed context-aware proactive replication scheme, a mathematical model
has been formulated for a three-tier IoT architecture. This model incorporates both reactive and proactive
replication strategies and quantitatively measures key performance indicators such as service drop rate, response
time, service completion time and resource utilization elaborated in Section 7.

The comprehensive review of related literature is presented in Section 2. Following that, Section 3 explains our
system’s architecture, encompassing computation and communication models. Section 4 elaborates on the conceptual
underpinnings of our contextual framework. Subsequently, Section 5 delves into the practical implementation and
intricacies of our proposed replication scheme, describing its design and deployment. Next, the performance of our
scheme in Section 7 offers insights into its efficacy through rigorous evaluation. The outcomes of this evaluation are
presented in Section 8, showcasing the advantageous facets of our Proposed Replication Scheme (ECAR). Finally,
Section 9 encapsulates the key findings and contributions of our research.

2. Related Work

The increasing demand for high-quality service delivery across the World Wide Web has necessitated replication as
a fundamental strategy, with various approaches addressing distinct challenges. Centralized replication techniques have
traditionally prioritized reliability through static replication, particularly in high-performance computing environments,
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optimizing performance for contiguous data requests but struggling with non-contiguous access patterns and lacking
adaptability [13]. Similarly, static replication in Hadoop Distributed File Systems (HDFS) has improved reliability but
hindered performance when uniformly applied to all data files, prompting the introduction of predictive analysis and
erasure coding solutions, albeit with limited applicability beyond HDFS [14]. In geographically distributed systems,
adaptive automation frameworks such as AWARE [15] have been introduced to mitigate heterogencous latencies,
although their effectiveness remains constrained under rapidly fluctuating network and workload conditions. A group
delay-aware service replication and task offloading framework in Mobile Edge Computing (MEC) [16] minimizes
average response time while enforcing group-based QoS constraints, including maximum delay and inter-user delay
synchronization.

The problem is formulated as an Integer Linear Programming (ILP) model and efficiently solved using linear relaxation
and rounding techniques, achieving near-optimal performance with reduced computational complexity.

Distributed approaches have been explored to manage hotspots and enhance query efficiency, particularly within
Peer-to-Peer (P2P) environments, where replication distance and replica count influence update frequency and
maintenance costs [11]. However, critical factors such as network traffic and device mobility are often overlooked,
limiting cost optimization potential. Swarm intelligence-based methods attempt to minimize overhead by clustering nodes
and distributing replicas, yet their effectiveness is restricted by dynamic variations in network conditions and node
behavior [17]. Traditional State Machine (SM) and Deferred Update (DU) replication techniques, while effective for large
transactions and CPU-intensive operations respectively, face challenges in achieving efficient hybrid integration [18]. A
decentralized offloading framework combining distributed auctions with deep reinforcement learning has also been
proposed to allocate tasks based on reputation in federated IoT settings, enhancing fairness and autonomy, although
assuming stable offloading channels and reliable peer feedback.

Dynamic replication strategies have been developed to overcome the limitations of static methods by providing
greater flexibility under varying network conditions. In edge computing frameworks, core network loads have been
reduced by replicating data across fog layers, although reliance on static load balancing restricts responsiveness to
real-time workload fluctuations [19]. In fog-radio access networks (F-RANSs), virtual machine migration introduces
replication overheads. Though optimization techniques improved placement efficiency, they often fail to account for user
mobility and dynamic traffic demands [20]. A reliability-aware task replication algorithm was proposed to utilize delay
samples and MEC server statuses, achieving significant delay reductions while minimizing redundant replication [21]. A
proactive, context-aware service replication scheme for ad hoc IoT scenarios is proposed that manages replications
dynamically [22]. It employs a dual-threshold-based sensing mechanism to predict replication needs in advance and
leverages both physical context (node stability and proximity) and logical context (service similarity and usage patterns)
to identify suitable replication nodes. A decentralized optimization approach is used for efficient service allocation,
improving response time, service availability and resource utilization. These works collectively highlight the importance
of integrating QoS-aware optimization and context-driven proactive strategies to design efficient and scalable service
replication mechanisms in diverse edge and IoT scenarios. In addition, a dynamic service function chaining (SFC)
classification framework for NFV/SDN networks has been introduced [23], addressing the Dynamic Chain Request
Classification Offloading (D-CRCO) problem through a hybrid eviction and split-distribution approach. An ILP model
and a heuristic (DNN) were designed to maximize the number of served SFC requests while respecting TCAM size, link
capacity, and service availability constraints, significantly enhancing classification scalability and resource efficiency.

Machine learning-based approaches have increasingly been integrated into replication and resource management
strategies to enhance adaptability and efficiency. In HDFS, clustering-based dynamic replication uses usage patterns to
apply different replication policies to different clusters. This improves storage efficiency and data retrieval speed [24].
However, the approach has limited adaptability in highly dynamic workload environments. Reinforcement learning (RL)
models have been utilized to adjust replication and scaling decisions in real-time environments, eliminating manual
threshold calibration and improving responsiveness to workload variations [25]. RL is considered to adaptively manage
replication without prior knowledge of the workload [26]. Combining with predictive analytics, an RL algorithm has been
proposed to forecast system failures and adjust replication policies in real time [27]. ML- and RL-based approaches can
enhance performance but incur high training overhead and depend on substantial historical data. In this context, a joint
task offloading and resource allocation strategy for multi-user and task-dependent MEC systems was proposed in [28].
The approach used a Deep Q-Network (JTOCRA-DQN) to solve a weighted delay-energy optimization problem. It also
included action space refinement and dynamic task prioritization, which helped reduce the overall system cost.
Furthermore, an energy-efficient task offloading and multi-cache placement strategy for mobile augmented reality
applications in a three-layer MEC system was proposed in [29]. The approach used a block coordinate descent-based
algorithm to jointly optimize service caching, computation caching, and task offloading. This helped reduce both service
delay and energy consumption significantly. Additionally, a resource and delay-aware fine-grained service offloading
mechanism for collaborative edge computing has been introduced [30], employing network-adaptive service graph
reconstruction and graph neural network-based matching algorithms to balance resource utilization, eliminate
dependency conflicts, and reduce service transmission delay with strong scalability in dynamic environments. With the
emergence of Al, replication strategies also leverage clustering with ML. A dynamic replication policy on HDFS
considered machine learning clustering to categorize files into several (hot, warm and cold) groups [24]. Different
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replication factors are assigned in each group to reduce storage consumption while maintaining availability. A
K-Means++ based approach is used to extract contextual characteristics from HDFS logs to group files into clusters and
assign tailored replication strategies [31]. Complementing these file-centric methods, the Smart Data Placement Strategy
(SDPS) applies clustering at the node level [32]. Moreover, these approaches provide significant improvements over static
replication, but clustering-based methods rely heavily on a narrow set of predefined features, thus limiting adaptability.

Other techniques based on indexing aim to minimize replication and ensure optimal service response times in IoT
networks, although adapting to dynamically varying requests and device densities remains a significant challenge [33].

Beyond these core approaches, alternative methods have targeted replication challenges in evolving environments.
Content delivery networks (CDNs) have been utilized to alleviate core network congestion by replicating content at
surrogate servers [34], although static configurations limit their adaptability to shifting user demands. Predictive models
have been employed to optimize client movement and replica placement in mobile environments, reducing latency and
resource consumption [12]. Furthermore, recent innovations explore vehicles as fog nodes to minimize delay, though
heavy reliance on accurate mobility predictions constrains their effectiveness [35]. Additionally, optimizing task
allocation and CPU utilization remains critical for maintaining service reliability across extreme edge devices [36]. In
summary, centralized, distributive, dynamic, and machine learning-based replication approaches each offer partial
solutions to replication challenges, although inherent limitations persist. A dynamic three-layer replication framework,
capable of adapting to network conditions, workload fluctuations, and evolving user demands, is required to
comprehensively address these challenges, ensuring high availability, reduced latency, and efficient resource utilization
across diverse computing environments.

A comparative evaluation of these existing methods alongside the proposed scheme is presented in Table 1.

Table 1. Comparison Between Literature Review and Proposed Work.

Paper Cloud | Edge | Access | Replication | Context | Response Optimization Load Resource Provisioning
Time Balancing

[11] v x v v X v v X v
[17] x x v v v v x x v
[34] v X v x v v v X v
[35] v x v v x x X x v
[19] N v X N X v X v v
[36] x X v v X v v N x
[20] % v x v x x v x v
[12] N N X X v v v X v
[37] X N X v X v v X %
[38] x x v N v v v x x
[16] v v x v x v x x v
[22] N N v N X v v X v

ECAR v v N4 v N4 v v v v

(proposed)

3. Network and System Model

We consider a comprehensive three-tier core-edge-access IoT network and represent it as a hierarchical graph G =
(N,E). The core (Nc¢), which is the highest layer in this hierarchy, comprises high computational servers known as
core-cloud-servers (N¢s), denoted as Nes= {c1,¢2,¢3,...,ca} Where NCs € NC. In the edge layer (NVg), some nodes function as
edge-cloud-servers, denoted as Ng,= {e1,es,€3,...,es}, Where NEs € NE. The lowest layer, the access network (Np), contains
all end-user devices, including low-powered sensors. Additionally, some nodes in this access network are designated as
access-cloud-servers (Np;), represented as Nps= {d\,d>,ds,...,d}, where NDs € ND. Initially, all services are provided by
the core-cloud-servers (N¢s), based on user demand, services are replicated to the edge-cloud-servers (Ngs) and/or
access-cloud-servers (Nps).

Anagenta; is deployed on each network node N;, equipped with three distinct interfaces: the Service-Provider Interface
(SD), the Service-Consumer Interface (CI) and the External-Agent Interface (EAI). Let SI,;denote the SI, Cl,; denote the CI
and EAl, denote the EAI for the agent a;. The SI allows a;to manage node-specific tasks, formally SI;— T(N;), where T(N;)
represents tasks specific to N;. The CI enables a; to intercept service requests generated by A, as a client, expressed as Cl,;
— R(N)), where R(N;) represents service requests from N;. Both SI,;and Cl,; are local interfaces confined to ;. The EAI
denoted as EAl;, allows a; to communicate with other agents a;across the network, represented as EAl; <+ a; fori=j. The
utility u; of a server server; is derived from a combination of critical resource indicators: the remaining CPU cycles (R.:),
available energy reserves (R.;), unused memory capacity (R,;) and remaining bandwidth (Rj;) associated with node v..
These parameters are normalized to form a resource vector R;, ensuring that the comparison across heterogeneous nodes
remains consistent and unbiased [22]. Specifically,
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R; = (Eci'ﬁe-rﬁm-'ﬁbi) v

where each (Ex = mazgR }) denotes the normalized value of the corresponding resource dimension. To capture the varying
X

importance of different resources, we introduce a weight vector:
W = (w,, W, Wy, Wp,) (2)
where, w.+w. +wy, +wp = 1. The utility u; of agent 4; (i.e., the server server;) is then computed as a weighted sum:
u; = WCECL. + Weﬁei + Wmﬁmi + Wbﬁbi 3)

This utility measure serves as a decision metric for selecting appropriate nodes for service replica placement. A
higher utility implies that the server is better suited for hosting replicas, as it possesses a greater share of available
resources relative to other candidates. The primary objective is to assign service replicas to nodes in a way that
maximizes overall network utility, thereby promoting efficient resource utilization while meeting client-side QoS
demands. To enhance responsiveness and reduce latency during both service discovery and allocation decision-making,
the network infrastructure is logically partitioned into two operational contexts, as elaborated in the subsequent section.

Crnr

Fig. 1. Network and System Model.
4. Context Creation

4.1. Non-Functional Context Network

We partition the network nodes into multiple overlapping and relatively smaller sub-networks, referred to as
Physical-Context Networks or Non-Functional-Context Networks (PCN). The nodes (core, edge and access) are grouped
based on physical proximity and/or connectivity. PCNs are formed in a hierarchical network consisting of core, edge and
access layers, using gateways in the edge network as reference points. Nodes in the access layer directly connected to a
specific gateway, edge layer nodes connected to the same gateway and core layer nodes connected to the same gateway
are grouped into the same PCN. This method ensures that all nodes in the network are included in at least one PCN based
on their physical proximity and connection to the gateways, allowing for organized and efficient management of network
resources. Overlapping PCNs are possible since nodes, especially in the core and edge layers, may connect to multiple
gateways. Let G € N Dbe the set of gateways in the edge layer. Now, the connectivity function for the nodes in a gateway
can be defined as /P - N — G that maps each node connected to the gateway. The set of access nodes connected to a
gateway g € G is:
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Fep(@)={neN, | fr(n) = g} 4

The set of edge nodes connected to a gateway g € G is:

FCg(g) ={n€Ng | fp(n) =g} (%)

The set of core nodes connected to a gateway g € G is:

FC(@) ={neN:|fr(n) =g} (6)

A Physical Context Network (PCN) for a gateway g € G includes all nodes from the access layer, edge layer and core
layer that are connected to g.

PCN(g) ZPCD(g)UPCE(g)UPCC(g) (7)

Since nodes in the core, edge and access layers can be connected to multiple gateways, PCNs can overlap. For two
gateways g;,g; € G:

PCN(gl)nPCN(gj) ¢® (8)
Union of all PCNs covers all nodes in the network:

U P, (g) = Np UNg U N ©
JgeG

Consider a network with core nodes N¢= {c1,¢2,¢3, €4,¢5,C6}, edge nodes Ng= {e1,e2,€3,84,81,82,23,84} Where gi1,22,23,84
are gateways and access nodes Np = {di,d>,d3,ds,ds,ds,d7,ds,do,d10,d11,d12,d13,d14,d15,d16} . Next, the connectivity functions
are defined as: fe(d1) = g1; fo(d2) = g1; fo(ds) = g2; fr(da) = g2; fo(ds) = g1,82; fr(de) = g1; fr(d7) = g3; fr(ds) = ga; fr(do) = g3;
fr(dio) = gs; fp(di1) = ga; fr(d12) = gi1,g4; TP(d13) = g2,¢3; fP(d14) = g3,g4; fP(d15) = g4; fP(d16) = g1; fP(el) = g1, fP(e2)
= g2; fP(e3) = g3; fr(es) = ga; fo(C1) = g1; Tp(C2) = g2; fr(c3) = g2; fr(ca) = g3; f(Cs) = g3,84; fp(C) = g1. The PCNGs for g1, g,
g3, g4 are:

Pcy(g1) = {dy, dz, ds, de, d12,d16} U {e1} U {cy, C6}
= {d,d;, ds, dg, d12,d16, €1, €1, Co };

Pcy(g2) = {d3, dy, ds, di3} U {€2} U {c3, ¢33
= {d3,d4, ds, dy3, €5, ¢35, C3}

Pcy(g3) = {d7,do, d1o, d13,d14} U {€3} U {4, c5}
= {d7, d91 le' d13, d14_, 63, C4_, CS};

Pcy(94) = {dg, dy11,d12,d1a, dis} U {es} U {cs}
= {dg, d11,d12,d14,d15, €4, Cs}

4.2. Functional-Context Network

Functional-context network or logical-context network (LCN) represents the clustering of nodes considering their
behavioral proximity. We regard a set of client nodes providing/consuming similar services as exhibiting behavioral
proximity. We observe that requests generated by a client are repetitive and frequently request a transaction of services
from a set of services.

RequestSet(Ry): is a binary relation R € N x §: V(n,s) €E R, n € N and s € S denotes a service requested/provided by
node n.

Transaction(7;): A Transaction 7; € S'is a non-empty finite set of services. Consider a transaction Ti = {sj, sk, sl}, also
written tjkl, representing the set of services {s;,st,5:}

Support(supp(T;)): is the frequency of occurrence of T;, i.e., the proportion of nodes n € N that request/provide Ti:

[{n € N|T; € R(n, T} (10)
IN|

supp(T;) =
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Frequent Transactions: A transaction 7; with support supp(T;) > T™" is called a frequent transaction where 7" is the
minsupp. Moreover, to be a frequent transaction, all subsets of the transaction have to be frequent [39].

T; € Freq,:VT; € S, supp(T;) = minsupp (11)
andVT; c T;,T; € Freq,_,,|Tj| =n — 1.

Freq,and Freq,- are the sets of frequent transactions of length » and n — 1.

Maximal Frequent Transactions (MFT): A frequent transaction V7; € S and T; € Fregq is said to be an MFT if none of its
proper supersets 7; D T;is frequent.

n
MFT = U Freq; (12)
i=1

T, € MFT: 2T; € MFT,T; > T,

Logical transactions are calculated and maintained in each edge gateway for every PCN. Each node in a PCN provides
the transaction of the frequently used services (FUS) to its respective edge gateway. A RequestSet (Rs.;) generated by an
edge-gateway (g;) depicts the relation of nodes and FUS of nodes in a PCN. More specifically, the Ry of g1 is:

< _ {dy: FUS(d,), dy: FUS(d,), ds: FUS(ds),
sec(g1) = { ey: FUS(ey), ¢ FUS(cy)}

Next, an initial transaction Tj,ar 1S generated in iteration 11 with all the participating services in Rset as : Tiisiat = {ti: t;
= 5;;Vs; € Ryer}. Frequent transaction of cardinality 1 is generated using Eq.(11) as:

Freq, = {t;: supp(t;) = minsuppy; Vt; € Tinigiar} (13)

Now, in iteration 12, the closeness of two services is measured through their occurrence in an individual user by
calculating frequent transaction of cardinality 2 using Eq.(11):

Freqp, = {t;j: Vt;; t; € Freq, A supp(t;j) = minsupp,} (14)

Similarly, in iteration 13, the closeness of three services is measured by calculating frequent transaction of cardinality
3 using Eq.(11) as:

FreqH3 = {tijk: tl] U tik;Vtij, tik' t]k € FreqHz (15)
A supp(tjx) = minsupps}

Next, the frequent transaction sets of higher cardinalities are calculated in the same manner until no service is left or the
next iteration produces an empty set. Logical transactions (LTN) in each PCN are obtained by computing MFT from
frequent transactions of all iterations with Eq. (12):

n
LTN(g:) = U Freqy, (16)
]:
VT, € LTN(g;): AT, € LTN(g;); T, © T}

Now, these logical transactions of each PCN are shared with agents of all edge gateways. LCN is calculated by taking
a union of the transactions from all (m) edge gateways and eliminating subset logical transactions.

m
tc= ULTN(g) (17
i=
where each T; € C: AT, €L C;T; c T,

After the creation of contexts, the nodes are clustered according to LCN. Now, the relation between nodes and the
contexts is defined as:

JLix -tk Cr,ix € (NyUNg UN,) and T; elc
where FUS(x) = T;
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If the FUS of a node doesn’t match any context, then the node is considered to be part of the default context “Craer.

JLix -t Crgppix € (NgUNg UN,) and T; €4 C
ifAT:FUS(x)=T,

Consider the network described in Section 4.1 with “C = {T},T2,T3,T4er} . The relation function is established as : 'L(d})
=T1; L(ds) = T; "L(ds) = Ta: "L(ds) = T3; 'L(ds) = Ta: L(dg) = T1; 'L(d7) = Ts; ‘L(ds) = Ts; fL(d9) = T2; fL(d10) =T1; fL(d11)
=T3; fL(d12) = Tdef; fL(d13) = T2; fL(d14) = Tdef; fL(d15) = T3; fL(d1s) = T2; IL(e1) = T1; fL(e2) = T2; TL(e3) = T3; fL(es)
= Tuaet; 'L(c1) = T3; 'L(c2) = T2 and L(cs) = T1; fL(c4) = Teer; 'L(cs) = T1; L(c) = Ta. Next, the LCN for Ty, T2, T3, Taerare
calculated as:

F Cy(Ty) = {dy,ds,d7,dq0,€1,C3,C5};
L CN(TZ) = {dz: d3; ds. dg; d13; d16, €,,Cy, Ce};
x Cy(T5) = {d4,dg, dqq,dys,€3,C1};

L CN(Tdef) = {d12,d14, €4, Cs}

Regeneration: When network parameters deteriorate, it triggers the regeneration of the Logical Context Network
(LCN). A node is treated as a candidate for regenerating the Functional Unit Set (FUS) if there is a significant decline in
Quality of Service (QoS). Such degradation may result from changes in device request patterns or due to service replication
or replacement on any server. Upon detecting these variations, the node forwards the relevant information to its associated
edge gateway. If the gateway receives multiple such inputs, it performs an analysis to identify shifts in the logical
transaction pattern. Detected changes are then broadcast to all gateways, prompting an update in the logical context. In
scenarios where a gateway experiences minimal request activity, the connected devices and servers revert to the default
logical context LCryer. After persisting in “Crae for a predefined duration, a complete regeneration of the logical context is
initiated across all edge nodes.

4.3. Context Creation

Both PCN and LCN help to reduce the search space or reduce the network size considering various proximity.
Moreover, during the replication decision, SOM considers the combined context of the related clients and servers and then
chooses the most suitable (promising) nodes. Let us assume a replication request is triggered by d> (Considering the
example discussed in Sections 4.1 and 4.2) and the corresponding PCN for replication is g2. Next, LCN of &, is calculated
as fi(d>) = T>. The nodes associated with g2-PCN are:

Pey (g2) = {ds,d4, ds, dy3, €5, ¢5, 3}
The set of nodes associated with the T2-LCN includes:
L Cn(Ty) = {d;, d3,ds, do, dy3,d16, €2, Co, Co }

The nodes that belong to T2-LCN under g>-PCN are:

I; ; =P Cy(g) Nt CN(T]')
I, =P Cy(g,) N.F Cy(Ty)
= {ds,ds, d;3, €5, ¢, }

Next, the selected nodes are considered potential nodes that can participate in DCDP (discussed in the next section).
5. Batch-wise Replica Allocation Through DCDP

A DCDP [39] is defined over a set of agents 4 = {ai,a>,...,a4}, each capable of executing certain computational tasks
from a global task set 7= {t,,t,...,;7}. For each agent a; € 4, let T; € T denote the subset of tasks it can perform. For every
task # € T, we define A; S 4 as the subset of agents eligible to execute it. Each agent a;is associated with a task-specific cost
function A;: T;— N, where A,(#) represents the total computational and communication cost for executing task #. In the
context of service replication, T represents service instances to be deployed across the network and A(#) is inversely
proportional to the utility u; of agent a;, indicating that more capable agents incur lower costs. The goal is to assign tasks to
agents such that the overall system load is balanced while satisfying functional constraints. Formally, we define an
allocation mapping ¢ : 4 — 27, assigning tasks to agents under the following constraints:

pla) n¢(a;) =0,Va, a; €A i+, (18)
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U ¢(a;) =T. (19)
a;€EA
Table 2. Notation.
Notation Meaning
U; Utility of agent a; (inversely proportional to A;)
o) Allocation function mapping agents to subsets of tasks (¢ : A —27)
[0} Optimal allocation that minimizes the maximum agent cost
P Set of all possible valid allocations
S; Subset of tasks allocated to agent a;
Wi(S) Potential function: total cost for agent a; over S;
S Global task assignment configuration
S” Optimal task assignment minimizing the worst-case agent cost
v o j (Sl- ]-) Message passed from agent a; to a; over shared variables S;;
Sij Shared task variables between agents a; and a;
Sisj Task variables in S; excluding those in
i
N(a;) Set of neighboring agents of a;
0,(S) Marginal contribution estimate for agent a;
A Number of requests generated by a node
fP,fL Physical and logical context mapping

The optimization objective is to minimize the worst-case (maximum) cumulative cost incurred by any agent:

¢* = argminmax Y. A;(t;) (20)

PEP €A e (ay)

To model the cost incurred by each agent, we define a potential function w,(S;), where S;denotes the subset of tasks
assigned to agent a;: wi(S;) = X Ai(ty).

wi(S) = T Ai(ty) 21
tkES;
Thus, the global objective becomes:
S = argmsmr;ligjcwi(Si) (22)

To solve this optimization problem, we apply the Min-Max inference algorithm based on the Generalized Distributive
Law (GDL) [40]. The algorithm proceeds via message passing among neighboring agents. Let S;;=S; N Sjdenote the shared
task variables between agents @, and a;. Each agent a; transmits a message vi—;(.S;) to its neighbor a;, initialized to zero. The
update rule for messages is defined as:

(23)
vinj(Si) = minmax @i (S1), , max Visi(Sii) |
k#j
where N(a;) denotes the set of neighbours of agent a;. Next, each agent estimates its marginal contribution through:
(24)

6;(S;) = max [a) (S), m]\crz(x Vi (Sji)

This formulation guarantees exact marginal inference [41], ensuring that the computed configuration is optimal under
the Min-Max criterion. To further enhance system responsiveness and Quality of Experience (QoE), we adopt a proactive,
batch-wise replica allocation strategy, designed to improve resource utilization across the distributed network.

5.1. Proactive Sensing and Batch-Wise Replica Allocation

Instead of making replication decisions independently for each event, we consider the set of replication events triggered
within a time window of duration A¢. During the n" sensing window, i.e., the time interval {fo+ nAt} to {to+ (n + 1)At},
suppose the network nodes generate |K| replication events. Let R denote the set of services that need to be replicated as a
consequence of the event set K. The replication events are sent only to the concerned gateway. For each such request ;, the
SOM of the corresponding gateway approaches the SOMs of other gateways to find if the number of requests for the
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requested services is biased to a few PCs or has a scattered distribution. If a bias is found, then nodes from all three layers
(cloud, edge, access) are considered from each of the biased PCs ("Chypi). The search space for eligible servers gets reduced
as the search is confined within the combined context of selected gateways (grep € “Chiepi) and requested logical context
(Treqi) computed as Liegi= PCM(grepi) N LCMTreqi) (Algorithm 1) (discussed in Section 4.2.C). If the number of replication
requests for the requested replica is independent of the PCs, this reflects the uniformity of demand across the physical
contexts. Then DCDP considerss all the cloud nodes within the requested logical context (Liegi = Ncs N LCM(Tregi)). 1f any
replication request (req;) is generated from any node in g “Cy (example from Section 4), then the replication request is
forwarded to the g| gateway. SOM then checks if the demand for the requested replica is biased or likely from each gateway.
Suppose the demand is higher from g and g4 gateways, then the search is confined within the combined context of ?Cy(gyepi)
= {g1,22} and the requested logical context. For instance, if the requested service belongs to 722 Cy (Tyei= T2), then the
eligible nodes for that replication request are computed as ;i = ( "Cax(g2) U PCa(ga)) N LCN(T>). DCDP considers only
do,d3,ds,e2,¢2,co nodes for reg;. If the demand is reckoned to be uniform, then only the ¢,¢s are considered. After analyzing
all the generated requests (req) within the n™ time window, each service provider undergoes a threshold evaluation based

on the resource requirements of the corresponding tasks. A filtered set of eligible providers is then computed as I
trim(Zy,;). Subsequently, the DCDP is invoked using DCDP(R,I), where R is the set of services to be replicated and 7 is the
union of all filtered provider sets. The algorithm determines the optimal mapping m*: R — I for replica allocation. Once
the assignment is finalized, a response message RepReq(m*) is broadcast to all replication requesters. Upon receiving the
RepReq message, each requesting node verifies whether the corresponding triggering parameters exceed predefined upper
thresholds. If the condition is satisfied, an explicit CONFIRM message is sent to the designated provider node, initiating the
replication process between the current and newly assigned servers. It is important to note that the set of requests Req
captured in the #™ time slot is processed by the DCDP mechanism during the (z+ 1) slot to determine the service-provider
assignments. The actual replication process commences immediately after this decision epoch. The time required for each
replication may vary depending on the specific service characteristics. During the #" sensing window, the DCDP-based
decision-making for services identified in the (n — 1) slot occurs in parallel. Moreover, all individual replication processes
can proceed concurrently with both past and current decision phases, independent of their respective decision epochs. In
our proposed scheme, the environment is segregated into different physical context networks according to network
decisions regarding edge gateway and logical context networks according to their requesting/providing behavior. We
considered a batch of replication requests sensed in the previous window to participate in DCDP to find a server for each
request.

’ —
reqi

IRn—1 : i

'DCDP(R,_,, I')!

I'+ | l Iieq‘ : (Rn— ):
=1

Replication

For each request € R,,_;:
If requests are biased:

Decision
Epoch

Lieqi « Select the nodes in biased PCyn
in requested “Cy

Else:

Ireq. + Select cloud nodes
in requested “Cy

Log 4 trim(Leg)

Triggered replication events R,,_;

: | , T

Sk TR to + nAt to+ (n+ 1)At to + (n +2)At

Fig. 2. Proactive Sensing and Replication Allocation in Batches.
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Algorithm 1 Eligible Server Selection

1: procedure Replication_Decision (R)

2 for Each req; : s;.q, € Rdo 1] 8ycq, service of each replication request
3 P(','_\-,_,_M « Choose_PCN (req;) /I Region selection
4 end for

5: for Each req; € R do

6 Treq; + findT(8req;) /I Getting requested transaction
7 it "Cx,, o, 15 not empty then

8 for each grep; € POy, 4, do

9: Leq, = PC‘N(S’H:m) n LC‘N(TF eq; ]

10: end for

11: else

12: I,-,;q‘ = ;‘\"(}_{ M LC‘;\;(T,-,;%]

13: end if

14: I eq, = trim(Ire,) {/ Based on u; of server
15: I'~ 1:( @

16: end for

17: DCDP(R, I')
18: end procedure

Fig. 3. Eligible Server Selection.

i. In Phase-I, the middleware searches for the bias in each requesting pattern for each requested service and chooses
the PCN accordingly.

ii. In Phase-II, the optimal server is identified within a reduced search space, specifically located at the intersection of
the LCN and the selected PCN. The proposed scheme incorporates a lightweight replication mechanism. In cases
where sufficient resources are not available to replicate the requested service, the DCDP framework selects a
minimally utilized service, already hosted by a server within the same LCN-PCN intersection, for replacement.

6. Overhead

The main source of overhead in our approach comes from the message exchanges and the convergence time required by
the distributed algorithm.

6.1. Logical Context

In the computation of the communication and computation cost of logical context, the major contribution comes from
LTN. To compute LTN, each node must share its FUS with the respective edge gateway. This exchange involves O(|V])
messages, where N denotes the set of nodes. Notably, this communication is only triggered during the reconstruction of the
logical context, an infrequent event typically initiated by a noticeable degradation in network-wide QoS. Since each edge
gateway computes the LTN independently and in parallel, the associated data volume and computation time remain
minimal relative to the scale of the network. Once computed, the dissemination of LTNs among edge gateways necessitates
O(|NEs|*) messages, where NEs represent the set of edge nodes.

To calculate frequent sets at each level £ > 1, candidates are generated from the lower cardinality to compare with
minsupp. To generate candidates for Fregik from Freqik-1, all members of Fregik-; are joined to each other, incurring a cost
of O(|Fregik—1|?). The total frequent set generation cost up to Freqikimax is:

kmax (25)
T = 5 0([Frea,_ 1)

After the generation of frequent sets (Fj.q), €ach Freqi € Fj. is checked for maximality verification. Each frequent set
is compared with other frequent sets to verify whether there is a superset. Since superset verification requires exploration
of elements of each set, the comparison cost is proportional to the cardinality of the set. Each member of Fj., requires a
pairwise comparison at an average cardinality cost s:

Tmaximal = O|(Ffreq |2 : S) (26)
The total complexity to calculate LTN is:

kmax 2 9 (27)
TLTN = ’I}i’eq + Tmaximal = kE—:‘l 0( |FTBQHk_1| ) + 0(|Ffr'eq| ) S)
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6.2. DCDP Overhead

The communication complexity of solving the DCDP using the Min-Max approach is 0(. |]R|’;eq), where R represents
the batch of services to be replicated and /.., denotes the maximum number of eligible servers for any requested service. In
real-world applications, both the number of servers that offer a particular service and the number of services supported by
each server are typically small. As a result, the overhead can be managed effectively by either limiting the size of R (through
a smaller batch interval A7) or restricting /.., . If convergence time becomes too long, as manifested by higher response
times or increased drop rates, the control parameters (Az and ., ) are dynamically adjusted to accelerate convergence.

7. Performance Evaluation

We derive the performance evaluation parameters for three distinct system types: a system without replication, a system
with reactive replication and a system with context-aware proactive replication. Service requests are generated by users,
each with specific Quality of Service (QoS) requirements, as discussed in Section 8. Some requests prioritize response
time, completion time, or both, while others exhibit flexibility in their QoS demands. We assume that the request arrival
follows a Poisson process.

Let R denote the total system resources, S the total number of services in the system, C the number of contexts in the
system and a,, the total number of devices. N, refers to the total number of access servers at any given instant, where N4
<am; N represents the total number of edge nodes and Ncis the total number of cloud nodes. p is the probability that a
node N; generates a replication request for a specific service. We assume a uniform distribution for the allocation of
resources, such that requests in the system without replication can access g resources. For systems employing replication,

the number of replicas varies according to service demand over time.
7.1. Service Drop Rate
7.1.1. System without Replication

Assume that an adaptive and elastic cloud environment is operational and it has created the necessary number of replicas
within the edge and access networks. Let . represent the number of requests generated per node and a., be the total number
of' nodes (devices) in the access network. Consequently, the total number of requests generated across the network is given

by:
o =4y

Let the probability of getting a service executed in the access network be Pa, then the probability of requests not served
in the access network will be (1 — P,). The number of requests considered for allocation in the edge network is:

le =1 —-P)lay

Let the probability of getting a service executed in the edge network be Pe, then the probability of requests not served
in the edge network will be (1 — P,). The number of requests considered for allocation in the core network is:

= 1- Pe)(l - Pa)lram

Let Pc be the probability of a service getting executed in the cloud layer.
(28)
a

a
Fa =< mi
Ng

== (T pea—pye

e

) pi“(l _ p)am—l—ia

Ne — 1y . )
P=-r)-R)( 7 )pl - pyeite

Rq

R R . . .
Let 5 ?"’and ?” can afford kg, k. and k. number of requests for service in access edge and cloud respectively. Hence,

a new request for a service will get dropped if all the resources are allocated by k. and k. number of requests in a system
without replication. Let the probability of a request being dropped be denoted by PDWR, given by:

Volume 18 (2026), Issue 4 — Page 117



Adaptive Context-Aware Replication Mechanism for Distributed IoT Environments

kq ke k¢ (29)
Powr =1— ‘ZPa+ _ZPe+ _ZPC
i=0 i=0 i=0

7.1.2. System with Reactive Replication

Let Pprrdenote the drop rate observed in the reactive replication system. In this model, replication is initiated only when
an incoming request cannot be fulfilled due to insufficient available resources. If the replication process completes quickly
enough to satisfy the response time constraint, the request is successfully served and not dropped.

PDRRlduring_replication = PDWR - (Psaveda + Psavede + Psavedc) (30)

where Psgyea,r Psavea,@nd Psaveq, are the probabilities of a request being saved in access, edge and cloud, given as:

Psaveda = aprObabilit.V(Erep < trrt)(ia - ka) (31)
Psavea, = eprObabilit.V(Erep < trre)(fe — ke)
Psavedc = cprObability(trep < tre)(ic — k¢)

considering &, as the time required to complete replication of a service and - as the required response time constraint.
Hence

PDRR|during_replication = PDWR - (prObability(frep < trrt) (32)
(Pa(ia - ka') + Pe(ie - ke)
+Pc(lc - kc)))

After completion of the replication process, k' = k; + k, + k. additional resources are added to the access, edge and
cloud networks. Hence

Kook K (33)
PDRR|after_replication = Ppwr — 'ZOPa + ‘Z()Pe + ‘ZOPC
L= = i=

Assuming that the probability of the system operating in a stable state is ps, the probability of the system entering a
replication state can be expressed as (1 — py).

PDRR = psPDRRlafter_replication + (1 - ps)PDRR|during_replication (34)

The above derivations do not account for the revocation of replicas. In practice, when the demand for a service declines,
existing replicas are withdrawn to free up system resources.

7.1.3. Context-Aware Proactive Replication

Let ¢ represent the time taken to search for eligible nodes for service replication, tgecision denote the time required to
decide which node should replicate the service and #piication be the duration needed to complete the replication process.

Erep = ts + tdecision + treplication (35)
In a context-aware system, the search space for identifying eligible nodes is significantly reduced, leading to an
approximate reduction of by a factor of C. Assuming the decision-making algorithm has a time complexity of O(n?), the

incorporation of contextual information reduces this complexity by a factor of é Therefore, the total time required for

replication in a context-aware system, denoted as E"@PCA’ can be expressed as:

_ 11 (36)

trepcA = E ts + Etdecision + treplication

From Eq. (36) it is evident that adding context to the system reduces the replication time, resulting in a reduction in drop
rate. In proactive replication, the replication process gets started after sensing the system generates the replication request
depending on sensing the increase in the number of requests. Let the replication process while serving k= k,+ k. + k.number
of requests and add resources for k"' = k; + k; + k. new requests in three layers before incurring a loss. Let drop rate of
the context aware proactive system is denoted as Pppx.
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PDPR|duringreplication = PDWR - (prObability(frepCA < trrt) (37)
(Pa(ia - ka) + Pe(ie - ke)
+Pc(lc - kc)))

Now as trepca < top more requests are saved during replication.
PDPR|during_replicati0n < PDRR|during_replication (38)
Now after replicating resources, the drop rate in a stable state is given as:

Kok K (39)
PDRR|after_replication = PDWR - .ZOPa + .ZOPe + _ZOPC
i= i= i=

Now as the replication process starts much earlier in the proactive system than in the reactive system, it provides more
resources to allocate i, i.and i.requests, so k + k"> k + k' results in

PDPR|after_replication < PDRR|after_replication (40)

Taking a similar assumption of the system being in a stable state and replicating state we get the total drop rate for the
context-aware proactive system as:

PDPR = psPDPR|after_replication + (1 - ps)PDPR|during_replication (41)
From Eq.38 and Eq.40 we can derive that

Pppr < Ppgr (42)

The revocation of replicas has a similar effect on proactive systems as on reactive systems.
7.2. System Throughput and Resource Utilization

A substantial reduction in the drop rate positively affects the throughput and results in better resource utilization. We
assume that each node has an identical request probability p. The total request generation probability across all nodes
contributes to the system’s load, denoted as L. Therefore, the request throughput of the system can be derived as:

Qwr = (1 = Ppyr)L (43)
Qrr = (1 — Pprp)L
Qpr = (1 — Pppg)L

Now, as R denotes the maximum available resources we get the utilization of the system as:

_ 1-Ppwr 44
Uy = P00 (44)
_ 1-PpRrR
Urr = R
_ 1-PppRr
Upr ==

7.3. Response Time

i) The response time of the system without replication is given as:
tr = ts + taelay (45)
Under the assumption of Poisson network traffic, the delay Z4lay is approximately given by:

— 1
b = R

where & represents the average number of hops from the client node to the server node and u is the service rate. If a
distributed hash table (DHT)-based service registry is used, the search process can be completed in O(a).
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(46)

z‘:rWR

— 1
= 0(l 2h——
(tog (@n)) + 2R

ii)In a context-aware reactive replication system, the search space is significantly reduced. The number of hops between
the client and server depends on the number of nodes in the requested set “Cyand the selected set ’Cy, which is bounded by
the intersection ["Cy N LCN|. The maximum number of hops is given by [°Cy|, assuming that all nodes in the selected set
PCyare present within the requested set ZCy.

(47)

z‘:rWR

— 1
= 0(l 2h——
(tog (@n)) + 2R

. . ! . .. .
The maximum possible value of @ for a network with average connectivity ¢ and a maximum hop count of |°Cy| can
be computed as:

. (C|PCN|+1 _ 1)
Ay =——————
(c—=1)

A PCy with higher connectivity results in a smaller number of hops. The decision time Zgecision refers to the time taken to
choose the serving server, which in our work is determined by the DCDP. This is applied to each replication instance to
identify the optimal node.

iii) In our proposed context-aware proactive selection, DCDP is applied to a batch of R requests within the combined
physical and logical context. As a result, the response time can be expressed as follows:

log (am) IPenl 48
o = (L= Pop) {0205 4+ LNy ()
log(am) 1 h
+PDRR{0( Ogca ) + ﬁ Laecision + #_Aram}

7.4. Completion Time
The service completion time ¢ is typically calculated as:
te=t.+t,

where . represents the execution time required to fulfill the requested service. The workload of a server depends on the
number of services it must handle concurrently. Let Scon be the number of services present in the system at any given time

Scon

that need to be served simultaneously. In a system with uniform distribution, each node serves services. If X represents

Um
the CPU slots required to execute a single service, the execution time for a system without replication is (? -X ) . The
m

value of Scon corresponds to the system’s throughput. Therefore, the execution time for the system without replication, with
reactive replication and with context-aware proactive replication can be expressed as:

4
teywr = o X )
I
QRR
teRR = EX
QPR
tePR = ZX

8. Result

We evaluate the performance of our Elastic Context-Aware Replication (ECAR) scheme in comparison with several
existing approaches, including the Cloud-Intensive Replication (CIR) scheme, the Cloud-Edge-Intensive Replication
(CEIR) scheme, the Cloud-Edge-Access-Intensive Replication (CEAIR) scheme, the Group-Delay-Aware Scalable
Mobile Edge Computing with Service Replication (GDAR) scheme [16] and a Combined Context-Aware Replication
(CCA) [22] along with analytical results obtained in an identical environment [43].

1. CIR: We evaluate our proposed scheme in a cloud-intensive scenario where only core or cloud is considered as the
service provider.
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2. CEIR: In a cloud-edge-intensive scenario, both the cloud and edge layers are considered service providers.
Initially, replicas are present in the cloud layer, but due to on-demand replication, services are available in the cloud
and edge.

3. CEAIR: This scenario considers the cloud, edge and access devices jointly as service providers. Initially, replicas
are present in the cloud layer, but due to on-demand replication, services are available in the cloud, edge and access
layers.

4. GDAR: This is an existing scheme [16] that includes cloud and edge layers as service providers. The replication
strategy aims to replicate services on edge servers within selected regions. If the selected region’s servers are
overloaded, comparatively underloaded remote edge servers are considered.

5.CCA: This is also an existing scheme [22] that introduces a proactive context-aware replication strategy,
specifically targeted for a quasi-ad hoc scenario in IoT. The scheme makes use of segregation of all services in both
logical and physical dimensions and combines them to form clusters that help in reducing registry search space and
message passing overhead.

6. ECAR: In our proposed scheme, Elastic Context-Aware Replication (ECAR), we consider that a replica can be
present in the cloud, edge and access layers. Moreover, to reduce the overall burden, the whole network is
segregated into PCN and LCN.

8.1. Experimental Setup

We create an [oT scenario using the NetworkX package in Python 3.7.0. The setup includes 35 cloud nodes, 90 edge
nodes and 900 user-end nodes. The distance of inter-cloud nodes ranges from 15 to 350 hops and for inter-edge nodes, it
ranges from 10 to 700 hops. Each cloud node connects to 4 to 5 edge nodes, with distances ranging from 20 to 50 hops. As
a result, a single edge node is connected to multiple cloud nodes. Devices in a PCN are located within 5 to 10 hops from
the edge gateway. We assume each hop introduces an average delay of 1 ms. In our experiment, we adopt a Smart City
Scenario [42] that involves 15 distinct services with QoS pattern described in Table 4. We ensure a clear separation among
cloud, edge and access nodes as shown in Table 3. Each cloud node can serve 5 services, with each service having 4
instances; each edge node can serve 3 services, with 3 instances per service; and each access server can serve 2 services,
with 2 instances per service. The maximum load capacity is 16 instances for cloud nodes, 7 for edge nodes and 5 for
access nodes.

8.2. QoS Types

Traditionally, the Quality of Service (QoS) for interactive services has been primarily measured through the service’s
response time (¢). However, with the growing complexity of content delivery systems and the increasing demand for
compute-intensive services, service completion time (#.) has become a critical factor. In our experiment, we categorize
services into four distinct types based on their specific QoS requirements:

a) Services that prioritize response time (#-) over completion time (z.), referred to as Typel services. These are
typically end-user services that require interactive responses.

b) Services that emphasize minimizing completion time () over response time (¢,), known as Type2 services.
These services are usually programmatic, where the end user is a program that needs to update or reconfigure
itself.

c) Type3 services, which have stringent constraints on both response time (#) and completion time (¢.). Examples
include interactive video or voice calls, where both timing parameters must be met.

d) Services with no strict QoS requirements, classified as Type4 services. Examples include background file
transfers like messages or emails, where response time and completion time are less critical.

Table 3. Types of QoS.

Services QoS Pattern
Typel 200ms, 300ms, 400ms
Type2 400ms, 500ms, 600ms
Type3 (200ms, 400ms), (300ms, 500ms), (400ms, 600ms)
Typed No QoS

8.3. Result
8.3.1 Drop Rate

We calculate the percentage of requests dropped in each scheme shown in Fig. 4 We observe that CEIR and GDAR
exhibit lower drop rates compared to CIR. This improvement is due to the expansion of compatible servers when the edge
layer is utilized as a resource-provider. Initially, the performance of CEAIR declined due to the increased search space
(Fig.8.a). However, during increased load, CEAIR performs well because the inclusion of the access layer increases the
number of compatible servers. CCA, with only the cloud and access layers, has a lower drop rate due to its better
utilization of resources (Fig. 9(b)) through distributed allocation and context evaluation. On the other hand, ECAR, with
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logical context, significantly reduces response time (Fig.8.b.), completion time (Fig. 7(a)) and enhances resource
utilization (Fig. 9(b)), resulting in the lowest drop rate among all the evaluated schemes.
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Fig. 4. Percentage of Drop Rate.

8.3.2. Replication

We evaluated the number of replications orchestrated by each scheme in Fig.5.a. Initially, only half of the cloud
nodes were designated as service providers. The replication strategy is consistent for all schemes in deciding the PCN of
replication. For CIR, replication was limited to cloud nodes; for CEIR, both cloud and edge nodes were considered; and
for CEAIR and ECAR, cloud, edge and access-device nodes were included. We observed that CIR had the highest
replication rate due to its higher drop rate, which compelled the SOM to perform more replication or replacement to
maintain service availability. Due to the increased drop rate, the rate of replication increases significantly with increasing
load, especially when the load is more than 60%. Since CIR had fewer resource-providing opportunities, it also
experienced the highest service replacement rate (Fig.5.b). CEIR and GDAR exhibited similar replication rates
throughout the experiment, as both schemes utilized the same number of resource-providing options. Replication in CCA
uses both cloud and access nodes as potential target nodes. Including more devices as a resource-providing alternative
helps to achieve higher allocation (Fig.6.a). CEAIR, with its broader range of resource-providing options, initially
replicated more services than all other schemes until CIR’s replication rate surpassed it at higher load. Due to the higher
number of nodes available for replication, CEAIR had a lower percentage of replacements. In contrast, ECAR achieved
the lowest replication rate while attaining the highest allocation rate (Fig.6.a). This depicts that ECAR’s efficient
resource-utilization (Fig.8.b) minimizes replication needs while maximizing resource allocation.
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Fig. 5. (a) Number of Replication, (b) Percentage of Replacement.

8.3.3. Allocation

We evaluate the request-to-server allocation rates for all the schemes under identical environments. Initially, all
schemes successfully allocated over 80% of requests. However, as the load increased, CIR’s allocation rate dropped to
around 35% at peak load. CEIR, which includes the edge layer as a service provider, maintained an allocation rate
between 70% and 80%, eventually settling at 68% under maximum load. The allocation performance of GDAR was
similar to CEIR, with a 4% to 5% higher allocation rate. The inclusion of devices as resource-providing options in CEAIR
provided an opportunity for the SOM to replicate services at the access layer, thereby improving allocation rates.
However, managing this increased number of resources proved time-consuming (Fig.8), which led to less optimal results.
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Moreover, with only the cloud and access layers as resource providers, CCA with an efficient context management
produces more replicas (Fig. 5(a)) and better resource utilization (Fig.8.b), resulting in a similar allocation (76%). On the
other hand, ECAR, leveraging context-based management and three-tier resource providing alternatives, significantly
improved allocation, maintaining a consistent 80% to 85% allocation rate throughout the experiment, even as the load
increased. If we increase the overhead for each replication, the request-allocation decreases for all the schemes except
ECAR (Fig.6.b).
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Fig. 6. (a) Percentage of Allocation, (b) Allocation with Increased Replication Overhead.

Specifically, when the replication overhead (two-times and four-times) increases, the allocation efficiency of the
state-of-the-art GDAR framework declines to 63% and 58%, and CCA's to 70% and 60%, respectively. Similarly, CEAIR,
operating with resource parity to ECAR, exhibited a reduction in allocation efficiency to 48% and subsequently to 44%.
In contrast, ECAR demonstrated robustness by maintaining a stable allocation rate, demonstrating its advanced
context-aware replication strategy that optimizes resource utilization even under escalated load conditions.

8.3.4. Completion Time

Fig. 7(a) illustrates the comparison of average completion time for all schemes, showing the cumulative time taken
by non-dropped requests to complete their tasks. As the initial scenario contains only half of the cloud nodes as
resource-provider, the replication improved resource availability, leading to a decrease in average completion time for all
schemes.

As more resources were available, CIR’s average completion time initially decreased. However, with increasing
load, the completion time increases as replication is confined to the cloud layer. A similar increase was observed in CEIR
and GDAR to a lesser extent, as they had more resource providers in both the cloud and edge layers. Servers in the edge
layer reduce the distance between requests and resources, lowering the completion time. By consolidating the access layer
in place of the edge layer as a service provider, CCA brings resources closer to requests, thus decreasing completion time.
In contrast, CEAIR and ECAR did not experience an increase in completion time as both have more and nearer
resource-providing options in edge and access. Notably, ECAR outperformed CEAIR by incorporating logical context,
which reduced search time (Fig. 8(a)) and response time (Fig.7.b.).
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8.3.5. Response Time

We calculate the average response time for each scheme and plot the results in Fig.7.b. Initially, the response time
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decreases for all schemes as the replication process increases the resource availability. CIR exhibits the highest response
time since the presence of servers is limited to only the cloud layer. Initially, the larger search space (Fig.8.a) in CEIR and
GDAR results in a higher response time. However, the increase of available resources allows these schemes to perform
better than CIR. CEAIR, despite having more and closer resource providers, shows a consistently higher response time.
The expanded search space in CEAIR offsets the benefits of having additional resource-providing options. In contrast,
CCA with similar resource providers across cloud and access layers, achieves lower response time by leveraging context.
On the other hand, ECAR operates across all three layers, yet its effective context management significantly reduces the
search space (Fig.8.a) and results in lower response time.

8.3.6. Average Number of Nodes Searched for Allocation

Next, we evaluate the average number of node searches needed to allocate a request by each of the schemes (Fig.
8(a)). CIR requires the lowest number of searches among the four schemes, as its search is limited to the cloud layer. In
contrast, CEIR expands the search space with the inclusion of both cloud and edge layers, resulting in a higher average
number of node searches needed for request allocation. Although GDAR has the same total resource-providing options as
CEIR, it requires more searches due to its replication strategy, which replicates resources in either a local or remote edge
server group without considering neighboring server groups in the selected region. As CEAIR includes access servers, the
search space further increases. The growing load and gradual replication across three layers extend the search space,
leading to an increase in the number of searches needed for request allocation. The context-awareness of CCA reduces the
search space, although it has higher replication (Fig.5.a.) and extended resource provisioning alternatives. Despite having
three layers of resource providers, ECAR achieves the lowest number of node searches by reducing the search space. The
logical-context restricts the search of nodes for allocation within the servers of that requesting service’s logical context
across three layers, efficiently managing resources across all three layers.
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Fig. 8. (a) Average Node Search for Allocation, (b) Percentage of Resource Utilization.

8.3.7. Resource Utilization

We compare the utilization of resources as the ratio of utilized resources to total resources. The results shown in Fig.
8(b), compare our scheme ECAR with CEAIR (which has an equal number of resources) and with the existing GDAR and
CCA. We observed that GDAR and CCA achieve better resource utilization than CEAIR. The larger number of
alternatives in CEAIR allows it to allocate more requests than GDAR. CCA with better utilization of access layer achieves
higher allocation. The added context in ECAR, enables it to effectively utilize more resources, resulting in a higher
utilization rate.

8.3.8. QoS Based Performance Analysis

To evaluate the impact of our proposed ECAR scheme on four different QoS types, Fig.9.a. presents a multi-metric
comparison of ECAR across four types in terms of allocation rate, drop rate, average response time and average completion
time. Services of Type3 achieve the lowest allocation rate (62.7%), because of stringent response and completion time
constraints. The stringent time constraints impose the most restrictive selection criteria on the allocation process and limit
the selection within low latency servers. Typel services manage to allocate 68.4% due to their relaxation on the
completion time constraint. Though the stringent response time limits ECAR to low-latency servers in proximity, it helps
in achieving the lowest average response and completion time. Type2 services achieve 87.6% allocation. The relaxed
deadline constraints over response time allow ECAR to include high-latency servers. With the inclusion of high-latency
servers, Type2 services incur higher average response and completion time than 7ypel and Type3 services. Services of
Type4 achieve the highest allocation rate of 97.2%. The absence of any stringent time constraint permits ECAR to select
from the complete pool of available servers. However, it experiences the highest average response time.
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8.3.9. Effects of Replication Threshold

To examine the sensitivity of our proposed model to the replication threshold parameter a, we investigate the joint
behavior of replication count and drop rate under varying network load. We present (Fig.9.b) a trade-off graph in the
replication-drop rate space rather than analyzing these two metrics separately. Each line corresponds to a fixed value of «
and increasing load across the individual line from the lower-left origin upward. Four different values are considered: o =
0.5 (strict), a = 1.0 (balanced), a = 1.5 (moderate) and a = 2.0 (relaxed). At low load, ECAR incurs minimal drops and
triggers few replications irrespective of the threshold setting. With a = 0.5, ECAR produces the highest number of
replications (975) at load 1 while sustaining the lowest drop rate of 11%. This confirms that a strict threshold causes
ECAR to replicate proactively and frequently, investing substantially in replication overhead to suppress drops. In
contrast, for a = 2.0, the relaxed threshold restricts the system to considerably fewer replications (228 at load 1.0) and thus
has the highest drop rate of 22%. For a = 1.5, we observe a slight decrease in drop rate (18%) with more replication events.
With o = 1.0, ECAR manages to confine the drop rate within 14% with significantly fewer replicas (650) than o = 0.5.
Based on these observations, o = 1.0 emerges as the optimal threshold for ECAR as it maintains a lower drop rate
comparable to that of & = 0.5 under moderate load while avoiding the excessive replication overhead.

9. Conclusion and Future Work

In this paper, we present Elastic Context-Aware Replication (ECAR), a new method that significantly improves service
replication in dynamic cloud-edge-access computing environments. The unique advantage of ECAR lies in its integration
of both physical and logical context and in the incorporating changes in request demands into the replication process,
enabling it to adapt to changing network conditions. The consideration of disparity in demand from different regions
amplifies the significance of the replica. The choice of servers through DCDP optimizes the resource utilization. This
approach ensures efficient resource utilization and service availability by dynamically adjusting to the operational context
of cloud, edge and access layers. We extensively evaluated our scheme’s performance with Cloud-Intensive Replication
(CIR), Cloud-Edge-Intensive Replication (CEIR), Cloud-Edge-Access-Intensive Replication (CEAIR) scenarios and
existing Group-Delay-Aware Replication (GDAR) including a Combined Context-Aware Replication (CCA) in an
identical IoT environment. The comparison result demonstrates reduced drop rates (18%), improved allocation efficiency
(82%) and optimized resource utilization (82%). The results highlight ECAR’s superior performance and adaptability to
evolving conditions, managing high loads and minimizing response times, establishing it as a substantial advancement in
service replication strategies. However, the unavailability of resources for fulfilling a replication request within its logical
context initiates a shift in the context. Repeated occurrences of such instances may result in frequent regeneration of the
logical context. However, with effective resource management using DCDP, such occurrences become exceptionally rare.
Next, the proposed replication mechanism effectively identifies the most suitable potential node for service-replication.
However, it does not explicitly address the selection of the optimal source node from which the service should be
replicated. Additionally, the shift of request patterns and introduction of new services may lead to frequent regeneration
of contexts. Incorporating source node optimization into the replication framework with an improved
context-regeneration policy remains an important direction for future research to achieve a more comprehensive and
efficient end-to-end service replication strategy. Further, to enable more adaptive, distributed and privacy-preserving
decision-making across different IoT layers, federated learning (FL) can be incorporated. By integrating FL, the system
could continuously learn from dynamic network conditions, user demands and service patterns, which helps to improve
the global QoS and resource utilization many-fold.
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    R  i =  (     R ¯    c  i ,     R ¯    e  i ,     R ¯    m  i ,     R ¯    b  i )


  W =  (   w  c ,   w  e ,   w  m ,   w  b )


    u  i =   w  c     R ¯    c  i +   w  e     R ¯    e  i +   w  m     R ¯    m  i +   w  b     R ¯    b  i


   .  P   C  D  ( g ) = { n ∈   N  D ∣   f  P  ( n ) = g }


   .  P   C  E  ( g ) = { n ∈   N  E ∣   f  P  ( n ) = g }


   .  P   C  C  ( g ) = { n ∈   N  C ∣   f  P  ( n ) = g }


    P    C  N  ( g ) =   P    C  D  ( g ) ∪   P    C  E  ( g ) ∪   P    C  C  ( g )


    P    C  N  (   g  i ) ∩   P    C  N  (   g  j ) ≠ ∅


   ⋃  g ∈ G   P    C  N  ( g ) =   N  D ∪   N  E ∪   N  C


    P    C  N  (   g 2 ) = {   d 3 ,   d 4 ,   d 5 ,   d 13 } ∪ {   e 2 } ∪ {   c 2 ,   c 3 }


  = {   d 3 ,   d 4 ,   d 5 ,   d 13 ,   e 2 ,   c 2 ,   c 3 } ;


  s u p p  (   T  i ) =   | { n ∈ N |   T  i ⊆ R ( n ,   T  i ) } |  | N |


       T  i ∈ F r e   q  n : ∀   T  i ⊆ S , s u p p (   T  i ) ≥ m i n s u p p   and  ∀   T  j ⊂   T  i ,   T  j ∈ F r e   q  n − 1 , |   T  j | = n − 1 .


    T  i ∈ M F T : ∄   T  j ∈ M F T ,   T  j ⊃   T  i


       R  s e t (   g 1 ) = {    {   d 1 : F U S (   d 1 ) ,   d 2 : F U S (   d 2 ) ,   d 5 : F U S (   d 5 ) ,     e 1 : F U S (   e 1 ) ,   c 1 : F U S (   c 1 ) }


     F r e   q    𝕀 1 = {   t  i : s u p p (   t  i ) ≥ m i n s u p   p 1 ; ∀   t  i ∈   T  i n i t i a l }


     F r e   q    𝕀 2 = {   t  i j : ∀   t  i ;   t  j ∈ F r e   q 1 ∧ s u p p (   t  i j ) ≥ m i n s u p   p 2 }


     F r e   q    𝕀 3 = {   t  i j k :   t  i j ∪   t  i k ; ∀   t  i j ,   t  i k ,   t  j k ∈ F r e   q    𝕀 2   ∧ s u p p (   t  i j k ) ≥ m i n s u p   p 3 }


     L T N (   g  i ) =    ⋃  j = 1  n F r e   q    𝕀  j


  ∀   T  k ∈ L T N  (   g  i ) : ∄   T  l ∈ L T N  (   g  i ) ;   T  l ⊃   T  k


      .  L C =    ⋃  i = 1  m L T N (   g  i )


  where each     T  j ∈  .  L C : ∄   T  l ∈  .  L C ;   T  j ⊂   T  l


   .  f L : x →  .  L   C    T  i : x ∈  (   N  A ∪   N  E ∪   N  c )  and     T  i ∈  .  L C


  where  F U S  ( x ) =   T  i


   .  f L : x →  .  L   C    T  d e f : x ∈  (   N  A ∪   N  E ∪   N  c )  and     T  i ∈  .  L C


  if  ∄     T  i : F U S  ( x ) =   T  i


  


    P    C  N  (   g 2 ) =  {   d 3 ,   d 4 ,   d 5 ,   d 13 ,   e 2 ,   c 2 ,   c 3 }


   .  L   C  N  (   T 2 ) =  {   d 2 ,   d 3 ,   d 5 ,   d 9 ,   d 13 ,   d 16 ,   e 2 ,   c 2 ,   c 6 }


    I  i , j =  .  P   C  N  (   g  i ) ∩  .  L   C  N  (   T  j )


    I  2 , 2 =  .  P   C  N  (   g 2 ) ∩  .  L   C  N  (   T 2 )


  =  {   d 3 ,   d 5 ,   d 13 ,   e 2 ,   c 2 }


  𝜙  (   a  i ) ∩ 𝜙  (   a  j ) = ∅ , ∀   a  i ,   a  j ∈ A , i ≠ j ,


   ⋃    a  i ∈ A 𝜙  (   a  i ) = T .


    u  i


  𝜙


    𝜙 ∗


  Φ


    S  i


    W  i  (   S  i )


  S


    S ∗


    v  i → j  (   S  i j )


    S  i j


    S  i / j


  


  N  (   a  i )


    𝜃  i  (   S  i )


    𝜆  r


  f P , f L


    𝜙 ∗ = a r g   m i n  𝜙 ∈ 𝛷   m a x    a  i ∈ A  ∑    t  k ∈ 𝜙 (   a  i )   𝛬  i  (   t  k )


    𝜔  i  (   S  i ) =  ∑    t  k ∈   S  i   𝛬  i  (   t  k )


    S ∗ = a r g   m i n  S   m a x    a  i ∈ A   𝜔  i  (   S  i )


    𝜈  i → j  (   S  i j ) =   m i n    S  i ∖ j m a x  [   𝜔  i (   S  i ) ,   m a x       a  k ∈ 𝒩 (   a  i )   k ≠ j   𝜈  k → i (   S  k i ) ] ,


    𝜃  i  (   S  i ) = m a x  [   𝜔  i (   S  i ) ,   m a x    a  j ∈ 𝒩 (   a  i )   𝜈  j → i (   S  j i ) ]


    T  freq =    ∑  k = 1    k  m a x 𝒪  ( . |  F r e   q    𝕀  k − 1  | 2 )


    T  maximal = 𝒪  | (   F  f r e q  | 2 ⋅ s )    


    T  LTN =   T  freq +   T  maximal =    ∑  k = 1    k  m a x 𝒪  ( . |  F r e   q    𝕀  k − 1  | 2 ) + 𝒪  ( |   F  f r e q  | 2 ⋅ s )


    i  a =   𝜆  r ⋅   𝛼  m


    i  e =  ( 1 −   P  a )   𝜆  r   𝛼  m


    i  c =  ( 1 −   P  e )  ( 1 −   P  a )   𝜆  r   𝛼  m


    P  a =  (     𝛼  m − 1    i  a )   p    i  a ( 1 − p  )    𝛼  m − 1 −   i  a


    P  e = ( 1 −   P  a )  (     N  E − 1    i  e )   p    i  e ( 1 − p  )    N  E − 1 −   i  e


    P  c = ( 1 −   P  e ) ( 1 −   P  a )  (     N  C − 1    i  c )   p    i  c ( 1 − p  )    N  C − 1 −   i  c


    P  D W R = 1 −    ∑  i = 0    k  a   P  a +    ∑  i = 0    k  e   P  e +    ∑  i = 0    k  c   P  c


    P  D R R | d u r i n g _ r e p l i c a t i o n =   P  D W R − (   P  s a v e   d  a +   P  s a v e   d  e +   P  s a v e   d  c )


    P  s a v e   d  a =   P  a p r o b a b i l i t y (     t ¯  r e p <   t  r r t ) (   i  a −   k  a )


    P  s a v e   d  e =   P  e p r o b a b i l i t y (     t ¯  r e p <   t  r r t ) (   i  e −   k  e )


    P  s a v e   d  c =   P  c p r o b a b i l i t y (     t ¯  r e p <   t  r r t ) (   i  c −   k  c )


    P  D R R | d u r i n g _ r e p l i c a t i o n =   P  D W R − ( p r o b a b i l i t y (     t ¯  r e p <   t  r r t )


  (   P  a (   i  a −   k  a ) +   P  e (   i  e −   k  e )


  +   P  c (   i  c −   k  c ) ) )


       P  D R R | a f t e r _ r e p l i c a t i o n =    P  D W R −    ∑  i = 0    k  a ′   P  a +    ∑  i = 0    k  e ′   P  e +    ∑  i = 0    k  c ′   P  c


    P  D R R                 =   p  s   P  D R R | a f t e r _ r e p l i c a t i o n + ( 1 −   p  s )   P  D R R | d u r i n g _ r e p l i c a t i o n


      t ¯  r e p =   t  s +   t  d e c i s i o n +   t  r e p l i c a t i o n


         t ¯    r e p  C A =  1  C   t  s +  1    C 2   t  d e c i s i o n +   t  r e p l i c a t i o n


    P  D P R | d u r i n   g  r e p l i c a t i o n   =   P  D W R − ( p r o b a b i l i t y (     t ¯    r e p  C A <   t  r r t )


  (   P  a (   i  a −   k  a ) +   P  e (   i  e −   k  e )


  +   P  c (   i  c −   k  c ) ) )


       P  D P R | d u r i n g _ r e p l i c a t i o n <   P  D R R | d u r i n g _ r e p l i c a t i o n


    P  D R R | a f t e r _ r e p l i c a t i o n =   P  D W R −    ∑  i = 0    k  a  ′ ′   P  a +    ∑  i = 0    k  e  ′ ′   P  e +    ∑  i = 0    k  c  ′ ′   P  c


    P  D P R | a f t e r _ r e p l i c a t i o n <   P  D R R | a f t e r _ r e p l i c a t i o n


    P  D P R   =   p  s   P  D P R | a f t e r _ r e p l i c a t i o n + ( 1 −   p  s )   P  D P R | d u r i n g _ r e p l i c a t i o n


       P  D P R <   P  D R R


       Q  W R = ( 1 −   P  D W R ) L     Q  R R = ( 1 −   P  D R R ) L     Q  P R = ( 1 −   P  D P R ) L


    t  r =   t  s +   t  d e l a y


    t  delay ≃ 2  h ¯ ⋅  1  𝜇 −   𝜆  r   𝛼  m


    t    r  W R = 𝒪 ( l o g (   𝛼  m ) ) + 2  h ¯  1  𝜇 −   𝜆  r   𝛼  m


    t    r  W R = 𝒪 ( l o g (   𝛼  m ) ) + 2  h ¯  1  𝜇 −   𝜆  r   𝛼  m


    𝛼  m ′ =   (   c   |  P   C  N | + 1 − 1 )  ( c − 1 )


    t  c =   t  r +   t  e


    t    e  W R =     Q  W R    𝛼  m X  


    t    e  R R =     Q  R R    𝛼  m X      


    t    e  P R =     Q  P R    𝛼  m X  

