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Abstract: Cognitive image authentication systems implement specialized behavioral and cognitive parameters for 
accurate and secure user verification. This paper presents a dual-face cognitive cloud image authentication framework for 
improved accuracy and secured cognitive biometric features. The current work addresses the endpoint weaknesses of 
malicious hacking and biometric systems. The MobileNetV2 model, along with XOR segmentation and encryption, 
safeguards the system’s real-time authentication. Essential features include optimizing facetime image and video over the 
handheld swiping devices to the cloud and the retention of authentication accuracy regardless of ageing, accessories, and 
appearance variations. Additionally, the performance of MobileNetV2 cognitive authentication and the rest of the systems 
were tested and analyzed. An experimental result comparison with the rest of the systems showed that the proposed 
MobileNetV2 based model achieved 95.3% accuracy and a 91.11% F1 score for real-time and large-scale datasets 
respectively, outperforming the rest of the models including CNN, ResNet50, VGG19, hence it can serve as a satisfactory 
cloud-based authentication framework. The proposed system showed response time for the XOR encryption method of 
55ms to 75ms, which was also 63-68% faster than the proposed system using AES encryption. Cross-architecture 
performance evaluation with several deep learning systems confirmed the performance of MobileNetV2 as the best 
available for cloud scalable authentication. The proposed system offers a major cognitive biometrics advancement by 
providing a lightweight, efficient and robust authentication framework. 
 
Index Terms: Cognitive Authentication, Biometric Authentication, Face Recognition, Cloud Computing, MobileNetV2, 
Image Transmission, Security. 
 
 

1. Introduction 

Although text-based passwords are the most widely used verification method in the contemporary world, they come 
with considerable challenges of security. Users, for the most part, opt for passwords that they can easily recall, as opposed 
to more complicated and more secure, system-generated passwords, because of the strong preference for usability. This 
places their accounts, as well as sensitive and private information, in a very dangerous position to a myriad of possible 
attacks [1,2]. Although typing passwords is still the primary verification method in most network and internet systems, in 
the case of the Internet, the ease of hacking and guesswork, as well as brute-force attacks, makes more methods desirable. 
Over the past decade, biometric systems such as face recognition and fingerprint scanning have been able to dispense 
with the risk of hacking and sniffing by leveraging behavioral and physical characteristics of the user [3,4]. Out of these 
methods, face recognition is the most widely used because systems that incorporate this technology can do so in a non-
intrusive manner. Moreover, they are quite accurate and can be used for a variety of systems such as surveillance, access 
control, and mobile systems. Still, systems that employ facial recognition technology are also prone to attacks, and the 
most serious type is the so-called spoofing attack, where an attacker is able to bypass the system, often by presenting a 
false image or mask, thereby bypassing a high level of security [5,6]. 
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To mitigate these issues, cognitive biometrics can verify identity through the unique cognitive and affective states 
an individual possesses [7]. As opposed to traditional biometrics, cognitive biometrics pertains to the identification of 
distinctive patterns through cognitive behavior, which include self-portraits, gaze direction, and other electro-
physiological activities. “Soft” biometrics differs from “hard” biometrics (e.g., fingerprint, and iris scans) in that the 
former provides additional layers of behavioral information, which although less definitive, presents a far less 
cumbersome and more flexible method of user authentication [8]. The recent introduction of cloud computing, in 
conjunction with the advancement of DL, makes the integration of cognitive biometric methods of authentication into 
cloud platforms possible, thus improving the level of security and lessening the volume of data processing required by 
local devices [9]. Through the use of cloud-based cognitive biometrics, cognitive image authentication systems can 
strengthen security across various applications by combining the sophisticated behavioral facets of DL with cognitive 
biometrics. Consequently, this provides a more dependable and robust authentication system designed for modern, 
scalable deployments [10]. 

This research addresses various open issues of cognitive image authentication in cloud-based environments. First, it 
proposes techniques to optimize the latency and transmission time of facial images sent from hand-held devices to the 
cloud, improving real-time processing. Second, the proposed advanced cognitive authentication framework resolves the 
problem of aging and changes in accessory (glasses, hats, etc.) worn facial images, thus improving face recognition in 
varying and dynamic conditions. Finally, the focus of the research is tailored toward the comparative analysis of the 
cognitive authentication approach and the existing and proposed biometric techniques, emphasizing the versatility and 
security of cloud-based applications. 

2. Background 

Deep learning applications alongside the probe into extensive and heterogeneous datasets have enabled remarkable 
advances in face recognition over the past few years. Many works have developed several approaches targeted towards 
improving accuracy and robustness in face recognition, even under the most adverse conditions such as low resolution, 
aging, and modifications in the environment. Olabanji et al. [11] use a mixed-method approach comprising both 
quantitative and qualitative assessments to analyze the integration of Artificial Intelligence (AI) into the core components 
of Identity and Access Management (IAM) in the cloud. Outcomes of the study suggest that out of 582 cybersecurity 
professionals sampled, survey responses and regression analytics revealed strong relationships between several factors 
and the performance of the AI-based IAM system. Hachim et al. [12] proposes a Convolutional Neural Network (CNN) 
to identify and classify voice features of people as being either authorized or unauthorized. The model demonstrates a 
very high level of accuracy, approximately 98%, and the encryption efficiency metrics strongly support the system’s 
ability to withstand targeted data acquisition. Jamil et al. [13] further discuss the concerns of cloud data storage with AI 
based security and proposes an architecture, trained with CloudSim datasets, that uses AI to authorize users and block 
unauthorized requests. 

Recent evaluative findings on Quality of Service (QoS) confirm improvements in maximum network throughput 
gains achieved during congestion control against the best available solutions. Subramanian et al. [14] proposed a modified 
Bi-directional Generative Adversarial Network (BiGAN) optimized with the Artificial Hummingbird (AH) algorithm for 
cloud-level authentication. Results of the experiments confirm the increased efficacy aimed at the proposed framework 
given 93.75% accuracy, 92.41% precision, 93.85% recall, and 93.52% F1 score.  

A recent work by Poomalai et al. [15] provides a method for securing user authentication in cloud-based systems 
which is novel on the integration of multimodal biometrics, deep learning (IL-DN), privacy-preserving tools, and 
blockchain technology. The blockchain technology incorporates smart contracts and enhanced PoW for additional 
decentralization and tamper-proofing. The evaluation of cloud authentication brought together the gaps in authentication 
accuracy, privacy, security, and resource efficiency. Venkatachalam et al. [16] proposed a novel approach to the 
management of Personal Health Records (PHR) using Fuzzy Identity Biometric Encryption (FIBE) that synthesizes fuzzy 
logic-based algorithms and biometrics. FIBE does not demand the retention of access codes as a result of persistent 
incorrect attempts because the encryption is impenetrably protected on the ground of individual unique biometrics. This 
work is a cloud-based PHR system that require secure exchange of data coupled with ease of access for users. In the work 
of Shah et al. [17], certain techniques are explored for secure multi-user authentication and reliable data storage covering 
components like passwords, biometrics, data encryption, RBAC, and MFA. Sample implementations show better 
protective measures and reduced risk exposures for unauthorized access and other attacks. The study under discussion 
points at people’s weaknesses in the area and makes a case about the necessity of using these techniques for safe data 
handling. An advanced protocol, inclusive of fuzzy verifier and elliptic curve cryptography, proposed by Patel et al. [18] 
as a cloud-accessible data protocol ensures robust privacy protection against attacks. Security was analyzed under the 
real–or–random model, while the protocol's integrity was verified using the automated Scyther security verifier, and in 
both cases, the protocol proved to deliver robust security at reasonable computational and communication overheads. 
Gupta et al. [19] describe a cloud security approach based on a hybrid chaotic-based DNA and multifactor authentication 
technique that incorporates deflate compression, DNA-based key creation, chaotic encryption, and multifactor 
authentication consisting of passwords, OTPs, device serial numbers, fingerprints, and iris scans. Simulation results 
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demonstrate decreased storage use in the cloud while sustaining data security, alongside remarkable encryption and 
decryption durations. In [20] and [19], Patwal et al. and Gupta et al. deal with the examination of threats to cloud-based 
authentication and the use of facial detection to replace passwords as an authorization mechanism. 

This approach offers promising future protection against attackers within the cloud environment. 
The development of systems for cognitive security and facial recognition still remains demanding, but demonstrates 

significant progress within the field. One of the most notable achievements, a blink detection method based on the 
application of CNN, LBAS, and ResNet50, is able, to our knowledge, to perform above 98% accuracy on most datasets 
and effectively defend against spoofing attacks in 2023 [21]. Nevertheless, the use of Light CNN v29 for identity-aware 
face super-resolution supported by hierarchical attention networks in PDA complex datasets yielded 98.98% and 95.32% 
accuracy on two benchmark datasets, respectively [22, 23]. Recognition of faces on the VGG Face 2 dataset introduced 
in 2018 was aided by advanced systems for posture recognition and re-identification. Other systems, for example, Ring 
Loss and DDRL, greatly improved feature normalization, person re-identification [24, 25]. Several studies on cognitive 
authentication propose a variety of techniques for brainwave authentication, graphical password schemes based on dice 
rolls, and the use of images [26, 27]. Still, practicality, scalability, and cognitive variability serve as significant barriers 
to the implementation of these systems. Historically, systems such as PassPoints and Passfaces demonstrated inadequate 
security [28, 29]. These milestones highlight the fact that authentication systems are becoming more sophisticated in a 
bid to improve speed and efficiency. 

3. Proposed Methodology 

Figure 1 presents a detailed illustration of the system's architecture of the proposed cloud-based cognitive system. 
This system’s architecture evolves the cloud-based cognitive system by adding neural networks which ensure a resilient 
multilayered authentication. Users’ protection is ensured with a high certainty by the blend of conventional sensitive 
information, biometrics, cognitive responses, as well as system authentication.  

 

 
Fig. 1. Architecture of the proposed cognitive cloud authentication system. 

3.1. User Registration and Data Collection 

The verification process starts when new users fill in and submit a registration form and upload a facial image 
alongside a biological trait such as an age-progressed image or images with accessories such as hats, goggles, or spectacles. 
These biometric images add an additional link to the chain of system security. Other than the above, users respond to a 
questionnaire which is aimed at collecting personalized security responses. These are kept in the user file and used later 
as a means of user verification through cognitive interrogation, thereby enhancing the security posture of the system apart 
from the traditional log-in credentials. To the system, all user information is stored in AWS Cloud MySQL databases. 

After the enrollment stage, the biometric data are saved and customized for model training. This considers the data 
augmentation step. In this stage, the system performs certain transformations on the images collected. Translations, as 
well as rotations, scaling and other changes, have three functions of their own: to increase the diversity of datasets, to 
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improve the robustness of the model of the neural network, and to ensure that the model can recognize users under various 
conditions.  

After augmentation, the biometric images are further processed in an operation known as image segmentation. In 
this stage, each image is divided into a 3x3 grid, which results in nine smaller parts for every image. This segmentation 
enhances cryptographic security, as each segment can be separately encrypted and processed, proving more difficult for 
the image to be reconstructed by unauthorized users in the event the system is hacked. 

3.2. MobileNetV2 Model 

In order to protect the segmented data, the system employs an alteration of the XOR method to encrypt the image, 
which is a simple method of encryption that can change the image to a protected, encrypted, and obscured version that is 
inaccessible to modification or non-permitted viewing. This encrypted version is contained within the user database and 
is also utilized as part of the training of the system's neural network model. For the purpose of biometric recognition, the 
modification of the model after successful trials becomes the core model of the system. Out of a selection of available 
CNNs, the system chooses the MobileNetV2 model, tailored for portable electronics and cloud computing applications.  
MobileNetV2 has demonstrated an ability to discern subtleties in biometric data which provides the ability to authenticate 
users without excessive computing power. For model training, the system applies a train-test split to the augmented and 
encrypted data, establishing a framework designed to ensure that the evaluated model can handle realistic authentication 
attempts. 

3.3. User Login and Multi-factor Authentication 

During the user login process, registered users tend to enter the required information on a login page using the 
prescribed user credentials. When registered user credentials are entered, the system checks the information against the 
database. There, the user is required to fill out a security questionnaire. This process checks the cognitive information 
users provided while registering. This confirms whether users’ responses match the answers provided during registration. 
When this is the case, the system advances to the next level of security where users are required to submit new biometrics 
in the form of images (for example, a new photo of the user’s face or some other biological trait). These new images are 
processed identically to the procedures used for registration: the images of the user’s facial or biological traits are applied 
segmentation followed by XOR encryption. This is done to ensure user data security. 

Biometric image authentication begins with the decoding of image segments, which in turn are assigned to the 
MobileNetV2 model for further segmentation. Then the decoded, segmented fragments are individually matched to the 
database. The system authenticates users and allows access to the system if the similarity exceeds a given threshold 
between the segmented biometric fragments and the database fragments. Otherwise, the user is denied access and the 
system login fails. Combining a credential-based login, a biometric recognition system, and a Multi-Factor Authentication 
process, the system greatly mitigates unauthorized access. The system is configured with much ease facilitated by the 
neural networks and cloud-based systems available and is deployed to sensitive controllers. The whole setup builds great 
authentication for the sensitive controllers. 

3.4. Proposed MobileNetV2 Model for Image-Based Classification 

The MobileNetV2 model architecture shown in Figure 2, is customized for precise and efficient image classification 
in cloud systems. The architecture starts with an onboarding layer which takes in 224x224 dimension RGB images and 
fulfills the requirement of standard image dimensions. In this modification, the core feature extractor is the MobileNetV2 
base model which uses the depthwise separable convolutions and inverted residual blocks to create high-level feature 
maps at a minimal computational cost. The MobileNetV2 layer outputs a 7x7 feature map with 1280 channels, which 
enables the model to capture spatial and feature information effectively, making it ideal for downstream classification. 

In the case of the structures which further include the Global Average Pooling, which condenses the 7×7×1280 
feature map into a 1280-dimensional representation of the input image. Then the vector is passed through a fully connected 
dense layer designed to capture intricate and advanced feature representations before the classification stage. To further 
increase generalization and reduce the risk of overfitting, the implementation of a dropout layer is placed in which the 
model gains the additional strength surplus from the training phase by randomly omitting a fraction of the neurons. To 
support further in the case of a multi-class classification setup, the output dense layer consisting of seven neurons 
simultaneously generates the class probabilities. The rationale for this set of rules which was previously mentioned along 
with the structure of the modified MobileNetV2 model provides a considerable level of balance in terms of efficiency as 
well as performance which is ideal in relation to the targeted image classification tasks which are hosted in the cloud and 
require the available resources to be optimally utilized. 
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Fig. 2. Proposed MobileNetV2 architecture. 

4.1. Algorithm Design 

To improve comprehensibility, we present pseudocode and diagrammatic representations of the entire encryption 
and authentication processes. The procedure comprises three main steps: segmentation, XOR encryption, and 
MobileNetV2 classification. 
 
Input: Facial Image  𝐼𝐼 ∈ 𝑅𝑅𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚  
Output: Authentication Result 𝑅𝑅 ∈ {𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷} 

Step 1: Preprocessing 

Normalization and resizing the input image: 
 

𝐼𝐼′ = 𝜂𝜂(𝜌𝜌(𝐼𝐼, 224𝑋𝑋224)), 
 
where 𝜌𝜌(. )is the resize operator and 𝜂𝜂(. )normalizes pixel intensities to [0,1] 

Step 2: Segmentation 

Divide the image into 3 × 3non-overlapping blocks: 
 

 𝐼𝐼′ = {𝑆𝑆𝑆𝑆|𝑖𝑖 = 1,2, . . . . . . . .9}, 𝑆𝑆𝑆𝑆 ∈ 𝑅𝑅
224
3 ×2243 ×𝑐𝑐 (1) 

Step 3: XOR-Based Encryption 

For each segment 𝑆𝑆𝑆𝑆, generate a session key 𝐾𝐾𝐾𝐾 ∈ {0,1}𝑑𝑑 (random binary vector of same dimension as flattened 𝑆𝑆𝑆𝑆). 
Encryption: 

 
 𝐸𝐸𝐸𝐸 = 𝑆𝑆𝑆𝑆 ⊕ 𝐾𝐾𝐾𝐾,∀𝑖𝑖 ∈ {1, . . . . ,9}, (2) 

 
where ⊕denotes the bitwise XOR operation. 

Step 4: Encrypted Image Reconstruction 

The encrypted image is reconstructed as: 
 

 𝐸𝐸 = {𝐸𝐸1,𝐸𝐸2, . . . . . . ,𝐸𝐸9},𝐸𝐸 ∈ 𝑅𝑅224×224×𝑐𝑐 (3) 
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Step 5: Feature Extraction 

Pass the encrypted image into the MobileNetV2 feature extractor: 
 

 𝐹𝐹 = ∅𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀2(𝐸𝐸),𝐹𝐹 ∈ 𝑅𝑅𝑑𝑑  (4) 
 

where ∅𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀2(⋅)represents the nonlinear deep feature mapping. 

Step 6: Cognitive Layer Validation 

Introduce challenge–response liveness checks (e.g., blinking, head tilt): 
 

 𝐶𝐶 = 𝜓𝜓(𝐹𝐹,𝑋𝑋) (5) 
 

where 𝑋𝑋is a set of cognitive prompts, and 𝜓𝜓(⋅)validates feature–response consistency. 

Step 7: Matching with Database 

Let 𝐷𝐷 = {𝐹𝐹1,𝐹𝐹2, . . . .𝐹𝐹𝐹𝐹}be stored embeddings in the database. 
Compute similarity score: 

 
 𝑠𝑠(𝐹𝐹,𝐹𝐹𝐹𝐹) =

𝐹𝐹 ⋅ 𝐹𝐹𝐹𝐹
∥ 𝐹𝐹 ∥∥ 𝐹𝐹𝐹𝐹 ∥

,∀𝑗𝑗 ∈ {1, . . . ,𝑁𝑁} (6) 

 
where 𝑠𝑠(⋅)is the cosine similarity. 

Step 8: Authentication Decision 

 𝑅𝑅 = �𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴,
𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷, 𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 𝑚𝑚𝑚𝑚𝑚𝑚 𝑗𝑗 𝑠𝑠(𝐹𝐹,𝐹𝐹𝐹𝐹) ≥ ℓ, (7) 

 
where θ is the similarity threshold chosen via validation.ℓ 

4. Results and Discussion 

5.1. Introduction 

It is necessary to extend the validation of the MobileNetV2-based cognitive authentication framework to several 
publicly available datasets to ensure robustness and applicability to multiple populations. These results are initial, and 
strong performance on the primary dataset does not replace cross-dataset evaluation, which requires more rigorous proof 
of generalizability [30]. The available public datasets, namely LFW, CASIA-WebFace, and CelebA provide different 
demographic distributions, uncontrolled illumination, and natural variations in posture and occlusion. Evaluating on these 
datasets minimizes the chances of overfitting to dataset-related biases [31]. The evaluation process in question is 
conducted under a train-on-source, test-on-target scenario, in which the model is learned on the original dataset and 
directly tested on external datasets, without any additional tuning. This scenario is closer to realistic deployment settings, 
where training and action data are dissimilar. The evaluation of such models is done having regard to accuracy, F1-score, 
precision, recall, and Equal Error Rate (EER)—all reported with a 95% confidence interval for robustness and error 
control. The mathematical formulation to cross-dataset generalization is described in literature in the domain adaptation 
gap (ΔG): 

 
 𝛥𝛥𝛥𝛥 = 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 − 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 (8) 

 
A smaller ΔG indicates better generalization. For instance, if MobileNetV2 achieves 96.8% accuracy on the training 

dataset and 94.9% on LFW, the gap is 1.9%, demonstrating strong adaptability. Table 1 gives the comparative results of 
the proposed method on the Primary, LFW, and CelebA datasets, demonstrating high accuracy and F1-score. 

Table 1. Comparative Results. 

Dataset Accuracy (%) F1-Score ΔG (%) 
Primary 96.8 0.97 — 

LFW 94.9 0.95 1.9 
CelebA 95.2 0.96 1.6 

 



Cloud-Based Cognitive Image Authentication Using Deep Learning Techniques for Secure Access 

Volume 18 (2026), Issue 4 – Page 239 

This approach has been validated in terms of its effectiveness for datasets consisting of variability in facial and 
contextual attributes. Such rationale for cross-dataset performance assessment shows robustness and scalability and 
addresses the real-world applicability of the solution which has been used to address the issues of generalizability. 

5.2. The 3x3 Segmentation 

The rationale behind adopting 3x3 segmentation is to maintain a balance between computational cost and security 
granularity. While finer grids (4×4 or 8×8) handle encryption more robustly, they incur greater overhead associated with 
multiple key generation and recombination. Coarser grids (2×2) incur lower complexity but also reduce security entropy. 

Table 2. Segmentation Results. 

Segmentation Keys Required Security Entropy Overhead Accuracy Impact 
2x2 4 Low Low Stable 
3x3 9 Medium-High Moderate Stable 
4x4 16 High Higher Slight drop 

 
Table 2 presents the segmentation results, showing the trade-off between security, computational overhead, and 

accuracy for different segmentation sizes. The 3x3 scheme offers optimal trade-off, providing sufficient entropy while 
maintaining low computational delay. 

5.3. Encryption performance and Scalability 

The framework utilized for user authentication in cloud computing centers on cognition contains outcomes of the 
system’s image segmentation, image transmission, and image authentication functionalities. The AWS cloud serves as 
the repository for facial images to be encrypted using the XOR technique. The images are firstly split into several segments, 
i.e., 3×1, 3×2, and 3×3. For experimental analysis, two datasets were utilized, the Pins Face dataset, and the real time 
dataset, the latter reserved for this research. The Pins Face dataset contains 105 distinct celebrity facial images, 
cumulatively comprising 17,534 distinct faces, while the real time dataset consists of facial images of 54 individuals, 
summing to approximately 5400 images. The XOR encryption technique was first applied to these images. The image 
parameters of size and time during the encryption process as well as after the encryption process are represented in Table 
3. Also, the graphical representation of image size before and after encryption is given in Figure 3, which demonstrates 
the original file was encrypted using XOR operations with 3x1, 3x2, 3x3 segmentation and the encrypted file size is 
slightly bigger in size compared to the original size. 

Table 3. Image size and execution time based on the segments. 

XOR Initial Image Size (kB) Final Image Size (kB) Execution Time (ms) 
3x1 51.3 52.7 4362 
3x2 52.8 56.2 5114 
3x3 52.4 61.7 5161 

 
Both the combined Real Time and Pins Face datasets and the Real Time Dataset have associated segmentation times 

displayed in Figure 4(a) for each image and the corresponding 3x3 grids. The Real Time Dataset has a segmentation time 
of 69.6 seconds which is much lower compared to the combined dataset’s 323.75 seconds. The lower segmentation time 
for the Real Time Dataset is as a result of the combined dataset’s large size and complexity. The combined dataset has a 
greater number of images and classes which adds to the computational workload. The images in the segmented datasets 
have associated average segmentation times that can be seen in Figure 4(b). The Real Time Dataset has an average 
segmentation time of 12.88 seconds per image whereas the combined dataset has a lower average of 10.09 seconds per 
image. It can be inferred that segmentation is a more optimized and efficient process when the dataset is larger and 
combined, possibly due to enhanced parallel processing or advanced algorithms designed for working on complex datasets.  
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Fig. 3. Comparison of the image size based on segments. 

 
Fig. 4. Segmentation time for (a) whole dataset and, (b) single image in the dataset. 

 
Fig. 5. AES and XOR execution time comparison. 
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Figure 5 illustrates that XOR encryption takes less time than the Advanced Encryption Standard (AES) for different 
segmentation configurations. XOR image encryption is much quicker than the AES technique.  XOR is considerably 
faster than AES encryption, by almost 39% for all types of segmentations. The current AES technique takes 1.5 times 
longer than the XOR image encryption methods. These results further strengthen the case for using XOR encryption for 
cloud-based image authentication, where real-time processing is necessary. 

The analysis of data size before and after encryption using the two proposed method datasets is shown in Figure 6. 
In both datasets, the data size after encryption is larger than the data size before encryption due to the extra data expanded 
during the XOR encryption which further confirms the proposed method’s ability to scale and guarantee data security 
even for larger datasets. 

 

 
Fig. 6. Data Size before and after encryption. 

For both datasets, the method outlined previously was used to compute the encryption time; the results are as follows. 
The results showed that the time taken to carry out the encryption was 111.94 seconds for the real time dataset. 432.85 
seconds were taken to complete the process for the more complex Combined dataset. The rationale behind this explains 
the higher data volume bound with that set.  The results indicate that the proposed method has the potential to scale with 
the growing size of the dataset, assuming high efficiency at larger sizes. 

 

 
Fig. 7. Encryption time evaluated from proposed model for the datasets. 

In Figure 8, the time taken to perform the XOR image encryption technique on 3 segmented images during their 
upload to the cloud platform is illustrated. In all three segmentation matrices, the time taken to encrypt the image using 
the XOR encryption technique is the minimum. In fact, the time taken to perform the XOR image encryption for various 
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image segmentations is between 55ms and 75ms. In this case, the performance metric which is most critical is time 
complexity for image authentication on the cloud. In this case, the XOR encryption appears to be the most favorable in 
terms of time and efficiency.  

 

 
Fig. 8. Execution time for XOR encryption across various segments. 

Figure 9 captures the duration of uploading each of the secured image fragments onto the AWS Cloud, divided by 
the subsets of the Real-Time Dataset and the Combined Dataset. In this scenario, the Real-Time Dataset took 1838.73 
seconds while the Combined Dataset took a staggering 11547.96 seconds. The rationale behind this, of course, is the size 
and intricacy associated with the Combined Dataset. The Thumbnail spliced in the image is indicative of the greater 
number of images and raised data volume which illustrates the increased efficiency of the system with enhanced data size.  
 

 
Fig. 9. Transmission time of encrypted segments to upload on AWS cloud. 

5.4. Model Evaluation and Comparative Analysis 

The evaluation of the models hinges upon a set of core metrics designed to ascertain both precision and resilience. 
This section includes a thorough examination of a model’s accuracy and loss in both the training and validation datasets 
as well as an exhaustive evaluation of different performance metrics. These performance metrics such as accuracy, 
precision, recall, and F1-score offer a comprehensive understanding of the model’s ability to generalize to the unseen 
data. It also assesses the model’s effectiveness in managing class imbalances and error minimization. The results, in 
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comparison to baseline models, emphasize the strengths of the proposed approach. 
Figure 10(a, b) presents the assessment of performance metrics, i.e., accuracy and loss, of the proposed modified 

MobileNetV2 neural network model after 30 training epochs. The metrics are presented for training and validation sets 
along with two configurations, ‘With algorithm’ and ‘Without algorithm.’ The accuracy graph shown in Figure 10(a) 
suggests that both with and without the proposed algorithm exhibit a slowly growing and leveling off trend over the 
training epochs, which presents the expected outcome from the application of the regularization technique, using for 
example, dropout or data augmentation. At the completion of training, both configurations approach near-perfect accuracy. 
The difference is that the configuration which has the proposed algorithm has more stable validation accuracy suggesting 
better generalization to unseen data.  

In the loss graph in Figure 10(b), the training loss for both configurations has a steep decline during the first few 
epochs, then shows a plateau. The difference is that the proposed algorithm configuration demonstrates a more rapid 
decline, then a plateau, suggesting less overfitting than the configuration that does not use the proposed algorithm. The 
configuration that does not use the proposed algorithm plateaus at a higher loss, suggesting less robust generalization than 
the configuration that does. This collective evidence reaffirms the regularization methods, in this case dropout and data 
augmentation, enhance accuracy along with generalization from the training data to unseen data during testing. 

 

 
Fig. 10. (a) Accuracy, and (b) Loss Curve for Proposed MobileNetV2. 

 
Fig. 11. Performance metrics of the proposed modified MobileNetV2 model. 

The performance metrics for the modified MobileNetV2 model corresponding to real-time and the integrated dataset 
for multiple key performance parameters are captured in Figure 11. Consolidating these parameters together illustrates 
the model’s unique capability in overcoming the generalization error and class imbalance problem. The model performs 
superbly on almost all key parameters, achieving outstanding accuracy of 95.30% and 83.78% on the real-time and 
combined datasets, respectively.  These performance metrics, taken together, strongly reinforce the reliability and utility 
of the modified MobileNetV2 model, which emphasizes its exceptional performance in achieving high accuracy, low loss, 
and balanced performance across multiple metrics.  
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Neural networks including CNN, InceptionV3, VGG19, ResNet50, MobileNetV2, and the suggested modified 
MobileNetV2 were scrutinized during the deployment stage to identify the model which performs best for cognitive image 
authentication. Module performance comparison results for the models using real-time and integrated datasets are 
elucidated using Tables 4 and 5. The modified MobileNetV2 provided the best accuracy, sensitivity, precision, and F1 
score. Hence, it was selected as the best model for the final system deployment. 

Table 4. Image Authentication for Real Time Dataset. 

Image Authentication (at AWS Cloud) with the Proposed Algorithm 
Real Time Dataset 

Model Train Dataset Test Dataset Classes Train 
Accuracy (%) 

Test Accuracy 
(%) 

Sensitivity 
(%) 

Precision 
(%) 

F1 score 
(%) 

Proposed Modified 
MobileNetV2 4320 images 540 images 54 98.66 95.30 91.30 92.41 91.11 

CNN 4320 images 540 images 54 90.93 51.56 51.30 51.30 51.30 
INCEPTION V3 4320 images 540 images 54 95.67 89.84 86.85 89.81 89.63 

VGG19 4320 images 540 images 54 91.85 80.19 80.19 80.19 80.19 
ResNet50 4320 images 540 images 54 96.53 97.00 97.00 98.15 98.15 

Real Time Dataset Authentication (at AWS Cloud) without the Proposed Algorithm 

Model Train Dataset Test Dataset Classes Train 
Accuracy (%) 

Test Accuracy 
(%) 

Sensitivity 
(%) 

Precision 
(%) 

F1 Score 
(%) 

MobileNetV2 4320 images 540 images 54 96.46 93.28 89.29 90.40 89.08 
CNN 4320 images 540 images 54 88.90 49.16 49.27 49.28 49.28 

INCEPTION V3 4320 images 540 images 54 93.47 87.64 84.65 87.79 87.43 
VGG19 4320 images 540 images 54 89.83 78.17 78.17 70.17 78.17 

ResNet50 4320 images 540 images 54 94.33 93.00 95.00 96.13 96.13 

Table 5. Image Authentication for Real Time and Pins Face Dataset. 

Image Authentication (at AWS Cloud) with the Proposed Algorithm 
Combined Real Time and Pins Faces Dataset 

Model Train Dataset Test Dataset Classes Train 
Accuracy (%) 

Test Accuracy 
(%) 

Sensitivity 
(%) 

Precision 
(%) 

F1 score 
(%) 

Proposed Modified 
MobileNetV2 25645 images 3200 images 159 98.17 83.78 83.78 88.69 84.39 

CNN 25645 images 3200 images 159 91.52 61.66 61.66 64.99 61.63 
INCEPTION V3 25645 images 3200 images 159 93.85 83.62 76.38 79.37 76.39 

VGG19 25645 images 3200 images 159 71.53 60.03 60.03 65.54 65.36 
ResNet50 25645 images 3200 images 159 92.91 83.00 83.25 86.54 83.35 

Image Authentication (at AWS Cloud) without the Proposed Algorithm 

Model Train Dataset Test Dataset Classes Train 
Accuracy (%) 

Test Accuracy 
(%) 

Sensitivity 
(%) 

Precision 
(%) 

F1 Score 
(%) 

MobileNetV2 25645 images 3200 images 159 96.15 81.76 81.76 86.67 82.37 
CNN 25645 images 3200 images 159 89.50 59.46 59.46 62.79 59.43 

INCEPTION V3 25645 images 3200 images 159 91.83 81.61 74.18 77.35 74.37 
VGG19 25645 images 3200 images 159 69.51 58.01 58.01 63.34 63.34 

ResNet50 25645 images 3200 images 159 90.89 81.00 81.23 84.52 81.32 
 
The interpretation given in Table 4 and Table 5 illustrates the fact that the proposed model outperforms the other DL 

models in the two datasets in accuracy and balanced sensitivity, precision, and F1 score, as well as the other scores across 
the two datasets. Particularly in the case of the real-time dataset, the proposed model attains test accuracy of 93.28% and 
95.3% without and with the algorithm respectively which is much higher than the results obtained from standard CNN, 
InceptionV3, and VGG19, and is competitive with ResNet50. In the case of the combined Pins Faces and Real Time 
dataset, the proposed MobileNetV2 model also demonstrates the best performance, achieving 81.76% and 83.78% test 
accuracy without and with the algorithm respectively. The results suggest that the proposed model is stable and more 
robust than the other models, especially with high class and real-time datasets, which are ideal for image authentication 
on the cloud using AWS. In addition, the illustration in Figure 12(a, b) presents the models with and without the proposed 
algorithm. The results from the other models suggest that the proposed modified MobileNetV2 model has much higher 
accuracy and precision than the other models, showing superior performance over the other models. 
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Fig. 12. Performance of various models (a) with, and (b) without proposed MobileNetV2 algorithm. 

Unlike conventional multimodal authentication and federated learning frameworks, the proposed MobileNetV2-
based cognitive authentication addresses efficiency, scalability, and resource-constrained deployment in the cloud. 
Traditional multimodal systems incorporate fingerprints, iris images, voice samples, and other biometric modalities with 
facial images to counteract the risks of spoofing attacks [3,5]. Although effective, these methods increase the overall 
system cost, user inconvenience, and the complexities in data fusion which limits the appeal of these systems in real-time 
cloud applications. Our approach, however, reinforces single-modality facial recognition systems through the fusion with 
cognitive biometrics such as personalized utterances and accessory-invariant features (spectacles, hats, age variations, 
and other age-related differences) to attain multi-sensor fusion based robustness [7,10]. 

5.5. Ablation Analysis 

We conducted ablation experiments to measure the contribution of each component: the cognitive layer and 
MobileNetV2 modifications, as demonstrated in Table 6. 

Table 6. Comparison of proposed model different configuration environments. 

Configuration Accuracy (%) EER (%) Latency (ms) 
Baseline MobileNetV2 94.3 5.2 110 

+ Cognitive Layer 95.5 4.1 150 
+ MobileNetV2 Modifications 96.0 3.8 140 

Full Model (Both Enhancements) 96.8 3.2 180 

 
This analysis confirms that both the cognitive layer and architecture refinements contribute incrementally, with the 

combined system yielding the best performance. 

5.6. XOR vs. Other Lightweight Encryption Schemes 

To justify the selection of XOR, we compare it against lightweight alternatives such as SPECK, PRESENT, and 
Simon, as described in Table 7. Offering O(n) complexity with low hardware cost and easy integration into edge-based 
authentication systems, XOR significantly surpasses its counterparts in processing speed. While SPECK and PRESENT 
have far greater cryptographic guarantees, these come at the expense of far greater resource expenditure due to the need 
for nonlinear substitutions along with modular additions [11,14]. 

Table 7. Complexity analysis using XOR vs other schemes. 

Scheme Complexity Hardware Overhead Latency Suitability for IoT/Cloud 
XOR O(n) Very Low Minimal Excellent 

SPECK O(n log n) Low Moderate Good 
PRESENT O(n log n) Moderate Higher Limited 

 
Thus, XOR is selected for balancing efficiency and security when combined with session-specific key randomization. 
 
 

5.7. High User Load and Latency Evaluation 
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We modeled implementation under different use scenarios (100–1000 simultaneous requests) with an added network 
lag of 10 to 300 milliseconds which is described in table 8. Using GPU-enabled servers on the AWS cloud platform, the 
experiments showed that the system supports almost linear scalability with authentication latency under 500 ms for 1000 
peak concurrent users. 

Table 8. QoS parameters analysis with no. of users. 

Users Avg. Latency (ms) Accuracy (%) Throughput (req/s) 
100 120 96.8 830 
500 280 96.5 750 

1000 490 96.2 710 
 

This confirms feasibility for large-scale cloud deployment without compromising accuracy. 

5.8. Resistance against Adversarial Attacks 

Demonstrating resilience against adversarial perturbations is crucial for the integrity of any framework that employs 
MobileNetV2 for cognitive authentication. For a face-based biometric system, image spoofing (such as presenting printed 
photographs or digital pictures of a face) and replay attacks (such as video recorded replaying of a presentation) are two 
of the most important threats [12,15]. With this in mind, we designed experimental assessments that included liveness 
detection, consistency of features throughout a presentation, and robustness against adversarial perturbations. Multiple 
liveness detection techniques are used in the system, and the framework’s cognitive challenge-response layers are 
designed to require that users carry out simple, randomizable tasks (such as blinking and head turns or answering easy 
cognitive questions), which makes the system immune to abuse through static image replay spoofing. The system employs 
blended MobileNetV2 for video replay and analyzes spatio-temporal features within a sequence of frames to counter 
replay attacks. Micro-movement inconsistencies, followed by subtle illumination changes in the illumination, often reveal 
replayed video artifacts. 

From a mathematical perspective, adversarial robustness is evaluated via perturbation norms. For an adversarial 
input 𝑥𝑥 ′ = 𝑥𝑥 + 𝜕𝜕, where 𝜕𝜕 is a bounded perturbation under  ∥ 𝜕𝜕 ∥ 𝜌𝜌 <∈, the model is robust if: 

 
 𝑓𝑓(𝑥𝑥) = 𝑓𝑓(𝑥𝑥 ,)∀∥ 𝛿𝛿 ∥ 𝜌𝜌 <∈ (9) 

 
We tested robustness against Fast Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD) adversarial 

attacks described in Table 9 below. 

Table 9. Analysis using attack detection. 

Attack Type Baseline CNN Accuracy (%) Proposed Model Accuracy (%) 
No Attack 95.2 96.8 

FGSM (∈= 0.03)  78.6 90.1 
PGD (∈= 0.03)  72.3 87.9 
Replay Attack 70.8 89.5 

 
The MobileNetV2-based system still managed to outperform baseline CNNs when subjected to adversarial 

conditions, maintaining over 87% accuracy despite strong PGD perturbations. Through liveness checks and 
inconsistencies in temporal embeddings, replay and spoofing attacks were successfully flagged. Thus, the framework 
demonstrates strong experimental evidence of resistance to adversarial manipulation, in alignment with the biometric 
industry standards for authentication system robustness. 

5.9. Complexity Analysis and Cryptographic Analysis of XOR Encryption 

In this section, the focus is on the computational complexity and cryptographic strength of the XOR encryption 
mechanism on a MobileNetV2-based cognitive authentication framework. XOR is a symmetric operation which is light 
in weight and therefore is often used in resource-constrained systems for the purpose of encryption of biometric data prior 
to storing or transmitting it to other systems [11,14]. Its computational efficiency arises from a time complexity of, where   
is the bit-length of the input, making it ideal for real-time image encryption in cloud-based environments. 

Formally, let the input facial image be represented as a pixel matrix𝐼𝐼 {𝑖𝑖𝑖𝑖,𝑛𝑛}and the secret key 𝐾𝐾 as a pseudorandom 
binary sequence. The encrypted image 𝐸𝐸 is generated by: 

 
 𝐸𝐸𝐸𝐸,𝑛𝑛 = 𝐼𝐼 𝑚𝑚,𝑛𝑛 ⊕𝐾𝐾𝐾𝐾,𝑛𝑛,∀(𝑚𝑚,𝑛𝑛) ∈ 𝑍𝑍2 (10) 

 
where ⊕ denotes the XOR operation. The decryption process is identical: 

 
 𝐼𝐼 𝑚𝑚,𝑛𝑛 = 𝐸𝐸𝐸𝐸,𝑛𝑛⊕ 𝐾𝐾𝐾𝐾,𝑛𝑛 (11) 
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This ensures reversibility and negligible computational overhead. A complexity comparison in Table 10 
demonstrates XOR’s efficiency relative to standard encryption schemes: 

Table 10. XOR’s efficiency relative to standard encryption schemes. 

Method Time Complexity Resource Usage Suitability for IoT/Cloud 
AES-128 𝑂𝑂(𝑛𝑛2) High Moderate 

RSA-1024 𝑂𝑂(𝑛𝑛3) Very High Limited 
XOR (proposed) 𝑂𝑂(𝑛𝑛) Very Low Excellent 

 
Although XOR can be efficient, its use in isolation might be subject to brute-force or key-reuse attacks [12]. To 

address these concerns, our solution implements session-specific salts, random seeds, and dynamic key generation which 
prevents pattern leakage and increases key strength. In addition, XOR is combined with deep feature encoding from 
MobileNetV2, ensuring that any data which might be captured is still obscured. Hence, the XOR method, supplemented 
with session randomization, achieves the required balance of ease of computation and cryptographic strength for real-
time cognitive authentication in resource-limited settings. 

5.10. Reporting Statistical Confidence and Significance 

To strengthen the reliability of the MobileNetV2-based cognitive authentication framework, we incorporate 
statistical analysis of model performance metrics beyond raw accuracy. Standard practices in AI model evaluation 
emphasize reporting confidence intervals (CI), standard deviations (SD), and significance testing to quantify 
robustness and reproducibility [9,13]. 

The mean accuracy 𝜇𝜇 across 𝑘𝑘 -fold cross-validation is computed as: 
 

 
𝜇𝜇 =

1
𝑘𝑘
�𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴
𝑘𝑘

𝑖𝑖=1

 
(12) 

 
where 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴denotes accuracy in the 𝑖𝑖𝑡𝑡ℎ fold. The standard deviation (SD) reflects performance variability: 
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1

𝑘𝑘 − 1
�(𝐴𝐴𝐴𝐴𝐴𝐴 − 𝜇𝜇)2
𝑘𝑘

𝑖𝑖=1

 

(13) 

 
Confidence intervals are then estimated at 95% using: 

 
 𝐶𝐶𝐶𝐶 = 𝜇𝜇 ± 𝑧𝑧 ⋅

𝜎𝜎
√𝑘𝑘

 (14) 

 
where 𝑧𝑧 = 1.96for the 95% confidence level. We also perform statistical significance testing using paired t-tests to 
compare MobileNetV2 results with baseline CNNs or alternative models (e.g., VGG16, ResNet). The null hypothesis  𝐻𝐻0 
assumes no difference in accuracy, while rejection at 𝜌𝜌 < 0.05 indicates statistical significance [14]. 

Table 11. Analysis between MobileNetV2 and VGG16 model. 

Model Mean Accuracy (%) SD 95% CI p-value vs. baseline 

MobileNetV2 96.8 0.7 [96.1, 97.5] 0.012 (significant) 

VGG16 94.3 1.1 [93.2, 95.4] — 

 
These results, demonstrated in Table 11, show that MobileNetV2 achieves significantly higher accuracy with lower 

variability, confirming both consistency and robustness. Reporting such statistical metrics enhances transparency, aligns 
with best practices in reproducible research. 

5.11. Differentiation from Existing Approaches 

Equally important is how federated learning respects the confidentiality of local data as model training occurs on 
edge devices [9]. It does require, however, high communication bandwidth, simultaneous participation of all devices, and 
potentially compromising the system security with dangerous aggregation vulnerabilities [32]. In stark contrast, in our 
cloud-based approach, devices bear minimal training overhead while maintaining strict privacy as the device encrypted 
and XOR segmented images are never decrypted while being in the cloud, and all decryption occurs entirely on the device. 
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Equation (15) of the proposed MobileNetV2 model incorporates depthwise separable convolutions and inverted residuals 
to optimally spend computational resources and maximize accuracy. 

 
 𝑌𝑌 = 𝑓𝑓(𝑋𝑋) = 𝜎𝜎(𝑊𝑊𝑊𝑊 ∗ (𝑊𝑊𝑊𝑊 ∗ 𝑋𝑋)) (15) 

 
where 𝑊𝑊𝑊𝑊and 𝑊𝑊𝑊𝑊 denote depthwise and pointwise convolution kernels, respectively, and 𝜎𝜎 represents the non-linear 
activation [14]. This enables lightweight yet effective learning on cloud platforms. 

Table 12. Comparative analysis of the proposed vs existing models. 

Approach Strengths Limitations Proposed Solution Advantage 
Multimodal Authentication [15] High robustness, anti-spoofing High cost, latency, user resistance Robustness via cognitive layer 

Federated Learning [3,5] Privacy-preserving training Bandwidth-heavy, aggregation risk Centralized XOR + lightweight DL 

Proposed Method Lightweight, cloud-scalable, secure Limited to face + cognitive inputs Balanced accuracy & efficiency 

 
Hence, as summarized in Table 12, compared with other multimodal or federated approaches, our method offers a 

lightweight, secure, and cloud-ready solution for real-time cognitive image authentication. 

5. Conclusion 

This research presents an improved framework for cognitive image authentication in the cloud which incorporates 
deep learning and cognitive biometrics for improved security and dependability of user authentication systems. 
Traditional authentication methods, which are prone to spoofing and hacking, are circumvented by the proposed system 
which features a blend of facial recognition and cognitive biometric features. Performance and security of the system in 
real time have been boosted by the combination of the MobileNetV2 model and XOR encryption used for image 
segmentation. Results from experiments suggest that the model based on MobileNetV2 has a better performance than the 
standard models, attaining an accuracy of 95.3%, and F1 score 91.11%, which indicates a high level of performance on 
the dataset. Moreover, the system’s execution time for XOR encryption of 55ms to 75ms is more than sufficient for real 
time applications. This work proves that the coupled user authentication systems on mobile and cloud applications can be 
efficiently and securely deployed using cloud integrated cognitive image authentication systems. Future refinements on 
the model should aim at alleviating issues caused by poor lighting, aging, and accessories for improved robustness and 
scalability. 
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