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Abstract: Security in Fog based 10T networks has a major problem where some 10T devices may be compromised due
to attacks. This creates vulnerability to the sensitive data flow between Fog and IoT devices. Also, due to heterogeneity
in network structure, the probability of attacks in the network is more. To analyze this dynamic and complex structure
of fog networks, few-shot learning is a good solution to learn patterns more accurately and identify the maleficent or
normal behavior of a device. In deep learning, few-shot learning is a technique that uses a small amount of labeled data
for data processing that is more efficient than the traditional deep learning models. In this work, a hybrid MAML
(Model Agnostic Meta Learning)-Reptile based few shot learning approach is proposed that secures the fog-based 10T
infrastructure from a variety of attacks by detecting the attacks more accurately. The few shot models considered are
Prototypical Networks, Matching Networks, MAML, and Reptile for selection of best model to be run at the fog node
for attack detection. The fog node uses the best model to detect the attacks and broadcasts the local behavior list (LBL)
to cloud and other fog nodes to generate the global behavior list (GBL) for sharing more attack information with the l1oT
device layer. Here, we consider standard datasets such as UNSW-NB-15, NSL-KDD, and CICIDS-2017 for performing
implementations. The performance of the models is analyzed using accuracy, recall, f1-score, precision, inference time,
training time, AUC-ROC, cost, energy consumption, and processing latency. From the results, it is observed that the
proposed MAML-Reptile hybrid model performs better than other standard models in detecting maleficent behaviors
more accurately.

Index Terms: Security, Fog-1oT Network, Few Shot Learning, MAML-Reptile, GBL, LBL.
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A Hybrid MAML-Reptile Based Few-shot Learning Approach for Securing Fog-1oT Networks against Maleficent Behaviors

1. Introduction

Fog computing is an architecture that is decentralized and it extends the services of cloud computing nearer to the
edge of the network [1-6]. In a three-layered architecture, fog layer is at the intermediate layer between the Internet of
Things (loT) and cloud data centers. In the device layer, many devices such as sensors, smart devices, industrial
machines, autonomous vehicles, etc. communicate with the fog layer through the edge layer for receiving services.
Earlier, before this technology, the devices send their requests to execute their tasks or applications in the cloud, that
may take larger service time and increase the latency. Also, the bandwidth requirement is also high for the devices. This
architecture reduces the network burden over the cloud by reducing latency, service time, and enabling quicker real-
time decision making, etc.

Despite the many advantages of fog computing due to de-centralization and heterogeneity, it faces major security
chal lenges [7-11]. The major security challenges in fog computing are data privacy and security, authentication and
access control, Distributed Denial of Service attacks (DDoS), Spoofing attacks, data manipulation and tampering,
intrusion attacks and malware infections, etc. As the threats are increasing severely, a system is needed that can monitor
the attacks in real time. As many times sensitive applications run on Fog-loT networks, immediate detection of attacks
is highly needed. These systems can be deployed at the fog nodes for locally identifying the threats. The traditional
security systems are inefficient due to latency and bandwidth requirement. Also, this attack detection system at the fog
is scalable and adaptable because the 10T devices may dynamically join and leave the network. Also, the number of loT
devices is increasing and the network flow patterns are also diversified, where traditional machine learning based
approaches lack in performance of detection of attacks.

Traditional ML based approach needs a large amount of labeled data for effective detection of cyber-attacks. Also,
the attacks are changing frequently and also new attacks are generated and maintaining such large amount of labeled
data is difficult. Few-shot learning is a meta-learning technique that enables the few-shot models to learn quickly from
few labeled examples, and makes it more effective in these environments to quickly detect threats [12-14]. By applying
a few-shot learning approach, frequent retraining is reduced with high detection accuracy. There are many few-shot
learning models, such as prototypical networks, matching networks, model agnostic meta learning (MAML), Reptile,
etc.

MAML and Reptile have both shown potential in meta-learning. MAML has rapid adaptive nature with
computational overhead, Reptile gives computational efficiency but risks underfitting in different maleficent behaviors.
This makes it difficult to apply each meta-learner individually. The limitations of MAML are counterbalanced by the
strengths of Reptile, and vice versa, making them suitable for Fog-loT security. Theoretically, our proposed hybrid
MAML-Reptile architecture aims to combine the adaptability nature of MAML with computational efficiency of
Reptile. This combination is critical for the real-time identification of maleficent behaviour.

From the above study, the major contributions in this work are stated as follows.

. In this work, a hybrid MAML-Reptile based few shot learning approach is proposed for attack detection in
Fog-loT networks.

. The hybrid MAML-Reptile based few shot learning is compared with Prototypical Networks, Matching
Networks, MAML, and Reptile for selection of best model for deployment at the fog node in Fog-loT networks.
The standard datasets considered for this are UNSW-NB-15, NSL-KDD, and CICIDS-2017.

. The attacks detected using the best model at fog node are broadcast in the network using local behavior list
(LBL) and global behavior list (GBL).

. From the results, it is observed that hybrid MAML-Reptile based few shot learning model performs better than
other standard few-shot learning models in detecting the maleficent behaviors in Fog-l1oT networks.

The next sections are discussed as follows. Section 2 presents the recent related works on few-shot learning for
attack detection. Section 3 presents the methodology that describes the system model, attack model, few shot learning,
datasets, hybrid model, and working of the model. Section 4 presents the results and discussion. Section 5 presents the
conclusion and future scope of the work.

2. Related Works

In this section, we discuss related work on attack detection in fog computing using a few-shot learning approach.
Gamal et al. [15] proposed a new deep learning based few-shot algorithm called CNN-IDS. This can identify zero-day
attacks on the network. Islam et al. [16] studied the usage of lightweight IDS for detecting attacks in the loT
environment. Samy et al. [17] studied the performance of 6 deep learning models to detect cyber attacks. Demirpolat et
al. [18] proposed an intelligent SDN based security architecture in 10T systems using the few-shot learning approach.
The prototypical network is used as a classifier for this purpose. Thein et al. [19] proposed a method to detect attacks
using a prototypical graph neural network. Yang et al. [20] proposed a method known as FS-IDS to detect attacks using
the few-shot learning approach. Hosseini et al. [21] proposed a few-shot class incremental learning for attack detection

Volume 18 (2026), Issue 3 — Page 45



A Hybrid MAML-Reptile Based Few-shot Learning Approach for Securing Fog-1oT Networks against Maleficent Behaviors

in 10T networks. Diro et al. [22] detected the distributed cyber attacks using LSTM network for fog-to-things
communication. Dina et al. [23] present a few-shot and self-supervised framework for detection of attacks in loT
systems. Tian et al. [24] integrate Bi-LSTM and multi-head self-attention for detecting attacks in fog enabled loT
systems.

From the above study, it is seen that most approaches used single deep learning models or traditional few-shot
learning approach. Also, these works have not explored meta learning optimization such as the use of Reptile and
MAML. Also, many research works do not compare the proposed model with the standard few shot learning models.
This motivates us to design a hybrid MAML-Reptile based few-shot learning approach for attack detection in Fog-loT
networks.

3. Methodology

3.1. System Model

The system model consists of a three-layer architecture as shown in Fig. 1. The bottom layer is the device layer
where the 10T devices exist. The middle layer is the fog layer where the fog nodes exist. The top layer is the cloud layer
where the cloud node exists.

0T Layer: 10T layer consists of 10T devices where many 10T devices exist to perform any task or operations. The
main building blocks of these 10T devices are memory, processor, power supply and transceiver. These devices have a
limited memory size, limited computational power to process tasks, a limited power supply, and a transceiver to send
and receive data. The loT devices communicate using wireless communication over 5G/6G networks. They also
communicate with fog nodes via base station which are in the communication range for processing their queries or
executing applications. Also, they can communicate with the cloud node through fog node for getting other services.

Fog Layer: Fog layer consists of fog nodes that are connected to each other. Each fog node can provide services to
loT devices that are in the communication range or near proximity. The fog node has high computational capability,
high power supply, and can provide services at the edge of the network by reducing the latency and burden on the cloud
infrastructure. The fog node can communicate with other fog nodes, cloud node and loT devices using wireless
communication (5G/6G).

Cloud Layer: Cloud layer consists of a cloud node that is basically used to provide services such as infrastructure
as a service (laaS), storage as a service (SaaS), network as a service (NaaS), and computing as a service (CaaS). Cloud
node has huge data centers to provide such services. Cloud node needs a high bandwidth internet facility to
communicate with fog nodes.

FogNode 1 |« » Fog Node 3

Base Station 2

Base Station 1 / \ Base Station 3
\ 10T Device 3 *————» IoT Device 4 / \

IoT Device | $—————————————» IoT Device2 IoT Device 5 > IoT Device §

Fig. 1. Three-layer cloud-fog-based IoT network architecture.

3.2. Attack Model

The attack model discusses the attacks possible in the Fog-loT networks. The attacker attacks the 10T devices in
many ways and compromises the 10T devices for performing many attacks at the device layer or fog layer. The main
attacks considered in this work include DoS, DDoS, Bruteforce, Botnet, Infiltration, Web attacks, Port scanning. These
attacks are taken from CICIDS 2017 dataset. From UNSW-NB15, the attacks considered are Fuzzers, Analysis,
Backdoor, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms. From NSL-KDD, the attacks considered
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are DoS, Probe, U2R, and R2L.
3.3. Few-Shot Learning Models
A. Prototypical Networks

Prototypical networks are the networks that are a metric based meta learning approach designed for few-shot
learning [25]. It learns by mapping the examples to the feature space. Here, each class is represented by a prototype
vector. In this manner, the new examples are classified by calculating the distance to these prototype vectors. The
process for prototypical network consists of mainly three steps. Those are discussed as follows:

Step 1: Finding the class prototype by mean representation of each class. It is done by considering a support set S
by taking a few labeled examples per class. A class C is represented by a prototype that is called as the mean of S. It is
shown as follows.

M

LS T,0)

K =
1S, 1=,

where, S, is the set of labeled support examples of class k, f,(x;) is the feature embedding of input X;, and ¢, isthe
prototype of that class.

Step 2: Finding the distance between the new example and the class prototype. It is done by computing the new
example X by finding the embedding as follows.
Z=",(x) @)
Then the distance between $z$ and $c_k$ is calculated using Euclidean distance:

sv,m) =l v-m, [P ©)

Step 3: Assigning probability to each class using the softmax function. The prototypes which are closer get high
probability and farther prototypes get lower probability.

exp(=5(v,m,)) 4

Ply=kix)= > exp(-o(v,m,))

B. Matching Networks

Matching networks are networks that are a metric based meta learning approach designed for few-shot learning
[26]. The step by step process is discussed as follows:
Step 1: Generating feature representation for query and support data.

h =f,(x), Y(X,y,)eS ®)
hy = f,(%,) (6)
Step 2: Measuring the relationship between query and support instances.
D(Xq’xi) :” fe(xq) - fa (Xi) ”2 (7)
Step 3: Finding the influence weights in support set.

o exp(=D(X,,X;)) )
: Zexp(—D(xq,xj))

Step 4: Finding the final class and assigning the probability.

P(y, =kIx)= D & )

iy =k
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C. MAML

Model-Agnostic Meta Learning (MAML) is a gradient based meta learning model in few shots learning. Using
very few examples, it quickly adapts to new tasks [27]. MAML mainly focuses on learning a model how to learn, by
fine tuning itself with minimum number of updates.

Step 1: Defining the task specific training process.

T ~P(T) (10)

Step 2: Setting the learning parameters with $\mathbf{\Theta} 03$.
Step 3: Each task has a training and testing set that is done for task specific parameter updates.

0, =0,- AV, L. (M) (11)
Step 4: Fine tuning is performed for meta optimization.

Leta = Z I-TI (Mel,) (12)

Step 5: The model parameters are updated across all the tasks.
G)O <~ ®0 - T]V@D Lmeta (13)

D. Reptile

Reptile is a gradient based meta learning approach that quickly adapts to new tasks and requires minimal fine
tuning [28]. This model is similar to MAML but it is simple and it also does not need second order gradients. The step
by step process is discussed as follows.

Step 1: Defining the setup of the few shots learning and selecting a sample task randomly.

T~ P(T) 14

Step 2: Setting model parameters using @ $.
Step 3: Updating inner loop by task specific training.

D, =B, — Vg, 5 (Fy) (15)
Step 4: Updating the outer loop across multiple tasks.

D, « D, + (D, — D) (16)
Step 5: Meta update over multiple tasks.

@, < @, + ) (@, ~ D) 7

where, ® isthe model parameter, F, represent model, and J is the loss function.

3.4. Datasets

In this work, three standard datasets are considered, namely UNSW-NB-15, NSL-KDD, and CICIDS-2017. These
datasets are described as follows.

UNSW-NB-15: This dataset is generated by ACSS and contains modern types of attacks [29]. It has a total of
2.54M records, with 49 features including the label. It has attack traffic of 2,218,761 and normal traffic of 321,283. It
mainly consists of flow based features such as source, destination, protocol, state, duration, service, etc. It has content
based features showing payload size, bytes, number of packets. It has time based features such as flow duration, inter
packet arrival time. It has also statistical features such as mean, variance, etc. There are 9 types of attacks such as
Fuzzers, Analysis, Backdoor, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms.

NSL-KDD: It has 148K records where the training set has 125,973 records and the testing set has 22,544 records
[30]. The number of features including label is 42. It has basic features such as source bytes, destination bytes, protocol,
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duration, etc. It has content based features such as failed login attempts, root access attempts, etc. Also, it has traffic
based features such as percentage of connections to same host. The attacks in this dataset are DoS, Probe, R2L, and
U2R.

CICIDS-2017: This dataset is developed by CIC and consists of real network traffic [31]. The total number of
records is 2.8M and the number of features is more than 80. It has flow-based features such as flow duration, total
packets, total bytes, etc. It has header-based features such as source and destination ports, protocol, etc. It also has
behavioral features such as packet length variance, flow inter-arrival time, etc. The attacks in this dataset are Bruteforce,
DoS, DDoS, Botnet, Infiltration, Web attacks, and Port scanning.

3.5. Hybrid MAML-Reptile Based Few Shots Learning Approach

In this work, two important few-shot learning algorithms, MAML and Reptile are hybridized. MAML is selected
because it has a fast adaptation capability by optimizing a model with minimal fine-tuning of gradient updates. Reptile
is selected because it is a simple meta-learning model and it moves the parameters towards average task specific
solution. Also, it does not compute second order gradients. These two are very useful for attack classification, when
new attack patterns come and it requires quick adaptation with less labeled data. The steps for the hybrid MAML-
Reptile approach are discussed as follows:

Step 1: Randomly select a task sample from the task distribution.

T~ P(T) (18)

Step 2: Initializing the model parameters ¥, .
Step 3: Updating the inner loop training for gradient updates for each task.

¥, =¥,-1V, J; (C,) (19)
Step 4: Reptile based updation by moving towards the adapted parameters.

Y, < ¥, +p(¥P, —¥,) (20)
Step 5: Hybrid Meta-Update by combining MAML and Reptile.

‘1’0 < ‘1’0 _Nwa Z‘]Tl (qu,, ) +§(\Pi' _‘Po) (21)

where, G,, is the model and J is the loss function. In the above equations, z and ¢ are constants that regulate the
MAML-style gradient, and ¢ controls the interpolation strength of Reptile. The balance in choosing the values of ¢
and ¢ is maintained to achieve a trade-off between accuracy and computational efficiency. The higher the  value, the
higher is the accuracy, but it increases cost. The higher the ¢ value, the faster the convergence and the more stable the
updates, but the lower the efficiency in heterogeneous tasks.

3.6. Methodology for Attack Detection in Fog-1oT Networks

The methodology for attack detection consists of two phases, the first is System Setup Phase and the second is
Attack Detection in Fog-l1oT Networks.

A. System Setup Phase

In this phase, the system is set as per the system architecture shown in Fig. 1. The 10T devices can communicate
with each other or with the fog nodes using wireless communication. The fog node communicates with the cloud node.
Fog nodes are trained and tested to detect attacks using a few-shot learning model along with the proposed MAML-
Reptile based few shots learning model. The best model is selected and implemented at the fog nodes for attack
detection. Here, the proposed hybrid model is compared with Prototypical Networks, Matching Networks, MAML, and
Reptile. The standard datasets used for this training and testing are UNSW-NB15, NSL-KDD, and CICIDS-2017. The
algorithm for this setup is shown in Algorithm 1 and Fig. 2.

Algorithm 1. Adaptive Few-Shot Learning Model Selection for Fog Nodes
Require: 10T devices, Fog Nodes, Cloud Node, Datasets (UNSW-NB15, NSL-KDD, CICIDS-2017)
Ensure: Best Few-Shot Model Deployment at Fog Nodes
1.  Begin
Phase 1: System Setup
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10.
11.
12.
12.
13.
14.
15.
16.
17.

Initialize a three-layer architecture: 10T devices, Fog Nodes, Cloud Node
Establish wireless communication between loT devices and Fog Nodes
Enable communication between Fog Nodes and Cloud Node
Phase 2: Data Collection and Preprocessing
Collect attack data from IoT devices
6. Preprocess data (normalize, remove duplicates, extract features)
Split data into training and testing sets (using UNSW-NB15, NSL-KDD, CICIDS-2017)
Phase 3: Few-Shot Learning Model Training
for each model in {Prototypical Networks, Matching Networks, MAML, Reptile, MAML-Reptile Hybrid} do
Train model on training set
Phase 4: Model Evaluation and Selection
for each trained model do
Evaluate model on testing data
Compute performance metrics: accuracy, precision, recall, F1-score
Select the model with the highest accuracy as the best model
13. Phase 5: Deployment at Fog Nodes
Deploy the best-selected model at the Fog Nodes
Monitor real-time attack detection performance
if model performance degrades then
Adapt model based on new attack patterns

END
| Start: System Setup
—

Collect and Preprocess Data

N - .
© | Train Few-Shot Learning Models

Evaluate Model Performance

Yes Deploy Best Model at Fog Nodes

Monitor and Adapt Model

e

Fig. 2. Adaptive few-shot learning model selection for fog nodes.

B. Methodology of Attack Detection in Fog-1oT Networks

In the second phase, we deployed the best few-shot learning model at the fog nodes. The process flow diagram of
the methodology is shown in Fig. 3. Now, the fog nodes are trained to detect attacks. Firstly, the 10T devices can
communicate with each other to perform tasks such as execute applications, data forwarding, downloading/uploading,
etc. After communication, the network flow of these communication transactions is sent to the fog node for attack
detection. It is sent via the base station to the fog node. After receiving the new network flows from different loT
devices in its communication range, it uses the best few-shot learning model to classify the network flow pattern as
attack or normal. The attack and normal list generated by the fog node for n network flows is the local behavior list
(LBL). The LBL consists of 10T <device ID, behavior (attack / normal), timestamp>. This LBL is now broadcast to the

cloud node C and to the connected fog nodes (FNs).

The LBL is broadcast to the cloud for data storage and update of the behavior of all 10T devices in the network.
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Also, the LBL is broadcast to the connected FNs because the list needs to be shared with other 10T devices that are in
the communication range of these fog nodes to inform them about the normal or attacker list. So, that in the future,
before starting the communication, an 10T device will check whether another 10T device is an attacker or normal. When
a fog node receives LBL from another fog node it merges all fog LBLs to form a global behavior list (GBL). This GBL
will now be broadcast to the 10T devices in the communication range via base station. The GBL list is stored in the local
database of an 10T device after receiving the GBL. This GBL is updated again and again when a new GBL is received
by the IoT device. The algorithm and flowchart are mentioned in Algorithm 2.

Attack Detection using Hybrid MAML-Reptile

Communication Detailsiflow

- I-'.:.‘I - @ «Q <::>
-@- GBL ((( ))) GBL
Communicationi

E

LBL

,,, Communication Details flow ﬁ

L2Ee= (oa=>
Communicationl/: GBL % GBL

Cloud

- I,,.: - Fog Node

K BS
IoT Device

Fig. 3. Attack detection and behavior list management in Fog-1oT networks.

Algorithm 2. Attack Detection and Behavior List Management in Fog-loT Networks
Require: 10T devices, Fog Nodes FNs, Cloud Node ( C ), Best Few-Shot Learning Model
Ensure: Attack Detection and Behavior List Distribution
1. Begin

Phase 1: 1oT Device Communication
2. for each loT device D, in the network do

3. Communicate with other 10T devices (data forwarding, downloading, executing applications)
Phase 2: Network Flow Transmission to Fog Nodes
for each communication transaction T do

Send network flow data to the nearest Fog Node ( FN, ) via base station

Phase 3: Attack Detection at Fog Nodes
for each received network flow N, at FN, do

Classify N, using the best few-shot learning model

Determine behavior: attack or normal
Phase 4: Local Behavior List (LBL) Generation
9.  for each classified network flow N, do

10. Store result in Local Behavior List (LBL): <Device ID, Behavior, Timestamp>
Phase 5: LBL Broadcasting
11. Broadcast LBL to:
Cloud Node (C ) for storage and network-wide behavior updates
Connected Fog Nodes FNs for information sharing
Phase 6: Global Behavior List (GBL) Formation
12. for each FN, receiving an LBL from another fog node do
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13. Merge received LBLs to form a Global Behavior List (GBL)
Phase 7: GBL Distribution to 10T Devices

14. Broadcast GBL to 10T devices in communication range via base station
Phase 8: GBL Storage and Update at 10T Devices

15. for each IoT device receiving GBL do

16. Store GBL in local database

17. Update GBL when a new version is received

18. END

4. Results and Discussion

The performance of the models was analyzed using Python that is executed in a system with the following
configura tion: AMD Ryzen 7 3750H processor, 16.0 GB of RAM, 1.5 TB of storage, and Windows 10 (64-bit)
operating system. In this study, we evaluated the performance of various models using different algorithms across three
datasets: UNSW-NB-15, NSL-KDD, and CICIDS-2017. The models considered for performance evaluations consisted
of Prototypical Networks, Matching Networks, MAML, Reptile, and Hybrid Model. The performance metrics
considered for these per formance evaluations are Accuracy, Precision (P), Recall (R), F1-score, training time, inference
time, ROC-AUC curve, energy consumed (watts), cost ($), and processing latency (secs). It is assumed that the above
models run on a fog node for attack detection. The fog node operates at a power of 200 watts. Also, the cost of
electricity per kWh is considered as $0.12.

. Training time (TT) is the total time taken to train a model with a dataset.
TT =ST -ET (22)
where, ST is the start time and ET is the end time.
. Inference Time (IT) is the time taken by the trained model to predict the new data.

T Total time for predictions (23)
Number of Predictions

. ROC-AUC curve is the receiver operating characteristic-area under curve. ROC signifies the graphical
representation of TPR against FPR. TPR is the true positive rate and FPR is the false positive rate respectively.
AUC shows the integral of the ROC curve.

. Energy consumed is the total energy consumed in watt hours for running the model at the fog node for training
and inference.

Energy Consumed = Energy, .. + Energy, .. (24)
Energytrain = I:)OwerWATTS ><time{rain (25)
Energyinfer = PowerWATTS ><timeinfer (26)
. Cost in $ is the total cost required for training and inference.
Cost($) = Cost,,;, +Cost; ., (27)
Cost,,,, = "eWan , cOST PER KWH (28)
1000
E : 29
Cost,,, = 8o cosT _PER_KWH (29)
1000
. Processing latency is the total amount of time in seconds (secs) for training and inference.
Processing Latency (secs) = Time, ., +Time, ., (30)
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4.1. Results and Discussion for UNSW-NB15 Dataset

From Fig. 4, it is observed that the proposed MAML-Reptile based hybrid model performed better than
Prototypical Networks, Matching Networks with the UNSW-NB-15 dataset in detecting attacks with high accuracy. The
performance of the model with respect to the performance metrics considered is listed below. The hybrid model shows
accuracy = 0.9903, precision = 0.9904, recall = 0.9903, F1-score = 0.9903, ROC-AUC = 0.9976, training time = 74.01s,
and inference time = 0.21s. Similarly, the performance metrics values of Prototypical Network are 0.9300, 0.9306,
0.9300, 0.9301, 0.9785, 14.25s, and 0.13s. Matching Network shows 0.9349, 0.9350, 0.9349, 0.9349, 0.9807, 14.24s,
and 0.14s respectively. MAML shows 0.9749, 0.9756, 0.9749, 0.9749, 0.9711, 18.72s, and 0.15s respectively. Reptile
shows 0.9730, 0.9737, 0.9730, 0.9729, 0.9710, 18.53s, and 0.26s respectively.

Accuracy - UNSW-NB15 Precision - UNSW-NB15
104

1.0 Models

== ProtoNet
s MatchNet

Models.
mm ProtoNet
W MatchNet

- MAML
087 0.8 e Reptile
W Hybrid
> 0.6 0.6
2 2
& 0.4 4 £ 0.4 4
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Fig. 4. Comparison of performance metrics for few-shot learning models on the UNSW-NB-15 dataset.

From Fig. 5, it is observed that the proposed hybrid model shows high energy consumption, cost, and processing
latency for training and inference. However, it performs better than other few-shot learning models in detecting attacks.
Prototypical Network shows energy consumption of 0.80 Watt Hour, cost of $0.0001, and processing latency of 14.39 s.
Similarly, Matching Network shows 0.80 Watt Hour, $0.0001, and 14.38s respectively. MAML shows 1.05 Watt Hour,
cost $0.0001, and 18.88s respectively. Reptile shows 1.04 Watt Hour, cost of $0.0001 and 18.79s respectively. The
hybrid model shows 4.12 Watt Hour, $0.0005, and 74.22s respectively.
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Fig. 5. Comparison of energy consumption, cost, and processing latency for few-shot learning models on the UNSW-NB15 dataset.

4.2. Results and Discussion for NSL-KDD Dataset

From Fig. 6, it is observed that the proposed MAML-Reptile based hybrid model performed better than
Prototypical Networks, Matching Networks with NSL-KDD dataset in detecting attacks with high accuracy. The
performance of the model with respect to the performance metrics considered is listed below. However, the hybrid
model also performs similarly to the Reptile model. The Reptile model shows accuracy = 0.9572, precision = 0.9573,
recall = 0.9572, F1 score = 0.9572, ROC-AUC = 0.9841, Training Time=7.55s, and Inference Time=0.08s. Similarly
for these performance metrics hybrid Model shows 0.9568, 0.9573, 0.9568, 0.9567, 0.9843, 32.79s, and 0.09s
respectively. Prototypical Network shows 0.9018, 0.9026, 0.9018, 0.9020, 0.9587, 6.98s, and 0.06s respectively.
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Matching Network shows 0.9031, 0.9038, 0.9031, 0.9034, 0.9576, 5.86s, and 0.06s respectively. MAML shows 0.9543,
0.9543, 0.9543, 0.9543, 0.9822, 8.31s, and 0.07s respectively.
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Fig. 6. Comparison of performance metrics for few-shot learning models on the NSL-KDD dataset.
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From Fig. 7, it is observed that the hybrid model shows high energy consumption, cost, and processing latency
because for training and inference. However, it performs better than other few-shot learning models in detecting attacks.
Prototypical Network shows energy consumption of 0.39 Watt Hour, cost of $0.00005, and Processing Latency of 7.04
s. Similarly, Matching Network shows 0.80 Watt Hour, $0.0001, and 14.38s respectively. MAML shows 1.05 Watt
Hour, cost $0.0001, and 18.88s respectively. Reptile shows 1.04 Watt Hour, cost of $0.0001 and 18.79s respectively.
The hybrid model shows 4.12 Watt Hour, $0.0005, and 74.22s respectively.
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Fig. 7. Comparison of energy consumption, cost, and processing latency for few-shot learning models on the NSL-KDD dataset.

4.3. Results and Discussion for CICIDS-2017 Dataset

From Fig. 8, it is observed that the proposed MAML-Reptile based hybrid model performed similar to Prototypical
Networks, Matching Networks with the CICIDS-2017 dataset in detecting attacks with high accuracy. However, the
hybrid model and all other models also performed similarly to the MAML model. MAML shows accuracy = 0.9989,
precision = 0.9989, recall = 0.9989, F1-score = 0.9989, ROC-AUC = 0.9994, training time = 92.92s and inference time
= 0.70s. Similarly, the Hybrid Model shows 0.9979, 0.9979, 0.9979, 0.9979, 0.9997, 474.27s, and 2.53s respectively.
Prototypical Network shows 0.9982, 0.9982, 0.9982, 0.9982, 0.9998, 72.09s, and 0.76s respectively. Matching Network
shows 0.9983, 0.9983, 0.9983, 0.9983, 0.9998, 68.93s, and 0.65s respectively. Reptile shows 0.9988, 0.9988, 0.9988,
0.9988, 0.9994, 95.42s, and 0.70s.
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Fig. 8. Comparison of performance metrics for few-shot learning models on the CICIDS-2017 dataset.

From Fig. 9, it is observed that the proposed hybrid model shows high energy consumption, cost, and processing
latency for training and inference. However, it performs better than other few-shot learning models in detecting attacks.
Prototypical Network shows energy consumption of 4.05 Watt Hour, cost of $0.0005, and processing latency of 72.85 s.
Similarly Matching Network shows 3.87 Watt Hour, $0.0005, and 69.58s respectively. MAML shows 5.20 Watt Hour,
cost $0.0006, and 93.62s respectively. Reptile shows 5.34 Watt Hour, cost of $0.0006 and 96.12s. Hybrid model shows
26.49 Watt Hour, $0.0032, and 476.80s. Table 1 and Table 2 show the whole comparison of the models.
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Fig. 9. Comparison of energy consumption, cost, and processing latency for few-shot learning models on the CICIDS-2017 dataset.

4.4, Discussion

The results in Table 1 show that the hybrid model does not always provide the same level of improvement across
datasets. For UNSW-NB15 and NSL-KDD, it shows higher accuracy and ROC-AUC than most of the single models,
which indicates that combining meta-learning approaches helps when the traffic is more diverse or imbalanced. In
contrast, for CICIDS 2017 all single models already perform almost perfectly. In this case, the hybrid model gives only
a very small difference while its training time is much higher. This means that for practical use, the hybrid is most
useful when the dataset is complex and harder to learn. But, when the dataset is already clear and separable, single
models are sufficient and more efficient. The results also highlight the limitations of the hybrid model in terms of
efficiency. While it shows the best accuracy on UNSW-NB15 and near-best accuracy on NSL-KDD, its energy
consumption and latency are much higher than the single models. For example, in UNSW-NB15 the hybrid uses about
4.12 Wh with 74s latency. For MAML or Reptile, it is much lower. The gap is even larger in CICIDS-2017, where the
hybrid model consumes 26.49 Wh with latency 476.80s. This means that the hybrid is not always practical for 10T and
fog environments where devices have limited energy and low delay requirements. In such cases, single models like
Prototypical or Matching Networks are more efficient models with high accuracy. The hybrid is more suitable for
powerful edge servers or cloud deployments, where higher resource use can be tolerated with strong detection
performance. Also, this can be a good future direction to design a lightweight model. However, the proposed model
shows high accuracy in detecting maleficent behaviors in Fog-1oT networks.

Table 1. Performance comparison of few-shot learning models on different datasets.

Dataset Model Accuracy | Precision Recall F1-score ROC- Training Time Inference Time
AUC (s) (s)
Prototypical 0.93 0.9306 0.93 0.9301 0.9785 14.25 013
Network
Matching Network | 0.9349 0.935 0.9349 | 0.9349 0.9807 14.24 0.14
UNSW-NB15 MAML 0.9749 0.9756 | 0.9749 | 0.9749 0.9711 18.72 0.15
Reptile 0.973 0.9737 0.973 0.9729 0.971 1853 0.26
Hybrid Model 0.9903 0.9904 | 09903 | 0.9903 0.9976 74.01 0.21
Prototypical 0.9018 09026 | 09018 | 0.902 0.9587 6.98 0.06
NSL-KDD Network
Matching Network | 0.9031 0.9038 | 09031 | 0.9034 0.9576 5.86 0.06
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MAML 0.9543 09543 | 09543 | 09543 | 0.9822 8.31 0.07
Reptile 0.9572 09573 | 09572 | 09572 0.9841 755 0.08
Hybrid Model 0.9568 09573 | 09568 | 0.9567 0.9843 32.79 0.09
Prﬁmtypi"a' 0.9982 09982 | 09982 | 09982 | 0.9998 72.09 0.76
etwork
Matching Network | 0.9983 09983 | 09983 | 09983 | 0.9998 68.93 0.65
CICIDS-2017 MAML 0.9989 0.9989 | 09989 | 0.9994 0.9994 92.92 0.7
Reptile 0.9988 09988 | 09988 | 09994 | 0.9994 95.42 07
Hybrid Model 0.9979 09979 | 09979 | 0.9997 0.9997 474.27 253

Table 2. Comparison of energy consumption, cost, and processing latency for few-shot learning models.

Dataset Model Ener(%)\/l;?r:;ﬁ;)tion Cost ($) Processir(?) Latency
Prﬁgt’xgriﬁa' 0.8 0.0001 14.39
Matching Network 0.8 0.0001 14.38
UNSW-NB15 MAML 1.05 0.0001 18.88
Reptile 1.04 0.0001 18.79
Hybrid Model 412 0.0005 74.22
P’ﬁg‘t’\t}v’c‘)’:ﬁa' 0.8 0.0001 14.39
Matching Network 0.8 0.0001 14.38
NSL-KDD MAML 1.05 0.0001 18.88
Reptile 1.04 0.0001 18.79
Hybrid Model 412 0.0005 74.22
Prototypical 4.05 0.0005 72.85
Network
Matching Network 3.87 0.0005 69.58
CICIDS-2017 MAML 5.2 0.0006 93.62
Reptile 5.34 0.0006 96.12
Hybrid Model 26.49 0.0032 476.8

5. Conclusions

This work presents the design of a hybrid MAML-Reptile based few-shot learning approach to secure fog-based
0T networks against maleficent behaviors. The few-shot models taken for performance comparison are Prototypical
Networks, Matching Networks, MAML, and Reptile. The fog node is deployed with the best model to detect attacks
and broadcasts the LBL and GBL to share more attack information to loT devices. Here, we consider standard datasets
such as UNSW-NB-15, NSL-KDD, and CICIDS-2017 to perform evaluations. From the results, it is observed that the
proposed MAML-Reptile hybrid model performed better in terms of accuracy, recall, F1-score, precision, and ROC-
AUC than other standard models in detecting maleficent behaviors. However, due to the hybridization of the model, the
training time, cost, energy consumption, and processing latency increase. In the future, the evaluations of the proposed
hybrid model can be extended to edge devices to design a lightweight hybrid few-shot learning model with adaptive
tuning of hyperparameters (t and () to dynamically balance accuracy and efficiency. In addition, the real-world
deployment can be studied to measure scalability.
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