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Abstract: The increase in cyber attacks leads to significant challenges to the security in Fog based IoT environments. 

Existing studies have been implementing machine learning (ML), ensemble learning (EL) and deep learning (DL) for 

security, in this study we opted deep ensemble learning (DEL) for detection of threats in fog based IoT environments. 

The proposed DEL model is build using Convolutional Neural Networks (CNN), Long Short-Term Memory (LSTM), 
and Gated Re-current Units (GRU) as base models, and it is augmented using a metalearner such as Logistic Regression 

(LR), Random Forest (RF), AdaBoost, XGBoost, CatBoost, and LightGBM and also with a Voting Classifier (VC) for f 

inding the best model. In our experimentation, the evaluation is performed with different datasets such as DDoS SDN, 

NSL-KDD, UNSW-NB-15, and IoTID20. In this work, DEL with RF achieved better performance than other models 

when performance metrics such as accuracy (Acy), precision (Prn), recall (Rcl), F1-Score (F1-S) and AUC-score are 

considered. For instance, DEL with RF achieved an Acy of 99.99%, Prn of 100%, Rcl of 99.96%, F1-S of 99.98% and 

AUC-score of 1.00 on IoTID20 dataset. Afterward, to analyze the network performance of the DEL models at fog, we 

have considered the metrics such as cost, energy, resource utilization, latency and service time. This work shows that 
DELmodels can improve the security of fog assisted IoT systems. 

 

Index Terms: Security, Fog Computing, IoT, Deep Ensemble Learning, Meta-Learner. 

 

 

1.  Introduction 

Nowadays, technology in the world is changing as per the user demands. New technologies in computing such as 
Internet of Vehicle Things (IoVT), Internet of Medical Things (IoMT), smart grids and Intelligent Transportation 

Systems (ITS) are emerging. This rapid growth in technology and the distributed nature of IoT within a cloud 

environment leads to security challenges. Despite of several cloud based solutions for the users, systems are still 
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susceptible to intrusions and data breaches [1–3]. Fog computing has become a reliable solution to these problems. By 

providing services close to devices and easing the burden on centralized cloud servers, fog computing functions well at 

the edge of the network. The fog layer can reduce latency and bandwidth usage, but it is not resilient to security attacks. 

The security and privacy of, functioning in positional binary number system (PNS). In this aspect, the main directions 

of improving CS in PNS are increasing user productivity and, primarily, reliability of their functioning [4-7]. Ensuring 

the fault-tolerance property of data exchanged in the fog environment are at risk due to vulnerabilities like port scans, 

DDoS attacks, and Man-in-the Middle attacks [2–5]. Although, IoT devices use non-cellular network protocols for 

communication, the fog layer is still vulnerable to security attacks during data transfer. Therefore, a robust security 
mechanism is required to incorporate it in fog computing environment [2, 3, 6, 7].  

With large data transmission and high usage of internet in fog based IoT environment, it is highly recommended to 

protect the system from attacks. If prior to data communication the attack is detected then the system can be protected 

well. Currently, the technology is shifting towards predicting the network behavior using ML, EL and DL models. ML 

algorithms are mainly used to find patterns and abnormalities on low volumes of data. To ensure the IoT security, the 

EL models combine the ML models which improves the prediction accuracy with high precision. Nowadays, DL 

models have emerged as the best models by working on larger volumes and high-dimensional data and finding the 

complex patterns in them dynamically. By Considering the relevance of these models to detect the attackers by their 
patter’s prior communication, in this work we present an effective approach that integrates the EL and DL models to 

better detections of attacks in the fog based IoT environment. [1, 8–12].  

The DEL algorithm is build using ensemble learning algorithms and deployed in fog computing environment. This 

DELmodel improves the security in fog computing by integrating the strength of various deep learning models [1, 8–

18]. In this work, we built a base DEL model that comprises of CNN, LSTM, GRU in first stage, and in subsequent 

layer metalearner or voting classifier that supports in predicting and classifying security threats with high accuracy. 

The major contributions in this work are given below. 

 
 This work presents an approach for detecting attacks in the Fog assisted IoT systems, using DEL models.  

 This approach is evaluated using CNN+LSTM+GRU as base DEL model with ML and ensemble models as 

meta learners (LR, RF, AdaBoost, XGBoost, CatBoost, LightGBM, and VC). Four different standard datasets 

(DDoS SDN, NSLKDD, UNSW-NB15, and IoTID20) are used for this result analysis. 

 Extensive simulations are conducted to detect the attacks, and a comprehensive comparative analysis is done 

based on performance metrics such as Acy, Prn, Rcl, and F1-S.  

 At last, the network performance of the models at fog are analyzed using cost, energy, resource utilization, 

latency and service time. From the results, it is observed that DEL with RF as metalearner, outperforms all 
other considered DEL models.  

 

The subsequent sections of the study follow as: Section 2 provides a detailed review of the existing literature. 

Section 3 presents the problem statement, and in Section 4 we discuss the system layout and attack pattern in the 

operating environment. Section 5 focuses on the methodology of our work, in which we detail the workflow map and 

algorithms used. Section 6 presents the discussion about our findings. Finally, Section 7 summarizes our work with 

future scope. 

2.  Literature Study 

Many research work focuses on the security improvements in fog computing networks using deep learning models. 

Some are highlighted as follows. Odeh Ammar, and Anas Abu Taleb [1] proposed models that uses three particular DL 

models: CNN, GRU, and LSTM. These models are entirely evaluated using NSL-KDD dataset. S Ahmad et al. [5] 

highlights the superior performance of DL that has emerged as the preferred computational approach within ML for 

cloud computing, robotics, and cybersecurity. R Lazzarini et al. [8] proposed a technique called DIS-IoT. DIS-IoT that 

is equipped for identifying attacks in an IoT environment using MLP, DNN, CNN and LSTM models while keeping 
low FP and FN rate on three datasets namely ToN IoT, CICIDS2017 and SWaT datasets.  

VTomer, and S Sharma [9] proposed a way to deal with the troupe AI model choice assignment for attack 

prediction. The proposed approach has been tried on the NSL-KDD dataset. V Dutta et al. [10] presented different 

component designing techniques along with dimensionality reduction to achieve the highest proficiency. A blend of 

DNN and LSTM followed by a meta-classifier is used for attack detection. F Alanazi et al. [11] utilized DL-based 

ensemble models, combining architectures like CNN, LSTM, and GRU. These EL models over CICIDS2017 dataset 

have significantly improved the DDoS detection, with Acy of 99.77%. A Mohammed, and R Kora [12] discussed the 

strengths of EL models in deep learning.  
TATangetal. [19] presented DL model for network interruption identification, and also evaluated intrusion 

detection in SDN. The proposed methodology shows that the outcome of the work is highly suitable for flow based 

anomaly detection events. F Khan et al. [20] in their work focused on the Internet of Medical Things (IoMT) which 

enhances healthcare efficiency and quality, this approach combines LSTM networks as individual learners, stacked with 

a decision tree to classify attacks. It is evaluated on the ToN-IoT dataset, by showing 4% improvement in precision over 
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baseline approaches. M P Ramkumar et al. [21] in their study introduces a hybrid optimization based ensemble 

classifier in fog computing platform. The fog layer utilizes the trained ensemble classifier for intrusion detection, 

achieving high precision (88%), recall (88.4%), F measure (88.2%), and accuracy (97.2%). 

P Kumar et al. [22] proposed an ensemble intrusion detection model combining DL with efficient feature selection 

using RandomForests. It is evaluated on the UNSW-NB15 dataset and the model shows a high Acy of 97.5%, 

outperform ing several traditional models. Illy Poulmanogo, et al. [23] discussed increasing security threats in IoT 

applications and highlighted the need for effective Intrusion Detection Systems (IDS). It discusses about the EL which 

combines multiple algorithms for detection of intrusions.  
From the above study, it is seen that despite advancement in the application of ML, EL, and DL models in various 

domains, significant research gaps remain, particularly in the context of threat detection within fog computing environ 

ments. Existing studies mostly carried out their work on single dataset. The existing studies on DEL models, motivated 

us to implement CNN+LSTM+GRU with different ensemble techniques like LR (legacy ML model), RF, AdaBoost, 

XGBoost, CatBoost, and LightGBM on the DDoS SDN, NSLKDD, UNSW-NB15, and IoTID20 datasets. Also, in this 

work a framework is presented that helps to detect the attacks using DEL prior to communication in cloud-fog based 

IoT environments. 

3.  Problem Statement  

In the growing field of IoT and data analytics, the increasing number of security risks within fog-based IoT 

systems is a big challenge for data communication in the network. In this environment, we assume each communication 

between the IoT devices as a transaction that produces n records, comprising q malicious out of n records where (n-q) 

are normal. The main objective is to precisely identify the anomalies through binary classification using the DEL 

models. So, that prior to communication an IoT device can identify an attacker. The objective is to build the DEL 

models such as CNN+LSTM+GRU with LR, CNN+LSTM+GRU with RF, CNN+LSTM+GRU with AdaBoost, 
CNN+LSTM+GRU with XGBoost, CNN+LSTM+GRU with CatBoost, CNN+LSTM+GRU with LightGBM, and 

CNN+LSTM+GRU with VC and select the best model to be implemented at the fog devices for identification of 

attacker in the network. 

 

 

Fig.1. System layout 

4.  System Layout and Attack Pattern 

The system architecture consists of three layers with cloud (CN), fog node (FN) and IoT devices. The IoT devices 

communicates with fog nodes and cloud using gateways (GW) and base stations (BS). We assume the IoT devices when 

communicates with each other use wireless communications (4G/5G/Wi-Max), and generates a communication transac 

tion. This transaction is then sent to the nearest fog node using wireless communications via BS and gateway to detect 

the attack at the fog level. The BS, gateway, fog and cloud also use wireless commmunications for data transmission. 

The network architecture is as depicted in Fig. 1 [2,3]. Here, we assume that attacks at the Fog layer can occur due to 

various factors, such as devices, protocols, etc. However, the primary vulnerability lies in the compromised IoT device, 

that is represented in Fig. 2. 
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Fig.2. Attack pattern 

5.  Methodology 

The methodology workflow consists of six stages as depicted in Fig. 3 and the step by step working of the 

proposed methodology is shown in Fig. 4. 

 

 

Fig.3. Workflow map 

The stepwise approach of the methodology is shown in Fig. 4. In step-1 the IoT devices communicates and send 

the network flow data or communication data to the fog node through the base station and gateway for attack identifi- 

cation. This process is continuously done for storage of network flow at the fog node (step-2). In the second stage, FNs 

are equipped with various DEL algorithms to identify the behavior of IoT devices, that requires data preprocessing. 

Data preprocessing activities include removing null values, feature scaling techniques like standardization and one-hot 

encoding. 

The evaluation procedure or to select the best DEL model is represented in Algorithm 2. At the fog, the models 

such as DEL with LR, RF, AdaBoost, XGBoost, CatBoost, LightBGM, and VC are trained and tested to determine the 
best DELmodel. The fog node is then deployed with the best DEL model and it is selected based on training and testing 

with standard datasets (step-3 and step-4). Algorithm 1 shows the steps to select the best model. As the fog node is 

trained with best DEL model, it can classify the attacker network flow from genuine IoT device network flow (step-5). 

Then the attacker information is updated at the cloud node and fog nodes (step-6 and step-7). As per the network 

architecture the fog nodes are connected to each other. So, each nodes shares its attack list to other for knowing the 

malicious IoT devices. Then, the fog nodes send the attack list to the IoT devices in its communication range for 

information, so that in future the IoT device prior to communication first identify a IoT device by looking its local 



Securing Fog-assisted IoT: An Adaptable and Efficient Threat Identification Approach 

82                                                                                                                                                                       Volume 18 (2026), Issue 2 

database of attack list. This is how the methodology works for the attack detection scheme. 

In this study, the process for DEL model construction is shown in Fig. 5, as discussed in introduction 1, we have 

considered nine models. To build the base model in DEL, we utilized CNN, LSTM, and GRU, while LR, RF, Ad 

aBoost, XGBoost, Cat-Boost, and LightGBM were taken as metalearner one at a time in further layer as discussed in 

major contribution part of introduction which accepts the predictions of base model as input. For the VC, all 

metalearners were used. The models can be studied from [2, 3, 24–29]. 

 

 

Fig.4. Stepwise approach of proposed methodology 

The DLmodels used for construction of DEL model are discussed as follows [2,3]. CNN, LSTM, and GRU are 

three useful models for handling data with different patterns. CNN works by using small filters on the input to detect 

important features. The operation is shown as follows: 

 

, , ,

1 1

( )
p q
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 
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                                                                 (1) 

 

where X is the input, W is the filter, ϕ is a bias term, and ⋄ is an element wise interaction. 

 

Algorithm 1 IoT-Fog Communication and Attack Detection using DEL model (CNN+LSTM+GRU) 

with Meta learners (LR, RF, AdaBoost, XGBoost, CatBoost, LightGBM, and VC) 

Input: IoT communication data (
IoTD ), DEL model candidates (

DELM ) 

Output: Best DEL model (
bestM ) deployed at Fog node, attack updates 

1. Begin   

 Step 1: Device Communication 

2. 
IoTD Fog Node  

3. Generate network flow data 
netF  

 Step 2: Data Storage 

4. 
netF Fog DB  

 Step 3: Model Training and Testing 

5. Extract features 
netX F  

6. for{
DELM M } do 

7. Train model M  on X  
8. Test model M  

9. Compute evaluation metrics (Acy, Prn, Rcl, F1-S) 

 Step 4: Model Selection 

10. arg max { ( )}
DEL

best
M M

M Performance M


  

 Step 5: Model Deployment 
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11. Deploy 
bestM Fog Node  

 Step 6: Attack Detection 

12. Detect attacks in real-time using 
bestM  

 Step 7: Cloud Reporting 

13. Detected attacks Cloud . 

 Step 8: Synchronization 

14. Cloud updates attack information 

15. Cloud   All Fog nodes 

 Step 9: Fog Node Updates 

16 Fog nodes enhance local detection with updated attack info 

17. END 

 

Algorithm 2 DEL Model with Meta Learners for Attack Classification 

Input: Dataset D  with features X  and labels Y  

Output: Performance metrics (Accuracy, Precision, Recall, F1-Score) 

1. Begin   

 Step 1: Data Preprocessing 
2. Split dataset $D$ into training (

trainD ) and testing (
testD ) sets 

3. Normalize and standardize features in 
trainD  and 

testD  

 Step 2: Train Base Learners (CNN, LSTM, GRU)} 

4. Train Convolutional Neural Network (CNN) model 
CNNM  on 

trainD  

5. Train Long Short-Term Memory (LSTM) model 
LSTMM  on 

trainD  

6. Train Gated Recurrent Unit (GRU) model 
GRUM  on 

trainD  

 Step 3: Generate Predictions 

7. Obtain predictions from 
CNNM , 

LSTMM , and 
GRUM  on 

trainD  

8. Concatenate predictions as feature matrix 
trainF  

9. Obtain predictions on $D_{test}$ to form 
testF  

 Step 4: Train Meta Learners 

10. Train Logistic Regression (LR) on 
trainF  

11. Train Random Forest (RF) on 
trainF  

12. Train AdaBoost on 
trainF  

13. Train XGBoost on 
trainF  

14. Train CatBoost on 
trainF  

15. Train LightGBM on 
trainF  

16. Train Voting Classifier (VC) with all meta-learners on 
trainF  

 Step 5: Evaluate Performance 

17 Compute Acy, Prn, Rcl, and F1-S on 
testF  for each meta-learner 

18. Output the best-performing meta-learner 

19. END 

 

An LSTM is a special kind of recurrent unit that uses memory and gates to decide what to keep or reject from the 

past. Its working is described as follows: 
 

1( [ , ] )t r

o
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                                                               (2) 
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Fig.5. DEL model architecture 

where ,t tR A  are gate activations, 
tM  is memory, 

tCSt  is the output,   is a nonlinear function, and •  is a selective 

product. 
A GRU is a simple model that combines the gates for efficiency. Its working is described as follows: 

 

tU  
1( [ , ])u t t

o

C CSa t Z                                                                       (6) 

 

tS  
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C CSa t Z                                                                        (7) 

 

1tanh( [ , ])t h t t t

o
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1(1 )t t t t tCSt U CSt U CSt                                                                   (9) 

 

where tU  is the update factor, tS  is the selection factor, and tCSt  is the candidate state. 

6.  Results and Discussion 

The performance of the models is analyzed using Python tool that is installed in a system that met the following 

specifications: AMD Ryzen 7 3750H processor, 16.0 GB of RAM, 1.5 TB of storage, and Windows 10 (64-bit) 

operating system. In this study, we evaluated the performance of various DEL models using different algorithms across 

four datasets: DDoS SDN, NSL-KDD, UNSW-NB-15, and IoTID20 as presented in Table 3. For each dataset total 

records, benign traffic, attacker traffic, total features and customized features are shown in Table 1. The base model for 

each DEL model comprised CNN, LSTM, and GRU, and in the subsequent stage with LR as the initial metalearner and 
remaining continues as discussed in previous sections. The CNN was built with a single convolution layer comprising 

32 filters with kernel size 3 and ReLu activation function, followed by a fully connected dense layer with 64 neurons 

with dropout rate 0.5. The LSTM and GRUmodels consists of a single recurrent layer with 64 units with a Sigmoid 

output for binary classification. On all four datasets, the base model is initially trained for 10 epochs with batch size of 

32 using Adam optimizer on learning rate 0.001. The predictions from the base model were fed to the metalearners for 

final classification. Each metalearner is trained with default configurations like 100 estimators for tree-based models, 

iterations=100 for CatBoost etc. 

Table 1. Dataset statistics 

Dataset 
Total 

Samples 

Normal 

Samples 

Attack 

Samples 
Features Classes Reference 

DDoS SDN 104345 63561 40784 23 17 30 

NSLKDD 148517 77054 71463 43 19 31 

UNSW-NB15 257673 93000 164673 45 44 32 

IoTID20 625783 40073 585710 86 68 33 

6.1.  Performance Analysis of DEL Models 

To present a holistic view, we also show the performance metrics of the DL models in Table 2. These results serve 

as a basis for performance comparison with the DEL models performance during threat detection in fog-assisted 

environments. However, this study is for advancing DEL models which not only performed well but also surpass 

traditional DL models in all aspects.  

For the DDoS SDN dataset, the DEL model with LR achieved an Acy of 98.77%, Prn of 98.23%, Rcl of 98.68%, 

and F1-S of 98.46%. Subsequently, the DEL model with RF achieved perfect performance metrics, all at 100%. Other 
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algorithms like AdaBoost, XGBoost, CatBoost, LightGBM, and the VC also demonstrated high performance across 

various metrics.  

For the NSL KDD dataset, the DEL model with LR achieved an Acy of 98.26%, Prn of 98.11%, Rcl of 98.52%, 

and F1-S of 98.31%. Notably, the DEL model with RF achieved the best scores across all metrics, at 99.97%, 99.8%, 

99.61% and 99.71% respectively. Similarly, the other algorithms also exhibited strong performance.  

For the UNSW-NB-15 dataset, the DEL model with LR achieved an Acy of 97.45%, Prn of 98.16%, Rcl of 

97.87%, and F1-S of 98.01%. Again, the DEL model with RF performed with near-perfect scores across all metrics at 

99.99%. Other algorithms showcased consistent and high performance as well.  
Lastly, for the IoTID20 dataset, the DEL model with LR achieved an Acy of 99.84%, Prn of 99.55%, Rcl of 96.6%, 

and F1-S of 98.05%. Similarly, the DEL model with RF demonstrated excellent performance with near-perfect scores 

across all metrics at 99.99%. Other algorithms also exhibited strong performance. This indicates the robustness of the 

DELapproach across different datasets.  

In summary, the results shows that the DEL models use a combination of CNN, LSTM, and GRU as base models, 

along with various metalearners, consistently achieved high Acy, Prn, Rcl, and F1-S across the four considered datasets. 

This shows the effectiveness of ensemble learning techniques in enhancing the performance of attack detection systems 

in fog environments. However, among the DEL models, those combined with RF and XGBoost emerged as best 
performers. RF delivers best performance in every dataset.  

Along with the performance metrics mentioned in Table 3, ROC curve with AUC score is obtained to address the 

imbalance nature of datasets. It is observed that DEL with RF outperformed all other in this scenario. As IoTID20 is 

novel dataset, in this study we included ROC-AUC scores as shown in Fig. 6. DEL model with other metalearners and 

VCshows less efficient than DEL with RF where DEL with XGBoost also consistently performed at best and at times it 

matched with DEL with RF in performance wise. 

Table 2. DL models performance metrics 

Dataset Name 
ML/DL 

Model 

Accuracy (%) 

Acy 

Precision (%) 

Prn 

Recall (%) 

Rcl 

F1-Score (%) 

F1-S 

DDOS SDN 

MLP 99.46 99.25 99.4 99.32 

LSTM 99.7 99.6 99.64 99.62 

Bi-LSTM 99.63 99.78 99.29 99.53 

GRU 99.66 99.55 99.6 99.57 

HEM 97.87 99.17 97.28 98.22 

CNN+LSTM 96.43 95.71 95.27 95.49 

NSLKDD 

MLP 99.05 99.04 99.12 99.08 

LSTM 99.12 99.22 99.08 99.15 

Bi-LSTM 98.95 98.85 99.13 98.99 

GRU 98.43 98.41 98.56 98.48 

HEM 98.28 99.62 96.8 98.19 

CNN+LSTM 98.19 97.79 98.72 98.25 

UNSW-NB15 

MLP 93.41 95.74 93.51 94.61 

LSTM 94.11 95.87 94.47 95.16 

Bi-LSTM 94.04 95.86 94.43 95.14 

GRU 93.57 95.75 93.76 94.74 

HEM 94.05 92.08 92.37 92.22 

CNN+LSTM 92.85 94.37 94.05 94.21 

IoTID20 

MLP 99.84 99.7 97.84 98.76 

LSTM 99.88 99.77 98.4 99.08 

Bi-LSTM 99.86 99.57 98.27 98.92 

GRU 99.84 99.61 98.01 98.8 

HEM 99.84 99.83 99.99 99.92 

CNN+LSTM 99.76 99.7 96.58 98.11 

6.2.  Statistical Analysis 

To evaluate whether the observed performance differences among models were statistically correct, we considered 

the accuracy values of six models such as MLP, LSTM, Bi-LSTM, GRU, CNN+LSTM, and CNN+LSTM+GRU (DEL) 
with Random Forest with four benchmark datasets such as DDoS-SDN, NSL-KDD, UNSW-NB15, and IoTID20. Since, 

same models were tested with multiple datasets, the Friedman test was applied. The test produced a Friedman χ2 

statistic of 18.31 with a p-value of 0.0026 that clearly indicates that the performance differences among the models are 
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statistically significant at 1% level.  

Table 3. DEL models performance metrics 

Dataset Name DEL model 
Accuracy(%) 

Acy 

Precision(%) 

Prn 

Recall(%) 

Rcl 

F1-Score(%) 

F1-S 

DDoS SDN 

DEL with LR 98.77 98.23 98.68 98.46 

DEL with RF 100 100 100 100 

DEL with AdaBoost 98.98 98.27 99.19 98.73 

DEL with XGBoost 99.97 99.93 100 99.1 

DEL with CatBoost 99.28 99.88 99.32 98.1 

DEL with LightGBM 99.56 99.32 99.56 99.45 

DEL with VC 99.14 98.81 99.04 98.93 

NSL KDD 

DEL with LR 98.26 98.11 98.52 98.31 

DEL with RF 99.97 99.8 99.61 99.71 

DEL with AdaBoost 98.034 97.75 98.46 98.1 

DEL with XGBoost 99.16 98.94 99.44 98.6 

DEL with CatBoost 98.55 98.4 98.8 98.6 

DEL with LightGBM 98.6 98.43 98.87 98.65 

DEL with VC 98.44 98.21 98.79 98.5 

UNSW-NB-15 

DEL with LR 97.45 98.16 97.87 98.01 

DEL with RF 99.99 100 99.99 99.99 

DEL with AdaBoost 97.11 98.07 97.42 97.75 

DEL with XGBoost 98.47 99.06 98.55 98.4 

DEL with CatBoost 97.95 98.76 98.04 98.4 

DEL with LightGBM 97.88 98.75 97.94 98.35 

DEL with VC 97.5 98.36 97.73 98.05 

IoTID20 

DEL with LR 99.84 99.55 96.6 98.05 

DEL with RF 99.99 100 99.96 99.98 

DEL with AdaBoost 99.78 99.45 97.13 98.28 

DEL with XGBoost 99.93 100 98.96 98.79 

DEL with CatBoost 99.84 99.6 97.99 98.79 

DEL with LightGBM 99.86 99.59 98.32 98.95 

DEL with VC 99.86 99.81 98.08 98.93 

 

To analyze better, three visualizations are generated in Fig. 7, Fig. 8 and Fig. 9. The boxplot of accuracies 

highlighted that CNN+LSTM+GRU (DEL) with RF consistently achieves near perfect results with all datasets. Whereas, 

CNN+LSTM showed both lower accuracy and wider variability. The line plot across datasets further shows the 

dominance of DEL+RF, which remained the best in every case. While CNN+LSTM shows accuracy drop when 

UNSW-NB15 is considered. The heatmap provided a clear dataset wise overview, showing that DEL+RF achieved the 

maximum ac curacy in all datasets (100.00, 99.97, 99.99, and 99.99). Whereas CNN+LSTM consistently shows lowest 
values. These plots show DEL+RF shows higher accuracy and most stable model across all datasets. 

To validate these results, a post hoc Nemenyi test is performed. The average ranks obtained across datasets were 

1.00 for DEL+RF, 2.00 for LSTM, 3.50 for Bi-LSTM, 4.13 for GRU, 4.38 for MLP, and 6.00 for CNN+LSTM. With a 

critical difference value of approximately 1.73 at a 0.05 significance level. From the results, it is found that DEL+RF is 

statistically performing better. These results with the Friedman test strongly support that DEL+RF provides the most 

robust and reliable performance in all datasets. 

6.3.  Performance Analysis using Network Parameters 

From above results it is seen that, DEL with RF performs better with respect to the parameters considered for all 
the datasets. However, when the results of DDoS SDN dataset are compared with that of other datasets, then DEL with 

RF performs better as shown in Table 3. So, we considered this scenario for evaluating the fog device performance 

where, number of IoT devices are varied from 100-500. It is assumed that these many numbers of network traffic flow 

happen between IoT devices and fog device. Each row in the dataset represents a network traffic flow. The performance 

is analyzed by increasing the number of IoT devices by studying parameters such as energy consumption (in Joules), 

cost estimation (USD), resource utilization, latency (seconds), and service time (seconds). It is also considered that the 

fog device operates at 200 Watt. The cost per watt second taken is \$0.00005. 



Securing Fog-assisted IoT: An Adaptable and Efficient Threat Identification Approach 

Volume 18 (2026), Issue 2                                                                                                                                                                       87 

 

Fig.6(a). ROC-AUC for DEL with LR 

 

Fig.6(b). ROC-AUC for DEL with RF 

 

Fig.6(c). ROC-AUC for DEL with AdaBoost 

 

Fig.6(d). ROC-AUC for DEL with XGBoost 

 

Fig.6(e). ROC-AUC for DEL with CatBoost 

 

Fig.6(f). ROC-AUC for DEL with LightGBM 

 

Fig.6(g). ROC-AUC for DEL with VC 

Fig.6. Results of ROC-AUC for DEL models 
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Fig.7. Accuracy distribution of models across datasets 

 

Fig.8. Model accuracy across different datasets 

 

Fig.9. Model accuracy heatmap across datasets 
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Fig.10(a). Cost Comparison 

 
Fig.10(b). Energy Comparison 

 
Fig.10(c). Resource Utilization 

 
Fig.10(d). Latency Comparison 

 
Fig.10(e). Service Time Comparison 

Fig.10. Performance analysis of DEL models using network parameters 

From Fig. 10a, it is observed that DEL with RF performs better than other DEL models by showing minimum cost. 

When the number of IoT devices increases the cost also increases. When the number of IoT devices varies from 100 to 

500 (100,200,300,400, and 500) then DEL with RF shows cost (in USD) of 0.026, 0.051, 0.100, 0.124, 0.160. 

respectively. Similarly, DEL with LR shows 0.047, 0.118, 0.163, 0.207, 0.215 respectively. DEL with AdaBoost shows 

0.035, 0.089, 0.129, 0.148, 0.184 respectively. DEL with XGBoost shows 0.031, 0.066, 0.105, 0.137, 0.164 respectively. 

DEL with CatBoost shows 0.046, 0.082, 0.128, 0.174, 0.222 respectively. DEL with LightGBM shows 0.033, 0.061, 

0.097, 0.131, 0.151 respectively. DEL with VC shows 0.041, 0.073, 0.106, 0.177, 0.223 respectively. 

From Fig. 10b, it is observed that DEL with RF performs better than other DEL models by showing minimum 
energy consumption. When the number of IoT devices increases the energy consumption also increases. When the 

number of IoT devices varies from 100 to 500 (100,200,300,400, and 500) then the energy consumption (in joules) is 

found as follows. DEL with LR shows 949.816, 2360.571, 3278.392, 4157.853, 4312.037 respectively. DEL with RF 

shows 531.198, 1023.233, 2019.705, 2480.892, 3208.072 respectively. DEL with AdaBoost shows 04.116, 1787.963, 
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2599.465, 2969.871, 3681.824 respectively. DEL with XGBoost shows 636.680, 1321.696, 2114.853, 2745.556, 

3291.229 respectively. DEL with CatBoost shows 922.370, 1655.797, 2575.286, 3493.089, 4456.069 respectively. DEL 

with LightGBM shows 678.517, 1239.934, 1954.270, 2636.965, 3023.225 respectively. DEL with VC shows 821.508, 

1468.209, 2139.030, 3559.108, 4465.632 respectively. 

From Fig. 10c, it is observed that DEL with RF performs better than other DEL models by showing high resource 

utilization. When the number of IoT devices increases the utilization also increases. When the number of IoT devices 

varies from 100 to 500 (100,200,300,400, and 500) then the resource utilization are found as follows. DEL with LR 

shows 21.056, 16.945, 18.301, 19.240, 23.19089411 respectively. DEL with RF shows 37.650, 39.091, 29.707, 32.246, 
31.171 respectively. DEL with AdaBoost shows 28.404, 22.371, 23.081, 26.937, 27.160 respectively. DEL with 

XGBoost shows 31.412, 30.264, 28.370, 29.137, 30.383 respectively. DEL with CatBoost shows 21.683, 24.157, 

23.298, 22.902, 22.441 respectively. DEL with LightGBM shows 29.476, 32.259, 30.701, 30.337, 33.077 respectively. 

DEL with VC shows 24.345, 27.244, 28.050, 22.477, 22.393 respectively.  

From Fig. 10d, it is observed that DEL with RF performs better than other DEL models by showing minimum 

latency. When the number of IoT devices increases the latency also increases. When the number of IoT devices varies 

from 100 to 500 (100,200,300,400, and 500) then the latency (in seconds) are found as follows. DEL with LR shows 

4.749, 11.802, 16.391, 20.789, 21.560 respectively. DEL with RF shows 2.655, 5.116, 10.098, 12.404, 16.040 
respectively. DEL with AdaBoost shows 3.520, 8.939, 12.997, 14.849, 18.409 respectively. DEL with XGBoost shows 

3.183, 6.608, 10.574, 13.727, 16.456 respectively. DEL with CatBoost shows 4.611, 8.278, 12.876, 17.465, 22.280 

respectively. DEL with LightGBM shows 3.392, 6.199, 9.771, 13.184, 15.116 respectively. DEL with VC shows 4.107, 

7.341, 10.695, 17.795, 22.328 respectively. 

From Fig. 10e, it is observed that DEL with RF performs better than other DEL models by showing minimum 

service time. When the number of IoT devices increases the service time also increases. When the number of IoT 

devices varies from 100 to 500 (100,200,300,400, and 500) then the service time (in seconds) are found as follows. 

DEL with LR shows 4.749, 11.802, 16.391, 20.789, 21.560 respectively. DEL with RF shows 2.655, 5.116, 10.098, 
12.404, 16.040 respectively. DEL with AdaBoost shows 3.520, 8.939, 12.997, 14.849, 18.409. DEL with XGBoost: 

3.183, 6.608, 10.574, 13.727, 16.456 respectively. DEL with CatBoost shows 4.611, 8.278, 12.876, 17.465, 22.280 

respectively. DEL with LightGBM shows 3.392, 6.199, 9.771, 13.184, 15.116 respectively. DEL with VC shows 4.107, 

7.341, 10.695, 17.795, 22.32816017 respectively. The latency and service times are identical as we assume the fog 

server processes the traffic immediately without adding any transmission or queuing delays. 

From above analysis, it is observed that the DEL with RF model performs better than other DEL models in terms 

of cost, energy consumption, resource utilization, latency and service time. The scalability of the DEL models got 

evaluated by considering 100 to 500 IoT devices for the above mentioned network parameters are depicted in Fig. 10. 
While increased resource loads are expected under increased user-demand, the resource usage increase within the DEL 

models is manageable and can be effectively scaled to larger IoT deployments. This directly addresses the edge versus 

cloud tradeoff. Light tasks are done at the fog/edge nodes, while the heavy resource-demanding computations are done 

in the cloud, thus the system is cross-layer efficient and scalable. Besides evaluating the results on the four considered 

datasets, the proposed DEL framework is capable of being applied for practical fog environments. In smart healthcare, 

it can protect patient information from cyber intrusions by performing real-time detection at the fog nodes in a hospital. 

In Industrial IoT, it adds protection against attacks that can disrupt production systems, while in autonomous vehicles, it 

facilitates the on-board detection of anomalies with low latency to protect the passengers. These use-cases underscore 
the importance of our framework in securing multiple IoT environments. 

7.  Conclusions 

In this study, the implementation of DEL techniques, leveraging a combination of CNN, LSTM, and GRU as base 

models, along with various metalearners, has demonstrated remarkable success in enhancing the performance of threat 

identification across diverse datasets. Through extensive evaluation, it is evident that the DEL models have consistently 

achieved the best generalization, high accuracy, precision, recall, and F1-Score metrics, showcasing their robustness 
and effectiveness in identifying threats. Also, at fog DEL with RF metalearner performs better than other DEL models 

in terms of cost, energy, resource utilization, latency, and service time. This study underscores the significance of DEL 

methodologies in bolstering cybersecurity measures, particularly in the context of evolving network threats in fog 

computing environments. Although the DEL models achieved the best results, they have limitations. Looking ahead, 

there are several domains for further exploration and enhancement in the realm of attack detection using DEL 

techniques. Firstly, future research could focus on investigating novel architectures and algorithms within the DEL 

framework to improve the model's ability to adapt to dynamic and evolving network environments. Additionally, efforts 

should be directed towards enhancing the scalability and efficiency of DEL models to accommodate larger datasets and 
real-time processing requirements. In large-scale deployments, latency overhead, the potential for false positives, and 

vulnerability to adversarial attacks continue to be issues. Our future work focus in addressing the above issues as well. 
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