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Abstract: Device-to-Device (D2D) communications in 5G enabled vanet Networks offer significant advantages in terms
of improved communication efficiency and reduced latency. However, ensuring secure and efficient key agreement
among devices remains a critical challenge. In this study, we present a novel lightweight framework for D2D
communications that addresses these concerns by employing a Signcryption-based key agreement scheme [1]. The
proposed scheme is built on the foundation of Diffie-Hellman Hyper Elliptic Curve Cryptography and leverages two one-
way cryptographic hash functions to enhance security. By integrating the signcryption technique, our framework achieves
a seamless combination of encryption and signing [2], reducing computational overhead and conserving network
resources in resource-constrained 5G-enabled devices. Furthermore, we prioritize user location privacy in our framework
by employing advanced techniques, including the Chinese Remainder Theorem. This ensures that location information is
protected and not exposed to unauthorized parties during D2D communication sessions. Through extensive simulations
and performance evaluations using ns3, we demonstrate the effectiveness and efficiency of our proposed key agreement
scheme for D2D communications in 5G enabled vanet Networks. The results show improved communication performance
and reduced resource consumption, making our framework a promising solution for secure and efficient D2D interactions
in the context of evolving 5G networks.

Index Terms: D2D, VANET, Signcryption, Key Agreement, 5G Networks, Security, Privacy.

1. Introduction

Vehicular Ad-Hoc Networks (VANETS) are a type of network that allows vehicles to communicate with each other
and with roadside infrastructure. These networks are an essential part of the vision for future intelligent transportation
systems (ITS). VANETSs use wireless communication technologies such as Dedicated Short-Range Communication
(DSRC) or Cellular-Vehicle-to-Everything (C-V2X) to enable vehicles to exchange information in real-time. Vehicles in
a VANET communicate to share information about road conditions, traffic congestion, accidents, weather conditions, and
other relevant data that helps drivers make informed decisions and improves overall road safety by enabling collision
avoidance and warning systems. Vehicular Ad-Hoc Networks (VANETS) can be categorized into different types based
on their applications, communication modes, and operational environments. Some most common types of VANETSs are
Vehicle-to-Vehicle (V2V), Vehicle-to-Network (V2N), Vehicle-to-Pedestrian (V2P), Vehicle-to-Infrastructure (V2I),
Vehicle-to-Everything (V2X). The choice of VANET type depends on the application requirements, environmental
conditions, and infrastructure availability in a particular deployment scenario. However, VANETS also face challenges
such as ensuring robust security and privacy, managing network scalability, and addressing communication reliability in
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diverse traffic conditions.

Security in Vehicular Ad-Hoc Networks (VANETS) is crucial due to the sensitive nature of the data exchanged and
the potential impact of security breaches on road safety and operational efficiency. The key aspects and challenges of
security in VANETs include Authentication and Access Control, Data Integrity, Privacy Preservation, Secure
Communication, Trust Management, Resilience to Attacks, Secure Vehicle-to-Infrastructure (V2I) Communication,
Update and Patch Management, Legal and Regulatory Frameworks. Overall, securing VANETS requires a comprehensive
approach that integrates cryptographic techniques, secure protocols, trust management, privacy preservation, and
resilience to attacks. Addressing these security challenges is crucial to realizing the full potential of VANETS in enhancing
road safety and transportation efficiency.

Device to Device (D2D) Communication is a crucial technology in VANETS that allows the vehicles to communicate
directly without any infrastructure like base station or access points in between and is used to enhance communication
efficiency, connectivity and reliability. However, D2D can also be in connection with centralized network as is the case
of V2X shown in Fig.1.

With the advent of technology and need for faster communication in high mobility networks, D2D in 5G VANETSs
leverages communication cost and computational cost bypassing the centralized network infrastructure by efficient
spectrum utilization through Resource Reuse and localized data processing. D2D in 5G VANETSs also support
computation offloading and computational workload sharing for V2V interactions. However, the security concerns should
be addressed to ensure confidentiality and integrity of data. Signcryption technique helps in ensuring the message
authentication and prevents unauthorized modification by third party while maintaining the confidentiality. Secure
Signcryption schemes like Ring, blockchain based, certificateless, conditional privacy preserving, multimode and
quantum resistant signcryption are a work under research. Based on the existing studies and experimental works available
it is suggested to secure the communication with a proper key agreement protocol that can mutually authenticate the
vehicles and mitigate the possible attacks.
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Fig.1. V2X Architecture

2. Research Motivation

The various types of VANETS and the security challenges for ensuring data integrity and confidentiality is discussed
in the introduction. Existing works on addressing these challenges incur either high latency or lack forward secrecy or
privacy location etc. Earlier works has also not addressed the trade-off between light weight crypto-algorithms and multi-
attack resilience in a network. Also, it is observed that none of the research is based on D2D communication where
information is shared quickly and securely. Signcryption technique addresses these challenges and is a best solution for
securing the communication in VANETSs. A comprehensive survey of the various existing key agreement schemes based
on signcryption technique (mostly with elliptic curves [3]) for security implementation in VANETS is listed in Table 1.
These techniques are mostly used with mutual authentication [4]. Majority of the work is done on certificateless
Signcryption technique for different type of 5G VANETSs. The simulation / Threat model, Random Oracle is proven to
be good for evaluating signcryption schemes [5]. The main limitation of certificateless signcryption is when the key
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generation center that holds the key to decrypt and sign is compromised. Also, this technique is based on ECC which is
vulnerable as well as provides larger computational costs and delays due to its large key size. To avoid this, a certificate
based signcryption is suggested that can use HECC. It is observed that there is no work currently available on certificate
based Signcryption except for [6], where Gomathi et al., has implemented certificate based Signcryption on cluster based
VANETSs without D2D pairs and with a limited packet size of 512 bytes and limited to smaller network size.

Table 1. Comprehensive literature survey
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It is observed that in certificateless Signcryption key computation time and authentication delay is high for most

times with limited privacy. Also, existing protocols address only a subset of these problems but fails to have a
comprehensive solution tailored for real-time 5G D2D VANET scenarios. This work SPARK, is a light weight framework
based on certificate based signcryption with an enhanced key agreement that addresses the above problem and ensures
mutual authentication, multi-attack resilience and location privacy and is optimized for real-time D2D communication in
5G D2D VANETs.
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3. Proposed Work

Major efforts were put by the researchers to tackle the security and data processing issues in the 5G enabled D2D
VANETsS for secure communications. It was observed that majority of the flaws are because of the methodology adopted
which resulted in high communication and processing costs due to modular exponentiation. As a result, these designs
were not able to resist privileged insider attacks, impersonation and TA spoofing attacks thereby compromising privacy
and anonymity. This in turn has resulted in security and performance imbalance. The main objective of this work is to
create an efficient key agreement scheme based on signcryption and employs HECC and two one way cryptographic hash
functions. HECC uses shorter key size compared to ECC (Elliptic Curve Cryptography) and results in lower
computational head in a highly mobile and bandwidth constrained VANET environment (Eg. 160 bit ECC Key ~ 80 bit
HECC Key). Chinese Reminder Theorem is used to optimize the modular arithmetic operations involved in signature
verification (reduced by ~40%) and hence reduces the computational cost and complexity. In this process, Chinese
reminder theorem is used to secure the location privacy of the vehicle. The main contributions of this paper are as follows.

. We bring optimal scheme which is certificate based signcryption scheme for authentication and key agreement
between and vehicle and RSU / TA. Here each vehicle is equipped with the signcryption module. The process
includes

(a) Certificate Issuance — by the TA
(b) Signcryption Process — with message sent over the 5G network
(c) Decryption and Verification - by the recipient

«  We implement our proposed system using ns3 simulation tool and provide the performance analysis of our
system with existing systems to show that the communication and computational costs are reduced.

The use of Certificate based Signcryption scheme guarantees data confidentiality, integrity and authenticity and the
certificates generated are useful in preventing Man-in-the-Middle (MITM) and Replay attacks.

The work is compared with [11] and [16,17] that provide state of the art light weight and privacy aware key
agreement mechanisms for VANET with 5G support and mostly addresses the critical security dimensions like mutual
authentication, Forward Secrecy, resistance to DOS attacks etc. Other schemes fall outside the scope of this work and do
not address location privacy, signcryption, light weight structure simultaneously which are core of this work and lack
direct applicability to D2D based 5G VANETSs. The basic notation and terminology used is given in Table 2.

Table 2. Notations/Terminology

Notation Meaning
TA Trusted Authority
RU Road Side Unit
D Vehicle
HEC Hyper Elliptic Curve
Dyi & Dy Private and Public Keys of Vehicle
H,& H, Hash Functions
Yok Public Key of the TA
RU; Road Side Unit Identification
Certgy, Certificate for RU;
D, Vehicle ID
Q Key received from RU;
J Divisor in HEC
o &o; Random number chosen from a set
SG; Signature generated
Nonce Time Stamp generated as Random or Pseudo Random number and used once
Ygs Session Key
Wy Registration Phase Secret Key

4. Implementation Methodology

The proposed architecture is comprised of three components: 74, D and RU. Each participant must first register
with 74 before being assigned to a practical activity. We assume that the 74 is a fully trusted participant which may be a
potential vulnerability as it introduces single point failure caused by DOS attacks and other potential risks of
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impersonation, internal threats and location privacy. To address these, we used forward security where we refresh the
session keys periodically and zero knowledge proof where the 74 can issue the keys without the knowledge of its actual
content enhancing privacy. Also, it was assured that 74 doesn’t generate all the keys but allows D/RU to generate their
own private keys. D and RU are considered partially trusted. D is the most important component of the entire structure.
When necessary, RU can access a specified D from anywhere, for example, to check on a large city's infrastructure, such
as traffic surveillance and sidewalk monitoring, etc. 74 has complete control over the transmission zone, vehicle validity,
and external user data access. Similarly, the 74 can be in charge of "Who has access to whom," and the entry of an
unauthorized vehicle or user at any moment, as well as trajectory, waypoint, and data communication, is the exclusive
responsibility of the 74 related occurrence. Our proposed work consists of five steps

Setup phase

Registration Phase — RU & D

Key Agreement Phase - Between RU, D & T4

Update Phase — New Joining and Cancellation of Failed vehicles
Location Privacy

Setup phase: This Phase is initialized by the 74 that creates Public and Private Keys. The Private Key, Dy is
selected by using HEC that considers a finite field F; with g > 1 (we considered a genus 2) [20]. The divisor ]
of hyper elliptic curve (also called Jacobian of HEC) is the finite points sum that is given as Xp;cygc™;p;, here
m; € Fy andg,oi € [1,2,3,..(c — 1)] [10]. The Public Key of TA (¥,) given as ¢.] is generated. Two hash
functions H, and H, are chosen for signature generation and encryption key derivation respectively. To
complete signcryption process using HEC, the public parameters are published for use by all the parties involved
and is given as

K = [Fy, HEC, ], Yk, Hq, Hp ] (1)
Registration Phase —RU and D: The registration of RU and D are handled by 74 themselves. In the process of
registering the RSU, the T4 first allocates an ID for the RU, RU; and computes its Private Key and Public Key
as shown in equations (2) and (3) respectively.

RU,, = ¢.H,(RU)mod ¢ )

RUpg, = RUpy.J (3)

The certificate for RU; is calculated as (4)

certry; = Vpi + (RUpk)Ha(RUi”RUpsk) 4

To track the exact location of the vehicles ID,,, TA provides a secret key w,, € [1,2,3, ... (c — 1)] to the RU;. Finally,

TA will update memory of RU; as(RU;, cert;, RUpy, RUyg ). Once the registration of RU is completed, the 74 will initiate
the registration of vehicle asD,,. The Public and Private keys are computed in the similar way as for RU and in shown in
equations (5) and (6).

186

Dy = ¢.Hy(Dy)mod ¢ (5)
Dysie = Dpi-J (6)

The certificate for D,, is calculated as (7)
certp; = Dpg + (Dpk)Ha(DnHDpsk) 7

Finally, T4 will update memory of D, as(Dy, certp;, Dy, Dpsi)-

Key Agreement Phase - Between RU, D & TA: When two vehicles, say, D, and D,,,, wants to communicate,
a key agreement should be available. For this purpose, we used a key agreement phase among RU, D & TA.
Initially we generated a certificate for signature and transmitted the key from RU; to D,;. First a Public Key
& = 0;.J is generated and the corresponding Private key («;) is generated as &;. RU;. D, 5. Then we encrypted
the message from RU; with a timestamp produced as Nonce (4;) as RUy,(RU;||Nonce;). The certificate and
corresponding signature are then generated as
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Certpyiop = certp; + Hy(message||RU;||Nonce;) ®)
SG; = (m RUi) mod ¢ 9)

The Signcrypted key from RU; is sent to D,,,. as
Oy = (SG;, Certryizp, Ay, &, ;) (10)

Once D, receives 1, from the RU;, its validity is checked by verifying the Time Stamp Nonce; after decryption
and Certgyip and signature are verified using the following conditions

ka + (RUpsk)Ha(Dns”Dpsk) = CertDi-] (11)
SGi(Dysi + Certryizp. 9i-]) = Dys. & Dy (12)

If signature is valid, &; and SG;are recalculated using equation (9) with RU; replaced by D, and the later part
multiplied by o;. The session key (9;) will updated as o;¢; in D,,;. The relation of Nonce with session key is obtained
from

A= RU,, (Nonceys||Noncey) (13)
The session shared with D, is
Uns = Hy(message||Dps||Noncens||9;) (14)
and can be verified as
HY,, = H,(Nonce;||9;) (15)
This key is sent as
Q, = (HOps, Nonceyg, &, Dy, RUpy, Certryizp) (16)

to the T4 through RU; through Unsigncryption. The TA decrypts the key and verifies freshness of the Nonce,. The
certificate of D, is verified using equation (11) and signature validation is done using (12). The certificate is computed
as

SGry = Certyy + Hy(message||D,||Noncer,||TA) (17)
The session key for T4 is updated in the similar way as for RU; and sends the key as
Q3 = (HﬁTA'NonceTA'Si:Dnr:RUpk:SGTA) (18)

to D,,,. The D,,, then decrypts the key and checks the freshness of Noncer,to send the data to RU.. It then verifies the
D, s (source vehicle) certificate and signature through

Yor + Yorpi- Ho (TA||Ynrpi) = certy,.] (19)
SGpy(Ynr + Certparyi-J) = Dny- Enp Drppic (20)

Once verified, the session key needs to be updated in a similar process as for 74 and RU;. The relation used is
Garra = Hy(message|IDyy||TA|INonCenral|0irra) @1

and verified as
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HY3,7, = Hy(Noncep,rall9arra) (22)
The session key is sent as
Q4 = (Darra Hgr7a) (23)

to RU;. Finally, when the RU; receives (), and decrypted for checking the freshness of the Nonce using

(message| | Dy | |RUi [INoncegyizp) = Dg(Dryizp) (24)
It is observed that the freshness Nonce is new and calculates
HOgyiap = Hy(Noncegyizp||9ruizn) (25)

Then it checks the relation 9gj;;,p is true or false (H9gy.p = H95yip)- The following equivalence can be verified

as well (HOgyizp = HOruizp)-
. Update Phase — New Joining and Cancellation of Failed vehicles: In Vanet scenario, vehicles have a high
mobility and will be either entering or leaving the network area. The procedure for adding or removing a vehicle
is handled by the TA4. Once a new vehicle enters into the network the 74 identifies it as D,,.,, and computes its

private and public keys in the same way as registration and generation of certificates of vehicles as shown in
equations (5) to (7) and are shown as below

Dnewpk = (p-Ha(Dn)mOd 4 (26)

Dnewpsk = Dnewpk'] (27)

The certificate for D,,,,, is calculated just as for equation (7) and given as

CertDnewi = ka + (Dnewpk)Ha(Dnewl|Dnewpsk) (28)

Finally, T4 will update memory of Dy, as(Dnew, C€Ttpnewir Dnewpks Dnewpsk) - Similarly, when some of the
vehicles are leaving the network, their information has to be removed from the memory.

Daetete = Ha(Dgeletel |Dpskdelete||TA) (29)

The same remedy will be consider when a vehicle is compromised due to the attack by hackers or when the data has
to be safeguarded in the RU.

«  Location Privacy: In case of failure of a vehicle, D, or D,,- due to loss of energy or external issues, it will be
replaced by RU;. Prior to that the real location GCp of Dyg5qi,07 Dyrpqy Will be by RU;. To provide privacy of
the location, we need to know Latitude (i), longitude (8), and altitude (7). For providing privacy to GCj; the
following steps of Chinese Remainder Theorem [21] is used.

Calculate R; for each w; using R; = w, /w; (30)
Define Congruence with R;N; = 1 mod w; 31
U; = R:N; (32)

h=37; (33)

F=hxn (34)

Here 7 indicates Enc(u||0||7) that suggests it is an encrypted value.

After the above process, final value of F will be shared to the RU;. In the registration phase, secret key w,, is given
to RU;, that will calculate 1 using equationF mod w;. While decrypting n with the help of 74 public key,RU; can retrieve
the coordinates of the vehicles.

188 Volume 18 (2026), Issue 2



A Lightweight Framework Using Signcryption Based Key Agreement Scheme with Location Privacy
for D2D Communications in 5G VANETSs

5. Simulation Results

The Proposed design is implemented with NS 3.26. Here we have chosen 5G enabled LTE package in NS3 to create
the 5G network and enabled D2D communication features over the LTE package. The simulation parameters and the
various libraries used in the design are mentioned in Table 3. To bring security into NS3 we linked Open SSL and libHEC
packages. For realistic vehicular mobility simulation with utmost accuracy SUMO is the best choice when integrated with
network simulator to generate the required topology. SUMO allows for Online and Offline Communication for real-time
road traffic scenarios [22]. The system is implemented on Intel ® Core ™ i7-7700 @ 3.6GHz with 32 GB RAM.

To validate SPARK’s practical feasibility, key performance metrics of authentication delay, communication
overhead and computational cost are benchmarked using NS3 simulation and observed that SPARK outperforms [11],
[16,17] in terms of speed while maintaining robust security.

Table 3. Simulation parameters

Parameter Value
Simulation Area (Sq.m) 5000 x 5000
Simulation Time (Sec) 600
Topology Highway
Number of D2D Pairs 50, 100, 150, 200
Speed of vehicles (Km/h) 30
Packet Size 1024
Propagation Model Long Distance Propagation loss
Routing Protocol AODV
Frequency and Bandwidth 28GHz and 100 MHz
Traffic Type CBR & UDP
Hash Algorithm SHA-256
Modules used Antenna, Config store, Mobility, Flow Monitor, LTE and Internet
External libraries used NFL library, OpenSSL and Crypto++
SUMO version 1.19.0

The graphs Fig.2. to Fig.4. display the authentication delay, communication overhead and computational cost
parameters that are evaluated using the proposed algorithm — SPARK and compared with results of HDMA [11], ECA-
VFOG [16] and LT — AKA [17] that are certificate less based methods. The performance is analyzed over the number of
D2D pairs used in the environment. Under practical conditions, those maximum numbers of D2D pairs that can be
sustained while using each of these algorithms are 150, 120 and 180 for [11], [16] and [17] respectively. However, SPARK
can sustain up to 200 pairs. The authentication delay refers to the total delay experienced when D, verifies the identity
and authenticity of D, & RU;. From Fig.2., it is observed that as the number of D2D pairs is 50, SPARK faster compared
to ECA — VFOG by 2.01 times, 1.67 times compared to HDMA and 3.48 times compared to LT — AKA. The number of
nodes are taken as multiples of 50 and up to a maximum of 200 pairs. It is observed that SPARK performs 3.47, 3.78 and
2.74 times faster compared with ECA — VFOG and 1.95, 2.12 and 1.96 times faster compared to HDMA and 4.53, 4.13
and 3.15 times faster compared to LT — AKA. The Communication overhead refers to the additional bits along with the
original message communicated from D, to D,,,- and includes certificates, keys and signcryption headers. A minimal
communication overhead is very critical in ensuring effective bandwidth utilization and reduced latency for ensuring
safety in high mobility environments. From Fig.3., it can be observed that the communication overhead is decreased for
SPARK by 1.63, 1.42 and 2.08 times of ECA — VFOG, HDMA and LT — AKA for 50 D2D pairs. When the number of
D2D pairs are increased to 100, the same is improved for SPARK by 1.83, 1.67 and 2.73 times, for 150 D2D Pairs it is
improved by 1.58, 1.46 and 2.68 times and for 200 D2D pairs it is improved by 1.73, 1.28 and 2.66 times compared with
ECA - VFOG, HDMA and LT — AKA. The computational cost is the total time taken for Key management, Certificate
verification, Signcryption and Unsigneryption with cryptographic operations for encryption and decryption. From Fig.4.,
it is observed that the Computational cost of SPARK is only 13.25, 17.99, 10.51 % of the time taken in milli-seconds by
ECA - VFOG, HDMA and LT — AKA respectively for 50 D2D pairs. Similarly, the computational cost of SPARK
consumes 13.23, 20.64 and 10.59 % of the time for 100 D2D Pairs, 20.56, 27.22 and 17.87% of the time for 150 D2D
Pairs and 25.86, 32.69 and 22.93% of the time for 200 D2D Pairs of ECA - VFOG, HDMA and LT — AKA. There is a
huge improvement in the computational cost compared to other algorithms. The SPARK algorithm is compared with [11]
and [16,17] in terms of authentication delay, communication overhead and computational cost and tabulated in Table 4.,
Table 5. and Table 6. respectively. It can be observed that SPARK has a clear edge over the other algorithms with respect
to the above mentioned parameters.
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Fig.2. Authentication delay analysis
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Fig.3. Performance analysis of communication overhead

Fig.4. Computational cost analysis

Table 4. Comparison of authentication delay (in ms) for various D2D Pairs with specific quantitative benchmarks

30

Number of D2D pairs

computationalcost

200

25

computational cost (ms)

80 100 120 140
Number of D2D pairs

160 180 200

N"'P‘;fi rlzzD LT-AKA [11] ECA-VFOG [16] HDMA [17] SPARK (Proposed)
50 2.13 1.23 1.02 0.612
100 3.87 2.97 429 0.856
150 401 3.67 581 0.97
200 523 455 6.14 1.66
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Table 5. Comparison of communication overhead (in bits) for various D2D Pairs with specific quantitative benchmarks

NO'P‘;&?zD LT-AKA [11] ECA-VFOG [16] HDMA [17] SPARK (Proposed)
50 309 240 210 148
100 417 279 256 153
150 531 313 289 198
200 653 424 314 246

Table 6. Comparison of computational cost (in ms) for various D2D Pairs with specific quantitative benchmarks

No. of D2D

Paire LT-AKA [11] ECA-VFOG [16] HDMA [17] SPARK (Proposed)
50 14.28 11.32 8.34 1.5

100 20.21 16.18 10.37 2.14

150 23.34 20.28 15.32 4.17

200 27.43 24.32 19.24 6.29

6. Security Analysis

Forward Secrecy: In SPARK, the session key is updated in the private keys of D,,s, RU; and D, and is difficult for the
malicious vehicles to find this value because of HECDH. As all the session keys are locally generated, unauthorized
vehicles will not be able to read or use the messages and hence this scheme ensures forward secrecy.

Man-in-the-Middle Attack: SPARK strengthens MITM attacks by ensuring mutual authentication, encrypting
communications, establishing secure session keys, and integrating with 5G’s network slicing capabilities. HECDH assures
mutual authentication using valid certificates issued by TA. Signcryption ensures that the data remains private while
verifying the source. Also, since every message is to be signed and verified, any changes to this would invalidate the
signature. Dynamic session key generation helps in the cause.

We considered ‘I’ that aims to modify message ‘¢’ that is forwarded between vehicles ‘D,’ and ‘D,’. ‘@, includes
several factors of

message; = (Nonceg, Q,,A,4, 64,4, Certy) (35)
To be effective in the malevolent effort, ‘I’ should determine ‘A,” and ‘Nonce,’:
Ag= (Certy + h(Dyl|Certy||841IRUp) (0 + Pa) (36)
Nonce, = Es, (N,) (37)
‘I” must have the values of ‘g;’, ‘p,” and ‘py,’ that can only be got from ensuing relations below
0N, =¢4.D,64, =py.D and &, = py,.D (38)

Performing such calculation is unfeasible as it is comparable to solving HECDLP thrice. Hence, the scheme proves
to be robust in resisting Man-In-The-Middle Attacks.

Impersonation Attack: When a malicious vehicle tries to forge a message as {message, mD,s, Nonce;, Vi, Dysi, SG;}
such that it satisfies equation (9) then only the message might be compromised. However, it is almost impossible to
implement. So, this technique is highly secure against such type of attacks.

Resistance to Denial of Service (DOS) and Replay Attacks: A malicious vehicle tries to reuse the previous message
but fails due to continuous verification of freshness of Time Stamp using Nonce;. Since the time stamp doesn’t match
SPARK is secure against these attacks. Based on Nonce; and when complemented with signature checks the incorrect
messages can be identified and rejected. SPARK technique secures the messages from DOS attacks by terminating the
session.

The proposed mechanism offers security against DoS attack. If ‘D},” sends

message, = (Noncey, 2y, Ay, 65, 9X,, Certy, Certpyiap, D) 39)
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to ‘D,’, by calling Nonce,;, = Es,(Nq, Np). on receiving ‘p,’, ‘D, computes the following. It decrypts,
(Ng, Np) = Dy, (Nonceg) (40)
and ensures newness of ‘Ny,’ along with certificate of source correspondingly to ascertain
(0ro + RUpies. (D IRUpir) ) = Certy. D (41)
It lastly confirms the signature by ensuring the application of ensuing condition:
(Cert,,. D+ (0, + 5b).h(RUpkb||.(2,,||Certb||6b||Nonceab)) =A,.D 42)

Nevertheless, the aforesaid calculation is complex for ‘I’ to determine information which ensures that the system is
secured to DOS attacks.

Location Privacy: SPARK secures the privacy of the location by using Chinese remainder theorem. Only the RU; can
retrieve the location of the vehicle. It is not possible to impersonate the RU; as it needs the Public Key from 74.
So, practically it is not possible to retrieve key from both.

Secure Data Transmission: In SPARK, actual session key is never transmitted individually. The session key is generated
by the HECDH and even when a malicious vehicle tries to get information about all the keys, it cannot find the exact

public and private keys used in the certificates during signcryption.

Table 7. Comparison of Resistance to security attacks against various Algorithms

LT-AKA [11] ECA-VFOG [16] HDMA [17] SPARK (Proposed)
Location Privacy N X N S
Forward Secrecy \/ \/ X \
Impersonation \/ \/ N \
Mutual Authentication \/ \/ v v
Replay Attack \/ X v v
DOS Attacks v X X v
Man-in-the-Middle X X X J
Sybil Attack X X X v

Along with resistance to above mentioned attacks, SPARK also offers resistance against Sybil attacks by linking a
valid certificate issued by 74 to each vehicle pseudonym thereby avoiding false identities. In the process, only one
pseudonym is allowed in a session. Signcryption ensures the messages authenticated using valid keys only. This is
possible because only valid nodes are allowed to participate as D2D pairs. 74 can revoke cloned and unwanted nodes
using certificate revocation list. [11] and [16,17] does not resist Sybil attacks.

002409

LENEEEE L

Fig.5. Simulation Scenario with malicious nodes using NS3.26
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7. Conclusions

In this paper, a Certificate based Signcryption authentication and key management framework is presented for
D2D communication in 5G enabled VANETs by using HECDH. From the results, it is observed that vehicles
communicate securely among themselves and Road Side Units and Trusted Authorities as a D2D pair maintaining
privacy with reduced latency, Communication overhead and Computational Cost. This scheme ensures
confidentiality, authenticity, integrity and non-repudiation for large density of vehicles. The privacy of the location
is increased with the use of Chinese reminder algorithm. To our knowledge, it is the second signcryption system in
the certificate-based cryptographic scenario that achieves security and privacy in 5G enabled VANETs. Proper
research on integrating AI with our technique can help to predict possible threats and integration of edge computing
technology can and enhance real-time decision making.
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Abbreviations
The following abbreviations are used in this manuscript:

D2D - Device to Device

VANET - Vehicular Ad-Hoc Networks

DSRC - Dedicated Short-Range Communication

C-V2X - Cellular-Vehicle-to-Everything

V2V - Vehicle-to-Vehicle

V2N - Vehicle-to-Network

V2P - Vehicle-to-Pedestrian

V2I - Vehicle-to-Infrastructure

V2X - Vehicle-to-Everything

ECC - Elliptical Curve Cryptography

HECC - Hyper Elliptical Curve Cryptography

OSM - Open Street Map

SUMO - Simulation of Urban Mobility

MIRACL - Multiprecision Integer and Rational Arithmetic Cryptographic
PBC - Pairing based Cryptography

FANET - Flying Ad-Hoc Network

AVISPA - Automated Validation of Internet Security Protocols and Application
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3GPP - 3rd Generation Partnership Project

FISCO - Financial Blockchain Open Source

BCOS - Be Credible, Open & Secure

TB-SCDM - Table-based Study Data Tabulation Model or similar database-centric management
CRUD - Create, Read, Update, and Delete

IIOT - Industrial Internet of Things

TA -

Trusted Authority

RSU - Road Side Unit
MITM - Man-in-the-Middle
DOS - Denial of Service
HEC - Hyper Elliptic Curves
Nonce - Number used Once

NS -

Network Simulator

LTE - Long Term Evolution
HECDH - Hyper Elliptic Curve Diffie-Hellman
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